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Abstract—In the Biomedical Engineering field exist many 

issues with electronic medical devices repairing process especially 
when the problem is intermittent. In other words, the device 
works fine for some periods of time and it fails in other ones, 
which becomes challenge for biomedical departments to diagnose 
and fix the problems. When the device issues a constant and 
verifiable problem, technicians can rapidly proceed with the 
repairing of the unit, replacing bad components and performs the 
required tests before return the unit repaired to the customers. 
But, the most relevant issue, which is matter of this paper, is the 
event when a unit comes for repair with an intermittent problem 
issue stated. This is the case when, after a testing period of time, 
the failure is not verified in the biomedical workshop or in the 
lab, and then the biomedical device is returned to the customer 
(hospital, healthcare provider or medical center) with a 
diagnostic note stating “no problem found” (NPF).  Once the 
returned unit is in the healthcare provider, it is available and 
ready for use; a doctor or practitioner request the unit for a 
medical procedure, and is when the intermittent problem show 
up again producing the obvious customer disgust. Then, the 
customer re-sends the unit to the repair center one more time for 
servicing, incurring a wasting of resources such as, labor time, 
shipping and handling costs, etc. and what is worst, bad customer 
satisfaction record. One of the solutions is be to have the 
biomedical device running continually for hours or maybe days 
and, at the same time one of the biomedical technician must be 
present until the issue be verified and confirm the problem; this 
is a no adequate solution, because mainly, it is so difficult to have 
a person at front of a device to monitor it by a long period of 
time. The other way is to do the same thing but in determined 
period of time, which could cause that the intermittent problem 
occurs exactly when the monitoring is missed and get a false NPF 
diagnostic again. Along this paper, we will describe our proposal 
with a valid solution to this problem, based on our experience in 
the biomedical engineering field and with the use of error codes 
which are internally generated for every biomedical device when 
they detect some type of failure. Our solution is developed to be 
used in a mobile device (Android technology) with the choice to 
be installed in other mobile technologies such as, iPhone, PDM, 
etc. Our solution to this problem is to provide a freely available 
database of medical devices, their error codes, what they mean, 
and how to fix the problems if there is one. This database will be 
populated with the data provided by the users, and will be 
approved by the administrator or moderator of the site to 
prevent malicious information. We believe that the benefits of 
having a global information source will be motivation for users of 
the site to take the time to add their knowledge when the site 
lacks it. 

I. INTRODUCTION  
The Biomedical field is a federal regulated industry in the 

United States, where the fulfilling of quality policies and the 
compliance with laws and regulations regarding safety and 
performance are mandatory. Therefore, the accuracy of 
biomedical services is a priority, so all involved technicians in 
this field are empowered to be responsible to be compliance to 
this quality commitment. 

     In fact, this project is based on event error codes and 
indicates what specific component or assembly of the device 
was associated with the event. In other words, the device 
problem codes describe device failures or issues related to the 
device that are encountered during the event, so that one device 
error code is related to one event [1]. An Excel file lists all the 
event device error codes; the file shows exactly what happened 
when it was registered and provides recommendations for their 
solutions.  

     Some of the issues of medical devices are associated 
with: 

 Deviations from specifications relating to device 
operations (e.g. connections, hardware, software, 
output, and incompatibility issues), 

 The device operating differently than expected or any 
deviations from expected performance while operating 
and using the device, 

 The device Stopping Intermittently which is an issue 
associated with any deviation from device document 
specification relating to the irregular rate at which the 
device stops,  

 Calibration Issues associated with the operation of the 
device, related to its accuracy, and associated with the 
calibration of the device,  

 A software malfunction associated with codes and 
software system that affect device performance or 
communication with another device, or a deficiency of 
the requirement for software to fulfill its function 
within an intended use or application, 

 A network problem related with the deviations from 
system a specification that affects the device or other 
devices connected to that system, 

 The software Installation in a wrong manner that does 
not allows full functioning of the device. 

 Electrical issues related with a failure of the electrical 
circuitry or components of the device, power source 
failure,  battery impedance Issue and low battery, 
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 The inability of medical device to charge a battery 
successfully, 

 The device features that are designed to respond to a 
physical stimulus (temperature, illumination, motion, 
cardiac rhythms) that do not transmit a resulting signal 
for interpretation or measurement,  

 The failure to sense an input expected or a sensing 
intermittently issue, 

 A failure to conduct electricity continuously along an 
electrical path; and the inability to connect conductors 
of an electronic system for the purpose of controlling 
or impeding ground currents and voltages,  

 An accessory  or component incompatible  while being 
operated, 

 A NIBP pump performance deviating from 
specifications such as, decreased pump speed, failure 
to pump or pumping stopped, 

 Impurities or interference in a signal or image (e.g. 
ECG artifact), no display or display failure, 

 A circuit failure of the internal network paths or 
electrical circuitry (i.e. electrical components, circuit 
boards, wiring), capacitive coupling, electrical 
shorting, intermittent continuity, electrical overstress 
related to an electrical activity that exceeded the 
specified threshold limit of the internal integrated 
circuitry, 

 An electromagnetic compatibility failure associated 
with the ability of a system to function in its 
electromagnetic environment without introducing 
intolerable disturbances to anything in its environment, 

 An electro-static discharge of electricity between two 
components electrically charged, 

 Component missing or the absence of any part, 
substance, software, hardware, or raw material that is 
designed to be put together as part of the finished 
device or product, and finally 

  Issues associated with solder joint failure. 
 

   To understand the issues described above about medical 
devices associated with errors codes is necessary clarify some 
concepts such as: 

   Calibration issues: This issue is categorized in four levels, 
firstly could be an issue associated with the operation of the 
device; secondly, a failure of the device to perform a self-
calibration procedure or process designed to assure the 
accuracy and proper performance of the device; thirdly, a 
failure to re-calibrate and finally an overcorrection which is 
associated with an adjustment that surpasses a set of criterion.   

   Software issues: This is an issue associated with written 
programs, codes, and/or software system that affects the device 
performance or the communication of the device with another 
one. There are two categories of problems related with this 
issue; the first one is application network, which is associated 
with the deviations from documented system specifications that 
affects the overall system performance and/or the performance 
of an individual device or a group of devices connected to that 

system; the other related issue is associated with an application 
program, which has to do with the requirement for software to 
fulfill its function within an intended use or application, for 
example, a case where the application interface becomes 
nonfunctional, or the program exist abnormally, a problem with 
the software upgrade/application program version, or a 
problem with the software installation which is associated with 
installing the device software in a manner that allows full 
functioning of the device, programming issue which is 
associated with the application software or written program 
code used to satisfy a stated need or objective for functioning 
of the device ( these problem do not include issues associated 
with the operating system). In addition, there are two software 
issues; one of them is related with incorrect software 
calculations, such as dose calculation error, parameter 
calculation error and power calculation error due to a software 
problem; the other one is related to medication error, or an 
event in which the device software design results in errors of 
administration of medication or its preparation. 

   Another important concept is the Power Source issue 
which mainly deals with battery, charging and failure to power 
up and run on AC/DC, for instance, problems with the battery 
impedance (high or low), failure to run on portable mode (if 
applicable), premature discharge of battery, and issues 
associated with the inability of a device and/or components to 
successfully charge an electrical source. Additionally, charge 
issues are associated with the premature ending of the charging 
process, an unexpected amount of time required to charge the 
device as required, for example, a delay in starting battery 
charging or a charge time longer than expected and the inability 
to initiate the proper charging process. 

   An incorrect or inadequate result issue is associated with 
a nonconforming end result, data, or test results provided by the 
device to its performance specifications. It has to do with some 
scenarios, such as  not correctly reading the patient or test 
result information provided by the device; the device 
incorrectly reporting that something has not been detected and 
misleads the operator into not taking certain actions when 
action should be taken, the device incorrectly reporting that 
something has been detected and misleads the operator to take 
certain action, and the noncompliance of the device to meet its 
specific performance characteristics causing a false reading. In 
other words, incorrect results mean high/low readings, 
incorrect measurement, inadequate test results (artifact related 
to impurities/interference in a signal or image), missing results 
of a test or measurement not appearing, and finally, unexpected 
therapeutic results associated with the use of a medical device 
for therapeutic purposes.  

   Protective measure issue is associated with any deviations 
from device documented performance specifications relating to 
the implemented and inherited design features, specific to any 
devices used for reducing risks to patient or caregiver or 
maintaining risks within specified levels. This issue deals with 
electrical equipment or a system that detects alarm conditions 
(a state of the alarm system when it has determined that a 
potential or actual hazard exists); a false alarm providing 
incorrect alarm warning or alert to user such as, alarm not 



visible, delayed, low audible or not audible alarm; fail-safe 
mechanism refers to design failure of safety features 
malfunctioning in such a way that results in harm to the patient 
or device operator, and the device failing to perform an internal 
self-diagnostic process to ensure normal operation during or 
prior to use. Moreover, failure to reset, failure to zero and 
inappropriate or unexpected reset are part of the protective 
measure issue as well. 

   The electronic property issue is related with any 
deviations from device documented performance specifications 
relating to devices, circuits, or systems utilizing electrons and 
in association with components to convert, control and 
condition of electric power (alternating or direct current), 
voltage and current. It includes arcing or electrical current 
flowing through a gap between two conductive surfaces such 
as, electrodes and paddles; circuit failure of internal network 
paths or electrical circuitry such as, electrical components, 
circuit boards and wiring. Other related issues are capacitive 
coupling, electrical shorting, intermittent continuity, electrical 
overstress (an electrical activity that exceeded the specified 
threshold limit of the internal integrated circuitry), failure 
associated with the ability of a system to function in its 
electromagnetic environment without introducing intolerable 
disturbances to anything in its environment and 
electromagnetic interference of a measure of  radiation from 
equipment.  

II. METHODOLOGY  
With this antecedent in mind we are in developing this tool 

in a secure platform and friendly way to be very useful in the 
biomedical field. We have developed a web application to 
support this process. It is designed to support all major 
browsers, including mobile devices. Users can access all the 
information in the database, can query for certain devices and 
error codes, and view the solution to the problem. If there is no 
solution, they will be asked to submit one when they have 
found the solution via another resource. This will help grow the 
application and will benefit both the user the next time they 
have the same problem, and every other use to come across the 
same problem. There is a system that requires approval of all 
solutions to filter out spam and malicious entries, and there is 
also a commenting system to users can post remarks on a 
device and error code if there is something notable about the 
issue or resolution provided.  All of this will be hosted freely 
on the internet and has been developed using only open source 
tools. In order to be of the most use possible, we have decided 
to create a web application as opposed to a standard desktop or 
mobile application. This allows for any user to access the data 
whether they are using a PC, Mac, or web browsing capable 
cell phone. One tool to support cross browser compatibility we 
are using is Twitter Bootstrap [2].  

III. IMPLEMENTATION 
The front end is developed with HTML, CSS, and 

JavaScript. The backend is developed in PHP and uses a SQL 
database for data storage. There will be a user account system 
so users can register and add devices and comments and have 

their name attached to the data. Also, this will allow 
the administrator of the system to delegate the moderation of 
user data to other trusted users. The goal of the application is 
that any person at any level can note an error code on their 
biomedical device, look it up in the database and determine the 
proper course of action to resolve the issue themselves if there 
is one, or refer that error code to someone else to fix the 
problem for them.  

The success of this solution depends on users' willingness to 
post their solutions to error codes that do not have a solution in 
database, it is critical to grow the database in order for it to be 
of use. To encourage this we make it as easy as possible for a 
user to add their solution by providing a simply form that will 
be presented to the user open request or when it appears there is 
no solution for their specific device/error code. 

 
Fig. 1.  Deployment Diagram 

Our application will behave similar to a desktop application 
in that it will appear to the user to be one single web page. This 
will be accomplished by using AJAX to send and retrieve 
information; the backend API will handle security and data 
access. 

 

 
Fig. 2.  Device Error Code and Filtering 

  By hosting the application on the internet, all that will be 
required for retrieving the information is access to the internet 
and a web browser. Users will be required to register an 
account before adding new devices, or commenting on existing 
data entries. All new entries will be verified before being made 



publicly accessible. The system administrator can delegate the 
task of approving submissions to trusted user accounts. 

To insure secure user account access, and to prevent abuse 
of the database, users will be required to register before 
contributing to the site’s information. However, registration 
will not be required for retrieving the data. Security will be 
provided by encrypting the user account passwords, and 
providing a limit to the number of tries to login.  

 

Fig. 3.  Adding a New Device to the Database 

IV. CONCLUSIONS 
This paper and respective web application provide a simple 

and efficient collaborative solution to the common problem 
faced in the biomedical field, where devices present 
intermittent issues and difficult to diagnose failures in 
biomedical equipments. By leveraging user submissions and 
feedback, our application will provide a quick resource to 
determine the cause of the problem and the solution.  This will 
reduce the wasted time and resources of biomedical 
engineering departments, so they can focus on fixing the actual 
problem instead of spending time diagnosing or burning units 
overnight for several days until the problem be verified.  In 
addition, it will provide a useful research platform to analyzing 
device’s rate of failure.  The success of this application will 
depend on user acceptance rate, and the rate of their input. If 
users do not add new entries to the database it will stagnate and 
not be of use for any additional devices. Finally, this tool 
represents a challenge in the biomedical field and helps the 
successful performance of engineers in their biomedical 
departments. 
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