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Abstract—Different security properties are provided by cryp-
tographic architectures to protect sensitive usage models such
as implantable and wearable medical devices and nano-sensor
nodes. Nevertheless, the way such algorithms are implemented
could undermine the needed security and reliability aims. Unless
the reliability of architectures is guaranteed, natural or malicious
faults can undermine such objectives. Noting this, in this paper,
we present error detection approaches for the Camellia block
cipher taking into account its linear and non-linear sub-blocks.
We also tailor the presented error detection architectures towards
the desirability of using different variants of the S-boxes based on
the security and reliability objectives. The merit of the proposed
approaches is that (a) they can be tailored and applied to look-up
table-based and composite field-based S-boxes, (b) their reliability
vs. overhead can be fine-tuned based on the usage models, and
(c) they result in high error coverage and acceptable overheads
for performance and implementation metrics. We present the
results of error simulations and application-specific integrated
circuit (ASIC) implementations to benchmark the efficiency of
the presented schemes.

Index Terms—Application-specific integrated circuit (ASIC),
block cipher, Camellia, fault detection, reliability.

I. INTRODUCTION

Cryptographic block ciphers are used to efficiently provide
different security properties for constrained applications. Sen-
sitivity of such applications in terms of security and implemen-
tation metrics calls for lightweight and efficient architectures,
and this necessitates having effective error detection schemes
which constitute minimal overhead for the original structures,
so that the added burden is acceptable. Battery drainage for a
protected implantable medical device against security threats,
e.g., pacemakers, due to the cryptographic implementation
burden is catastrophic or at the very least uncomfortable for
patients, needing surgery to replace the battery.

Camellia is a symmetric-key block cipher with block size
of 128 bits and three key sizes of 128, 192, and 256 bits [1].
It was jointly developed by Mitsubishi Electric and Nippon
Telegraph and Telephone (NTT) of Japan, and has been
approved for use by the ISO/IEC, the European Union’s New
European Schemes for Signatures, Integrity, and Encryption

(NESSIE) project, and the Japanese Cryptography Research
and Evaluation Committees (CRYPTREC) project.

Block ciphers, e.g., Camellia, provide confidentiality; never-
theless, natural faults, e.g., through exposure to laser and cos-
mic ray particles such as alpha and gamma rays, and malicious
faults undermine their reliability. A number of fault injec-
tion mechanisms such as temperature/optical/electromagnetic
fault injection have been presented to date. Moreover, con-
current error detection (CED) techniques have been widely
presented to account for reliable hardware architectures (in-
cluding cryptographic block ciphers) [2], [3], [4], [5], [6],
[7], [8], [9], [10], [11]. Such schemes are based on hard-
ware/information/time/hybrid redundancy, and have been pre-
sented to have a compromise for reliability and overhead toler-
ance. For instance, hardware redundancy uses extra hardware
to process the same input twice to match the two outputs,
information redundancy schemes have a number of variants,
e.g., robust codes, and time redundancy approaches are capable
of detecting both permanent and transient faults if recomputing
with encoded operands is used.

In this paper, we consider the block cipher Camellia (see
[12], [13], [14], [15] for some previous work on its different
aspects) and propose both structure-dependent and structure-
independent fault diagnosis approaches for its S-boxes and
other sub-blocks. The cipher has security levels and processing
abilities comparable to the Advanced Encryption Standard
(AES). Moreover, in mid-2013, Camellia was selected for
adoption in Japan’s new e-government recommended ciphers
list as the only 128-bit block cipher encryption algorithm
developed in Japan. Our main contributions in this paper are
summarized as follows:

• We propose error detection approaches for the block
cipher Camellia, considering the reliability and perfor-
mance metrics objectives. Signature-based approaches are
used for the linear and non-linear blocks to achieve high
efficiency, while maintaining high error coverage.

• The presented error detection approaches for the S-boxes
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S1 of Camellia block cipher
Parity for the entries

(0 to 255 in order)

0110100110010110
1001011001101001
1001011001101001
0110100110010110
1001011001101001
0110100110010110
0110100110010110
1001011001101001
1001011001101001
0110100110010110
0110100110010110
1001011001101001
0110100110010110
1001011001101001
1001011001101001
0110100110010110

0

15

255

Fig. 1. The proposed fault diagnosis scheme for the S-box s1, which can be
adopted for s2, s3, and s4 based on the proposed Theorem 2.

within Camellia can be applied to its composite field
(tower field, e.g., using polynomial basis, normal basis,
and mixed basis) as well as look-up table-based imple-
mentations. The former achieves low-area/power and the
latter, typically, has higher speed on hardware platforms.

• We benchmark the proposed architectures to assess their
ability to detect transient and permanent faults by per-
forming fault injection simulations. Moreover, we im-
plement the proposed error detection architectures on
application-specific integrated circuit (ASIC) platform
using 65-nm standard-cell library. Our results show that
the proposed efficient error detection architectures can be
feasibly utilized for Camellia, suitable for the required
performance, reliability, and implementation metrics for
constrained applications.

II. PROPOSED ERROR DETECTION APPROACHES

In this section, the error detection schemes used for detect-
ing the transient and permanent faults in the Camellia block
cipher are presented.

A. Error Detection Schemes for Non-linear S-boxes

The S-Boxes of Camellia can be realized through two
different (and far diverse) approaches in hardware. In the appli-
cations where memory macros on ASIC and block memories
on field-programmable gate array (FPGA) are utilized, one can
realize the S-boxes through look-up tables. Such variants of
S-boxes have, typically, high performance but constitute much
area and power consumption.

The S-boxes in Camellia are part of the so-called S-function.
In the S-function of Camellia, four S-boxes are utilized, i.e.,
s1, s2, s3, and s4. The four S-boxes of Camellia are affine
equivalent to an inversion function over GF (28). In this paper,
without loss of generality, we focus on s1, as the other S-
boxes, s2, s3, and s4, are derived by cyclic shifts from s1,
i.e., for the 8-bit input x, we have the outputs of these three
S-boxes, respectively, as s1(x)� 1, s1(x)� 1, and s1(x�
1). However, when needed, their error detection constructions
are also presented. In what follows, a number of schemes are
presented for the error detection of the S-boxes.

1) Look-up Table-based S-boxes: A viable approach for
fault diagnosis of such S-boxes is to store the predicted
signatures of the look-up table entries in the S-boxes through
expanding the realizations. We have derived the predicted
parities as an example for this scheme; nevertheless, it does not
confine the proposed approach to only this signature variant.
Such an error detection approach is shown in Fig. 1. As seen
in this figure, for each entry of s1, the predicted parities are
shown in the right columns. In what follows, we present a
theorem through which the error detection architectures for
the other S-boxes s2, s3, and s4 are presented.

Theorem 1. For the S-boxes s2 and s3, the same construc-
tion as the one in Fig. 1 can be used to store the predicted
parities. However, one needs to use interleaved parities for
even entries and then odd entries of the S-box s1 to derive the
predicted parities for the S-box s4 in Camellia.

Proof: The S-boxes s2 and s3 are constructed through
the following adoptions from the S-box s1: For the 8-bit input
x, we have the outputs of these two S-boxes, respectively,
as s1(x) � 1, s1(x) � 1. Cyclic shift does not change the
predicted parities as it is just rewiring in hardware; therefore,
for the S-boxes s2 and s3, the same construction as the one in
Fig. 1 can be used to store the predicted parities. Nonetheless,
for the other S-box, i.e., s4, we have the output as s1(x� 1).
Thus, the cyclically-shifted input x to the left (multiplication
by 2) is applied to s1 for this output and, thus, the output
bytes are “picked” from the left column of Fig. 1 (s1) in
interleaved fashion starting from the zeroth entry (112)10.
Such an interleaved construction for s4 results in interleaved
construction for the predicted parities as well. This completes
the proof.

The proposed approach is an efficient construction for look-
up table-based S-boxes. Nevertheless, in what follows, we
present an architecture-oblivious approach which is viable for
different variants of the S-boxes.

2) Architecture-oblivious Approach: Look-up table-based
realization of the S-boxes suffers from high power consump-
tion, area, and energy usage. On the other hand, composite
field-based architectures are low-complexity but need pipelin-
ing to reach high throughput and efficiency. Therefore, in what
follows, we present an architecture-oblivious approach for
fault diagnosis of the S-boxes in Camellia which is applicable
to these and other implementations, and, thus, gives flexibility
to reach the desired objectives, as it derives a relation between
the input and the output of these structures. Let us present the
following theorems to derive signatures for error detection in
these architectures.

Theorem 2. [16] Let C =
∑m−1
i=0 ciα

i be the multiplication
of A and B ∈ GF (2m). Then, the coordinates of C can be
obtained from

[c0, c1, · · · , cm−1]T = (L+QTU)b, (1)
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Fig. 2. The proposed architecture-oblivious error detection scheme for Camellia’s multiplicative inversion.

where, b = [b0, b1, · · · , bm−1]T ,

L =


a0 0 0 0 . . . 0
a1 a0 0 0 . . . 0
a2 a1 a0 0 . . . 0

...
...

. . .
. . .

. . .
...

am−2 am−3 . . . a1 a0 0
am−1 am−2 . . . a2 a1 a0

 , (2)

U =


0 am−1 am−2 . . . a2 a1
0 0 am−1 . . . a3 a2
...

...
. . .

. . .
...

...
0 0 . . . 0 am−1 am−2

0 0 . . . 0 0 am−1

 , (3)

and the m− 1 by m binary matrix Q is obtained as follows

[αm, αm+1, . . . , α2m−2]
T
=

Q[1, α, α2, . . . , αm−1]
T
(modP (α)). (4)

Based on Theorem 2, one can derive the relation between
the input and the output of the multiplicative inversion of
the Camellia block cipher; nevertheless, the linear blocks
need to be also considered to account for the entire S-boxes
architectures. The multiplicative inversion on Galois field and
the affine transformations of Camellia and the respective field
structure are not clearly described in [1]. Nevertheless, the
research work in [17], [18] have investigated a number of
fields, and found the field extended by using the irreducible
polynomial which satisfies the respective look-up table for the
S-box.

Camellia utilizes the primitive polynomial of f(z) =
z8 + z6 + z5 + z3 + 1. Moreover, for composite field,
one can utilize GF (24) : g0(x) = x4 + x + 1 and
GF (24)2 : g1(x) = x2 + x + {1001}2. In addition, the
pre- and post-inversion affine transformations are described
as follows (A = (a0, a1, a2, a3, a4, a5, a6, a7)

T and λ−1 =
(λ−10 , λ−11 , λ−12 , λ−13 , λ−14 , λ−15 , λ−16 , λ−17 )T are the input col-
umn vectors and B = (b0, b1, b2, b3, b4, b5, b6, b7)

T and λ =
(λ0, λ1, λ2, λ3, λ4, λ5, λ6, λ7)

T are the output column vectors,
respectively):

λ = ΓA+ γ (5)

=



0 1 0 0 0 1 0 0
1 0 0 0 0 0 1 0
0 0 1 0 1 0 0 1
0 0 1 0 0 0 0 1
0 0 0 1 0 0 1 0
0 1 0 0 1 0 0 0
1 0 0 0 0 0 0 1
0 0 0 1 0 1 0 0


A+



1
1
0
0
0
1
0
1


.

B = Γ′λ−1 + γ′ (6)

=



0 1 0 0 1 1 0 0
0 1 0 0 0 1 0 0
0 0 0 1 0 0 1 0
0 1 0 0 0 0 0 1
0 0 1 0 0 0 1 0
1 0 0 0 0 0 0 1
1 0 0 0 1 0 0 0
0 0 1 0 0 1 0 0


λ

−1
+



0
1
1
0
1
1
1
0


.

Based on the above, we present the following theorem
whose proof is not presented for the sake of brevity; yet, it is
derived from Theorem 2 and (1)-(6).

Theorem 3. Let λ = λ7α
7+λ6α

6+λ5α
5+λ4α

4+λ3α
3+

λ2α
2 + λ1α + λ0 and λ−1 = λ−17 α7 + λ−16 α6 + λ−15 α5 +

λ−14 α4+λ−13 α3+λ−12 α2+λ−11 α+λ−10 be the input and output
of the multiplicative inversion in the binary field GF (28),
respectively (we have shown the structure of the S-box through
composite field in Fig. 2). The result of the multiplication of
the input and the output of the multiplicative inversion is,
naturally, the unity polynomial 1 ∈ GF (28) (shown in Fig.
2). Then, we have

f(λ)× λ−1 = 1, (7)

where the indices for the elements of f(λ) are shown below
(comma indicates modulo-2 addition), for instance, 5, 7 =
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Fig. 3. The proposed signature-based error detection approach for the entire architectures of the S-boxes.

λ5 + λ7:
0 7 6 5, 7 4, 6, 7 3, 5, 6, 7
1 0 7 6 5, 7 4, 6, 7
2 1 0 7 6 5, 7
3 2, 7 1, 6 0, 5, 7 4, 6 3, 5, 7
4 3 2, 7 1, 6 0, 5, 7 4, 6
5 4, 7 3, 6 2, 5 1, 4, 7 0, 3, 6
6 5, 7 4, 6, 7 3, 5, 6, 7 2, 4, 5, 6, 7 1, 3, 4, 5, 6
7 6 5, 7 4, 6, 7 3, 5, 6, 7 2, 4, 5, 6, 7

2, 4, 5, 6, 7 1, 3, 4, 5, 6
3, 5, 6, 7 2, 4, 5, 6, 7
4, 6, 7 3, 5, 6, 7
2, 4, 6 1, 3, 5, 7
3, 5, 7 2, 4, 6
2, 5, 7 1, 4, 6, 7

0, 2, 3, 4, 5, 7 1, 2, 3, 4, 6, 7
1, 3, 4, 5, 6 0, 2, 3, 4, 5, 7

. (8)

The above scheme is a general approach for the multi-
plicative inversion of the S-boxes. We now present the error
detection schemes for the entire S-boxes. Considering (5),
(6), and (8), let us derive parities and interleaved parities for
the pre-inversion, post-inversion, and multiplicative inversion.
This is shown in Fig. 3. We present the following two theorems
for derivation of the aforementioned signatures. The proofs
(not presented for the sake of brevity) are through signature
derivation for (5), (6), and (8).

Theorem 4. One can derive the following predicted pari-
ties for the proposed error detection for pre-inversion, post-
inversion, and the eight column signatures for f(λ) (compared
based on (7) in multiplicative inversion), where the “hat”
symbol represents the predicted parities, and Pλ =

∑i=7
i=0 λi:

P̂λ = a7, (9)

P̂B = λ−11 + λ−13 + λ−15 , (10)

f(λ)→ (Pλ, Pλ + λ7, Pλ + λ7,6, Pλ + λ6,5, Pλ + λ7,5,4

, Pλ + λ6,4,3, λ6,4,1,0, λ5,3,0). (11)

Theorem 5. One can derive the following predicted in-
terleaved parities for the proposed error detection for pre-
inversion and post-inversion transformations, where PA =∑i=7
i=0 ai:

P̂
(1)
λ = PA + a7, P̂

(2)
λ = PA, (12)

P̂
(1)
B = Pλ−1 + λ4 + λ6 + λ7, P̂

(2)
B = λ−10 + λ−12 . (13)

B. Error Detection Schemes for Linear Blocks

The linear transformations in Camellia consist of P-function
(which together with S-function creates F-function) and also
two other functions, i.e., FL-function and FL−1-function
which consist of XOR operations with the keys. The errors in
the two latter functions can be detected through any signatures
as the error detection for XOR operation is straightforward.

In the key schedule block of Camellia-128, the right-side
key is zero and the left-side key is used as the 128-bit key
K. The key schedule unit contains XOR gates as well as F-
functions (which include S-function and P-function) whose
error detection architectures are presented earlier in Section
II. In what follows, we present the error detection schemes
for P-function.

In the proposed error detection schemes for P-function, we
use column byte signatures and interleaved column byte sig-
natures; however, this does not confine the presented schemes
to just these two signatures. P-function can be treated as the
following matrix multiplied to a column vector with eight 8-
bit entries, i.e., z8 − z1, to derive a column vector with eight
8-bit entries, i.e., z′8 − z′1:

M =



0 1 1 1 1 0 0 1
1 0 1 1 1 1 0 0
1 1 0 1 0 1 1 0
1 1 1 0 0 0 1 1
0 1 1 1 1 1 1 0
1 0 1 1 0 1 1 1
1 1 0 1 1 0 1 1
1 1 1 0 1 1 0 1


.

Based on above, the followings are derived and this com-
pletes the error detection architectures for the linear blocks
(Sig. denotes column byte signature and Sig.(1/2) denotes
column byte interleaved signature): Sig.z′ = z4 + z3 + z2 +
z1, Sig.

(1)z′ = z4 + z2, Sig.
(2)z′ = z3 + z1.

III. ERROR SIMULATIONS AND ASIC IMPLEMENTATIONS

In this section, we present the error injection simulations
and ASIC implementations for Camellia encryption and de-
cryption including the key schedule unit.

To benchmark the effectiveness of the proposed schemes,
we utilize linear feedback shift registers (LFSRs) to inject



TABLE I
ASIC TSMC 65NM IMPLEMENTATIONS OF COMBINED CAMELLIA-128 ENCRYPTION AND DECRYPTION.

Architecture Area (µm2) Area (GE) Delay (ns) Throughput (Gbps) Efficiency (Kbps
µm2 ) Power (mW )

Original-pipelined 268,960 190,751 12.4 10.2 37.9 11.8
Proposed scheme 316,398 (17.6%) 224,395 (17.6%) 13.5 (8.8%) 9.5 (6.8%) 29.9 (21%) 14.3 (21%)
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Fig. 4. Error simulations for up to 20,000 injections for composite field
S-boxes.
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Fig. 5. Error coverage for composite field S-boxes.

stuck-at zero and one faults. We incorporate LFSRs to generate
pseudo-random fault patterns for every clock cycle. This is
useful as we can use LFSRs in conjunction with multiplexers
to have random multiple faults whose type (stuck-at zero or
one), location, and number are random.

We have considered transient and permanent faults (the
former is used in fault attacks and also happens through
defects whereas the latter is mainly due to defects) as well
as single, burst (detected through the burst error detection
schemes presented in Section II), and random faults in the
architectures. Maximum length LFSRs with the respective
polynomials are used to inject up to 20,000 faults in Camellia
encryption and the error detection schemes are benchmarked.

Excluding masked faults, the presented architectures (we
have simulated both the look-up table-based S-boxes and the
composite field ones along with the presented schemes in
Section II) have detected the errors for look-table based S-
boxes (and for composite field S-boxes) for the entire Camellia
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Fig. 6. Error simulations for up to 20,000 injections for LUT-based S-boxes.
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Fig. 7. Error coverage for LUT-based S-boxes.

encryption as seen in Figs. 4-5 (Figs. 6-7). Single stuck-
at faults are detected using the presented schemes. Finally,
for burst faults, we have used interleaved parities (presented
in Section II), and error coverage of very close to 100% is
achieved.

In this section, we also present the area, power consumption,
and delay overhead results as well as throughput and efficiency
degradations for the combined encryption and decryption of
the Camellia block cipher through ASIC implementations (the
decryption of Camellia is performed the same way as the
encryption procedure by reversing the order of the subkeys).
The benchmarking is done for both the original and fault
detection architectures using TSMC 65nm library (shown in
Table I).

As seen in Table I, for the pipelined combined encryp-
tion/decryption structures, the original (which is an efficient
implementation without error detection) and parity-based per-
formance and implementation metrics are shown. The over-



heads (degradations) are at most 21% for the efficiency
measure. We would like to emphasize that as our proposed
architectures are independent of the hardware platforms, we
expect similar results for other ASIC libraries and also for
the FPGA platform. Moreover, the presented results are for
Camellia-128 (128-bit key); yet, the architectures for error
detection are the same for other variants, i.e., Camellia-192
and Camellia-256.

IV. CONCLUSIONS AND DISCUSSIONS

In this paper, signature-based error detection approaches
are presented which can be applied to the encryption and
decryption of Camellia block cipher. Formulae for the linear
and non-linear sub-blocks of the Camellia block cipher are pre-
sented, tailoring which one can achieve the intended reliability
objectives. Through fault-injection analysis, it has been shown
that the error coverage is close to 100%. Furthermore, through
ASIC implementations, we have shown that acceptable over-
heads are achieved. Based on the available resources, one may
utilize the proposed error detection schemes for making the
hardware implementations of Camellia more reliable.

A subset of fault attacks, differential fault intensity analysis
(DFIA), see for instance, [19], [20], [21], combines the idea of
differential power analysis with fault injection principles to ob-
tain biased fault models; whose merit is that same fault in both
the original and redundant computations can be injected, more
practically, where not all faults occur with equal probability.
Previous work argue that the single-bit (more likely in low
fault intensity), two-bit, three-bit, and four-bit (more likely in
higher intensities) biased fault models can be used to simulate
variation of fault intensity. While the proposed approaches in
this paper (based on error detecting codes) are able to thwart
a number of such fault models, recomputing with encoded
operands can be paired with them (if the overhead can be
tolerated) to thwart such attacks. An intriguing future work
would be to investigate combined fault and power analysis
attacks countermeasures for Camellia (there has been related
prior work, for instance, [22], [23], not considering Camellia).
Moreover, compared to [24] which uses duplication of the S-
boxes for error detection, the proposed approach here (based
on the resources available and reliability objectives) can be
tailored to achieve more efficient error detection structures.
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