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ABSTRACT

Efficient implementation of double point multiplication is
crucial for elliptic curve cryptographic systems. We pro-
pose efficient algorithms and architectures for the computa-
tion of double point multiplication on binary elliptic curves
and provide a comparative analysis of their performance for
112-bit security level. To the best of our knowledge, this is
the first work in the literature which considers the design
and implementation of simultaneous computation of double
point multiplication. We first provide algorithmics for the
three main double point multiplication methods. Then, we
perform data-flow analysis and propose hardware architec-
tures for the presented algorithms. Finally, we implement
the proposed state-of-the-art architectures on FPGA plat-
form for the comparison purposes and report the area and
timing results. Our results indicate that differential addi-
tion chain based algorithms are better suited to compute
double point multiplication over binary elliptic curves for
high performance applications.
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•Security and privacy → Public key encryption;

Keywords
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1. INTRODUCTION
Elliptic curves have been extensively used in public key

cryptography especially in embedded, resource-constrained,
and high-performance applications. Point multiplication is a
major operation in many elliptic curve based cryptosystems.
For example, if a subgroup 〈P 〉 of an elliptic curve E is de-
ployed in a Diffie-Hellman type key exchange protocol, then
a party A chooses a secret random integer a, computes aP ,
and sends it to the other party with whom A wants to share
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a secret key. For another example, if a prime order cyclic
subgroup G of an elliptic curve E is deployed in a Cramer-
Shoup encryption scheme, then in the key generation phase
a party A computes aP + bQ as a part of her public key.
Here, P,Q are two random generators of G, and a, b are two
random integers all chosen by the party A. Even though
A announces P and Q as a part of her public key, she has
to keep a and b private as a part of her secret key. Simi-
larly, in the decryption phase, A computes ãP1+ b̃P2, where
P1, P2 ∈ G are parts of a ciphertext, and the integers ã, b̃
have to be kept secret by A. The security of such cryptosys-
tems relies heavily on the difficulty of the discrete logarithm
problem (DLP) in G (i.e., given P, aP ∈ G, compute a). A
generic way to solve DLP in G is to use the Pollard’s rho
method that runs in time O(

√
G) [18]. Side channel analysis

includes a class of other methods to recover the secret a by
making use of side channel information extracted from the
computation of aP . A conventional method for computing
aP is to use a variant of double-and-add type algorithms
based on the binary representation of the secret exponent a.
Such an algorithm would suffer from power analysis attacks
when doubling and addition operations are distinguishable
[7]. One method to provide Diffie-Hellman type protocols
with some level of protection against side channel attacks is
to split the scalar a = r + (a − r) for some secret random
integer r, and to compute aP = rP + (a− r)P [6].
For the sake of generality, let G be an additive Abelian

group. Given an integer a and a point P ∈ G, a (single)
point multiplication algorithm computes aP ∈ G. Given two
integers a, b and two points P , Q ∈ G, a double point mul-
tiplication algorithm computes aP + bQ ∈ G. As we see in
the above examples, having an efficient and secure (i.e. side-
channel resistant) double point multiplication algorithm is
crucial for many cryptographic schemes. Another scenario
where one needs efficient and secure double point multipli-
cation is to speed up single point multiplication over elliptic
curves with endomorphisms, see [9],[8],[10].

A naive way to perform double point multiplication is to
perform two single point multiplications. A more efficient
method is to compute aP + bQ simultaneously. Straus-
Shamir’s trick (see Algorithm 14.88 in [15]) and interleaving
[16] are two such methods. Straus-Shamir’s type simulta-
neous double point multiplication algorithms are vulnerable
to side-channel analysis because double and add instructions
are not performed in a regular fashion. Fortunately, recoding
the scalars a and b allows us to adapt Straus-Shamir’s type
algorithms in such a way that the same instructions are ex-
ecuted in the same order. Joye and Tunstall [12] proposed



several methods of regular recoding of scalars for regular
point multiplication algorithms, which can immediately be
adapted to yield regular simultaneous double point multipli-
cation algorithms. In particular, their signed-digit recoding
method with the digit set {±1,±3} yields a regular double
point multiplication algorithm, that we call the JT algo-
rithm. JT algorithm costs half addition and one doubling
per scalar bit. Using differential addition chains is another
method to perform simultaneous double point multiplica-
tion; see for instance [17], [1], and [5]. Differential addition
chain method is attractive because it yields potentially sim-
ple power analysis resistant algorithms due to the uniform
pattern of operations executed; and it is especially efficient
in elliptic curves setting because double and add operations
can be performed using x-coordinates only. Bernstein [5]
proposed a double point multiplication algorithm based on
the new binary chain, that we call the DJB algorithm. DJB
has a uniform structure, and costs two additions and one
doubling per scalar bit. More recently, Azarderakhsh and
Karabina [3] proposed a simultaneous double point multipli-
cation algorithm based on differential addition chain, that
we call the AK algorithm. AK has a uniform structure, and
costs 1.4 additions and 1.4 doublings per scalar bit.

In Table 1, we present a brief comparison of these three si-
multaneous double point multiplication algorithms JT, DJB,
and AK. All of these three algorithms are regular, and so
they are potentially resistant against power analysis attacks.
However, comparing these algorithms from the efficiency
point of view is not straightforward. Even though JT has the
best per-bit cost, DJB and AK have the advantage of being
based on differential addition chain. For example, in elliptic
curves setting, one can implement DJB and AK using the ad-
dition formulas that use only the x-coordinates of the points,
and that are much more efficient than their traditional coun-
terparts. Moreover, JT is not parallelizable in the sense that
the double and add operations cannot be executed in paral-
lel because an addition operation should always follow after
two consecutive doubling operations. Double and add oper-
ations can be totally parallelized in both DJB and AK. If
one deploys two parallel addition/doubling units, then the
per-bit costs of DJB and AK becomes 1A + 1D and 1.4A,
respectively. Similarly, if one deploys three parallel addi-
tion/doubling units, then the per-bit cost of DJB becomes
1A.

Table 1. A comparison of three simultaneous double point mul-
tiplication algorithms JT, DJB, and AK. Double and add opera-
tions are denoted by D and A, respectively.

Algorithm
Cost

Regular
Differential

Parallelizable
per-bit addition chain

JT [12] 0.5A+ 1D Yes No No
DJB [5] 2A+ 1D Yes Yes Yes
AK [3] 1.4A+ 1.4D Yes Yes Yes

In this paper, we realize hardware implementations of
JT, DJB, and AK using standard Weierstrass binary elliptic
curve groups, and present detailed performance comparisons
with several area and time results. We investigated perfor-
mance results for binary curves defined over GF (2233) to
support 112-bit security level. To the best of our knowl-
edge, these three algorithms are some of the most promis-
ing regular algorithms with low precomputation and storage
requirements, and their relative performance comparisons

have not been analyzed. We also note that in [13], a double
point compression scheme is proposed which allows a com-
pact representation of elliptic curve points without the com-
putational cost associated with ordinary single point com-
pression. This work is interesting if we consider ECC for low
bandwidth communications employing only x-coordinates of
the points on the curve.

2. ALGORITHMS FOR DOUBLE POINT

MULTIPLICATION
In this section, we review the three algorithms JT, DJB,

AK, and the naive method for computing double point mul-
tiplication. We also introduce the elliptic curve equation
over which we realize our implementation, and introduce
some notation that we refer throughout the paper. The fo-
cus of our review is to compare double point multiplication
algorithms that are regular and also suitable for resource
constrained environments. For example, as we see below,
the JT algorithm deploys an m-ary point multiplication al-
gorithm, and the running time improves with a larger choice
of m. However, the speed-up is gained at a cost of increasing
the storage requirements (m2/2 group elements). Therefore,
in our comparison and implementation, we choose to deploy
the JT scheme with m = 4. We also do not consider opti-
mized interleaving methods [16] in our comparison because
as pointed out in Section 1 such algorithms are not regular.

Let EW,a,b be a non-supersingular binary generic elliptic
curve (short Weierstrass) defined as

EW,a,b : y2 + xy = x3 + ax2 + b, (1)

where a, b ∈ F2ℓ , and b 6= 0. The set of points (x, y),
x, y ∈ F2ℓ , that satisfy (1) together with a special point
at infinity O (group identity) form a finite additive abelian
group that we denote by EW,a,b(F2ℓ). The group operation
can be performed using the chord-and-tangent rule [11]. We
have, P +O = O + P = P for all P ∈ EW,a,b(F2ℓ), and the
inverse of the point P = (x, y) is −P = (x, x+ y).

2.1 Traditional Scheme
The traditional scheme (in Hardware) for fast computa-

tion of double point multiplication is to employ two parallel
(point multiplication) circuits to compute aP and bQ sepa-
rately and add the final results together using Montgomery’s
ladder. The latency of computing double point multiplica-
tion based on this scheme is one point multiplication and a
point addition (using explicit addition formulas) which re-
quires to duplicate the hardware.

2.2 The JT algorithm
Joye and Tunstall [12] proposed several methods of reg-

ular recoding of scalars for regular point multiplication al-
gorithms. One of these algorithms is so called the signed-
digit recoding algorithm that allows regular implementation
ofm-ary point multiplication algorithms. We represent their
recoding algorithm for m = 4 in Algorithm 1. We should
note that a typical choice for m is m = 2k for some pos-
itive integer k, and the choice k = 2 seems to be opti-
mal to get a competitive exponentiation algorithm with rea-
sonable storage requirements for resource constrained ap-
plications. For example, the choice of k = 2 requires to
store 8 group elements, whereas with the choice of k = 3,
one has to store 32 group elements. This recoding algo-



Algorithm 1 JT scalar recoding algorithm

Inputs: a odd,m = 4
Output: a = (aℓ−1, . . . , a0) with odd ai ∈ {±1,±3}
1: i← 0
2: While a > m do

3: ai ← (a mod 2m)−m
4: a← (a− ai)/m
5: i← i+ 1
6: end While

7: ai ← a

rithm immediately yields a regular double point multipli-
cation algorithm to compute aP + bQ, and we call this al-
gorithm JT. If a and b are ℓ-bit integers, then JT requires
about ℓ/2 iterations, and at each iteration the current ellip-
tic curve point X is updated to a point 4X + R for some
R ∈ {±(P±Q),±(3P±Q),±(P±3Q),±(3P±3Q)}. There-
fore, the per-bit cost of JT is 0.5A + 1D. For example, Al-
gorithm 1 recodes a = 71 = (1, 1,−3, 3) and b = (1, 1, 3, 1),
and aP + bQ = 71P + 93Q is computed as in Table 2.

Table 2. An example to compute 71P + 93Q using JT

a 1 1 −3 3

b 1 1 3 1

Point P +Q 5P + 5Q 17P + 23Q 71P + 93Q
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Figure 1. Data dependency graph for computing (a) point addi-
tion [4] and (b) doubling employing parallel multipliers.

The cost of point addition and doubling in EW,a,b(F2ℓ) are
13M+4S+9A and 5M+4S+5A, respectively [11]. Here,
M, S, and A, are the costs of multiplication, squaring, and
addition in F2ℓ , respectively. In Lopez-Dahap coordinates
[14] where one of the points is represented in affine, the
cost of mixed projective point addition, i.e., (X3, Y3, Z3) =
(X1, Y1, Z1) + (x2, y2), reduces to 9M + 5S + 9A [2]. The
explicit formulas for point addition (PA) and point doubling

(PD) are as follows [2]:

PA :











A = Y1 + y2Z
2
1 , B = X1 + x2Z1, C = BZ1,

Z3 = C2, D = x2Z3, X3 = A2 + C(A+B2 + aC),

Y3 = (D +X3)(AC + Z3) + (y2 + x2)Z
2
3

(2)

PD :











A = X1Z1, B = X2
1 , C = B + Y1, D = AC

Z3 = A2, X3 = C2 +D + aZ3

Y3 = (Z3 +D)X3 +B2Z3.

(3)

In Fig. 1, the data dependency graph for computing point
addition and point doubling are illustrated employing four
and two parallel multipliers, respectively. As one can see, the
total cost (latency) of computing point addition and point
doubling is 3M +13 and 3M +10 clock cycles, respectively.
Therefore, the cost of computing double point multiplication
using JT is ≈ 0.5× (ℓ−1)× (3M+13)+(ℓ−1)× (3M+10).
As we noted earlier, the latency of this scheme cannot be
reduced further.

2.3 The DJB algorithm
We briefly explain Bernstein’s double point multiplication

algorithm based on the new binary chain [5]. Let a and b
be two positive integers. The new binary chain for (a, b)
is computed as follows. Let (M,N) = (a, b) and D = a
mod 2. CD(0, 0) is defined as (0, 0), (1, 0), (0, 1), (1,−1). For
(M,N) 6= (0, 0), CD(M,N) is defined recursively:

CD(M,N) =Cd(m,n),

(M + (M + 1 mod 2), N + (N + 1 mod 2)),

(M + (M mod 2), N + (N mod 2)),

(M + (M +D mod 2), N + (N +D + 1 mod 2)),

where m = ⌊M/2⌋, n = ⌊N/2⌋, and

d =



















0 if (m+M,n+N) mod 2=(0, 1)

1 if (m+M,n+N) mod 2 = (1, 0)

D if (m+M,n+N) mod 2=(0, 0)

1−D if (m+M,n+N) mod 2=(1, 1).

Building the new binary chain for (a, b) requires max(⌈log2 a⌉,
⌈log2 b⌉) iterations, and at the each iteration three vectors
are added to the sequence. Let V0, V1, V2, . . . , Vℓ be the
new binary chain for (a, b), where V0 = CD(0, 0) and Vk =

v
(1)
k , v

(2)
k , v

(3)
k for i = 1, . . . , ℓ. Because of the correspon-

dence between the tuple (i, j) and the group element iP +
jQ, it will be convenient for us to call V0 the input, and
call V1 the initial state (IS). By construction, there are six

possibilities for V1: v
(1)
1 is always (1, 1), and (v

(2)
1 , v

(3)
1 ) ∈

{((2, 0), (2, 1)), ((2, 0), (1, 0)), ((0, 2), (0, 1)), ((0, 2), (1, 2)),
((2, 2), (2, 1)), ((2, 2), (1, 2))} In any case, initial state V1

can be obtained from the input V0 at a cost of at most 2
additions and 1 doubling. Furthermore, Vk can be obtained
from Vk−1 at a cost of 2 additions and 1 doubling for all

2 ≤ k ≤ ℓ. In particular, we have v
(1)
k = v

(1)
k−1 + v

(2)
k−1,

v
(2)
k = 2v

(ik)
k−1, and v

(3)
k = v

(jk)
k−1 + v

(3)
k−1 for some ik ∈ {1, 2, 3}

and jk ∈ {1, 2}. The values of ik and jk can be determined
easily while computing the new binary chain as follows. By

construction, the parities of the vectors v
(1)
i , v

(2)
i , v

(3)
i must

be either (odd,odd), (even,even), (odd, even) or (odd,odd),
(even,even), (even, odd), respectively, for all i = 1, . . . , ℓ.



This already shows that v
(1)
k = v

(1)
k−1 + v

(2)
k−1. Moreover, if

the value of v
(2)
k modulo 4 is (0, 0) then v

(2)
k = 2v

(1)
k−1; if it

is (4, 4) then v
(2)
k = 2v

(2)
k−1; and if it is (2, 4) or (4, 2) then

v
(2)
k = 2v

(3)
k−1. Finally, if the parities of v

(3)
k and v

(3)
k−1 are the

same then v
(3)
k = v

(2)
k−1+v

(3)
k−1; otherwise v

(3)
k = v

(1)
k−1+v

(3)
k−1.

Therefore, the new binary chain {Vk}ℓk=0 can be associated
with what we call the chain sequence:

CS = {(ik, jk)}ℓk=1, ik ∈ {1, 2, 3}, jk ∈ {1, 2}. (4)

It also follows from the construction of {Vk}ℓk=0 that when
two vectors in Vk−1 are added to obtain a vector in Vk, the

difference of the vectors v
(1)
k−1 − v

(2)
k−1 and v

(jk)
k−1 − v

(3)
k−1 must

belong to the set {±(P + Q),±(P − Q)} and {±P,±Q},
respectively. Therefore, the new binary chain {Vk}ℓk=0 can
be associated with what we call the differences sequence:

DS = {((ak, bk), (ck, dk))}ℓk=1, (5)

where ak, bk, ck, dk ∈ {−1, 0, 1}, ak and bk are nonzero, ex-
actly one of ck and dk is zero, and ((ak, bk), (ck, dk)) repre-
sents akP + bkQ and ckP + dkQ .

To summarize, given two positive integers a,b ∈ Z and
two group elements P,Q ∈ G, the new binary chain for
(a, b) allows us to generate the chain sequence CS and the
differences sequence DS as described in the previous para-
graph. We can then compute aP + bQ at a cost of (2A +
1D) · max(⌈log2 a⌉, ⌈log2 b⌉), where A and D represent the
cost of addition and doubling in G, respectively. The chain
sequence CS specifies the input to the doubling and addi-
tion operations at each iteration. The differences sequence
DS encodes the differences of the points that are the input
points to the addition operations at each iteration. Note
that if P and −P can be identified with a same string SP

that only depends on P for all P ∈ G, then the differences
of the points encoded by the differences sequence during
the computation of mP + nQ can be identified only with
SP , SQ, SP+Q, and SP−Q. Table 3 presents an example for
computing 71P + 93Q.

Table 3. An example to compute 71P + 93Q using DJB

k CS DS v
(1)
k+1 v

(2)
k+1 v

(3)
k+1

0 P +Q 2P + 2Q P + 2Q
1 (1, 1) (−1,−1), (0,−1) 3P + 3Q 2P + 2Q 2P + 3Q
2 (3, 1) (1, 1), (1, 0) 5P + 5Q 4P + 6Q 5P + 6Q
3 (2, 2) (1,−1), (−1, 0) 9P + 11Q 8P + 12Q 9P + 12Q
4 (3, 1) (1,−1), (0,−1) 17P + 23Q 18P + 24Q 18P + 23Q
5 (3, 2) (−1,−1), (0, 1) 35P + 47Q 36P + 46Q 36P + 47Q
6 (3, 1) (−1, 1), (−1, 0) 71P + 93Q 72P + 94Q 71P + 94Q

The computation of double point multiplication in EW,a,b(F2ℓ)
(see (1)) can be performed using differential point addition
and doubling formulas. As mentioned earlier, its per-bit
cost is 2A + 1D, and one can employ two point addition
circuits and one point doubling circuit in parallel to reduce
the latency. The mixed projective differential point addition
and doubling formulas for generic elliptic curves over F2ℓ are
defined as [14]:

PA:

{

ZAdd = (X1 · Z2 +X2 · Z1)
2,

ZAdd = x · ZAdd + (X1 · Z2) · (X2 · Z1)
(6)

PD:

{

ZDbl = (X2 · Z2)
2,

XDbl = X4
2 + b · Z4

2 ,
(7)

where Pi = [Xi, Yi, Zi], P1+P2 = [XAdd, YAdd, ZAdd], 2P2 =
[XDbl, YDbl, ZDbl] in projective coordinates, and P1 − P2 =
(x, y). The combined point addition and doubling requires
[14] 6M+5S+3A over F2ℓ , whereM, S, andA, are the costs
of multiplication, squaring and addition in F2ℓ , respectively.
Note that in hardware the fastest possible implementation
of combined point addition and doubling utilizes 3 parallel
multipliers, and its latency is two multiplications.

In Fig. 2, the data dependency graph for computing two
differential point additions and one point doubling in par-
allel is illustrated. As one can see, it requires five parallel
finite field multipliers, two circuits to perform double squar-
ing, one circuit to perform single squaring, and three adders
to operate in parallel. The critical path has two field mul-
tipliers, two field adders, and one field squarer. As one can
see in Fig. 2 we achieved 100% multiplier utilization em-
ploying 5 field multipliers. The differential input of DPA-1
is denoted by xdiff which is either x(P+Q) or x(−P+Q). Also,
the differential input of DPA-2 is denoted by xP /xQ which
could be xP or xQ based on the given DS sequence. As
one can see, the latency of computing double point multi-
plication without considering coordinate conversion is about
≈ (l − 1)× (2M + 5) clock cycles.
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Figure 2. The data dependency graph for computing double point
multiplication algorithm of [5] using Lopez-Dahap coordinates
[14].

2.4 The AK algorithm
Let a and b be two positive integers. In order to compute

aP + bQ, AK algorithm starts with the initial values d = a,
e = b, ~R = (P,Q), ~u = (1, 0), ~v = (0, 1), and ~∆ = (1,−1).
We also define Ru = ~u · ~R, Rv = ~v · ~R, and R∆ = ~∆ · ~R.
The initial values yield Ru = P , Rv = Q, R∆ = Ru −
Rv = P − Q, and dRu + eRv = aP + bQ, and the values
d, e, ~u,~v, ~∆, Ru, Rv, R∆ are updated so that dRu + eRv =
aP + bQ and R∆ = Ru − Rv hold, d, e > 0, and (d + e)
decreases until d = e. When d = e, we will have aP + bQ =
dRu + eRv = d(Ru + Rv) which can be computed using
a single point multiplication algorithm with base Ru + Rv

and scalar d. Note that when gcd(a, b) = 1, (d + e) in
the algorithm will decrease until d = e = 1 and we have
aP + bQ = d(Ru +Rv) = Ru +Rv.

It is discussed in [3] that, if a and b are ℓ-bit integers,
then aP + bQ can on average be computed in about 1.4ℓ ad-
ditions and 1.4ℓ doublings. Moreover addition and doubling
operations can be performed using differential addition and
differential doubling formulas as the difference of the group



Table 4. An example to compute 71P + 93Q using AK

d e ~u ~v ~∆ Ru Rv R∆

71 93 (1, 0) (0, 1) (1,−1) P Q P −Q
71 11 (1, 1) (0, 2) (1,−1) P +Q 2Q P −Q
30 11 (2, 2) (1, 3) (1,−1) 2P + 2Q P + 3Q P −Q
15 11 (4, 4) (1, 3) (3, 1) 4P + 4Q P + 3Q 3P +Q
2 11 (8, 8) (5, 7) (3, 1) 8P + 8Q 5P + 7Q 3P +Q
1 11 (16, 16) (5, 7) (11, 9) 16P + 16Q 5P + 7Q 11P + 9Q
1 5 (21, 23) (10, 14) (11, 9) 21P + 23Q 10P + 14Q 11P + 9Q
1 2 (31, 37) (20, 28) (11, 9) 31P + 37Q 20P + 28Q 11P + 9Q
1 1 (31, 37) (40, 56) (−9,−19) 31P + 37Q 40P + 56Q −9P − 19Q

elements to be added are known by construction. We give
an example in Table 4 to show intermediate values of the
AK algorithm with input a = 71, b = 93, P,Q and P − Q.
Note that, when d = e = 1, we have Ru = 31P + 37Q,
Rv = 40P + 56Q, and the output is Ru +Rv = 71P + 93Q,
as required.
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Figure 3. Data dependency graph for combined differential point
addition and doubling on binary elliptic curves using four parallel
multipliers and Stam’s [19] formula. Cost: 6M+5S+1D+4A.

The data dependency graph for computing double point
multiplication employing four parallel multipliers, three squar-
ers, and two adders is illustrated in Fig. 3 based on dif-
ferential point addition and doubling formulae given in the
following [19]:

PA :



























C = X1 + Z1, C2 = X2 + Z2,

A = X1 ·X2, B = Z1 · Z2, C = C1 · C2,

D = A+B,E = D + C,

D2 = D2, E2 = E2,

X3 = D2 · Z0, Z3 = E2.X0.

(8)

PD :











A+X1 + Z1, B = X1 · Z1,

A2 = A2, B = a1 ·B,

X2 = A2
2, Z2 = B2

1 .

(9)

The cost of projective differential point addition and dou-
blings are 4M+ 2S+ 4A and 1D+ 1M+ 3S+ 1A, respec-
tively. One should note that the difference of two points
is given in projective coordinates as it needs to be updated
during the execution of the algorithm. As one can see in
Fig. 3, we first perform data-flow analysis for ECC com-
putations to understand how data has to move between the

different logic and computational elements such as field mul-
tipliers, adders, and squarers. Then, we perform a latency
analysis to determine where potential bottlenecks may oc-
cur and then find a balance between desired performance
and the cost of implementing the design. Therefore, the
latency of computing double point multiplication based on
the AK method on binary generic curves in the main loop
is ≈ 1.4 × (l − 1) × (2M + 9), where M is the latency of a
field multiplication.

3. HARDWARE IMPLEMENTATIONS
In this section, we implement the proposed architecture

for double point multiplication in the previous sections to
evaluate its area and time requirements. We have selected
the Xilinx Virtex-4 xc4vlx200 device as the target FPGA.
The proposed architecture is modeled in VHDL and synthe-
sized for different digit sizes using XST of Xilinx ISE version
12.1 design software. The results of implementations of dou-
ble point multiplication algorithms based on the proposed
hardware architectures are reported in Table 5 for l = 233
and different digit sizes d = {7, 13, 18, 26}. As shown in
this table, we provided the latency (number of clock cycles),
total time of computation, critical path delay (CPD), occu-
pied area (number of slices) and area-time products. The
Naive method requires largest area in comparison to the
other schemes and AK scheme requires the smallest area.
The DJB scheme provides fastest results and best area-time
trade-offs in comparison to the counterparts. The JT is the
slowest method and is not efficient in terms of time-area
trade-offs. In Fig. 4, we plotted the area, time, and area-
time results in terms of the digit-size of different scheme
for more clarification. In some cases, naive method requires
smaller area providing same latency to the AK method but
it should be mentioned that to achieve faster computations
for high performance applications AK outperforms naive and
JT methods. In Fig. 4, implementation results of different
double point multiplication algorithms and its comparison
to the traditional method is illustrated. In Fig. 4a, we plot
area-time products in terms of the digit-size and in Fig. 4b
the area given by number of occupied slices is plotted in
terms of time of computing double point multiplication. As
one can see, DJB method outperforms the other methods in
terms of time and area trade-offs.
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Figure 4. Implementation results of different double point multi-
plication algorithms and their comparison to the counterparts in
terms of (a) digit-size and area-time products and (b) area and
computation time over GF (2233) on Xilinx Virtex-4 FPGA.



Table 5. The FPGA implementation results of different double point multiplication algorithms over GF (2233) on Xilinx Virtex-4.

Naive Method 6 Mults. (Section 2.1) DJB 5 Mults. (Section 2.3) [5]

d q
Latency CPD Time Area AT Latency CPD Time Area AT

[# Clock cycles] [ns] [µs] [# Slices] Area × Time [# Clock cycles] [ns] [µs] [# Slices] Area × Time

7 34 17,937 3.40 60.9 6,218 0.38 17,828 3.38 60.2 5,207 0.31

13 18 10,305 3.93 40.4 9,693 0.39 10,244 3.90 39.9 8,117 0.32

18 13 7,920 3.97 31.4 11,335 0.35 7,874 3.91 30.7 9,492 0.29

26 9 6012 4.31 25.9 16,612 0.43 5,978 4.29 25.7 13,911 0.35

JT 4 Mults. (Section 2.2) [12] AK 4 Mults. (Section 2.4) [3]

7 34 40,057 3.42 136.9 4,196 0.57 25,437 3.38 85.9 4,146 0.35

13 18 23,145 3.98 92.1 6,541 0.60 14,884 3.88 57.7 6,462 0.37

18 13 17,860 4.01 71.6 7,649 0.54 11,586 3.97 45.9 7,557 0.34

26 9 13,632 4.33 59.1 11,210 0.66 8,947 4.28 38.2 11,075 0.42

4. CONCLUSION
In this paper, efficient implementation of double point

multiplication over binary elliptic curves is presented. We
provide a comprehensive analysis and comparison of dou-
ble point multiplication algorithms based on differential ad-
dition chains, binary double and add method, and naive
method. We investigate the performance and efficiency of
these schemes based on the required area and time of com-
putation. Our results indicate that the differential addition
chain based schemes are the most suitable schemes for com-
puting double point multiplication. For instance, we show
that the scheme proposed in [5] provides the fastest double
point multiplication, and the one presented in [3] requires
the smallest silicon area for simultaneous computation.
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