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Abstract & Introduction

Public Key Cryptography (PKC) protects data confidentiality when

transmitting it through an unsecured channel, such as the Internet.

We present an efficient design for both Curved43 Elliptic Curve
Diffie-Hellman (ECDH) and Ed448 Edwards-curves Digital Signature
Algorithm (EdDSA) algorithms:

- We implement ARMv 7/ highly optimized low-level finite field arithmetic.
= Qur design outperforms previous ECDH implementations by more than 48%.
« Our Ed448 DSA shows a speedup of 11%, requiring 6 and /.4 MCCs for sign

and verify.
Curve448 & Ed448

A Montgomery Elliptic Curve Curved448 over a finite field F, Is
defined Dy: Ey/F), v = u’ + Au’ + u

where the value of A is defined as 156326 and p = 2*8 — 224 _
1. Montgomery curves have their birationally analogue Edwards
curves, where Curve448 can be represented by the solutions to the
equation: Epa/F, : az? + 12 = 1+ da’y?
with d = —39081 and a = 1. The core of Curved448 and Ed448 Is the
scalar-point multiplication where P = |k| - Q) is the addition of point
() to itself k times.

ARMv7-M Architecture

The ARM Cortex-M4 processor’s architecture delivers a set of pow-

erful instructions that are devoid of structural hazards.
Table 1. ARMv7/-M ISA for memory access and MAC instructions

Latency
Instruction Functionality

(CO)

Rp < memory

memory <« Rp

(V)LDR/ 2
Sy < Memory

(V) STR
mMemory < Sp
Rn + Sp
VMOV 1
Sm < Rn
UMULL Rdq, Rdo «+ Rn X Rp 1
UMAAL Rdqy, Rdo« Rn X Rp + Rdy + Rdo 1

http:/www.icisc.org/
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Proposed Design for Field Arithmetic

We present a novel technigue for multi-precision multiplication anc
squaring, with an emphasis on increasing row (inner loop) size anc
hence decreasing memory accesses for partial value accumulation.
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Figure 1. Proposed architecture for 448-bit multi-precision multiplication. Black lines denote inner loop execution.
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Figure 2. Proposed architecture for 448-bit multi-precision squaring. Red line denotes additional simulated lane for
increased word size of the doubled operand.
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Figure 3. Proposed design for the inner execution loop for multi-precision multiplication and squaring showing.
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Performance Evaluation & Conclusions

VWe compare our work with the best-known counterparts in the
iterature targeting the same platform for Curved48- and Ed443-

nased algorithms and we present the latency results in number
Table 2. Finite field operations for Curve448/Ed448 targeting ARMv/-M

Arithmetic Performance Evaluation
Ref. Fp Group
Mul Sqr Inv Add & Double Multiply

Curve448

Seo et al. [4] 821 821 363,485 6,566 6,56/ 6,218,135

613 532 247,707 6,640(total) 3,220,682
25.33%35.20% 31.85% 49 .44% 48.21%
Ed448
Anastasova et al. [1] 705 705 325,997 8465(total) 3,703,755

Thic work 613 532 247934 7,323(total) 3,259,379
13.05%24.54% 23.95% 13.49% 12.00%

number of clock cycles in Tables 2 and 3. We mark around 48.2% and
36.8% of speedup for X448 @24MHz and @168MHz, respectively.
We report a speedup of 13.1%, 8.1%, and 12.4% for Ed448 EdADSA.

Table 3. Curve 25519 and Curve448 key exchange and digital signature computational latency on ol platforms

his work

Work Platform [Ili/rlel_lqz'] X448 |Ed448 KeyGen|Ed448 Sign|Ed448 Verify
Curve25519 (2] Cortex-M4 84 894 390 544 1,331

AVR 32 [1103,229 - - -

Curve448 13l ysp 25 | 73478 : : :

24 6,218 - - -

Curved48 [4] Cortex-M4 168 || 6286 ) ) )
24 - 4,069 6,571 8,452
Ed448 [1]  Cortex-M4 148 ) 4195 6 699 3 659
. 24 3,221 3,536 6,038 7,404
Thiswork  Cortex-M4 168 || 3.975 4282 6,787 8.854

In this work, we present a novel design for time-efficient finite field
arithmetic over Curved48 and Ed448.
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