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Introduction

Quantum computers threaten
to break the classical
cryptography schemes, such as
RSA and the ECC family.
Led by the increasing
capabilities of quantum
computers NIST [6] initiated a
standardization process.
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The Supersingular Isogeny Key Encapsulation
Based on secret isogeny maps
between supersingular elliptic
curves.

Insignificant communication
latency - smallest key sizes
among the PQ candidates.

Large execution time due to
sophisticated computations.

Forms part of the alternate
candidates in Round 3 of the
NIST standardization process.
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Compressed SIKE [2]
Both parties represent the
public key information based on
canonical basis.

The basis generation, paring
and discrete logarithms
computation add significant
overhead to the execution time.

The insignificant
communication latency
motivates continuous work on
the compressed SIKE protocol
[3], [5], [7].
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ARM Cortex-M4

NIST recommended microcontroller for benchmarking.

Features
ARMv7-M architecture
16 32-bit core registers
32 32-bit FP registers

1 CC per instruction except
memory accesses

Implementation strategies

Use the entire register set.

Operate on larger operand sets.

Re-organize the instruction flow for efficient design.
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ARM Cortex M4 - Memory Map

Reserved
SRAM
(16KB)
SRAM

(112KB)

Reserved

0x2001 C000 
 0x2001 FFFF

0x2000 0000 
 0x2001 BFFF

512MB 
Block 1 SRAM

512MB 
Block 0 Code

0x2000 0000 

 0x3FFF FFFF

0x0000 0000 

 0x1FFF FFFF

CCM data RAM 
(64KB data SRAM)

0x1000 0000 
 0x1000 FFFF

Aliased memory

...

...

Features 1MB of flash and 192KB of RAM - 128KB SRAM and 64KB CCM RAM.

The 128KB of SRAM - not enough to run compressed SIKEp610.

We reserved a region inside the CCM RAM to place part of the large data
structures, residing into the stack.
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Modular subtraction

a - b + P

Proposed strategies :
Increase the size of the addition blocks.

Alternate the add/sub blocks.

Use reduced instruction set for the

carry/borrow catcher/activator.
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Modular addition

A B

SBC

Carry/
Borrow 
Catcher

Carry/
Borrow 
Catcher

R

Carry/
Borrow 
Catcher

= 0x0 
= 0xF

when carry/borrow not active
when carry/borrow active

A B

RSBC

when CBC = 0x0
when CBC = 0xF

 = 0 
 = 1

Carry/Borrow 
Flag

Carry/
Borrow 
Catcher #0

Bout

a + b - P

Proposed strategies :
Reduced instruction set for carry/borrow

catcher/activator.

Use SBC Subtract with Carry flag for

Carry/Borrow Catcher.

Use RSBC Reverse Subtract with Carry

flag for Carry/Borrow Activator. [1]
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Multi-Precision Multiplication

a * b = (an-1, ..., a0) * (bn-1, ..., b0) = (c2n-1, ..., c0)

Proposed strategies :
Use the FP register set as L1 cache.

Use the 1 clock cycle instruction VMOV to transfer data between R and S registers [1].

Apply Refined Operand Caching [9].
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Results subroutine implementation

Subtraction improved by around 77% for all security levels.
Multi-precision multiplication improved by around 96% for
all security.

Refer to : 1[8]
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Timing Results @24MHz and @168MHz

Refer to : 1[8],2 [9],3 [1]
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NIST Round 3 Comparison Results

For benchmarking results refer to : 1[4]
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Conclusions

We propose the first integration of compressed SIKE into
low-end device with limited resources.
We reserve additional memory region in the CCM RAM to
keep local data structures which overflow the stack.
We integrate the previous best-reported SIKE results into
the compressed SIKE algorithm and obtain 25% and 16%
speedup after we implement additional subroutines in
assembly language.
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