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Introduction

Introduction

@ Quantum computers threaten
to break the classical
cryptography schemes, such as
RSA and the ECC family.

@ Led by the increasing
capabilities of quantum
computers NIST [6] initiated a
standardization process.

*Round 1
(2017) Powerful
CN'ST pac *Round 2 Round 3 Quantum
ompetition
e (2019) expected end Computers
*Round 3 expected
(2020)
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Supersingular Isogeny Key Encapsulation

Public Parameters: p = 2°43°5 — 1,
Eo/Fy2, {Pa,Qa} and {P5,Qp}
Alice Bob
Input: -
Output: s, ska,pka
1. ska €r Z/2°AZ
2. ¢a: Eo — Ea with

ker(¢a) = (Pa + [ska]Qa) Input: pka

3. pka = Output: c, ss
(Ea,da(Pr),¢4(Q5)) Decompress public key
4.s€r{0,1}" 1. mer {0,1}"

Compress public key 2. 7 = H(m||pka)mod3°®
Toputi s shn phoc 3. ¢ : Eo — Ep with
pkaker(¢p) = (P + [r|Qn)
Decompress ciphertext — 4.

1. ¢!y : Ep — Egpa with ¢ pkp ={Ep.¢p(Pa),¢5(Qa)}

Tnput

o, Pk, c
Output: ss

ker(¢ly) = «— 5. ¢ 1 Ea — Eap with
(05(Pa) + [skal¢n(Qa)) ker(¢) =
2.m' =1 @ K(j(Epa)) (¢a(Pp) + [r]a(@B))

3.1/ = H(m'||pka)mod3°?
4. ¢4 : Eo — Ep with
ker(64) = (Ps + ['|Qp)
5. pkly =

6. c= (coyer) =
(Pks, K(j(Eap)) & m)
7. 55 = (J(ml|c)

Compress ciphertext

{Ep, ¢4(Pa), $4(Qa)}
6. IF pky = pkp
ss = (J(m'||c))

stasova et al.

The Supersingular Isogeny Key Encapsulation

@ Based on secret isogeny maps
between supersingular elliptic
curves.

@ Insignificant communication
latency - smallest key sizes
among the PQ candidates.

@ Large execution time due to
sophisticated computations.

@ Forms part of the alternate
candidates in Round 3 of the
NIST standardization process.
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Supersingular Isogeny Key Encapsulation

Compressed SIKE [2]

@ Both parties represent the
public key information based on
i . 1. Compress Public Key
canonical basis. I = oy —

co,c1: da(Pp) =
} )+ [e1]da(R2)
16a(QB) =

@ The basis generation, paring [dolba(Ra) + [di]ba(R2) (o, o) = B (577
TF dymod3®® =0 dimods'® =0

. . iy B erd! pkaker(¢) = (R + [((a +
and discrete logarithms a=dtd p=adyty T
ELSE

a=—dod; ",

v = —cody’!
computation add significant
overhead to the execution time. .~ _comp =

I Public Key (De)Compression

2. Decompress Public Key

ker(¢s) = (R + [((a +
[118)(1 + [r]7) "] R2)

{0, 8,7, A}
[+ ] The insignificant [ Ciphertext (De)Compression
communication latency Tsompres, SDherlet 5 Compross Ciphertext
. . 'y Ep — Epa : _
motivates continuous work on ke () (8, + [(shaar + ¢ W00 s dn(Pa) =
a0) ™ (skaby + bo)] S «— [aolon (1) + lblon(S2)

a1,by: ¢5(Qa) =
[a1]é5(S1) + [b1] 95 (S2)
co = (A, (ao, bo, a1, b))

the compressed SIKE protocol o
ker(¢a) = (S1 + [(skabi +
[3], [5], [7]- b) T sham tao)lSs)
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Supersingular Isogeny Key Encapsulation

ARM Cortex-M4
NIST recommended microcontroller for benchmarking.

Features
ARMv7-M architecture
16 32-bit core registers
32 32-bit FP registers

1 CC per instruction except
memory accesses

Implementation strategies
Use the entire register set.
Operate on larger operand sets.
Re-organize the instruction flow for efficient design.
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Supersingular Isogeny Key Encapsulation

ARM Cortex M4 - Memory Map

OX3FFF FFFF

512MB
Block 1 SRAM
0x2000 0000
OXLFFF FFFF

0x2000 0000

512MB
Block 0 Code

Ox2001 FFFF
0x2001 CO00

0x0000 0000

0x1000 FFFF
0x1000 0000

@ Features 1MB of flash and 192KB of RAM - 128KB SRAM and 64KB CCM RAM.
@ The 128KB of SRAM - not enough to run compressed SIKEp610.

@ We reserved a region inside the CCM RAM to place part of the large data
structures, residing into the stack.
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Supersingular Isogeny Key Encapsulation

Modular subtraction

a-b+P
Proposed strategies : Use reduced instruction set for the
Increase the size of the addition blocks. carry/borrow catcher/activator.
Alternate the add/sub blocks.
Ay B, A; Py Ao Bo
i i ! | 4 }
A B, cary L A B Borrow_|g 8
R Sub Catcher R Add Catcher R Sub
P, By Po
i ! |
A B C Carry B A B B kBorrow A B
R Add "["Activator MR Sub "["Activator W‘R Add
Ry R1 Ro
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Implementation Strategies

Modular addition

Carry/Borrow Catcher a+b-P

Carry/ Carry/
Borrow Borrow

Catfher CaIcher Proposed Stl’ategies .
A B Reduced instruction set for carry/borrow
SBC .
'57 catcher/activator.
;:rrrlz\{v =0x0 when carry/borrow not active Use SBC Subtract with Carry ﬂag for
Catcher =0xF when carry/borrow active Carry/Borrow Catcher.
Carry/Borrow Use RSBC Reverse Subtract with Carry
Activator Saryl flag for Carry/Borrow Activator. [1]
Catcher #0
4 4
A B
Carry/Borrow=0 .| 8 RSBC

Flag =1
when CBC = 0x0
when CBC = OxF

tasova et al. Compressed SIKE



Implementation Strategies

Multi-Precision Multiplication

ax*xb = (an_1, ey ao) * (bn_1, ey bo) = (C2D_1, ey C())
Proposed strategies :
Use the FP register set as L1 cache.

Use the 1 clock cycle instruction VMOV to transfer data between R and S registers [1].
Apply Refined Operand Caching [9].

AL7IBIO] 1 aseo] ]

A[7]B[7 ] >
> AlojBlo]
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Implementation Strategies

Results subroutine implementation

Implementation

Timing [ccx 10°]

|[sub_2p sub_4p mul [[sub_2p sub_4p mul [[sub_2p sub_4p mul

SIKEp434 compressed
SIDH v3.3" 577 579 4,940
This work 135 135 202

SIKEp503 compressed
656 656 4,940
147 147 202

SIKEp610 compressed
813 813 8,034
180 180 296

@ Subtraction improved by around 77% for all security levels.
@ Multi-precision multiplication improved by around 96% for

all security.
Refer to : '[8]

Anastasova et al.
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Implementation Strategies

Timing Results @24MHz and @168MHz

Timing [ccx10°] Speedup || Timing Total
Implementation @24MHz @168MHz
KeyGen Encaps Decaps Total  [%] [cex10°T  [sec]
E+D

SIKEp434 compressed
SIDH v3.3! 1,088 1,715 1,272 2,987 94.1 3,017 18.00
Seco et al.? 79 133 98 231 24.9 240 1.43
Anastasova et al.® 76 119 89 208 16.7 246 1.46
This work 68 99 74 173 - 212 1.26

SIKEp503 compressed
SIDH v3.3! 1,638 2,601 1,920 4,521 94.5 4,519 27.00
Seo et al.? 111 181 137 318 21.8 333 1.98
Anastasova et al.? 99 164 125 289 13.9 359 2.14
This work 89 143 106 249 - 318 1.89

SIKEp610 compressed
SIDH v3.3' 3,244 4,909 3,889 8,798 94.5 8,775 52.00
Seo et al.? 220 333 278 611 20.4 627 3.73
Anastasova et al.? 191 306 255 561 13.2 635 3.78
This work 187 267 219 486 - 564 3.36

Refer to : 1(8],2 [9],3 [1]
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Implementation Strategies

NIST Round 3 Comparison Results

Tmplementation Timing [ccx10] Momory [B] Data [B]
KeyGen Encaps Decaps KeyGen Encaps Decaps pk-ct

Security Level I

Kyber512 0.46 0.57 0.53 2,396 2,484 2,500 1,568
ntruhps2048509 79.66 0.56 0.54 21,392 14,068 14,800 1,398
lightsaber 0.36 0.49 0.46 5,332 5,292 5,308 1,408
BIKE L1 25.06 3.40 54.79 44,108 32,156 91,400 3,113

FrodoKEM640acs ~ 48.35 3 4659 31,992 62,488 83,104 19,336

FrodoKEM640shake  79.33  79.70  79.15 26,600 51,976 72,592 19,336

68.26 99.50 74.86 68,636 41,380 7,940 433

65.4% 47.6% 3.9% 56.1%

SIKEp434 41.28 6740 7202 6,108 6468 6,748 676
Security Level II

89.76 14317 106.26 88,192 53,696 9,008 505

SIKEp434compressed.

SIKEp503compressed

544%  499%  45% 54.5%

SIKEp503 582 9553 1073 7360 7736 8112 780
Security Level III

Kyber768 076 002 086 3276 2,068 2088 2272

ntruhps2048677 14373 082 082 28,504 9,036 10728 1,862

saber 066 084 079 6364 6316 6332 2,080

ntruhrss701 153.10 0.38 0.87 27,560 7,400 20,552 2,276

ntrulpr761 074 120 139 13168 20,000 24,032  2.206

sntrup761 1083 070 057 61508 13320 16952 2,107

. 187.67 267.35 219.80 85740 78,532 11524 616

SIKEpGl0compressed 76 g0 5790 12.1% 53.9%

SIKEp610 106.07 194.90 196.12 10,490 10,908 11,372 948

For benchmarking results refer to : ' [4]
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Conclusions

Conclusions

@ We propose the first integration of compressed SIKE into
low-end device with limited resources.

@ We reserve additional memory region in the CCM RAM to
keep local data structures which overflow the stack.

@ We integrate the previous best-reported SIKE results into
the compressed SIKE algorithm and obtain 25% and 16%
speedup after we implement additional subroutines in
assembly language.

Anastasova et al. Compressed SIKE
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