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Introduction

Quantum computers
threaten to break the
classical cryptography
schemes, such as RSA and
ECC, in polynomial time.
[Shor’s algorithm]
Led by the increasing
capabilities of quantum
computers several research
teams have focused on the
creation and implementation
of efficient post quantum
resistant schemes.
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NIST Standardization Process

The National Institute of Standards and Technology
(NIST) has started a competition among the post-quantum
secure algorithms.
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The Supersingular Isogeny Key Encapsulation

Based on secret isogeny maps
between supersingular elliptic
curves.

Forms part of the alternate
candidates in Round 3 of the
NIST standardization process.

Ensures insignificant
communication latency due to
smallest key sizes among the
post-quantum candidates.

Requires large execution time
due to sophisticated
mathematical computations.
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Why SIKE?

SIKE attracts with the
smallest key sizes, which
is crucial in the overall
timing of the algorithm
considering the
communication latency.
However, SIKE is one of
the slowest post-quantum
algorithms with large
energy consumption.
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ARM Cortex-M4

NIST recommended microcontroller for benchmarking.

STM32F407 - Discovery Board X-NUCLEO-LPM01A

NUCLEO-F411RE
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ARM Cortex-M4

NIST recommended microcontroller for benchmarking.

Features
ARMv7-M architecture

16 32-bit core registers

32 32-bit FP registers

1 CC per instruction except
memory accesses

SIKE challenges

Big integer arithmetic

Repetitive memory accesses

Scheduled instructions

Optimal instruction flow
sequence

Implementation strategies

Use the entire register set.

Operate on larger operand sets.

Re-organize the instruction flow for efficient design.
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Modular addition

a + b - P + (P & mask)

Proposed strategies :
Increase the size of the addition blocks.

Alternate the add/sub blocks.

Use P’=P+2 to eliminate the last k

additions.
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Modular addition ? ? ? ?

a + b - P + (P & mask)

Proposed strategies :
New reduced instruction set for

carry/borrow catcher/activator.

Use SBC Subtract with Carry flag for

Carry/Borrow Catcher.

Use RSBC Reverse Subtract with Carry

flag for Carry/Borrow Activator.
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Modular addition

a + b - P + (P & mask)

Proposed strategies :
New reduced instruction set for

carry/borrow catcher/activator.

Use SBC Subtract with Carry flag for

Carry/Borrow Catcher.

Use RSBC Reverse Subtract with Carry

flag for Carry/Borrow Activator.
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Results
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Results Modular Addition/Subtraction
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Multi-Precision Multiplication
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Multi-Precision Multiplication

a * b = (an-1, ..., a0) * (bn-1, ..., b0) = (c2n-1, ..., c0)

Proposed strategies :
Use the FP register set as L1 cache.

Use the 1 clock cycle instruction VMOV

to transfer data between R and S

registers to reduce the number of

expensive memory accesses.
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Multi-Precision Multiplication

a * b = (an-1, ..., a0) * (bn-1, ..., b0) = (c2n-1, ..., c0)

Proposed strategies :
Pre-load the operand values into the

FP register set.

Access operand words in a single clock

cycle using VMOV.

Increase the row size to 5 by re-loading

one word in each iteration of the inner

loop, while keeping the data access cost

to 2 clock cycles per column.
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Multi-Precision Square

a * a = (an-1, ..., a0) * (an-1, ..., a0) = (c2n-1, ..., c0)
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Multi-Precision Square

Proposed strategies :
Use the FP register set as L1 cache.

Start from the bottom center part of the rhombus to increase the length of the

rows thus decrease their number.

Use sub-multiplication blocks and sub-squaring blocks.

Do not pre-calculate the doubles of the values but re-compute them.
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Modular Reduction

Mila Anastasova1RezaAzarderakhsh1,2MehranMozaffariKermani3SIKE - The Speedup 19 / 25



Post-Quantum Crypto
Supersingular Isogeny Key Encapsulation

Target platforms
Future work

Modular Reduction

Proposed strategies :

Use the FP register set as L1 cache.

Change the direction of the rows in the middle of the algorithm.

Vary the size of the rows to adjust to the number of rows.
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Results Modular Multiply/Square
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Timing/Memory Results
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Energy Consumption Results
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NIST Round 3 Comparison Results
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Future work

Continue the work on time and energy efficient SIKE
implementation targeting Cortex-M4.
Perform side-channel analysis of the post-quantum scheme.
Target different low-end processors.
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