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Post-Quantum Crypto

Introduction

@ Quantum computers
threaten to break the
classical cryptography
schemes, such as RSA and
ECC, in polynomial time.
[Shor’s algorithm]

@ Led by the increasing
capabilities of quantum
computers several research
teams have focused on the
creation and implementation
of efficient post quantum
resistant schemes.
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Post-Quantum Crypto

NIST Standardization Process

o The National Institute of Standards and Technology
(NIST) has started a competition among the post-quantum
secure algorithms.
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Supersingular Is

y Key Encapsulation

Supersingular Isogeny

Key Encapsulation

Based on secret isogeny maps
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between supersingular elliptic

curves.
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Forms part of the alternate
candidates in Round 3 of the

NIST standardization process.

Ensures insignificant
communication latency due to
smallest key sizes among the

post-quantum candidates.

Requires large execution time

due to sophisticated

mathematical computations.
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Supersingular I eny Key Encapsulation

Why SIKE?

o SIKE attracts with the

smallest key sizes, which L o tow
is crucial in the overall 1400 & o
timing of the algorithm 1200{ o
considering the 2 oo
communication latency. : o] o

o However, SIKE is one of o
the slowest post-quantum i 3
algorithms with large “ .
energy consumption. O s ¢ 0t
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Target platforms

ARM Cortex-M4

NIST recommended microcontroller for benchmarking.

STM32F407 - DiSCOVQI‘y Board X—NUCLEO—LPMOlA

NUCLEO-F411RE
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rget platforms

ARM Cortex-M4

NIST recommended microcontroller for benchmarking.

Features SIKE challenges
ARMv7-M architecture Big integer arithmetic
16 32-bit core registers
32 32-bit FP registers

1 CC per instruction except
memory accesses

Repetitive memory accesses
Scheduled instructions

Optimal instruction flow
sequence

Implementation strategies
Use the entire register set.
Operate on larger operand sets.

Re-organize the instruction flow for efficient design.
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t platforms

Modular addition

a+b-P+ (P & mask) Modular Addition Proposal
CBC CBC Alil - B[i]
L2 ] (2]
e gl
. Carry
Proposed strategies : cac | G Jad
Increase the size of the addition blocks. G g cECE
A B A B A B |
Alternate the add/sub blocks. sy o SR E
L 8 C;tcher RSub %Sub
Use P’=P+2 to eliminate the last k = - ;
v 1% b ey
additions. A B A B AB
Cn*=—Cout  Cin Cout
Addition block Add Add Acior
A[n] B[n] A[m+1]B[m+1]  A[m]B[m] R R
[ [ vy l Pl RO cec w0
c{gch g |cIn-1] C[m+}1CA g cm] CA CB |c[m-1] Masking [ A B A B
ot Cin out - Cin [+ ADDS borrow | Bov B Cou
ADCS ADCS 'ADCS Sub Prais
R R R §
¥ i ¥ RIK]
R[n] R[m+1] R[m]
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platforms

Modular addition?? 77

Algorithm 1 Modular addition algorithm with 4 word a+b-P+ (P & mask)
operands, presenting the carry/borrow propagation when ap-
plying the add/sub block alternation technique.

I (porrowd, T0) = 20 - pO Proposed strategies :

2. Result0 = TO + BO

3. (carry0, T1) = Al + Bl New reduced instruction set for

4. Resultl = Tl - pl - borrowl

5. (borrowl, T2) = A2 - p2 carry /borrow catcher/activator.

6. Result2 = T2 + B2 + carry0

7.13 = A3 + B3 Use SBC Subtract with Carry flag for
8. (borrow2, Result3) = T3 - p3 - borrow

Carry/Borrow Catcher.
Use RSBC Reverse Subtract with Carry
flag for Carry/Borrow Activator.

SIKE



t platforms

Modular addition

a+b-P+ (P& mask) Carry/Borrow Catcher
CBC CBC
LI |
Proposed strategies : A BBm__ Bc;rrrgé,
New reduced instruction set for SBC Flag
carry/borrow catcher/activator. T

=0x0 when carry/borrow not active

Use SBC Subtract with Carry flag for CBC _oxF  when carry/borrow active

Carry/Borrow Catcher. Carry/Borrow Activator

Use RSBC Reverse Subtract with Carry

. B
flag for Carry/Borrow Activator. ¢ ‘C #;0
Bca"y/ =0 when CBC = 0x0 BA B
OTTOW 1 when CBC = OxF out
Flag
RSBC
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et platforms

Algorithm 3 Montgomery multiplication [38]

INPUT: M, R, M’=-M"! (mod R), A, B
OUTPUT: A - B - (mod M)
1. T=2-B
2.0=7T- M (mod R)
3.T=(T+Q-M /R
4, IF (T > Q) RETURN T - M
5. RETURN T
Reduction 5%3 Reduction S%Q
p434 M[13]Q[o]? 610 M[IB]Q[] 3
muojagislt
Reduction
p503 <
.y i
530 p-"171000) Reduction M[Zamm 3
wmpsiaas) p751 = 511
1
M[11]Q[0]
oo SP, #14*4

m23ja(23)"

I




t platforms

Results Modular Addition/Subtraction

Timing [CC] Speedup(%]
Implementation Lang Fpadd Fpsub Fpadd Fpsub
cc % CcC % CcC % cc %
SIKEp434 SIKEp503
SIDH v3.31 C 932 80.58 519 66.86 1,024 80.57 609 68.80
Seo et al.2 254 28.74 208 17.31 275 27.64 223 14.80
Seo et al.3 ASM 253 28.46 207 16.91 274 27.37 227 16.30
This work 181 - 172 - 199 - 190 -
SIKEp610 SIKEp751
SIDH v331 C 1,314 81.96 836 72.73 1,570 82.36 996 74.20
Seo et al.2 - - - - 388 28.61 284 9.51
Seo et al.3 ASM 331 28.40 272 16.18 387 28.42 318 19.18
This work 237 - 228 - 277 - 257 -
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Multi-Preci

A9lBloL . 1

Multiplication Multiplication
pa34 Al3IBI0) . 1 p610

A9l
. AJBLO]

* S0
26 513 50 SP, #6*4 SP S31 S19
Multiplication A23)8(0) 1

p503 $16_515 Multiplication 4@,
1 p751

$16-S31 < B[0-15] S0-515 ¢ A[0-15]

+
S30 S15 S0

2
’o
SP, #14*4 SPS31 523 Ny

Aolei23




et platforms

Multi-Precision Multiplication

a*xb=(ag1, ..., a) * (bp1, ..., bo) = (czn-1, ..., Co)

Al19]8(0]

Multiplication
p610

) Proposed strategies :
Use the FP register set as L1 cache.

-

N Use the 1 clock cycle instruction VMOV
n

to transfer data between R and S

3

oy .

SP, #6%4 SPS31 519 S0 registers to reduce the number of
Al23)8(0) 1

Multiplication @
p751

expensive memory accesses.

Multiplication
pa34 AlsiBio] 1

Al3]B[13] g

Al0)B(23]

=5
SP, #14*4 SPS31 523 SO A!DIBIE]*

S26 S13 S0




t platforms

Multi-Precision Multiplication

a*b= (ap1,

Proposed strategies :

Pre-load the operand values into the
FP register set.

Access operand words in a single clock
cycle using VMOV.

Increase the row size to 5 by re-loading
one word in each iteration of the inner
loop, while keeping the data access cost

to 2 clock cycles per column.

., ag) * (bng,

., bo) = (con-1, <> Co)

Multiplication
p503

516-S31 < B[0-15] o 2 S0-515 < A[0-15]

S31

S30
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t platforms

Multi-Precision Square

a*a-= (ap1, ..., a) * (an1, ..., a) = (Con1, ..., Co)
Al19]A[0]
Squaring Sq;;lrg\g
pa3a
Al13]A[13, AI0JA[0] A[m]““ ‘ [0]A[0]
+ + I} *
e s IS SP, #6*4 SPS31 S0
Squaring
p503

Squaring
p751
A[15]A[15], AI]A[0]

Al23]A[23]
f t [23]A123]
S15

A
AVAVAYAV.vATiAY. 1

1
SP, #14*4




Squaring
p434
Al13]A[13 Y A[OJA[0]
i } }
S26 13 S0
Squaring
p503
AlISIA[15] A[0JA[0]
} +
$30 0

Proposed strategies :
Use the FP register set as L1 cache.

A[19]A[0]

Squaring 4
K]

p610

A[19A[19]

Squaring
p751

Al23]A[23] g el
tt + +

1
SP, #14*4 SPS31 523 Ny

Start from the bottom center part of the rhombus to increase the length of the

rows thus decrease their number.

Use sub-multiplication blocks and sub-squaring blocks.

Do not pre-calculate the doubles of the values but re-compute them.




Target platforms

Modular Reduction

Reduction
p43a
Reduction
p503
S30
wmpsiaas)

s15

Algorithm 3 Montgomery multiplication [38]
INPUT: M, R, M’=-M"! (mod R), A, B
OUTPUT: A - B - R™' (mod M)

1. T A-B

2.0 T - M'" (mod R)
3.T=(T+0-M /R
4

5

IF (T > Q) RETURN T - M
RETURN T

s13 Reduction M[19 QDS%Q

p610 isiator! 3
wisiais,

» MESOM
Reduction <l 3
p751 <EEIaF : su
0 o 1
M[11]Q[0]

. SP, #14*4

I

m23ja(23)"




Reduction
p434

Reduction
p503

Proposed strategies :

Use the FP register set as L1 cache.

M[zz]q[zzw <

Reduction
p610

mpiaja(19)

Reduction S
p751 RY 11
L ! Mol

SP, #14*4

Change the direction of the rows in the middle of the algorithm.

Vary the size of the rows to adjust to the number of rows.




t platforms

Results Modular Multiply/Square

Timing [CC] Speedup[%]
Implementation Fpmul Fpsqr [ pmul Fpsqr
CcC % cc % CcC % cc %
SIKEp434 SIKEp503
SIDH v3.31 17,964 95.72 17,964 96.69 23,364 95.93 23,364 96.86
Seo et al.2 1,110 30.72 981 39.45 1,333 28.58 1,139 35.56
Seo et al.3 1,011 23.94 889 33.18 1,221 22.03 1,024 28.32
This work 769 - 594 - 952 - 734
SIKEp610 SIKEp751
SIDH v3.31 35,047 95.70 35,047 96.66 49,722 95.77 49,722 96.90
Seo et al.2 - - - - 2,744 23.36 2242 3118
Seo et al.3 1,869 19.42 1,535 23.71 2,577 18.39 2,066 25.31
This work 1506 - 1171 - 2103 - 1543 -

he Speedup




et platforms

Timing/Memory Results

’ [ Memory [B] [ Timing [cc x 100] [ Speedup\
| KeyGen | Encaps[ Decaps| 1%] | KeyGen | Encaps| Decaps| Total | (%] |

SIKEp434

SIDH v331 6620 | 6920 | 7256 | 705 | 650 1065 | 1,136 | 2202 | 9367

Seo et al.2 658 | 6916 | 7260 | 705 | 74 122 130 252 | 4468

Seo et al.3 6188 | 6516 | 6860 | 150 | 54 87 94 181 | 2297

This work 6092 | 6420 | 6756 | - 41 67 7 139 -
SIKEp503

SIDH v3.31 6244 | 6620 | 6996 | 628 oss 1623 | 1726 | 3350 | o4ni

Seo et al.2 6204 | 6588 | 6974 | 665 104 172 183 355 | 4443

Seo et al3 6700 | 7084 | 7468 | o016 74 121 129 250 | 2110

This work 6688 | 7080 | 7448 | - 58 9% 102 197 -
SIKEp610

SIDH v3.31 o668 | 10092 | 10548 | 529 1819 | 3348 | 3368 | 6716 | 9418

Seo et al.3 10244 | 10668 | 11140 | 007 | 131 241 243 | ase | 19m1

This work 10244 | 10668 | 11124 | - 106 195 19 391 -
STIKEp751

SIDH v3.31 1156 | 11300 | 11884 | 588 3206 | 5347 | s7a2 | 110s0| o4as

Seo et al.2 e | 11260 | 11ss2 |6z | 2s2 455 491 946 | 3525

Seo et al.3 1ss2 | 11996 | 12564 | 029 225 365 39 757 | 1908

This work 1884 | 12036 | 12506 | - 182 295 317 613 .




Speed Energy [mJ]
Implementation Language
[MHz] KeyGen Encaps Decaps Total
STKEp434
SIDH v331 C 485.00 798.32 850.72 1,649.04
Seo et al.2 96 37.26 61.60 65.54 127.14
ASM
This work 32.96 54.16 57.85 112.01
STKEp503
SIDH v3.31 C 724.96 1,198.00 1,273.00 2,471.00
Seo et al.2 96 53.03 87.89 93.55 181.44
ASM
This work 48.93 81.09 86.18 167.27
SIKEp610
SIDH v331 C 1,358.00 2,516.00 2,528.00 5,044.00
Seo et al.2 96 97.36 180.50 181.30 361.80
ASM
This work 92.03 170.13 171.15 341.28
STKEp751
SIDH v331 C 2,435.00 3,992.00 4,273.00 8,265.00
Seo et al.2 96 172.07 280.53 301.58 582.11
ASM
This work 162.08 263.91 283.60 547.51




Timing [ec x 100] Timing Memory [B] Data
SL  Implementation
Is] 8]
KeyGen Encaps Decaps Total  KeyGen Encaps Decaps  pktet
Finalists
meeliece3488641  1589.60 048 229 012 1412 1412 18492 261248
Kybers12 046 057 0.53 0.05 2396 2484 2,500 1,568
1
ntruhps2048509 9.6 056 054 005 21392 14068 14800 1398
lightsaber 036 049 046 004 5332 5200 5308 1408
Kyber768 0.76 092 086 007 3276 29684 22712
ntruhps2048677 14373 082 082 007 28504 9,036 1862
m
saber 066 084 079 007 6364 6316 2,080
ntruhrss701 15310 038 087 005 27560 7400 2276
Kyber1024 122 141 133 011 3788 3476 3,136
IV ntruhps4096821 20884 1.03 103 009 34504 10924 2460
firesaber 101 122 117 0.10 TS 730 7356 2784
Alternate
BIKE L1 25.06 340 5479 242 44108 32156 91400
| FrodoKEMGiues 4835 4713 4659 391 31992 62488 83104
FrodoKEM640shake 7933 7970 7905 662 26600 51976 72592
SIKEp434 4128 6740 7202 581 6108 6468 6748
1 SIKEpS03 5812 9553 10173 822 7360 7736 8112 780
ntrulpr761 074 129 139 0.11 13168 20000 24032 2206
m sntrup761 1083 070 057 005 61508 13320 16952 2,197
SIKEp610 10607 19490 19612 1629 10490 10,908 11372 948
IV SIKEp751 18228 29536 31722 2552 12,180 12324 12876 LI60 ‘




Future work

Future work

o Continue the work on time and energy efficient SIKE
implementation targeting Cortex-M4.

o Perform side-channel analysis of the post-quantum scheme.

o Target different low-end processors.
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