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ABSTRACT

This work proposes a distributed denial-of-service (DDoS) inference and forecasting model that aims at providing insights
to organizations, security operators, and emergency response teams during and after a DDoS attack. Specifically, our work
strives to predict, within minutes, the attacks’ features, namely intensity/rate (packets/second) and size (estimated number
of used compromised machines/bots). The goal is to understand the future short-term trend of the ongoing DDoS attack in
terms of those features and thus provide the capability to recognize the current as well as future similar situations and hence
appropriately respond to the threat. Further, our work aims at investigating DDoS campaigns by proposing a clustering
approach to infer various victims targeted by the same campaign and predicting related features. Our analysis employs real
darknet data to explore the feasibility of applying the inference and forecasting models on DDoS attacks and evaluate the
accuracy of the predictions. To achieve our goal, our proposed approach leverages a number of time series and fluctuation
analysis techniques, statistical methods, and forecasting approaches. The extracted inferences from various DDoS case
studies exhibit a promising accuracy reaching at some points less than 1% error rate. Further, our approach could lead
to a better understanding of the scale, speed, and size of DDoS attacks and generates inferences that could be adopted
for immediate response and mitigation. Moreover, the accumulated insights could be used for the purpose of long-term
large-scale DDoS analysis. Copyright © 2014 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Denial-of-service (DoS) attacks are characterized by an
explicit attempt to prevent the legitimate use of a ser-
vice. Indeed, DDoS activities continue to dominate today’s
attack landscape. In a recent report by Arbor Networks
[1], it was concluded that 48% of all cyber threats
are DDoS. Further, it was stated that the top four per-
ceived threats for the next 12 months will be DDoS
related, targeting customers, network, and service infras-
tructures. Some governmental organizations, corporations,
and critical infrastructure were also recently deemed as
DDoS victims [2–4]. Moreover, a recent event demon-
strated that one of the largest cyber security organiza-
tions, namely Spamhaus, became a victim of a 300 Gbps
DDoS attack [5]. Thus, DDoS attacks are a signifi-
cant cyber security problem, causing momentous damage
to several victims as well as negatively affecting, by
means of collateral damage, the availability of services,
business operations, market share, and the trust in, as

well as the reputation of the organization under attack.
When an organization is subject to a DDoS, it becomes
essential for its IT security operators and emergency
response teams to answer the following questions:

� What are the characteristics of a DDoS attack?
� What is the future short-term trend of the attack in

question?
� Is it an isolated DDoS attempt or a campaign of

attacks against multiple victims?

The answers to these questions greatly influence the
actions and the resources that organizations and Internet
security response teams will choose to employ in respond-
ing to such malicious activity for the current incident as
well as for future occurrences. For instance, the organi-
zation would often care more about high-impact DDoS
attacks, those that can cause serious disruption of a ser-
vice in a relatively timely manner. If the latter is observed,
the organization can immediately respond and trigger its
mitigation methods to gauge the threat (i.e., forward the
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attack flow to a specific number of servers and/or dynami-
cally assign specific firewall rules to handle the flood). This
can reduce the response time and cost for an organization.
E-commerce sites, for instance, are very sensitive to DDoS
attacks; each 1 min of downtime could cost them more
than $30,000 [6]. Note that low-rate DDoS attacks could
evade detection and, at the same time, exhaust the vic-
tim with long-lived flows [7]. Moreover, having knowledge
about the short-term (i.e., in terms of minutes) predicted
features of the ongoing DDoS would provide various
inferences to the organization and aid in answering the
following questions: Will the DDoS increase or decrease
in its intensity? Will the DDoS cease after few minutes
or will it persist for a longer period? Further, the insights
extracted from such an analysis on numerous DDoS
occurrences targeting that organization could generate
attack patterns that could be useful for future mitigation.
For example, if the organization observes distinct DDoS
attacks in different periods where they all possess simi-
lar rates, size and prediction parameters, then it can be
inferred that the attacks originate from a single (or at least
similar) DDoS campaign. At a larger scale, such analy-
sis aims at providing computer emergency response teams
and observers of cyber events with DDoS trends, taking
into consideration the campaign size and its corresponding
machines geodistribution, the victims geolocation, types
of DDoS that could be inferred from rate and intensity
distributions, and future short-term DDoS trends target-
ing various organizational sites. The latter outcome could
be used for immediate response and alerting for mitiga-
tion purposes as well as for long-term large-scale DDoS
analysis.

In this context, the paper’s contributions are as follows:

� Proposing and adopting a systematic approach for
inferring DDoS activities, characterizing and testing
for predictability of DDoS traffic.

� Applying forecasting models on predictable DDoS
attacks.

� Proposing a clustering approach to infer similarities
among attack traces for DDoS campaign detection.

� Evaluating the proposed approach on real darknet
traffic.

The remainder of this paper is organized as follows. In
Section 2, we survey the related work. In Section 3, we
present our proposed approach and discuss various aspects
of its components. In Section 4, we empirically evaluate the
approach and present several DDoS case studies. Finally,
Section 5 summarizes the paper and discusses the future
work.

2. RELATED WORK

In this section, we provide a review of some rele-
vant literature work in the area of threat prediction.
In [8], the authors propose a method for threat predic-
tion based on security events using a security monitor-

ing system. Their approach consists of methods to col-
lect and pre-treat security monitoring events and extract
threads and sessions. Moreover, it consists of techniques to
create attack scenarios through correlation analysis, predict
intrusions, and express the analytical results. The authors
evaluate the effectiveness of their prediction model by
leveraging real security monitoring events. Dagon et al.
[9] adopt a model to accurately predict botnet popula-
tion growth. The authors use diurnal shaping functions to
capture regional variations in online vulnerable popula-
tions. They state that because response times for malware
outbreaks is measured in hours, the ability to predict short-
term propagation dynamics permit resource allocation in
a more effective and suitable manner. The authors use
empirical data from botnets collected at a sinkhole to
evaluate their analytical model. Moreover, Fachkha et al.
[10] present and discuss various darknet-triggered threats
and their corresponding severity level. Furthermore, they
explore the intercorrelation of such threats, by applying
association rule mining techniques, to build threat associ-
ation rules. Their work demonstrates that in fact certain
darknet threats are correlated when targeting specific net-
work destinations. Moreover, it provides insights about
threat patterns and allows the building of a classifica-
tion model for prediction purposes. In another work, Qibo
et al. [11] propose an approach to detect and predict
DoS SYN flooding attacks using non-parametric cumula-
tive sum algorithm along with an autoregressive integrated
moving average (ARIMA) model. Instead of managing
all real-time ongoing traffic on the network, the approach
only monitors SYN packets to predict the attack in the
near future. To perform the prediction, the authors propose
the ARIMA model. The authors also run some simula-
tions to validate the effectiveness of the approach. In [12],
the authors propose a forecasting mechanism called FORE
(forecasting using regression analysis) through a real-time
analysis of randomness in network traffic. According to
the authors, FORE can respond against unknown worms
1.8 times faster than other detection mechanisms. Eval-
uation results using real malware traffic demonstrate the
efficiency of the proposed mechanism, including its ability
to predict worm behaviors starting from 0.03% infection
rate.

Most of the previously discussed related work assumes
that the threat traffic that needs to be predicted is in
fact predictable. We argue that such assumption, without
essential validation, might result in erroneous forecasting
results, regardless of which forecasting approach has been
employed. In contrary, in our work, we first statistically
test for predictability before attempting to forecast. Addi-
tionally, we state that our work is distinctive because the
leveraged DDoS inference algorithm is highly accurate
and established [13] and does not depend solely on SYN
packets. Moreover, our work has wide-scope benefits for
security operators, security response teams, and specific
organizations for the short-term as well as the long-term
large-scale DDoS analysis. Further, our proposed approach
is designed to effectively work on near real-time data. Last
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Figure 1. Flowchart of the proposed approach.

but not least, for empirical evaluation purposes, we utilize
a significant amount of real network traffic.

3. PROPOSED APPROACH

This section, initially, presents and discusses various
aspects of the DDoS inference and forecasting model. Sub-
sequently, the model is extended to enable the capturing
and the prediction of DDoS campaigns that target multiple
victims.

Our dataset is based on real darknet data that we pos-
sess. Darknet analysis has been proven to be an effective
approach for inferring IPv4 and IPv6 [14] threats such
as DDoS [13], scanning [15], and other large-scale cyber
events [16–20]. In a nutshell, darknet traffic is Internet traf-
fic destined to routable but unused Internet addresses (i.e.,
dark sensors). Because these addresses are unallocated, any
destined traffic may be suspicious and hence need to be
investigated. Darknet analysis has shown to be an effec-
tive method to generate cyber threat intelligence [21–23].
Darknet traffic is typically composed of various types of
traffic, namely DDoS [24], scanning [25,26], misconfigu-
ration, and backscattered traffic [27]. Scanning arises from
bots and worms, whereas misconfiguration traffic is due to
network/routing or hardware/software faults causing such
traffic to be sent to the darknet sensors. On the other hand,
backscattered traffic commonly refers to unsolicited traf-
fic that results from responses to DoS attacks with spoofed
source IP addresses.

The main components of the DDoS inference and fore-
casting approach is depicted in Figure 1. In short, the
approach is rendered by extracting backscattered data and
session flows from darknet traffic. Subsequently, DDoS
activities are inferred and consequently tested for pre-
dictability. Finally, prediction techniques are applied on
DDoS traffic, when applicable. The proposed approach is
detailed next.

3.1. Extracting backscattered packets

In order to extract backscattered packets, we adopt the
technique from [27] that relies on flags in packet head-
ers, such as TCP SYN+ACK, RST, RST+ACK, and ACK.
However, this technique might cause misconfiguration as
well as scanning probes (i.e., SYN/ACK Scan) to co-occur
within the backscattered packets. In order to filter out the
misconfiguration, we use a simple metric that records the
average number of sources per destination darknet address.
This metric should be significantly larger for misconfigu-
ration than scanning traffic [28]. The scanning packets are
filtered out in the next step.

3.2. Extracting session flows

In order to filter out the scanning activities, we split the
connections into separate session flows, where each ses-
sion consists of a unique source and destination IP/port
pair. The rationale for this is that DDoS attempts possess
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Table I. DDoS inference parameters.

Parameter Value

Flow timeout 5 min
Packet threshold >25 packets
Attack duration >60 s
Packet rate >0.5 packets/s

a much greater number of packets sent to one destination
(i.e., flood), whereas portsweep scanners have one or few
attempts toward one destination (i.e., probe).

3.3. Inferring DDoS activities

Next, we aim to confirm that all the extracted sessions
reflect real DDoS attempts. To accomplish this, we employ
the DDoS detection parameters of Table I, leveraged from
[13]. In the following, we briefly describe the selected
parameters.

3.3.1. Flow timeout.

The flow timeout parameter is the maximum time inter-
val between two reply packets from the same source
victim. This parameter helps in discarding attacks that do
not cause significant harm on the victims.

3.3.2. Packet threshold.

The packet threshold parameter is the minimum number
of packets sent by a victim on the darknet sensors. For a
given set of flows, higher packet thresholds result in few
attacks. The packet threshold is a good indicator of the
intensity of the attack.

3.3.3. Attack duration.

The attack duration is the minimum amount of time
between the first and last packet of the flow. A larger value
generate fewer attacks. The goal of the attack duration is
to filter out short attacks, which have negligible affect on a
machine.

3.3.4. Packet rate.

The packet rate parameter defines the speed of the attack.
This parameter is useful to extract DoS attacks with high
impact.

In this work, we leverage the results of Moore et al. [13]
because it is directly applicable to our work, which is based
on a flow-based approach and employs backscattered traf-
fic to infer DoS attacks from darknet traffic. We proceed by
merging all the previously extracted sessions that have the
same source IP (i.e., victim) to extract the DDoS attack.

3.4. Testing for predictability

A time series is a series of data values that is measured
at successive points in time and spaced at uniform time
intervals [29]. In order to predict DoS features, we aim to

test if the time series of DDoS flows are first correlated.
Otherwise, our prediction would be irrelevant. In order
to accomplish this, we statistically test for predictability
in such time series using the detrended fluctuation analy-
sis (DFA) technique. DFA was first proposed in [30] and
has since then been used in many research areas to study
signals correlation. The DFA technique is summarized
next.

The DFA method, which consists of characterizing a
non-stationary time series, is based on the square root aver-
age study of a random walk. DFA is advantageous in com-
parison with other methods such as spectral analysis [31]
and Hurst analysis [32] because it allows the inference of
long-term correlations inside an apparently non-stationary
time series. It avoids as well the non-stationary correla-
tions. Another advantage of DFA is that it produces results
that are independent of the effect of the trend [33]. Last but
not least, this technique is applicable to darknet traffic [34].

Given a traffic time series, the following steps need to be
applied to implement DFA:

� Integrate the time series. The time series of length N
is integrated by applying

y.k/ D
kX

iD1

.B.i/ � Bave/

where B.i/ is the ith interval and Bave is the average
interval.

� Divide the time series into “boxes” (i.e., bin size) of
length n.

� In each box, perform a least-squares polynomial fit of
order p. The y-axis represents the yn.k/.

� In each box, detrend the time series that is inte-
grated, y.k/, by taking away the local trend, yn.k/.
This integrated and detrended time series has a root-
mean-square fluctuation that is calculated by

F.n/ D

vuut 1

N

NX
kD1

.y.k/ � yn.k//2

� Repeat this procedure for different box sizes (i.e.,
time scales) n.

The output of the DFA procedure is a relationship F.n/, the
mean fluctuation as a function of n (box size). Generally,
F.n/ increases with the box size n. Scaling appears when
there is a linear relationship on a log-log graph; statistical
self-affinity is expressed as F.n/ � n˛ . Hence, the fluctu-
ations can be described by a scaling exponent ˛, which is
the slope of the line relating log F.n/ to log.n/. The scal-
ing exponent ˛ can take the following values, disclosing
the “correlation status” of the traffic time series:

� ˛ < 0.5: anti-correlated
� ˛ � 0.5: uncorrelated or white noise
� ˛ > 0.5: correlated
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� ˛ � 1: 1=f -noise or pink noise
� ˛ > 1: non-stationary, random walk like
� ˛ � 1.5: Brownian noise

In our work, if the application of DFA on the DDoS traffic
time series outputs a “correlated” status, then we assert that
it is predictable; else, we extract another DDoS flow and
re-test it for predictability.

3.5. Predictability analysis and forecasting

To perform the predictions, we apply different types of
forecasting techniques, namely moving average (MA),
weighted moving average (WMA), exponential smooth-
ing (ES), and linear regression (LR). We have selected to
leverage these techniques instead of other complex well-
known models such as ARIMA and generalized autore-
gressive conditional heteroskedasticity [35] because the
latter require long-term (weekly, monthly, yearly, etc.) sea-
sonal time series data, which is not true in our case that
deals with short-term DDoS traffic. The selected methods
are briefly recalled in what follows.

3.5.1. Moving average.

The single parameter of the model is estimated as the
average of the previous x data points at time t in the time
series. The MA is given by the following:

OxtC1 D
1

k
� .xt C xt�1 C : : :C xt�k�1/

where k is the smoothing window or period. Note that
the forecast in this technique should not begin until the
specified previous data are available.

3.5.2. Weighted moving average.

This technique is based on a numeric value known as the
weight. In general, a WMA is more responsive to change
in the time series data than a simple MA. The computation
of the WMA estimated temporal average is given by the
following [36]:

OxtC1 D
wt�kxt�k C : : :C wtxt

h

where k is the chosen window size and h is the sum of
the temporal weight, h D wt�k C : : : C wt. In general, to
obtain better results, the highest weight is given to the most
recent periods. In our work, we run a solver [37] to auto-
matically obtain the weight values that produce a relatively
better prediction results.

Furthermore, for the above two techniques, namely, the
MA and the WMA, we adopt a time window that is equiv-
alent to three data points in the time series. We believe
this provides a good estimate for such models as demon-
strated in [38]. Future work would extend such analysis by
experimenting with different time window sizes.

3.5.3. Exponential smoothing.

This technique calculates the parameter of the estimated
prediction value b as the weighted average of the last obser-
vation and the last estimate. The estimated value is given
by the following:

OxtC1 D ˛xt C .1 � ˛/Oxt

where ˛ is the smoothing factor and has a value between
[0,1]. In our analysis, we again run a solver [37] to auto-
matically choose the best value of ˛ that optimizes the
prediction error rate.

3.5.4. Linear regression.

This technique performs statistical analysis that assesses
the association between two variables. A simple LR is
given by the following:

LR.y/ D aC bx,

where x and y are the variables, b is the slope of the regres-
sion line, and a is the intercept point of the regression line
and the y-axis.

Two main elements characterize this model, namely the
slope and the intercept, given by the following:

Slope.b/ D
N
P

XY �
P

X
P

Y

N
P

X2 � .
P

X/2

Intercept.a/ D

P
Y � b

P
X

N

where N is the number of elements, X is the first value, and
Y is the second value. The slope describes the incline or
grade of the line, whereas the intercept is the point where
the graph of a function intersects with the y-axis of the
coordinate scheme.

We refer the interested reader to [39,40] for more details
on the aforementioned prediction techniques.

To evaluate the performance of the prediction methods,
we compute the absolute prediction error. The equation of
the absolute prediction error is given by the following:

r.t/ D

ˇ̌
ˇ OXi.t/ � Xi.t/

ˇ̌
ˇ

Xi.t/

This error metric is defined as the absolute difference of
the predicted value from the actual value divided by the
actual value. The latter is a de facto metric when computing
the performance of a prediction model [39,41].

3.6. Clustering of DDoS campaigns

In the previous sections, we elaborated on the components
of the systematic approach for inferring DDoS activities
targeting a unique organization, testing for predictability
of such DDoS traffic and subsequently applying the pre-
diction methods. In this section, we extend the model by
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Table II. Summary of the analyzed DDoS case studies.

Case study Victim Analyzed Intensity Average DFA value Size of
attack (packet) rate (pps) spoofed

duration IPs
(seconds)

TCP SYN flooding (HTTP) Unique 3194 1799228 563.31 0.91 24
TCP SYN flooding (DNS) Unique 3550 29016 8.17 0.93 206

proposing a clustering approach to infer DDoS campaigns
that target multiple victims. The aim is to predict DDoS
campaigns. Moreover, this permits the fingerprinting of
the nature of such campaigns. For example, it could be
identified that a specific DDoS campaign is specialized in
targeting financial institutions while another campaign is
focused on targeting various critical infrastructures. Fur-
ther, such clustering approach allows the elaboration on
the actual scope of the DDoS campaign to provide cyber
security situational awareness; how large is the campaign
and what is its employed rates, when attacking the vari-
ous victims. Additionally, the proposed approach could be
leveraged to predict the campaign’s features in terms of rate
and number of involved machines. To accomplish these
goals, the approach employs the following statistical-based
mechanism. First, backscattered sessions are extracted as
previously discussed in Sections 3.1 and 3.2. Second, the
notion of fuzzy hashing [42] between the different sessions
is applied. Fuzzy hashing is advantageous in comparison
with typical hashing as it can provide a percentage of
similarity between two traffic samples rather than produc-
ing a null value if the samples are different. This popular
technique is derived from the digital forensics research
field and is typically applied on files or images [42,43].
Our approach explores the capabilities of this technique
on backscattered DDoS traffic. We select the sessions that
demonstrate at least 20% similarity. We concur that this
threshold is a reasonable starting point and aids in reduc-
ing false negatives. Third, from those sessions, we employ
two statistical tests, namely the Euclidean test and the
Kolmogorov–Smirnov test [44], to measure the distance
between the latter selected sessions. We select those ses-
sions that minimize the statistical distance and overlap after
executing both tests. The rationale of the latter approach
stems from the need to cluster the sessions belonging to
multiple victims that share similar traffic behavior while
minimizing the false positives by confirming such similar-
ity using both tests. Note that we hereafter refer to the use
of the previous two techniques as the fusion technique. The
outcome of the proposed approach is clustered diverse vic-
tims that are inferred to be the target of the same DDoS
campaign.

4. EMPIRICAL EVALUATION

In this section, we present the empirical evaluation results.
First, we follow the steps of the DDoS inference and fore-
casting approach as discussed in Section 3 to present two

real DDoS case studies targeting two different servers. The
case studies respectively consist of two TCP SYN flood-
ing attacks targeting an HTTP (Web) server and a domain
name system (DNS) service. Second, we employ the DDoS
campaign clustering model as discussed in Section 3.6 to
demonstrate how multiple victims could be modeled as
being the target of the same campaign.

The two case studies generated using the DDoS infer-
ence and forecasting model are summarized in Table II.
The table shows the analyzed duration of the attack (in
seconds), the attack’s intensity in terms of number of gen-
erated packets, its average rate (packets/second), its DFA
value, and its size in terms of number of used compromised
machines/bots. With regard to our dataset, the possessed
darknet data are being received on a daily basis from a
trusted third party. The darknet sensors are distributed in
many countries and monitor /13 address blocks. In terms of
DFA computation, we utilize the DFA MATLAB code [45].
Further, when applying the forecasting techniques, for the
purpose of error calculation, we use two thirds of the DDoS
traffic time series for training and one third for testing. It
is also noteworthy to mention that when performing the
prediction analysis, we chose a time series with bin size
equals to 1 min. We argue that such a choice is rational and
should provide enough resources (i.e., time) to the organi-
zation under attack to act upon the observed values. Next,
we elaborate on the case studies.

4.0.1. TCP SYN flooding on an HTTP server.

This case study refers to a DDoS TCP SYN flooding tar-
geting an HTTP Web server. From Table II, we notice that
this attack generated around 1.8 million TCP SYN packets,
with an average of 560 packets per second from 24 unique
spoofed IPs (i.e., bots). The value of the rate of the attack
demonstrates the severity of this DDoS attack.

Moreover, Figures 2 and 3 demonstrate the application
of the forecasting techniques. Note that we attempt to pre-
dict this DDoS because its corresponding DFA result was
shown to be “correlated” with a value of 0.91 as stated in
Section 3.4). Figure 2 illustrates the attack’s intensity dis-
tribution with its corresponding forecasting techniques. It
is shown that the attack peaks with around 175 000 pack-
ets at the 46th minute. The predicted values (within the
future 3 min) of such distribution reveal that the attack will
decrease in intensity and will fluctuate between 9000 and
3500 packets. On the other hand, Figure 3 illustrates the
attack’s size in terms of number of used spoofed IPs. It is
shown that the number of spoofed IPs peak to 16 in the
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Figure 2. TCP SYN flooding on an HTTP server - intensity distribution and prediction.

Figure 3. TCP SYN flooding on an HTTP server - size distribution and prediction.

Table III. TCP SYN flooding on an HTTP server
- absolute prediction error (%).

Prediction techniques

MA WMA ES LR

Intensity 0.57 0.39 0.19 0.86
Size 0.70 0.53 1.34 0.22

48th minute. Similar to the intensity, it is shown from the
prediction techniques that the size will decrease as well,
hinting that the DDoS might soon diminish in size. The
absolute prediction error of the forecasting techniques for
this DDoS case study is summarized in Table III.

Notice that all the techniques for both impact features
(rate/intensity and number of involved machines) recorded
an error less than 1%. Further, the ES algorithm was best
in predicting the intensity, whereas the LR was best in
predicting the size of the attack. This case study allows
the organization whose Web server is under a targeted
DDoS to gain insight on the current and future short-term
trend of the ongoing attack in terms of the defined attack
impact features. Moreover, assuming that the organiza-
tion modified its mitigation methods before predicting the
future impact distributions reveal that such modifications
are effective.

4.0.2. TCP SYN flooding on a DNS server.

This case study refers to a DDoS TCP SYN flooding
targeting a DNS server. From Table II, we notice that this
attack generated around 29 000 TCP SYN packets, with
an average of eight packets per second from 206 unique
spoofed IPs (i.e., bots). Although the size of this DDoS
attack is larger than the one of the first case study, its inten-
sity in terms of the generated packets and hence rate is
significantly lower.

Figures 4 and 5 demonstrate the application of the fore-
casting techniques on the DNS server. We also predicted
this DDoS attack because its corresponding DFA result was
shown to be “correlated” with a value of 0.93. Figure 4
illustrates the attack’s intensity and prediction distribu-
tions. It is shown that the attack peaks around 1600 packets
at the 19th minute. The predicted values of such distribu-
tion show an increase in the attacks intensity. On the other
hand, Figure 5 reveals the attack’s size in terms of num-
ber of used compromised machines/bots. It is shown that
the number of spoofed IPs peaks to 12 in the 45th minute.
Furthermore, it is shown from the prediction models that
the attack size will either stay constant or slightly decrease.
The absolute prediction error of the forecasting techniques
for this DDoS case study is summarized in Table IV.

Notice that the LR poorly performs with regard to this
case study. Moreover, the ES algorithm was best in predict-
ing both the intensity and the size. This case study allows
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Figure 4. TCP SYN flooding on a DNS server - intensity distribution and prediction.

Figure 5. TCP SYN flooding on a DNS server - size distribution and prediction.

Table IV. TCP SYN flooding on a DNS server -
absolute prediction error (%).

Prediction techniques

MA WMA ES LR

Intensity 12.46 5.24 2.75 35.71
Size 0.51 0.37 0.16 0.72

the organization whose DNS server is under a DDoS attack
to be alerted that the attack’s intensity might increase. This
provides the organization the capability to comprehend the
situation and hence adaptively respond to the threat.

4.0.3. TCP SYN flooding on multiple HTTP

servers.

We now move our attention to elaborate on the results
of the DDoS campaign clustering approach. Recall that the
aim is rendered by the capability to infer multiple victims
that are being the target of the same campaign. This facili-
tates the fingerprinting of the type and scope of the DDoS
campaign, as previously mentioned in Section 3.6.

To demonstrate the effectiveness of the approach, we
experiment with a 1-day sample retrieved from our darknet
dataset. In accordance with the approach of Section 3.6,

we extract 680 backscattered DDoS sessions and apply
fuzzy hashing between the sessions, by leveraging deep-
toad,† a fuzzy hashing implementation. The outcome of
this operation is depicted in Figure 6, where the victims
are represented by round circles while directed arrows
illustrate how the various victims were shown to be sta-
tistically close to other targeted victims. It is important
to note that we anonymize the real identity of the vic-
tims due to sensitivity and legal reasons. Subsequently, the
Euclidean and Kolmogorov–Smirnov tests are executed to
exactly pinpoint and cluster the victims that demonstrate
significant traffic similarity. Figure 7 shows such result,
whereas Table V summarizes the outcome of the proposed
DDoS campaign clustering approach. From Figure 7, one
can notice the formation of root nodes, advocating that the
approach is successful in clustering various victims that are
the target of the same DDoS campaign.

In general, the approach yielded, for 1-day dataset, 13
unique campaigns where each campaign clusters a number
of victims ranging from 2 to 125 targets. Recall that the
fusion technique resembles the execution and overlap of

†https://code.google.com/p/deeptoad/
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Table V. Summary of the DDoS campaign clustering approach.

Technique Unique Campaign Campaign Campaign Campaign Campaign Campaign
campaign of 2 of 3 of 4 of 5 of 6 of 125

count victim victim victim victim victim victim
machines machines machines machines machines machines

Euclidean 16 6 2 3 3 1 1
Kolmogorov–Smirnov 16 6 2 3 2 2 1
Fusion 13 6 1 2 2 1 1

Table VI. Summary of the analyzed DDoS campaign case study.

Case study Victim Analyzed Intensity Average DFA value Size of
attack (packet) rate (pps) spoofed

duration IPs
(seconds)

TCP SYN flooding (HTTP) 125 85322 649299 7.61 0.81 92296

Figure 6. Clustered victims through fuzzy hashing.

the Euclidean and Kolmogorov–Smirnov statistical tests,
as previously discussed in Section 3.6.

We proceed by attempting to predict the impact features,
namely intensity and size, of one of the previously inferred
DDoS campaigns. We select the last campaign of Table V
because it targeted the most victims.

Table VII. TCP SYN DDoS campaign flooding
on multiple HTTP servers: absolute prediction

error (%).

Prediction techniques

MA WMA ES LR

Intensity 1.27 1.51 0.09 2.16
Size 1.26 1.11 0.09 2.14

Figure 7. Clustered victims through the fusion technique.

This case study refers to a campaign of DDoS TCP
SYN flooding targeting various HTTP servers related to
16 victim organizations. From Table VI, we notice that
this campaign lasted almost 1 day and generated around
650 000 TCP SYN packets, with an average of seven pack-
ets per second from 92 296 unique spoofed IPs (i.e., bots).
Further, Figures 8 and 9 depict the characterization and
demonstrate the application of the forecasting techniques.
We also predicted this DDoS attack because its corre-
sponding DFA result was shown to be “correlated” with a
value of 0.81. Figure 8 illustrates the attack’s intensity and
prediction distributions. It is shown that the attack peaks
around 8000 packets at the 47th minute. The predicted
values of such distribution shows insights of decrease in
the attack’s intensity. On the other hand, Figure 9 reveals
the attack’s size in terms of number of used compromised
machines/bots. It is shown that the number of spoofed
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Figure 8. TCP SYN DDoS campaign flooding on multiple HTTP servers - intensity distribution and prediction.

Figure 9. TCP SYN DDoS campaign flooding on multiple HTTP servers - size distribution and prediction.

IPs peaks to 3100 in the 10th minute. Furthermore, it is
shown from the prediction models that the attack size will
stay constant for some time and then decreases. The abso-
lute prediction error of the forecasting techniques for this
DDoS campaign case study is summarized in Table VII.
Notice that the LR poorly performs with regard to this case
study. Moreover, the ES algorithm was best in predicting
both the intensity and the size.

It should be noted that the generated inferences from all
the aforementioned case studies aim to better understand
the scale, rate, and trend of DDoS attacks. This study could
be adopted by organizations for immediate response and
hence mitigation as well as accumulated by security oper-
ators, emergency response teams, and observers of large-
scale Internet DDoS events for the purpose of long-term
large-scale DDoS analysis, clustering, and correlation.

5. CONCLUSION

This paper first proposed an approach that is rendered
by a DDoS inference and forecasting model. The aim is
to provide the organization under attack the capability to
comprehend the situation and hence adaptively respond to
the threat. Second, the paper proposed a DDoS campaign
clustering approach that captures the similarity between
backscattered sessions. The goal is to cluster various vic-
tims that are targeted by the same DDoS campaign. We

characterized and predicted, within minutes, the attacks’

impact features, namely intensity/rate (packets/sec) and

size (number of used compromised machines/bots). Our

proposed approaches leverage real darknet data to infer

DDoS activities, test for predictability of DDoS traffic, and

apply prediction techniques, when applicable. Empirical

evaluations presented three attack case studies to demon-

strate possible extracted insights and inferences. For future

work, we intend to experiment with more complex fore-

casting methods that can operate on probability or graph

theory and long-term bases as well as implementing our

proposed approach in a real-time fashion.
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