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ABSTRACT

The 4G of mobile networks will be a technology-opportunistic and user-centric system, combining the economical and
technological advantages of various transmission technologies. As a part of its new architecture, LTE networks will
implement an evolved packet core. Although this will provide various critical advantages, it will, on the other hand, expose
telecom networks to serious IP-based attacks. One often adopted solution to mitigate such attacks is based on a centralized
security architecture. However, this approach requires large processing and memory resources to handle huge amounts of
traffic, which, in turn, causes a significant over dimensioning problem in the centralized nodes. Hence, it may cause this
approach to fail from achieving its security task. In this paper, we focus on a SPAM flooding attack, namely SMTP SPAM,
and demonstrate, through simulations and discussion, its DoS impact on the Long Term Evolution (LTE) network and
subsequent effects on the mobile network operator. Our main contribution involves proposing a distributed architecture
on the LTE network that is secure and that mitigates attacks efficiently by solving the over dimensioning problem. It is also
cost-effective by utilizing ‘off-the-shelf’ low-cost hardware in the distributed nodes. Through additional simulation and
analysis, we demonstrate the feasibility and effectiveness of our approach. Copyright © 2012 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Although 3G technologies deliver significantly higher bit
rates than 2G technologies, there is still an ever increasing
demand for wireless broadband, lower latency, and increased
throughput. Figure 1 reveals that broadband subscriptions
are expected to reach 3.4 billion by 2014, and about 80%
of these consumers will use mobile broadband [1].

Consequently, there is a growing pool of underserved
consumers who can only be satisfied with next generation
networks. The solution is the 3GPP Long Term Evolution
(LTE) project [2], dubbed as the next generation network
beyond 3G. The fourth generation of mobile networks will
be a technology-opportunistic and user-centric system that
combines the economical and technological advantages of
various transmission technologies to provide a ubiquitous,
context-aware adaptive service.

As a part of its new architecture, LTE 4G mobile
networks will implement a packet-switched approach in its
1478
evolved network core. This all-IP approach, however, is a
double-edged sword. On one hand, it will enable the support
of universal IP access from any network to and from the
LTE, in addition to providing various critical advantages
including multimegabit bandwidth, seamless and improved
mobility, extensive quality of service, and significant
latency reduction among various others. On the other hand,
it will pave the way to serious security concerns; because,
theoretically, any security attack that is feasible on an IP
network will also be viable on the LTE network.

A highly relied on application service is the Simple
Message Transfer Protocol (SMTP) [3]. SMTP is the Internet
standard for electronic mail (email) transmission across IP
networks. It is a text-based protocol, in which a mail sender
communicates with a mail receiver by issuing command
strings and supplying necessary data over a reliable, ordered
data stream channel. Often, mobile operators put into service
SMTP servers in the network to provide outgoing email
access to their clients. However, the critical issue arises when
Copyright © 2012 John Wiley & Sons, Ltd.



Figure 1. Broadband growth 2007–2014 [1].
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exploited malicious clients’ user equipments (UEs), from
within the LTE network, flood the operator’s SMTP server
with email SPAM in order to launch a SPAM campaign
towards the Internet. As a result, this SPAM campaign will
(i) cause a DoS to the SMTP server by overloading it with
unsolicited emails and, hence, preventing it from processing
legitimate email requests in a timely manner; and (ii) more
critically, it will cause the operator’s SMTP server to be
blacklisted by Internet DNS servers after being detected as
a SPAM server. Consequently, this will have a major
adverse influence on the operator’s business, reliability, and
reputation. Furthermore, the mobile operator will face
serious legal issues under, for example, the Canadian House
Government Bill C-28 Act [4], for misusing the mobile
infrastructure for Spamming purposes.

1.1. Defining DoS for SMTP SPAM

In this paper, we focus on a SPAM flooding attack in order
to reveal its DoS impact on the LTE network and
subsequent effects on the mobile network operator. Our
intention is to shed light on the fact that LTE networks
are vulnerable to IP-based attacks, which forces mobile
network operators to preventively react and become
liable in order to preserve their business and reputation.
Hence, a security architectural solution is required and,
for those, reasons may be proposed on the LTE network
infrastructure. Moreover, for clarification purposes, we
explain in the following when exactly a DoS will occur
in the attack scenario.

1.1.1. SMTP SPAM DoS.
Generally, overloading SMTP servers do not cause a

system crash. In fact, the SMTP protocol contains
countermeasures for DoS attacks. If the load is too high,
the server will cease to receive emails with temporary
errors or simply by refusing connections. As SMTP is a
delay-tolerant service, the other party can send a particular
email later. Thus, defining a DoS condition as a system
crash or lost emails is inadequate. The most important
point is the user experience. Therefore, if a single email
is processed by the server after an unacceptable threshold
because of a severe server performance bottleneck, then it
can be correctly inferred as a DoS. Thus, we assume that
SMTP DoS will occur when:
Security Comm. Networks 2013; 6:1478–1489 © 2012 John Wiley & Sons, Ltd
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(1) The SMTP server’s CPU-utilization metric reaches
100%. This result will guarantee that the server is
overloaded with SPAM email requests, which will
affect its ability to process legitimate emails in a
timely manner.

(2) The SMTP server’s email processing time metric
(measured from the timewhen a single request arrives
at the server, to the time it is completely processed)
exceeds 200ms. This threshold is based on our Opnet
benchmark results that we had performed on three
different SMTP servers. The least performing server
was a single core Windows 2000 server; the others
were four and eight core machines running with the
UBUNTU server 9.04.

1.2. Problem statement

Motivated by the fact that SMTP SPAM flooding is an
alarming attack coupled with the new evolution in mobile
networks and the adoption of an IP-based network core, there
is a critical need to investigate the impact of such attacks,
their effects on the network and on the operator, and
preventive architectures on LTE networks. Particularly, there
is a need to answer questions, which include the following:
Can SMTP SPAM flooding attacks take advantage of the
evolved IP-based network core to trigger a DoS? Moreover,
what is the impact of that DoS and its subsequent effects?
Furthermore, what are the adopted approaches in mitigating
the effect of these attacks? Additionally, how canwe propose
a security architecture that mediates the effect of such attacks
yet is efficient and cost-effective?

In this paper, we answer those questions by revealing that
SMTP SPAM flooding attacks will indeed trigger a DoS,
benefiting from LTE’s evolved packet core. We disclose,
through performing large scale simulations, that SMTP
SPAM flooding through the exploited UEs targeting the
mobile network operator’s SMTP server, will cause a
momentous performance bottleneck on the server and will
drastically affect its ability to process legitimate requests in
a timely manner. Consequently, a crucial subsequent effect
of that attack is the eventual blacklisting of the operator’s
SMTP server, in addition to liability and the negative
reputation that will affect the mobile network operator.
Additionally, by studying and analyzing specific detection
algorithms employed by various intrusion detection systems
(IDSs) and profiling on various hardware, we estimate the
cost of those algorithms in terms of processing/detection
delay. Having achieved that, we discuss and compare two
mediating approaches based on two different mobile
security architectures on the LTE infrastructure. Through
measurement, simulation, and analysis, we compare the
conventional centralized architecture with our proposed
distributed architecture. As a result, we demonstrate that
the distributed approach is secure because it mitigates the
effect of those attacks, more efficient because it solves the
over dimensioning problem caused by the centralized
approach, and cost-effective because it utilizes ‘off-the-shelf’
low-cost hardware in the distributed nodes.
1479.
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The rest of the paper is organized as follows. Section 2
gives an overview of the related work; whereas, Section 3
demonstrates and explains the LTE architectural
infrastructure. SPAM detection methods and mitigating
mobile architectures are discussed in Sections 4 and 5.
Furthermore, Section 6 reveals the algorithms’ profiling
discussion and results, which portrays our topological
simulation scenario and illustrates the attack and counter-
measure simulation results. Finally, Section 7 summarizes
our contributions and concludes this work.
2. RELATED WORK

DoS attacks and mitigation methods have been discussed
thoroughly in many contexts. A plethora of papers have
focused on DNS systems including [5,6]; whereas, other
research has focused on Web services [7]. Furthermore,
SMTP services were pinpointed in [8,9]. Additionally,
DoS attacks targeted search engines [10], VoIP servers
[11,12], and, not surprisingly, e-commerce services [13].

The notion of exploiting a system and utilizing it to
launch a DoS attack was tackled in [14], where Naoumov
et al. described two approaches to create a DoS engine out
of a P2P system. The authors stated that for both approaches,
the targeted host does not have to be a participant in the P2P
system, and it could be a web server, a mail server, or even a
user’s desktop. Additionally, they implemented their
approaches in a P2P file-sharing system and revealed that,
with modest effort, both attacks could direct significant
amount of traffic from diverse peers to flood any target. In
another closely related study [15], Defrawy et al. stated that
BitTorrent’s enormous traffic can be converted into a
firepower used for launching a distributed denial of service
attack that can exhaust a victim’s resources, including access
bandwidth and connection resources. Moreover, the authors
identified novel exploits in the BitTorrent system and
conducted real-life experiments that demonstrated the
feasibility and severity of such attacks.

The evolution of mobile devices from basic voice
terminals into advanced computing platforms makes attacks
originating from within the mobile network a reality. Lee
et al. [16] introduced a signaling attack that seeks to overload
the control plane of 3G mobile networks by using low-rate,
low-volume traffic. They affirmed that the low-volume
nature of the signaling attack allows it to avoid detection
by existing intrusion detection algorithms. In another
approach, Traynor et al. [17] characterized a DoS attack that
used selected service request types on the Home Location
Register (HLR), the central repository of user location and
profile information in a 3Gmobile network, by a botnet com-
posed entirely of mobile phones. Their results showed that
botnets consisted of, as few as, 11 750 phones can cause a
reduction of throughput of more than 90% to area code-sized
regions supported by most of the currently deployed
systems. Moreover, Enck et al. [18] evaluated the security
impact of the SMS interface on the availability of the
cellular phone network. Specifically, they demonstrated the
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ability to deny voice service to cities the size of Washington
D.C. and Manhattan with the use of a regular cable modem.
Another interesting study was conducted by Zhao et al. [19],
where they presented a DoS attack against IMS. They stated
that when the presence service, which is a core service of
IMS, is congested, a malicious attack can cause chained
automatic reaction of the system, thus, blocking all the
services of IMS.

Although some basic form of malware targeting
mobile devices has surfaced in the past, including Cabir
[20], Mabir [21], and Skulls [22], advanced malicious
applications exploiting today’s full-featured powerful UEs
are yet to be reported. However, with the adoption of LTE,
vulnerabilities in mobile operating systems, unsafe applica-
tions and software, and the evolution of various types of
botnets, their consequences and impacts must be investigated.
3. LTE ARCHITECTURE

In this section, we present the LTE network architecture and
describe its elements and corresponding functionalities.
Figure 2 illustrates a simplified view of the overall LTE
architecture which is marked by the elimination of the
circuit-switched domain and a simplified access network [23].

The LTE system is comprised of two networks: the
E-UTRAN and the Evolved Packet Core (EPC) [25].
The result is a system characterized by its simplicity, a nonhi-
erarchical structure for increased scalability and efficiency, and
a design optimized to support real time IP-based services.

The access network, E-UTRAN, is characterized by a
network of Evolved-NodeBs (eNBs) which support
orthogonal frequency–division multiple access (OFDMA)
and advanced antenna techniques. eNBs interface with user
equipments and perform numerous functions including
radio resource management, admission control, schedul-
ing, ciphering/deciphering, and compression/decompres-
sion of user and control plane data. The packet domain of
LTE is called the EPC and is depicted in Figure 3.

It is a flat all-IP system designed to provide much
higher packet data rates and significantly lower latency. It
consists of six nodes: the Mobility Management Entity
(MME), which manages UEs and their sessions and
controls establishment of evolved packet system (EPS)
bearers in the selected gateways. The Serving Gateway
(S-GW) acts as the mobility anchor for the user plane
during inter-eNB handovers. It also manages and stores
UE contexts such as parameters of the IP bearer service
and the network internal routing information, in addition
to routing data packets between the Packet Data Network
Gateway (P-GW) and the E-UTRAN. The P-GW provides
connectivity to external packet data networks by being the
point of exit and entry of traffic. Also, it performs policy
enforcement and packet filtering. Moreover, the Home
Subscriber Server (HSS) is the master database that stores
subscription-related information to support call control and
session management entities. Furthermore, the Policy and
Charging Control Function (PCRF) is the single point of
ity Comm. Networks 2013; 6:1478–1489 © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



Figure 3. LTE EPC [24].

Figure 2. LTE architecture [24].
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policy-based QoS control in the network. It is responsible for
formulating policy rules from the technical details of Service
Date Flows (SDF) that will apply to users’ services, and for
passing these rules to the P-GW for enforcement. Finally,
the evolved Packet Data Gateway (ePDG) is used for inter-
working with untrusted non-3GPP IP access systems.
4. SPAM DETECTION METHODS

There are three main forms of SPAM DoS detection
methods discussed throughout the literature:

(1) Pattern Detection: These techniques seek to find
patterns in requests and then determine if those
patterns are associated with legitimate requests.
Often, these systems have predefined lists of
signatures that indicate a common attack. Pattern
detection can be subdivided into two sections:
Securit
DOI: 1
• Exact string matching: A special case of pattern
matching where the pattern is described by a finite
sequence of symbols (or alphabet Σ). It consists of
finding one or, more generally, all the occurrences
y Comm. Networks 2013; 6:1478–1489 © 2012 John Wiley & Sons, Ltd.
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of a short pattern P=P[0]P [1]⋯P[m-1] of length
m in a large text T= T[0]T[1]⋯T[n-1] of length n,
where m, n> 0, and m ≤ n. Both P and T are built
over the same alphabet Σ.

• Regular expressions matching: This method pro-
vides a concise and flexible means for identifying
strings of text, such as particular characters,
words, or patterns of characters. A regular expres-
sion is written in a formal language that can be
interpreted by a regular expression processor, a
program that either serves as a parser generator
or examines text and identifies parts that match
the provided specification. A regular expression,
often also called a pattern, is an expression that
describes a set of strings. They are usually used to
give a concise description of a set, without having
to list all its elements.

(2) Anomaly detection: In thismethod, a base line for ‘nor-
mal’ traffic is generated and then used to identify pos-
sible attacks. These anomalies may be in the form of
unusual traffic flows (for example, a large amount of
traffic to a machine that generally receives little traffic),
or a behavior (for example, a failure to respect TCP
1481
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flow control mechanisms for a TCP flow). This is hard
to achieve in real networks, as traffic flows can be
highly variable but not being malicious. However, this
approach holds the most promise for SMTP, as anoma-
lies would present themselves as unusual traffic flows,
either in a larger than normal number of emails being
delivered to one recipient, or a more than usual number
of emails coming from a limited number of clients.

(3) Third party detection: These are systems that do not
perform any attack detection, themselves, but act on
instructions from an external source. This might be
in the form of a commercial service or a network wide
traceback mechanism such as CenterTrack [26].

In this paper, we implement a pattern detection approach,
and we assert that it will be effective in mediating the effect
of the SMTP SPAM flooding attack. This type of detection is
widely deployed in various forms of IDSs. Therefore, our
aim will be to profile specific detection algorithms employed
by those IDSs on various hardware in order to assess their
cost in terms of detection/packet processing delay.
Consequently, we intend to simulate their effect when
implemented on different nodes on the LTE network. Having
achieved that, we will be in a position to propose our secure,
efficient, and cost-effective mediating distributed mobile
architecture.
5. MITIGATING MOBILE
ARCHITECTURES

Although there exists various mobile network architectures
for filtering prevention methods deployment, in this paper,
Figure 4. Centralized se
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we present, compare, and analyze two major design trends:
the conventional centralized architectural approach, and
the proposed distributed architectural approach. By doing
so, we would be providing the scientific and the industrial
communities with a unique approach on the placement of
SPAM prevention mechanisms on LTE 4G mobile
networks. In this work, we aspire to show that the proposed
distributed approach is:

(1) secure through mitigating the effect of the SMTP
SPAM flooding attack;

(2) efficient through solving the over dimensioning
problem caused by the conventional centralized
architectural approach;

(3) cost-effective compared with the centralized approach
through utilizing less commercial performant, less ex-
pensive off-the-shelf hardware in the distributed nodes
rather than utilizing immensely specialized performant,
expensive hardware in the centralized node.

In an LTE network and in the centralized security
architectural approach, all detection mechanisms are
concentrated in only one node, mainly in the P-GW, as
illustrated in Figure 4.

This approach can be considered the de factomethod in the
current real world implementations. This is because the P-GW
acts as the exclusive point of entry from and exit to the Inter-
net. Hence, all traffic passes through it and, thus, ingress and
egress filtering can be practically achieved in it.

In contrast, in a distributed security architectural approach,
detection mechanisms are distributed on various LTE nodes.
Although there are several valid candidates for that task, we
believe that the S-GW has the right granularity to be a strong
curity architecture.

ity Comm. Networks 2013; 6:1478–1489 © 2012 John Wiley & Sons, Ltd.
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candidate. The S-GW, similar to the P-GW, covers all ingress
and egress traffic from and to the Internet. However, the S-GW
traffic is, in some order of magnitude, less than the P-GW
traffic; thus, the overall filtering load is distributed over the
entire set of S-GWs and is consequently far less than the
filtering load on the centralized P-GW. Figure 5 depicts
this approach.

The rationale behind this scheme states that if we re-
allocate the filtering algorithms from the P-GW and distribute
them unto the S-GWs, even after we acknowledge the fact that
the S-GWs are less performant in terms of processing power,
we will still be able to achieve the security task of mediating
the effect of the SMTP SPAM flooding attack, at the same
time preserve the efficiency on the LTE network by solving
the over dimensioning problem in the P-GW caused by the
centralized approach. Moreover, because the S-GWs can
utilize off-the-shelf hardware compared to the P-GW that uses
dedicated high-priced hardware, this countermeasure is also
cost-effective.
6. SCENARIO: SMTP SPAM
FLOODING

6.1. Profiling for SPAM detection

As we have stated in Section 4, we intend to measure spe-
cific pattern detection algorithms in terms of detection/
packet processing delay. Our ultimate goal is to identify
how much time an algorithm will require to inspect a
packet. Having achieved that, we will be in a position to
Figure 5. Distributed se
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simulate their effect when implemented on the LTE
network for the purpose of SPAM detection.

To accomplish that task, Snort [27], which is an open
source network intrusion prevention and detection system
that combines the benefits of signature, protocol, and
anomaly-based inspection, was investigated. Snort, and
part of its content signature detection, implements the
Boyer–Moore (BM) exact string matching detection
algorithm in addition to a nondeterministic finite automata
regular expression (NFA RegEx) detection algorithm. In
fact, these generic algorithms are widely adopted in
various forms of IDSs such as Bro [28] and Suricata [29].
However, we have selected Snort because it is very well
established and well supported in addition to providing us
with a very scientific and sophisticated profiling engine.

The BM algorithm, which is known to be very fast
in practice, performs character comparisons between a
character in the text and a character in the pattern from
right to left. After a mismatch or a complete match of the
entire pattern, it uses two shift heuristics to shift the pattern
to the right. These two heuristics are called the occurrence
heuristic and the match heuristic [30]. Note that the length
of the shift is the maximum shift between the occurrence
heuristic and the match heuristic. Additionally, these
heuristics are preprocessed in O(m + |Σ|) time and space,
where m is the pattern length and Σ is the alphabet.
Furthermore, the searching phase of the BM algorithm
requires O(n�m)? time in the worse case, where n is the
text length. Finally, the expected performance of the
BM algorithm is sublinear, requiring about n

m character
comparisons on average [31].
curity architecture.
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On the other hand, the NFA RegEx algorithm is exces-
sively utilized because it is known to be space efficient. A
nondeterministic finite automaton (NFA) is a mathematical
model that consists of:

(1) A set of states S;
(2) A set of input symbols Σ (the input alphabet);
(3) A transition function that maps state symbol pairs to

sets of states;
(4) A state s0 that is distinguished as the start (or initial)

state;
(5) A set of states F distinguished as accepting (or final)

states.

A graphical representation of an NFA is called a transi-
tion graph. An NFA accepts an input string x if and only if
there is some path in the transition graph from the start
state to some accepting state, such that the edge labels
along this path spells out x. A path can be represented by
a sequence of state transitions called moves. Regarding
the NFA’s complexity, if given an NFA N, an input string
x, a set of final states, and a regular expression r, then the
time complexity is O(|Nd� |x|), where |N| is the number
of states in automata and |x| is the input string length. Ad-
ditionally, N has, at most, twice as many states as |r|; thus,
the space complexity is O(|r|), where |r| is the size of the
regular expression.

To obtain the measurement results for the BM and NFA
RegEx algorithms, we performed profiling of rule-matching.
This procedure enabled us to take advantage of the detection
rules to trigger the detection algorithms and consequently
measure the time they require to inspect and detect SPAM
in data packets. The procedure was executed on two Linux
machines operating an UBUNTU 9.10, Snort Version 2.8.5.3
(Build 124) (Canonical Group Limited, Millbank Tower,
Millbank, London, United Kingdom) with PCRE version
7.8. The first machine was a dual core with 4GB of memory.
This machine models the S-GW in terms of processing
power in our simulations. The second was a dual quad core
(8 core) machine with 160GB of memory, which will model
the P-GW in our simulations in terms of processing power.
Furthermore, we took advantage of the ‘config profile_rules’
command in Snort’s configuration file to acquire profiling
statistics similar to Figure 6.

To acquire the most precise scientific results possible, we
followed the subsequent methodology. We progressed with
just two rules: one rule that takes advantage of the BM algo-
rithm (using the ‘content’ keyword); and the other takes ad-
vantage of NFA RegEx algorithm (using the ‘PCRE’
keyword). We profiled these rules independently by using
10 data samples ranging from 2KB to 1024KB; for each
sample, we ran the profiling procedure 10 times. To further
develop the results, and after using simple Linux commands
including ‘grep, pipe and wordcount (wc)’ on Snort rule-set
directory, we unveiled that in a default Snort distribution,
there is approximately 4000 rules in which 57% of them uti-
lize BM and 43% utilize NFA RegEx. Moreover, for practi-
cal reasons, we assumed that only 20% of the rules will
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actually be employed to inspect the traffic. Acting upon the
above assumptions, the results are summarized in Table I.
According to our profiling results, the overhead of inspecting
SMTP packets that used both algorithms would be 99.3ms
on the dual core machine (the S-GW) and 15.08ms on the
dual quad core machine (the P-GW).

The previous outcome will be employed to simulate and
analyze the effect of the detection algorithms when imple-
mented on the LTE network. This will be the foundation of
our proposed mediating security architectures and, ulti-
mately, our proposed distributed approach.

6.2. Simulation setup

For our simulations, we have utilized Opnet Modeler version
16.0 (OPNET Technologies Inc,. Woodmont Avenue
Bethesda)with the LTE-specialized model [32] on a
WINDOWS 7machine running a quad core 2.5GHZCPUwith
4GB of memory. The simulated architecture, illustrated in
Figure 7, consists of the mobile network operator’s SMTP
Server, 1 P-GW, 7 S-GWs, 7 eNBs/1S-GW (49 eNBs in total)
and 100 UEs/1eNB (4900 simultaneous UEs).We believe that
this topology is very close in depicting a realistic LTE network
deployment in a large city. Additionally, the links configura-
tion †is given in Table II.

6.3. Scenario rationale

With the increase in the flourishing of multivendor UEs
and various complex applications being developed for di-
verse, advanced, and unsecured mobile operating systems,
it is deemed that UEs will be exploited for malicious pur-
poses. According to AppBrain [33], approximately 40%
of all Android applications are low quality applications.
This means that these applications may have not been ver-
ified and most probably will contain issues with program-
ming, functionality and, more critically, security. This
fact was greatly established recently when Google re-
moved a group of applications from its Android Market af-
ter it was discovered that they contained malicious code
that could be used to send SMS SPAM [34]. Moreover,
in 2009, a major mobile botnet was identified by the name
‘Ikee.B’, [35] which targeted UEs running on Apple’s mo-
bile operating system. Hence, specifically in this scenario,
we demonstrate the feasibility of maliciously exploiting
UEs from within the LTE network, flooding the operator’s
SMTP server with email SPAM. As a result, this will cause
a DoS to the SMTP server by overloading it with unsolic-
ited emails and, hence, denying it from processing legiti-
mate email requests in a timely manner. Furthermore, it,
more critically, will cause the operator’s SMTP server to
be blacklisted by Internet DNS servers after being detected
as a SPAM server. Consequently, this will adversely affect
the operator’s business, reliability, and reputation, as well
as making the operator liable to facing serious legal issues
ity Comm. Networks 2013; 6:1478–1489 © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



Table II. Links configuration.

Link Type Bandwidth

UE-eNodeB Wireless 10 Mbps
eNodeB-EPC Ethernet-1000BX 1 Gbps
EPC-Internet PPP-Sonet-OC48 2.37 Gbps

Table I. SMTP SPAM profiling results.

Algorithm/ Boyer–Moore/ NFA RegEx/ Total time/

Machine SMTP SMTP SMTP
Type Packet (ms) Packet (ms) Packet (ms)
Dual core (S-GW) 23.96 75.34 99.3
Dual quad core (P-GW) 5.79 6.29 15.08

Figure 6. Rule profiling snapshot.
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(e.g., under the Canadian House Government Bill C-28
Act) for misusing the mobile infrastructure for spamming
purposes.

6.4. SMTP SPAM flooding impact

In this section, we aim to manipulate the traffic parameters
of the scenario in Figure 7 to model the network environ-
ment in two cases: the first case illustrates the network un-
der normal functionality; and the second case demonstrates
the SMTP SPAM flooding attack targeting the operator’s
SMTP server. Having accomplished that, we will be capa-
ble to compare both scenarios and analyze the impact of
the attack on the SMTP server in terms of its CPU utiliza-
tion and email processing time (measured time from when
a single email request arrives at the server to the time it is
Figure 7. LTE SMTP

Security Comm. Networks 2013; 6:1478–1489 © 2012 John Wiley & Sons, Ltd
DOI: 10.1002/sec
completely processed), as discussed in Section 1.1.1.
Furthermore, we will be able to show the subsequent
impacts of the attack on the mobile network operator.
6.4.1. Normal network traffic.
Mobile broadband data traffic is divided according to

the following: 40% is data (Http/Ftp/Email); 20% is peer-
to-peer; 10% is audio; and 30% is video traffic [36]. There-
fore, modeling these distributions on the LTE network will
provide us with a baseline that highly replicates a normal
network functionality scenario. We simulated this scheme
for 20min in accordance with the proposed scenario of
Figure 7 and the simulation parameters of Section 6.2.
Specifically, we configured the UEs to initiate the various
traffic services and communicate with the operator’s
SMTP server and their corresponding Internet servers.
SPAM topology.
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6.4.2. SMTP SPAM flooding attack.
To model the SMTP SPAM flooding attack against the

mobile network operator’s SMTP server, we presume that
the UEs have been exploited and aim to flood the server
with SPAM email. In accordance with the topology of
Figure 7, we setup and executed this attack scenario
for 20min.

Figures 8 and 9, respectively, depict our simulation
results of the operator’s SMTP server’s CPU utilization
and email processing time in a normal network behavior
scenario and when under the SMTP SPAM flooding
attack. The results reveal that, under a normal load, the
SMTP server is able to process emails in a very (almost
negligible) timely manner (0.002 sec/email) and its CPU
utilization is very acceptable (max 15%).

On the other hand, the results disclose the severe impact
of the SPAM flooding attack on the SMTP server. This is
Figure 8. SMTP server: CPU utilization in both scenarios.

Figure 9. SMTP server: email processing time/email in both
scenarios.
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revealed when the server hits a steady 100% CPU
utilization after the 15th minute. Moreover, this fact
drastically affected the server’s ability to process email
requests in a timely manner, in which this task took an
additional highly significant 4 s to complete causing a
drastic bottleneck. Relating this to our DoS definition and
discussion from Section 1.1.1, we assert that this attack
successfully caused a DoS targeting the operator’s
SMTP Server.

It is extremely noteworthy to mention that this SPAM
flooding will force the operator’s SMTP server to be
utilized as a SPAM server which will be ultimately
identified and blacklisted by Internet DNS servers.
Furthermore, the mobile network operator will be liable under
the law because its infrastructure was misused. Therefore, to
mediate all those effects, a security architecture must be
implemented.

6.5. Simulation results: SMTP SPAM
flooding security architectures

6.5.1. Centralized architecture.
In this scheme, which is based on the conventional

centralized network security architecture, we propose to
add both detection algorithms (BM and NFA RegEX) in
the P-GW, as discussed in Section 5 and depicted in
Figure 4. We achieve this by adding the detection/packet
filtering delay that we acquired from the profiling results
of Section 6.1 to the P-GW as a packet processing delay.
Note that our profiling results take into consideration the
processing power of the P-GW and, thus, represent a realistic
approach to the filtering/detection power of the P-GW.

6.5.2. Distributed architecture.
This scheme proposes a distributed architecture, as

discussed in Section 5 and depicted in Figure 5. Hence,
we distributed our detection algorithms to the S-GWs,
utilizing the profiling results from Section 6.1 and implement-
ing them as a packet processing delay. It is worthy to mention
that we assume that the different S-GW nodes act indepen-
dently on the traffic to perform the detection. Moreover, for
future work, we plan to work on collaborative schemes
between LTE nodes for the purpose of SPAM detection.
Additionally, note that our profiling results take into consid-
eration the processing power of the S-GWs and, thus, rep-
resent a realistic approach to the filtering/detection power of
S-GWs.

We setup, implemented, and simulated both security
architectures under the SMTP SPAM flooding attack for
20min following the same simulation parameters of
Section 6.2. It’s is worthy to note that, because we are
implementing the same algorithms in both mitigating
architectures where the algorithms are solely based on IP
packets, we expected and assumed the same rate for false
positives and false negatives.

The centralized architecture may be secure; however
under the attack, it will cause an over dimensioning
problem in the P-GW. Because the exploited UEs are
ity Comm. Networks 2013; 6:1478–1489 © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
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generating a huge number of SMTP SPAM sessions, the
P-GW will struggle to process and filter all the sessions.
This fact is depicted in Figure 10 where the CPU
utilization of the P-GW hits 70% and keeps steadily
increasing. Thus, we confirm that the centralized
architecture may be secure but not efficient, and it will
affect the functionality of the LTE network.

On the other hand, under the SMTP SPAM flooding
attack, the results of our proposed distributed architecture
on the SMTP Server’s performance are illustrated in
Figures 11(a) and 11(b). According to the simulation
results, the distributed security architecture is secure and
efficient. On one side, it will be able to mediate the effect
of the SPAM flooding attack targeting the SMTP Server
and, at the same time, preserve the efficiency of the LTE
network. This is confirmed when the SMTP Server’s
Figure 10. P-GW: CPU utilization in both architectures.

(a) SMTP Server CPU Utilization Under Attack Load (b

Figure 11. SMTP Server—performance metrics under the distribute
tack load, and (b) SMTP server: email pro

Security Comm. Networks 2013; 6:1478–1489 © 2012 John Wiley & Sons, Ltd
DOI: 10.1002/sec
CPU utilization reaches a very reasonable maximum 30%
(Figure 11(a)) still permitting the server to process emails
in a timely manner, as depicted in Figure 11(b). In
addition, this distributed architecture solved the over
dimensioning problem caused by the centralized architec-
ture, as demonstrated in Figure 10. On the other side, it will
mediate the significant subsequent effects of the attack
which are characterized by the blacklisting of the opera-
tor’s SMTP server and related legal issues.

As a result, we affirm that this proposed scheme,
which is based on a distributed mobile network security
architecture, will not only achieve the security task of
mediating the direct and indirect effects of the attack but
will also preserve and provide efficiency to the LTE
network, in addition to being cost-effective for the reason
mentioned in Section 5.
7. CONCLUSION AND FUTURE
WORK

In this paper, we focused on a SPAM flooding attack,
namely SMTP SPAM, and revealed through performing
large scale simulations its DoS impact on the LTE network
and subsequent effects on the mobile operator. We
confirmed that IP-based attacks that take advantage of
LTE’s EPC and originate from within the mobile network,
are feasible. Moreover, in an effort to mediate the effect of
the attack, we investigated generic detection algorithms
employed by various IDSs. By utilizing Snort and
performing profiling of rule-matching, we predicted the
cost of the detection/filtering delay of the BM and NFA
RegEx detection algorithms on S-GWs and P-GWs.
Consequently, we discussed various detection methods
and secure mobile architectures. Additionally, we simulated,
compared, and analyzed the conventional centralized mobile
security architecture and our proposed distributed security
) SMTP Server: Email Processing Time/Email Under Attack Load

d security architecture. (a) SMTP server CPU utilization under at-
cessing time/email under attack load.
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architecture. We concluded by demonstrating that our
proposed architecture is secure, as it mitigates the direct
and indirect effects of the SMTP SPAM flooding attack
targeting the operator’s email server, efficient as it solves
the over dimensioning problem caused by the centralized
architectural approach, and cost-effective as it utilizes off-
the-shelf low-cost hardware in the S-GW nodes. For future
work, we plan to work on collaborative preventive
approaches against SPAM flooding in LTE networks.
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