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Abstract. The notions of trust and reputation have been well studied
and integrated into computer networks and internet-based services, e.g.,
Amazon and eBay websites. Using trust and reputation as social mecha-
nisms can enhance the quality, reliability and trustworthiness of networks
or services. These social mechanisms can also be used to provide better
security measures. Indeed, trust and reputation can be considered as soft
security methods that compliment hard security techniques. However,
data security and privacy are among the primary challenges in trust and
reputation systems. We therefore propose a secure trust evaluation (STE)
method in which privacy of trust values and corresponding weights are
preserved. Our proposed method is constructed based on an information
theoretic framework for modeling trust and two approaches that propa-
gate trust in a network, i.e., multipath and referral chain techniques. In
other words, we utilize secure multiparty computation to provide proto-
cols by which the nodes in a network will be able to evaluate their trust
values in a secure fashion. We also provide a fascinating application of
our STE method in the context of network routing protocols.

Keywords: Secure trust evaluation; Secure trust measurement; Secure
multiparty computation; Secure function evaluation.

1 Introduction

Trust and reputation are common social mechanisms that have been used in
different contexts including in human interactions, economics, multiagent sys-
tems and computer networks, among others. These social mechanisms are now
well-studied and have been integrated into electronic applications and services,
e.g., Amazon and eBay websites, search engines such as Google’s PageRank algo-
rithm, and social networks. These social mechanisms can also be utilized in any
collaborative environments such as mining paradigms of digital currencies [19]
as well as cryptographic protocols [21] to provide more trustworthy outcomes.
Trust and reputation are sometimes considered as soft security measures that
compliment hard security measures such as cryptographic protocols. It is worth
mentioning that, using soft security measures alongside hard security measures,
can provide more secure and trustworthy systems and networks [28,35]. In other
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words, integrating these social concepts into data and computation infrastruc-
tures can provide more reliable, secure and trustworthy platforms [11]. In fact,
trusted computing is a term that refers to this idea and has been used in the IT
security [11,37]. However, there exist many challenges in modeling and utilizing
these social concepts.

First, these concepts are highly subjective in the sense that different people
have different impressions about them. It should also be mentioned that these
concepts are very contextual-based and time-dependent [8]. Fortunately, there
has been significant attempts for modeling and measuring trust and reputation.
In the computer science literature, Marsh [15] is among the first researchers
who tried to provide a computational model for trust. Thereafter, other models,
methods and metrics have been defined for measuring trust and reputation quan-
titatively. In a nutshell, there are different theories/approaches for modeling and
evaluating trust and reputation concepts. Some of the well-known approaches for
measuring trust include subjective logic [9, 10], fuzzy logic [14], entropy-based
models [32], and Demster-Shafer theory [33]. Reputation is usually evaluated
based on the trust values. Some of the well-known reputation systems use simple
summation, average and weighted average of trust values [11]. Other reputation
systems utilize the Beta probability density function and Bayesian networks [11].

Second, there are studies [29] discussing that users are usually unwilling to
provide honest feedback (ratings) in trust and reputation systems mainly due to
fear of retaliation for negative ratings. As such, to have proper trust and repu-
tation systems, it is important that such systems preserve the privacy of users’
data while allowing them to perform the desired computations on their private
values, e.g., trust values/rating scores of users in one another. There are different
approaches for providing such systems. One approach is to use decentralized sys-
tems. Such reputation systems do not rely on any centralized authority, and thus,
they are more reliable [5]. Another approach is to use cryptographic techniques,
e.g., secure multiparty computation (MPC).

1.1 Owur Contribution

This paper aims at addressing data security and privacy issues in trust and
reputation systems. We use secure multiparty computation to provide a secure
trust evaluation method. Our proposed method is based on the information
theoretic framework [32] for modeling trust and two approaches that propagate
trust in a network. These two approaches are referral chains in social networks
and multipath trust propagation in a network. We provide two protocols that
enable the nodes in a network to securely evaluate their trust values in one
another. As an application, we use our proposed STE method to provide a secure
network routing protocol. Our protocols can be based on any secret sharing
scheme, e.g., the Shaimr’s (¢, n)-threshold secret sharing scheme [30]. We would
like to emphasize that our protocols do not rely on any trusted third parties.
In other words, the nodes in a network can perform the required computations
for measuring their trust values securely. Using secure trust evaluation methods
will result in more secure and trustworthy network-based systems and services.
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The paper is organized as follows. In Section 2, we review existing works
related to secure trust and reputation models. In Section 3, we provide the nec-
essary preliminaries for our secure trust evaluation method. These include secure
MPC based on secret sharing and an encoding approach that allows performing
secure computations on real numbers. We use the floating-point representation
of real numbers to perform secure computations on such numbers [1]. Note that,
in our model, trust values are real numbers in [—1, 1] interval. In Section 4, we
provide our main contribution. We propose two secure protocols that are the
building blocks of our STE method. We also provide a secure network routing
protocol as an appealing application of the proposed STE method. Our technical
discussion is presented in Section 5. The paper is concluded in Section 6.

2 Related Works

Data security and privacy are important issues in trust and reputation systems.
Different approaches have been used to address such issues. Among others, we
can point out approaches based on secure MPC techniques and those based on
decentralized computation frameworks. In what follows, we review the previous
works related to secure trust and reputation models. For comprehensive surveys
related to trust and reputation systems, we refer the readers to [8,11].

In [33], two schemes for preserving the privacy of trust evidence providers
were proposed. The proposed schemes use two non-colluding service parties,
called authorized proxy and evaluation party, to manage the aggregated evi-
dences and process the collected data in encrypted format. The proposed schemes
are based on public key cryptography, e.g., RSA and additive homomorphic en-
cryption such as Paillier scheme [24]. Centralized trust and reputation systems
can take advantage of their users’ data. To address such an issue, the authors
in [2] proposed a privacy-preserving distributed reputation mechanism based
on the notion of mailbozres. Malicious-k-shares protocol, a decentralized privacy-
preserving reputation system, was proposed in [7]. Again, the protocol is based on
the Paillier cryptosystem and uses source managers (e.g., the Chord distributed
hash table [31]) to share the data among k agents and perform privacy-preserving
distributed computations.

The privacy-preserving version of the P2PRep [3], called 3PRep, was pro-
posed in [17]. The 3PRep enhances the P2PRep mechanism by adding two new
protocols to preserve votes’ privacy using semantically secure homomprphic en-
cryption scheme. Three different schemes for privacy-preserving computations
of reputation values were presented in [5]. Two of the proposed schemes use a
trusted third party to calculate the reputation. The third scheme does not rely
on any trusted third party. Pavlov et. al. [25] argued that supporting perfect
privacy in a decentralized reputation system is impossible. They then proposed
three probabilistic schemes that are able to support partial privacy in decentral-
ized additive reputation systems. The proposed schemes use secret splitting and
secret sharing schemes, e.g., the Pederson secret sharing scheme [26].
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There are other works related to privacy-preserving reputation systems. In
[6], the authors provided the k-shares protocol, which was inspired by the pro-
tocol of [25]. The advantage of k-shares protocol is that it has a lower message
complexity compared to the protocol proposed in [25], i.e., O(n) versus O(n?).
Finally, the authors of [4] introduced a dynamic privacy-preserving reputation
system. This scheme is able to deal with the dynamic structure of some decen-
tralized reputation systems wherein nodes (users) in the network leave and join
the network constantly.

3 Preliminaries

3.1 Secure Multiparty Computation

Secure multiparty computation (MPC) is a computational model in which a
group of parties can evaluate a public function on their private data without
revealing their data. This idea was first introduced by Andrew Yao [34]. Secure
MPC, a.k.a., secure function evaluation (SFE) [16], can be realized using cryp-
tographic primitives such as secret sharing schemes, homomorphic encryption
techniques and Yao’s Garbled circuits. In secret sharing-based MPC, a secret
sharing scheme, e.g., the Shamir’s (¢, n)-threshold secret sharing [30], is used to
generate and distribute the shares of secrets (private data) among the participat-
ing parties. The computations are then carried out on the shares of those secrets.
At the end of the computations, an appropriate technique, e.g., the Lagrange
interpolation, is used to obtain the result of the computation.

Secure MPC based on Secret Sharing. Secure MPC based on the Shamir’s
secret sharing scheme works as follows. First of all, it should be noted that in
secure multiparty computation there are n parties where each has a private value,
which can be considered as a secret. Moreover, the computations are performed
in a finite field such as Z,, where p is a prime number. In order to perform a
computation (evaluate a function) using secure MPC, each party first selects
a polynomial f(x) € Z,[z] whose coefficient are random values in Z, and its
constant term is the party’s secret/private value. Mathematically speaking, each
party P; selects a polynomial as follows:

fi(x) = a; + a1z +ai02® + -+ ag oL

where «; is the secret of party F;, for i« = 1,2,...,n and a;1, a;2 ..., G5 —1
are random numbers in Z,. Moreover, ¢ is the threshold of the secret sharing
scheme. Each party then evaluates its polynomial on n points, such as 1,2,...,n,

to generate the shares of its secret. The parties then distribute the shares of their
secrets among each other. To evaluate a function securely, the parties perform the
required computations on the shares of their data. They finally execute Lagrange
interpolation on their updated shares to obtain/reconstruct the result of their
computation, i.e., the function value. Secure MPC based on secret sharing is
illustrated in Figure 1.
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Fig. 1: Secure multiparty computation using secret sharing [18].

3.2 Floating-Point Representation of Real Numbers

Secure computation techniques primary work based on integer numbers, i.e., fi-
nite field elements. In our secure trust evaluation method, the trust values are ra-
tional numbers in [—1, +1] interval. Therefore, we need to use secure MPC tech-
niques on real numbers. There are different encoding approaches, e.g., floating-
point representation that allows secure computation techniques to be used on
real numbers. In this paper, we utilize the floating-point representation of real
numbers, presented in [1], although other approaches can be used.

Floating-point representation is a method to represent real numbers using
a fixed-precision significand v and an exponent p. The exponent p defines how
the real number should be scaled in a given base. For instance, when the base is
2, the representation would be v.2P. In order to have a proper representation,
the authors in [1] used a 4-tuple (v,p, z,s) with base 2 to represent each real
value w. In this representation, v is an [-bit significand and p is a k-bit exponent.
Moreover, z is a binary value which is 1 if and only if u = 0, and s is the sign
bit. The sign bit s is set when the value w is negative. For a real value u, the
representation will be u = (1 — 2s)(1 — z)v. 2P.

4 Secure Trust Evaluation (STE)

4.1 Information Theoretic Framework for Modeling Trust

The concept of trust (in human interactions or social networks) is very related
to the concept of uncertainty in information theory. This subtle connection was
formalized in [32], wherein an information theoretic framework for modeling
trust was introduced. Due to the similarity between trust and uncertainty, trust
can be measured by entropy, which is a well-accepted concept in information
theory. Having said that, two trust models were proposed in [32], an entropy-
based trust model and a probability-based trust model. For the probability-
based trust model, two approaches were studied, a Binomial distribution and
a Bayesian approach. The authors then discussed that the Bayesian approach
captures the concept of uncertainty more appropriately.

The information theoretic framework for modeling trust works based on the
observations of nodes. In what follows, we briefly explain how trust is evaluated
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in this framework. Assume a network is given and node A in the network wants
to evaluate its trust (for performing an action, e.g., packet forwarding) in another
node, say node X. To do so, the past behaviors of node X regarding that specific
action is considered. In the trust model based on the Bayesian approach, first the
probability of node X performing that action is calculated. If node X has been
asked to perform an action N times, and among them, node X has performed
that action k£ times, the probability of performing that action in the next request,
i.e., the (N + 1)-th request, is defined as follows [32]:

- ¥ g
wherein k is the number of times that node X has performed a specific action
upon N total requests. In fact, Pr(V(N + 1)) is the probability that node X
will perform that specific action in the (N + 1)-th request. Note that V(i) is
the random variable of performing an action at the i-th request [32]. In the
information theoretic framework for modeling trust, trust can also be calculated
as entropy, which in fact measures the uncertainty. Having a probabilistic trust
value, the entropy-based trust value of node A in node X for performing an
action is defined as follows [32]:

Pr(V(N +1))

1— H(p), for 0.5 <p<1

T(A: X,action) = { (2)
H(p) -1, for0<p<0.5
where H(p) = —p logy(p) — (1 —p) log,(1 — p) and p is the probability as defined
in Equation 1. The information theoretic framework [32] is an elegant way of
modeling the concept of trust. There are a few points that should be emphasized.
The trust values in the information theoretic framework can be represented as
probability-based values or entropy-based values. Equation 2 shows the relation
between these two types of trust values and how they can be converted to each
other. It is also important to note that probability-based trust values are in [0, 1]
interval, whereas entropy-based trust values vary within [—1, 1] interval. In our

STE method, the trust values are in [—1, 1] interval.

4.2 Secure Trust Evaluation Using Multipath Trust Propagation

Trust in a network can propagate in different ways. In this section, we briefly
discuss how a node can evaluate its trust in another node using the multipath
trust propagation approach. In the multipath trust propagation, a node (say
node A;) wants to evaluate its trust in another node (say node B). To this
end, node A; asks other nodes, say nodes As, As, ..., A,, in the network to
reveal their opinions about node B. Figure 2 shows a sample multipath trust
propagation in a network.

After receiving the trust values (from other nodes, i.e., As, As, ..., A,),
node A; calculates its trust in node B as follows:

Ta,p =Trust(A;,: B) = Zwsz (3)
i=1
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Fig.2: Multipath trust propagation [32].

where T3 is the trust value of node A; in node B (i.e., based on direct observa-
tion) and w; is the weight that node A; considers for its direct trust value in
node B. Moreover, T;, for ¢ = 2,...,n, is the trust value (opinion) of node A;
in node B, which is returned from node A; to node A;. Also, w; is the weight
that node A; considers for its trust in node A; for i = 2,...,n; see Figure 2.
Note that w;-s are selected by node A; such that 0 < w; < 1 and Z?:l w; = 1.
Since 0 < w; <1land —1 <T; <1, we will have —1 < T4, p < 1. The maximum
value that T4, p can get is when T; = 1. In that case, Ta,p = Z?:l w; T; <
Z?:l w; = 1. The minimum value that T4, 5 can get is when 7; = —1, where
we have Ta, g = Y iy w; Ty > >0 wi(—1) = =1 x > | w; = —1. Note that it
is assumed > w; = 1.

We now propose a protocol that allows a node in a network, e.g., node Ay,
to evaluate its trust in another node, e.g., node B, using the multipath trust
propagation approach. In fact, the nodes on the multipath network perform their
computations using secure multiparty computation. To this end, the nodes use
the Shamir’s secret sharing scheme to share their secrets (in this case, their trust
values in each other) and perform computations in a secure fashion. Note that
the nodes on the multipath, illustrated in Figure 2, need to securely evaluate the
function represented in Equation 3. In this equation, w;’s are private values of
Ay while T; is the private value of node A;, for i = 2,...,n. Protocol 1 shows our
secure trust evaluation method using the multipath trust propagation approach.

4.3 Trust Evaluation Using Referral Chains

The idea of using referral chains (referral graphs) in trust and reputation systems
was introduced in [35] and further studied in [20,36]. Yu and Singh [35] defined
a referral chain as follows. Given the graph representation of a network (e.g., a
social network), a referral chain from node Ay to node A,, is basically a path be-
tween the two nodes. Such a referral chain is represented as x = (Ag, 41, ..., 4n),
where A; is a neighbor of A;;1.

The concept of referral chain in a network can capture the notion of trust
propagation in a good way. In [35], the authors used this concept for estimating
the quality of nodes in a trust network, in which the trust value of a node
(say node A) in another node (say node B) is measured based on three factors
[20,35]: A’s direct observation of B, the B’s neighbors opinion about B, and the
A’s opinion about the neighbors of B. Having the trust values of the nodes on
a referral chain, the trust over the referral chain propagates according to the
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Protocol 1: Secure Trust Evaluation Using the Multipath Approach

Input: Trust values {T1,T2,...,T,} and weights {wi, w2, ..., wn}.

Output: Calculates Ta, B = Z?:l w;T; using secure MPC.

Each party (node) A;, for i =1,2,...,n, uses floating-point representation to
encode its input into a single finite field element.

Each party A; uses the Shamir’s secret sharing scheme to generate the shares of
its input T;. Party A; selects a polynomial as follows:

filx) =Ts + aiix + ai,2$2 4+ 4+ ai,t—lxtil-
where T; is the trust value of node A; in node B.
Party A; uses the Shamir’s secret sharing scheme to generate the shares of its
weights, i.e., w;’s. A1 selects a polynomial as follows:

gi(z) = w; + bi1x + bi,21’2 +-- 4+ bi,t71$t71-

where w; is the weight that party A; considers for node A;.

Each party distributes the shares of its input among all parties. The
share-exchange matrix [23] (wherein party A; generates the i-th row and
receives the i-th column) is as follows:

f1(1) f1(2) ... fi(n)] <« Shares of T} generated by A, using f1(z)
Ef = . : : . :

fn(1) fn(2) ... fu(n)] < Shares of T}, generated by A, using fy(z)

Party A; distributes the shares of its weights w;’s, for ¢ = 1,...,n. The
share-exchange matrix is as follows:

91(1) g1(2) ... g1(n)] ¢ Shares of w, generated by A; using g1 (z)
Eg=1 1 :
gn(1) gn(2) ... gn(n)] < Shares of w, generated by A using g, (x)

Party A;, for i =1,2,...,n, performs the following computation:
Th,p = gr(i) x fi(d).
k=1

where g (i) is the share of a weight that party A; has received from party A;
and fr(¢) is the share of T} that party A; has received from party Ay.
Moreover, T},lB means the share of party A; of trust value T4, 5. Note that
after each multiplication, gx (i) X fr(i), the participating parties must execute a
degree reduction protocol, as explained in [22].

Each party A;, for i =2,3,...,n, sends the result of the computation, in the
previous step, to party Aj.

A; uses Lagrange interpolation to obtain the final result, i.e., T4, B, as follows:

n

s =S ([T 1o % Thuw)

i=1 k=1
ki
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trust propagation operator; see Definitions 5 and 6 of [35]. In our secure trust
evaluation method, we consider a general case of a referral chain consisting of n
nodes as illustrated in Figure 3:

Fig.3: A referral chain in a network [35].

The trust value of node A; in the last node on the referral chain, i.e., node
B, is calculated as follows [35]:

Tap=Ta,4, Ta,4, @ --®@Ta,B (4)

where T4, 4,,,, for i = 1,2,...,n — 1, is the trust value of node A; in node
A;11 and it is represented as T; in Figure 3. Moreover, ® represents the trust
propagation operator, which is defined as follows:

Definition 1. 2 ®y :=if (z > 0 Ay > 0) then x x y; else —|z x y| [35].
The trust propagation on a referral chain is then defined as follows:

Definition 2. For any k, where k € {1,2,...,n}, the trust of A; in Ay, is defined
as: TAlAk = TA1A2 R TAk—lAk [35]

In the following, we propose a protocol that enables a node in a network to
evaluate its trust in another node through a referral chain. The main idea is that
the nodes on the referral chain use secure MPC based on secret sharing to carry
out the trust evaluation computations, i.e., to evaluate Equation 4 in a secure
fashion. The procedure of secure trust evaluation on a referral chain is described
in Protocol 2. Note that, in Protocol 2, the trust value of node A; in node A;41
is represented as Tj, where ¢ = 1,...,n. That is, T; = T, 4,,, .

To execute the trust propagation operator, i.e., ® in Definition 1 and Equa-
tion 4, two trust values are compared with zero (i.e., if £ > 0 Ay > 0) before the
multiplication of each pair of trust values. Thus, in order to carry out the trust
propagation operator in Protocol 2, each pair of trust values need to be securely
compared with zero. This can be done in different ways. One solution is to use
a secure comparison protocol, e.g., a protocol from Table IV of [27]. Another
approach is to use secure MPC for determining the sign of the final trust value,
i.e., Ta, B, as follows. Each party (node) A; encodes and shares the sign of its
trust value T;: If A;’s trust value is positive (i.e., 0 < T; < 1), then A; shares
0 among all parties. If A;’s trust value is negative (i.e., —1 < T; < 0), then
A; shares 1 among all parties. Parties then exchange and add their shares and
send the results to party A;. By obtaining the final result (using the Lagrange
interpolation), party A; can determine the sign of the final trust value as follows:
If the final result is 0, the sign of the final trust value (i.e., T4, p) is positive.
Otherwise, it is negative.
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Protocol 2: Secure Trust Evaluation Using the Referral Chain Approach
Input: Trust values {T1,T%,...,Tn}, where T; = Ta;Ayrs
Output: Calculates Ta,p =711 ® - - - ® Ty, using secure MPC.

1 Each party A;, i.e., each node on the referral chain, uses floating-point
representation to encode its input 7; into a single finite field element.

2 Each party A; uses the Shamir’s secret sharing scheme to generate the shares of
its trust value T;. Party A; selects a polynomial as follows:

filx) =T + aiq iz + ai,QSﬂz + -4 ai,t_1xt_1.

where T; is the trust value of node A; in node A;41 on the chain.

3 Each party A; distributes the shares of its trust value among all parties. The
share-exchange matrix [23] (wherein party A; generates the i-th row and
receives the i-th column) is as follows:

f1(1) f1(2) ... fi(n)] <« Shares of T} generated by A; using fi(z)
By — . . . .

Fn(1) fn(2) ... fa(n)] + Shares of T,, generated by A, using fn(x)

4 Each party A; multiplies its received shares:

where fj () is the share that party A; has received from party Ay where
k=1,2,...,n. Moreover, T}I,IB means the share of party A; of trust value
T4, . Note that, after each multiplication, the participating parties must
execute a degree reduction protocol as shown in [22].

5 Each party A; for ¢ = 2,3,...,n sends its result of the multiplication, in the
previous step, to party Aj.

6 Party A; uses Lagrange interpolation to obtain the final result, i.e., T4, B:

It is worth mentioning that a disadvantage of the referral chain approach
is that, on long chains, the trust propagation operator fades the trust value of
node A; in node B [20]. An alternative solution for the referral chain approach
is to use a weighted average of the trust values on the chain, where the weights
decrease monotonically, i.e., 1 > w; > wg > -+ > w, > 0. Note that w;’s are
selected such that Y, w; = 1. In such a monotonically-decreasing weighted
referral chain, the trust value T4, g can be securely evaluated using Protocol 1.
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4.4 Secure Network Routing

The concept of trust, as a soft security measure, can be used for improving
the quality of network services in different ways. For instance, trust models
can improve network routing protocols and provide malicious-node-detection
capability [32]. An important thing in most networks is the security and privacy
of the nodes’ data. It is important for the nodes in a network to not reveal their
private data, e.g., their trust values [29,32]. This is because, if trust values are
revealed, nodes with high trust values may be compromised by adversaries. This
can reduce the trustworthiness of the whole network.

In this section, we use our proposed protocols to provide a secure network

routing protocol. By using the secure network routing protocol, a node in a
network can find a high quality route in a network while the nodes’ private data
is not revealed. Secure network routing protocols can provide a better networking
platform in the sense that adversaries will not be able to figure out how an action,
e.g., packet forwarding in a network, is carried out. We first need to define the
quality of a route in a network.
The Quality of a Route in a Network. Assume a network is given and
node A and node Ny, are two nodes in that network. Moreover, suppose node
A intends to perform an action in the network, e.g., to forward a packet to node
Ngest- There are usually different routes in the network for performing such an
action. In order to execute the packet forwarding action with a higher chance of
success, node A can determine the quality of each route prior to forwarding its
packet to the destination. One approach for defining the quality of a route in a
network is based on the trust values of nodes on that route [32]. Suppose R is a
route in a network and {N;} represents the set of all nodes on route R. Similar
to [32], we define and calculate the quality of route R as follows:

LT if T; > 0V nodes N; on route R

min{7T;} otherwise

Quality(R) = { (5)

where T; is the trust value of node A in node N; on route R. Equation 5 is
basically multiplications of trust values on route R. In cases that there are nodes
with negative trust values on the route, we define the quality of route as the
minimum trust value, i.e., the smallest negative trust value.

We now propose a protocol that enables a node in a network to evaluate
the quality of a route in a secure manner. Our proposed secure network routing
protocol works as follows. Assume node A intends to evaluate the quality of route
R. Node A evaluates the trust value of each node on the route using the secure
trust evaluation protocols (Protocol 1 and Protocol 2). Then, node A calculates
the quality of the route using Equation 5. To find a high quality route, node A
must calculate the quality of different possible routes (to its desired destination)
and find the route with the highest quality. The secure network routing protocol
is provided in Protocol 3. Note that we assumed each node, including node A,
has a trust record on which the trust values are stored [32].
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Protocol 3: Secure Network Routing Protocol

Input: Nodes’ trust records, i.e., nodes observations or opinions.
Output: A high quality route in the network from node A to node Ngest.

1 Let {S;} denote the set of all nodes on all possible routes between node A and
node Ngest in the network.

2 for any node S; do

3 if node A has a trust record about node S; then Node A uses that trust
record.
4 else Node A sends trust recommendation request about node S; to other

nodes. Node A collaboratively with other nodes use Protocol 1 and Protocol
2 to securely evaluate its trust value in node S;.

5 Let R denote a particular route in the network and let {N;} denote the set of
all nodes on route R. Let T; denote the trust value of node A in node N;. Node
A calculates the quality of route R as follows:

Quality(R) = {Hz T; ifT; >0 V nodes N; on R
min{T;} otherwise
Note that the above multiplication is performed locally by node A. However,
each T; is computed securely when node A does not have a trust record about
node N;; see step 4.

6 Let {R;} denote the set of routes from node A to node Nges: in the network
among which A wants to find a good quality route. Node A selects a route
which has a good quality, e.g., larger than a threshold or the route with the
maximum quality, as follows:

R* = argmazr, {Quality(R;)}

7 Node A updates its trust records using the recent observations and calculated
trust values.
8 Node A initiates its desired action on the high quality route, i.e., route R*.

5 Technical Discussion

In this paper, we introduced a secure trust evaluation (STE) method. Our pro-
posed approach is based on the information theoretic framework for modeling
trust and two approaches that propagate trust in a given network, i.e., multi-
path trust propagation and referral chains. The Beta reputation system [12] is
a specific case of the information theoretic framework for modeling trust. Note
that the trust value in the information theoretic framework is measured using
Equation 1 in section 4. In the Beta reputation system, the reputation of a user
is calculated as r_’:;lrQ (see [12] and [13]). The Beta reputation system is one
of the commonly referred reputation systems in the literature. Thus, our secure
trust evaluation method can be used wherever the Beta reputation system is ap-
plicable. For instance, our proposed protocols can be used in computer networks
and Internet-based services that use the Beta reputation system.
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It is worth mentioning that our proposed STE method is a decentralized trust
evaluation system. This has its own advantages and makes a network more reli-
able and trustworthy because the nodes in a network do not reveal their private
values to any third party or any other nodes. Recall that the secure protocols
(Protocol 1 and Protocol 2) in our trust evaluation method use secure MPC and
secret sharing schemes, e.g., the Shamir’s (¢, n)-threshold secret sharing scheme,
which are powerful tools for secure function evaluation.

Another fact in many privacy-preserving trust and reputation systems is that,
regardless of using the cryptographic primitives or any other privacy measures,
a ratee in a reputation system can figure out the impact of a rater’s feedback
(rate) on its reputation [13]. This is because a feedback is usually provided after
a transaction is completed. Therefore, the ratee knows when the rater has left his
feedback. The ratee can then see the impact of that feedback on its reputation.
Although the ratee might not be able to figure out the exact feedback rate, he
will be able to figure out if the feedback is positive or negative.

Our proposed secure trust evaluation method addresses the aforementioned
issue appropriately. In our model, when a node (say node A) in a network intends
to evaluate its trust in another node (say node B), node A asks other nodes for
their ratings about node B. The process of evaluating the trust value of node
A in node B is carried out in such a way that node B may not even notice
its reputation has been evaluated by other nodes. This makes sense because, in
a decentralized trust and reputation system, the nodes are witnesses for each
others’ behavior. Recall that in our trust model, the trust value of a node is
evaluated as a weighted average of other nodes’ ratings; see Equations 3.

Finally, the security analysis of our protocols is inherited from the security
of the underlying secret sharing scheme, which is the Shamir’s scheme. In our
proposed protocols, the parties use this scheme to generate shares of their secrets,
i.e., trust values. They then perform their computations on the shares of trust
values rather than trust values themselves. Note that our protocols work in a
semi-honest (passive) adversarial model. In other words, we assumed that the
nodes in the network are honest-but-curious. In a passive adversarial model,
the participating parties act honestly and follow the protocols’ rules but they
are curious to learn other parties’ private data. It is worth mentioning that our
protocols can deal with active adversaries if we utilize verifiable secret sharing.

6 Concluding Remarks

In this paper, we introduced a secure trust evaluation (STE) method. Our STE
method consists of two protocols that allow the nodes in a network to securely
evaluate their trust values in one another. The proposed protocols in our STE
method use secure multiparty computation based on the Shamir’s secret sharing
scheme to guarantee the security and privacy of the parties’ private data. As an
application, we also proposed a secure network routing protocol that shows how
our proposed STE method can be used for improving network routing protocols.
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Furthermore, our proposed STE method can be used in different networks for
providing more reliable and trustworthy services. Our STE method relies on the
information theoretic framework for modeling trust, which is a powerful trust
model. Besides, our STE method can be utilized in other trust and reputation
systems, e.g., the Beta reputation system and the weighted average reputation
model. As stated earlier, soft security measures such as trust and reputation
mechanisms can compliment hard security measures to provide more reliable
and trustworthy networks. Therefore, consideration should be given to further
improve trust and reputation systems.
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