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Abstract—The security and reliability of cryptosystems are
endangered with natural occurring and malicious injected faults
by leakage of the information. Efﬁcient trade off among minimum
performance and implementation metrics and high level of
security for cryptosystems in constrained applications has led to
proposed error detection schemes for lightweight block ciphers.
These ciphers provide low-cost conﬁdentiality in terms of low
hardware complexity and fast implementation. In this paper,
we propose fault diagnosis schemes for an efﬁcient lightweight
block cipher, RECTANGLE, to ensure high level of security
with low hardware overhead incorporated for error detection.
This cipher offers efﬁcient performance in both hardware and
software implementation using bit-slice techniques. To the best
of authors’ knowledge, no prior error detection scheme has been
presented in literature for RECTANGLE to date. The proposed
error detection schemes that are provided for the S-box layer, Player, and for the round structures with 80-bit or 128-bit key sizes,
are benchmarked on ﬁeld-programmable gate array (FPGA)
hardware platform to assess their suitability. The error coverage
of these schemes is close to 100% (assessed with fault injection
simulation) and the induced overheads are low, increasing the
reliability of the hardware architectures of RECTANGLE.
Index Terms—Bit-slice lightweight block
programmable gate array (FPGA), reliability.
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I. I NTRODUCTION

S

ecurity properties with low area and low energy consumption are satisﬁed with lightweight cryptography for
sensitive applications (including smart cards, implantable and
wearable medical devices, and wireless nano-sensors) [1], [2].
Cryptographic entities need to have small area (for hardware
platforms) and small code size (for software aspect), see, for
instance, various architectures of lightweight block ciphers
such as LED [3], LBlock [4], PRINCE [5], SIMON and
SPECK [6], and PRESENT [7].
Efﬁcient software implementations accompanied by acceptable hardware metrics are required for lightweight block
ciphers. In recent past, lightweight ciphers, such as LED, have
been claimed to reasonably answer this criterion. However, the
recent proposed cipher, RECTANGLE, through using the bitslice technique, was designed to speed up the performance
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and complexity for constrained applications [8], [9], [10].
This lightweight block cipher which has a S-layer and P-layer
structure, entails two parts, data processing and key scheduling
with key sizes of 80 or 128 bits modules. The plaintext input,
the intermediate result, and the ﬁnal ciphertext output have 64
bits in length.
Error detection for deliberate fault injection assists to boost
the security level of cryptosystems in both hardware and
software implementations [11], [12], [13], [14], [15], [16],
[17]. However, the signiﬁcance of applying lightweight fault
diagnosis schemes with low overheads is more prominent in
lightweight block ciphers, such as RECTANGLE, in sensitive
applications. In this paper, we propose error detection schemes
for linear and non-linear sub-blocks of RECTANGLE such as
the S-boxes and the key schedule unit. It is noted that there is
no prior work on error detection of this bit-sliced lightweight
cipher.
In addition, we propose using signature-based and recomputing with rotated operands (RERO) schemes with high
error coverage, based on the objectives of hardware reliability
requirements and overhead tolerance. Furthermore, through
error simulations and hardware implementations on ﬁeldprogrammable gate array (FPGA) using Xilinx Virtex-7 family, it is shown that the presented architectures are acceptable
for reliable, resource-constrained applications.
II. P ROPOSED E RROR D ETECTION S CHEMES
In this section, the error detection approaches of the
RECTANGLE encryption are proposed. In what follows, the
16-bit words are described in two-dimensional form for the
sake of simplicity,
⎛ i.e.,
⎞
a0,15 ... a0,2 a0,1 a0,0
⎜ a1,15 ... a1,2 a1,1 a1,0 ⎟
⎟
2D − F orm → ⎜
⎝ a2,15 ... a2,2 a2,1 a2,0 ⎠ .
a3,15 ... a3,2 a3,1 a3,0
The ﬁrst part of RECTANGLE, data processing, consists
of three operations in each round including AddRoundKey,
SubColumn, and ShiftRow. Moreover, the last 25th round has
just the AddRoundKey operation to derive the ﬁnal ciphertext.
A. Fault Diagnosis of AddRoundKey and ShiftRow
AddRoundKey consists of modulo-2 addition of the round
subkey to the intermediate results in each round. Moreover,



Table I
PARITY BIT OF 4- BIT S- BOX (S UB C OLUMN OF RECTANGLE)
x
S[x]

0
6 (0)

1
5 (0)

2
C (0)

3
A (0)

4
1 (1)

5
E (1)

6
7 (1)

7
9 (0)

8
B (1)

9
0 (0)

A
3 (0)

B
D (1)

C
8 (1)

D
F (0)

E
4 (1)

F
2 (1)

in ShiftRow, each row of the 4 × 16 array is left-rotated
with different offsets. For instance, Row 0, (a0,15 ...a0,1 , a0,0 )
has no rotation with 0 offset; however, other rows including
Row 1, (a1,15 ...a1,1 , a1,0 ), has 1-bit left rotation, Row 2,
(a2,15 ...a2,1 , a2,0 ), is left-rotated with 12 bits, and Row 3,
(a3,15 ...a3,1 , a3,0 ), has 13 bits of left rotation.
In this paper, signature-based error detection scheme has
been applied for different sub-blocks within RECTANGLE. In
this section, we investigate error detection schemes for the ﬁrst
operation of the RECTANGLE encryption, AddRoundKey,
that consists of modulo-2 addition of the cipher state in each
round with the i-th round subkey Ki . The proposed scheme
provides the signature of output in each round by using the
signature of inputs, i.e., modulo-2 addition of cipher state
with round subkey in each round. If we denote the output
of AddRoundKey as O and inputs (the intermediate results in
data processing) as CSi and Ki , 0 ≤ i ≤ 24; we have the
signatures, denoted as Sig., as follows:

The latter architecture, logic-based approach, for which we
have derived the formula for the S-box S[x] is presented here.
Suppose, the input to the 4-bit S-box is (a0 , a1 , a2 , a3 ) and
the 4-bit output is (b0 , b1 , b2 , b3 ), noting that ∨ represents an
OR gate, we have b0 = a¯0 a2 a¯3 ∨ a¯0 a¯2 a3 ∨ a1 a2 a¯3 ∨ a1 a¯2 a3 ∨
a0 a¯1 a2 a3 ∨ a0 a¯1 a¯2 a¯3 , b1 = a0 a2 a3 ∨ a0 a¯1 a2 ∨ a¯0 a1 a2 a¯3 ,
b2 = a¯0 a¯2 a¯3 ∨ a¯1 a¯2 a¯3 ∨ a¯0 a1 a2 ∨ a0 a¯1 a2 ∨ a0 a1 a¯2 a3 , and
b3 = a0 a1 a2 a¯3 ∨ a¯0 a¯1 a¯2 a3 ∨ a¯0 a1 a¯2 a¯3 ∨a0 a¯1 a2 a3 ∨a0 a¯1 a¯2 a¯3 .
Here are two examples for parity-based and interleaved
parity-based structures.
Example 1. We have derived the predicted parity formulation as follows. A “hat” sign represents the predicted parity,
e.g., P̂ .

ˆ(O) = Sig.(CSi ) ⊕ Sig.(Ki ).
Sig.

ˆ(0)
PB = a¯0 a¯2 ∨ a¯0 a¯1 a¯3 ∨ a¯0 a1 a3 ∨ a0 a2 a¯3 ,

(3)

ˆ(1)
PB = a¯0 a1 a¯3 ∨ a0 a¯1 a¯3 ∨ a0 a1 a2 ∨ a¯0 a¯1 a¯2 a3 .

(4)

PˆB = a¯1 a¯2 a¯3 ∨ a¯0 a2 a¯3 ∨ a¯0 a1 a3 ∨ a1 a2 a3 .

Example 2. Modulo-2 addition of odd bits and even bits
together for the S-box derives the interleaved parities.

(1)

Examples of using the above signature is parity and interleaved parity signatures.
In the ShiftRow operation, each 16-bit word of 4-row cipher
state has the left rotation of 0, 1, 12, and 13 bits. The signature
derivation in this operation would be straightforward, e.g.,
input’s parity and output’s parity are equal.
B. Proposed Schemes for SubColumn (the S-box Variants)
In this section, error detection schemes for the nonlinear Sbox in the round function of the RECTANGLE encryption are
proposed. SubColumn applies parallel S-boxes for each of the
4-bit columns of the two-dimensional matrix in each round
(the 4-bit input column of this matrix, as a3,j a2,j a1,j a0,j ,
where 0 ≤ j ≤ 15, is transformed to 4-bit output of
b3,j b2,j b1,j b0,j by using 4-bit S-boxes S : F24 −→ F24 ).
Two approaches can be used for applying S-boxes in the
hardware implementation of RECTANGLE, i.e., LUT-based
and logic gate-based. The former one has high performance
but high area and power consumption. On the other hand, the
latter one typically has less area and power consumption. Our
proposed schemes for the S-boxes are based on signatures
but are not conﬁned to a special signature; we describe
two examples of parity-based and interleaved parity-based
approaches.
Examples (case studies). We present the predicted (interleaved) parities and the actual parities for the S-box to compare
with each other to detect errors. The parity-based scheme is
based on deriving the predicted (interleaved) parities of the Sboxes using LUTs as shown in Tables I and II. For each 4-bit
element of inputs in the S-box, we modulo-2 add all bits (or
derive the 2-bit interleaved parities for burst faults or adjacent
multiple faults), seen in these two tables in parentheses.

(2)

C. Proposed Schemes for Key Schedule
The latter part of this cipher is key schedule which is
performed with two size of keys 80 or 128 bits. For instance,
for the 80-bit key, (k79 ...k1 , k0 ), the key is divided to 5 × 16
array of bits similar to the cipher state. In each round, the
64-bit round subkey Ki , where 0 ≤ i ≤ 24, constructs the
ﬁrst 4 rows of the key matrix as Ki = k3,j k2,j k1,j k0,j . The
key is updated with 4-bit S-boxes ﬁrst. Then, a one round
Feistel transformation is applied. For example, in the 80-bit


key schedule, Row0 := (Row0 ≪ 8) ⊕ Row1 , Row1 :=


Row2 , Row2 := Row3 , Row3 := (Row3 ≪ 12) ⊕ Row4 ,

Row4 := Row0 , where ≪ denotes left rotation. Then, the
last operation in key schedule is adding a 5-bit round constant
RC[i], which is modulo-2 added with the 5-bit key state, i.e.,





k4,j k3,j k2,j k1,j k0,j := k4,j k3,j k2,j k1,j k0,j ⊕RC[i].
For the sake of brevity, we present the error detection for 80bit seed key; nonetheless, the proposed schemes are applicable
to 128-bit key size.
First-Step Scheme: Each 80-bit seed key, which is ﬁrstly
saved in an 80-bit key register and is divided to ﬁve 16bit words, gets modiﬁed by applying the S-box for the 4
uppermost rows and the rightmost columns.
Second-Step Scheme: In this step, we present two error detection schemes as signature-based scheme and a recomputing
approach. The signature of input row, Rowi (for 0 ≤ i ≤ 24),

is equal to the signature of output row, Rowi . For instance,
the parity-based scheme has high error coverage for odd bits
which is efﬁcient for some reliability-constrained applications.



I NTERLEAVED
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Figure 1. The proposed scheme for the Feistel transformation.

We embed the latter scheme for this step, using modulo2 addition and left rotation. The proposed RERO scheme,
as shown in Fig. 1, applies time redundancy for modulo-2
addition and rotation operations in this step. The ﬁrst time,
the original one which entails ﬁve 16-bit words is stored in
register CM P in Fig. 1 to compare with rotated back results.If
both of the original and back-rotated results are not equal, error
has occurred.
Third-Step Scheme: The proposed signature-based scheme
detects errors in the round constants part as well. Here, we
derive one signature for the round key Ki based on modulo2 addition of the ﬁve LSB bits in the ﬁrst row in the 80-bit
keystate matrix considering the round constants. Therefore, we
have intact or inverted elements of input key, noting 0 ≤ i ≤
4
4


24, Sig.(Ki ) =
k0,j ⊕
RC[i],j .
j=0

j=0

For instance, for the two round constants RC[0] = 0x01 and
RC[24] = 0x1D in this scheme, we have modulo-2 addition
of all bits as ‘1’ and ‘0’, respectively. Therefore, for K0 , the
input signature is inverted; while, for K24 , it is intact.
We ﬁnalize this section through presenting the overall
structures of the presented error detection schemes for the
encryption of RECTANGLE-80 which consists of 25 rounds
with 64-bit input as depicted in Fig. 2. Each round function of
encryption has three operations along with key schedule, for
which, we propose fault diagnosis schemes. As seen in Fig. 2,
we have shown the respective subsections such as S-layer and
P-layer (ShiftRow) in which we have proposed the signaturebased schemes in the aforementioned sections. Moreover, the
predicted signature-based or RERO schemes are proposed for
each of the three parts of key generation process for 25 rounds
as shown in Fig. 2.
III. E RROR S IMULATION AND FPGA B ENCHMARK
Throughout this paper, transient and permanent faults as
well as including single and multiple stuck-at faults have been
considered. The single-bit errors occurring in the cipherstate
(the output of each component) are detected by the presented
signature-based error detection approaches. Due to the full
error coverage of the mentioned schemes for these single
stuck-at faults as 100%; we do not simulate them. With respect
to fault analysis attacks and technological constraints, ﬂipping

8
B (01)

9
0 (00)

A
3 (11)

B
D (10)

C
8 (10)

D
F (00)

E
4 (01)

F
2 (10)

exact bits by attackers may not be so applicable to get more
information. Therefore, multiple stuck-at faults are simulated
in this paper. We use the RECTANGLE cipher with 80bit key size as reference for our fault injection simulations.
In these simulations, error indication ﬂags are counted in
RECTANGLE-80 as error representatives through the fault
injection experiments, in which, 10,000 faults are injected
by an LFSR-based architecture. The results show that the
proposed signature-based schemes for data processing part
and also for key schedule part are capable of detecting stuckat faults with very high error coverage (all the cases have
at least 9,990 faults detected out of 10,000 samples, i.e.,
99.90% detection rate for this case). These comply with the
theoretical results using 16 error indication ﬂags in each
round. The considered error model (single or multiple stuck-at
faults) can be considered as the super-set for differential fault
analysis (DFA) of RECTANGLE. It is noted that we do not
claim all DFA attacks are detected by the proposed schemes;
nevertheless, they make such attacks more difﬁcult to mount.
The results of our FPGA overhead assessment for the
proposed schemes are presented in this section as shown in
Table III. The ISE version 14.7 and Virtex-7 FPGA family
(device: xc7vx330t) with VHDL as design entry has been used
for the original and the error detection structures using LUTbased S-boxes structure. As shown in Table III, the area, delay,
and power consumption overheads of the proposed signaturebased schemes are 8%, 14.2%, and 1.13%, respectively. The
degradations for throughput and efﬁciency in the mentioned
architecture are 12.5 % and 19%, respectively. We anticipate
similar overheads for application-speciﬁc integrated circuit
(ASIC) implementations as well as other FPGA families
because our proposed schemes are platform oblivious. With
the error coverage of close to 100% and the aforementioned
acceptable overheads, the presented schemes are suitable for
making the hardware implementations of RECTANGLE more
reliable.
IV. C ONCLUSIONS
Through the approaches presented in this paper, reliability
of the bit-slice lightweight block cipher, RECTANGLE, has
been increased. We have utilized signature-based schemes
to provide high error coverage with low overheads for both
LUT-based and logic gate-based structures of the S-boxes (Slayer) and P-layer in RECTANGLE-80. These architectures
are implemented on Xilinx FPGAs and the derived overheads
are acceptable. This variety of designing the error detection
architectures for the S-boxes gives the designers more freedom
to allocate proper resources to achieve better performance.
Furthermore, for the key schedule module, not only have
we developed the presented signature-based schemes but also
RERO schemes have been utilized to protect the architectures
with low-overhead. The merit of the proposed schemes is that
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Figure 2. Error detection architectures for the encryption of RECTANGLE.
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Table III
RECTANGLE-80 ENCRYPTION AND OUR PROPOSED ERROR DETECTION SCHEME ON V IRTEX -7
FPGA

Area
(occupied slices)
100
108 (8%)

1.05

177

60.95

Efﬁciency
(Mbps/slices)
609.52

1.20 (14.2%)

179 (1.13%)

53.33 (12.5%)

493.83 (19%)

Delay (ns)

they are a step-forward towards reliability and fault attack
immunity of RECTANGLE lightweight block cipher.
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