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Abstract—Cryptographic algorithms utilize finite-field arithmetic operations in their computations. Due to the constraints of
the nodes which benefit from the security and privacy advantages
of these algorithms in sensitive applications, these algorithms need
to be lightweight. One of the well-known bases used in sensitive
computations is dual basis (DB). In this brief, we present lowcomplexity superserial architectures for the DB multiplication
over GF(2m ). To the best of our knowledge, this is the first time
that such a multiplier is proposed in the open literature. We have
performed complexity analysis for the proposed lightweight architectures, and the results show that the hardware complexity of the
proposed superserial multiplier is reduced compared with that of
regular serial multipliers. This has been also confirmed through
our application-specific integrated circuit hardware- and timeequivalent estimations. The proposed superserial architecture is
a step forward toward efficient and lightweight cryptographic
algorithms and is suitable for constrained implementations of
cryptographic primitives in applications such as smart cards,
handheld devices, life-critical wearable and implantable medical
devices, and constrained nodes in the blooming notion of Internet
of nano-Things.
Index Terms—Crypto-systems, finite-field multiplication,
lightweight cryptographic algorithms, security, superserial.

I. I NTRODUCTION

L

IGHTWEIGHT and resource-constrained applications
require low-area and power-efficient hardware implementations. In cryptography, this requirement is elevated considering that sensitive applications might be deployed in
remote areas for which low battery power is available, e.g., remote sensitive habitat monitoring. More importantly, replacing
the discharged batteries in power-inefficient architectures may
not be possible in some applications; for instance, in implanted
medical devices, not only may surgery be needed for removing
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the drained batteries but this could also be in many cases
life threatening [1]. Aside from these important applications,
there are many other sensitive area-constrained applications
such as handheld devices, smart cards, and active near-field
communication tags [2] for which lightweight cryptography is
essential.
Cryptographic algorithms use finite-field arithmetic operations for their primitive computations [3]–[16]. Among the
multiplication schemes used for these algorithms, there have
been many polynomial-basis (PB) multipliers presented to date
(see, e.g., [17]–[24]), which include bit-parallel, bit-serial, and
digit-serial implementations. Nonsystolic and nonsubquadratic
high-performance bit-parallel architectures require the space
complexity of typically O(m2 ), and their latencies are typically of O(m), where m is the field size. The hardware
complexity for these multipliers can be decreased by using
digit-serial multipliers at the expense of slower multiplication.
Moreover, bit-serial multipliers require only typically O(m)
space complexity, typically suitable for area-constrained applications. Furthermore, a PB superserial multiplier has been
presented in [25].
Dual-basis (DB) multipliers have received much attention
in the literature (see, e.g., [26]–[29]). Berlekamp [30] first
developed the DB of the PB for implementing bit-serial multiplication, which can be efficiently used in Reed–Solomon
encoders. Moreover, the research work presented in [27] has
derived a bit-serial DB multiplier to reach low space and time
complexity. Furthermore, it is shown in [28] that the DB can
be represented by the corresponding PB. In this brief, we
present a superserial multiplication scheme for the DB as an
extension to the PB superserial multiplier presented in [25]. We
also present complexity analysis for regular bit-serial and DB
superserial multipliers along with a PB superserial multiplier
[25]. Our experimental results show that this multiplier is more
lightweight compared with the regular bit-serial multipliers and
the PB superserial multiplier. However, due to the overhead of
the basis conversion, it is more efficient to use the presented
multipliers in a series of multiplication.
This brief is organized as follows. Section II presents the
preliminaries regarding the DB multiplication over GF(2m ).
In Section III, our new DB superserial multiplier is presented
and its complexities are also presented. Moreover, complexity
analysis is presented in this section. Finally, we conclude the
brief in Section IV.
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Fig. 1. MSB-first bit-serial multiplier over GF(2m ).

II. P RELIMINARIES

Fig. 2.

Proposed DB superserial multiplier.

Fig. 3.

The partial k-bit x-Mul (x-Mulk ) module.

A. DB Representation of Binary Extension Fields
A finite field of characteristic two or binary extension field
GF(2m ) is a finite field that contains 2m different elements
(size of the field is 2m ) [31]. This finite field is an extension
of GF(2), which contains 0 and 1. The GF(2m ) is associated
with an irreducible polynomial of degree m (m is the extension
degree over the binary field) as follows:
P (z) = pm z m + pm−1 z m−1 + · · · + p1 z + p0

(1)

where pi ∈ GF(2). The field elements in GF(2m ) can be
represented using different representation bases such as normal
basis, PB, or DB. Let x be a root of the irreducible polynomial
P (z), i.e., P (x) = 0. Then, the set {1, x, x2 , . . . , xm−1 } is
known as the PB, and an element A ∈ GF(2m ) can be represented as linear combinations of thisset with a polynomial
i
of degree m − 1 over GF(2), as A = m−1
i=0 ai x , where ai ∈
GF(2). For simplicity, a bit-vector representation is commonly
used so that A = (am−1 , am−2 , . . . , a1 , a0 ), where am−1 and
a0 are the most significant bit (MSB) and the least significant
bit (LSB), respectively.
Suppose that the DB (also known as complementary basis)
of the PB defined earlier is {y0 , y1 , . . . , ym−1 }, where yi ∈
GF(2m ). Then, one obtains

0, if i = j
Tr(yi xj ) =
1, otherwise

2i
where Tr(z ∈ GF(2m )) = m−1
is the trace function dei=0 z
m
fined over GF(2 ) → GF(2).
Let us represent the element A ∈ GF(2m ) in DB and the
element B ∈ GF(2m ) in PB. Then, their product, i.e., C =
A × B, is represented in DB as follows (note that the multiplication is low to high or LSB first):
CDB = ADB BPB modP (x) = A

m−1


bi x i

i=0

= Abm−1 x

m−1

⊕Abm−2 x

m−2

⊕· · ·⊕Ab1 x⊕Ab0 . (2)

There are three main arithmetic operations in (2) as follows:
1) m-bit modulo-2 addition or bitwise XOR operation referred
to as VA; 2) bitwise AND operation (for m-bit) referred to as
SM; and 3) multiplication by x referred to as x-Mul. As such,
Fig. 1 depicts the DB bit-serial (or simply serial) multiplier.
III. P ROPOSED S UPERSERIAL M ULTIPLIER U SING DB
In this section, we present the DB superserial multiplier. The
DB usually requires a basis conversion from and/or to PB;
however, we would like to note that for a series of multiplication, two basis conversions at the very beginning and/or at
the very end are needed [32]. This can achieve lower overhead
impact for the basis conversion if the field is generated by
trinomials or by pentanomials. We also should note that DB
superserial architecture is more regular in the sense that all the
field defining polynomial addition (reduction process) happen
on the final results. Then, the architecture is not very much
dependent on the distribution of the nonzero coefficients in the
irreducible polynomial [will be shown in (3) and (4)]. Thus,
this means that the controller complexity in the DB multiplier
is lower than the PB one. Furthermore, the space complexity
of the DB superserial multiplier is less than the PB one in
general. This can further compensate for the overhead of the
basis conversion.
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TABLE I
C OMPLEXITIES OF THE P REVIOUS W ORKS AND THE P RESENTED DB S UPERSERIAL M ULTIPLIER

As mentioned in Section II, one of the main components for
the DB multiplier is x-Mul. We perform the x-Mul calculation
considering [27] as follows:
xA = x

m−1


m−2


m−1


i=0

i=0

i=0

ai yi =

(ai+1 yi )+

ai pi ym−1 =

m−1


ai+1 yi

i=0

(3)
where pi are the coefficients of the field defining the polynomial
P (x) and
am =

m−1


ai pi .

(4)

i=0

Let us assume that ω is the hamming weight of P (x). Then,
the number of modulo-2 addition operations (XOR) in (3) is
ω − 1.
To have a subword product, we need to divide each vector to,
e.g., k bits (k < m). Let m = q  k + r; if r = 0, one needs to
zero-pad the vector. Let us assume n = qk be the size of each
vector after zero padding. Clearly, n ≥ m; then, we have
xA =

n−1


ai+1 yi

(5)

i=0

where ai = 0 for m < i ≤ n.
Now, we can divide (5) as follows:
xA =

q−1 
k−1


ajk+i+1 yjk+i .

Fig. 4. Area reduction for the proposed superserial multiplier compared with
the regular architecture.

to. Fig. 3 depicts the x-Mulk module. This module simply
implements 1-bit shift toward the LSB, storing the LSB in a
register (RDB ) for the next computation cycle. We note that the
initial value for RDB is zero.
The final term, i.e., the MSB, of x-Mul that should be
computed using (4) is computed at the beginning of each full
x-Mul round, i.e., CC%q = 1, where CC is the clock cycle
count. The module performing such calculation is referred to as
DB-x-Mul-FT in Fig. 3, which is basically an XOR tree, and is
as follows:
XFT =

n−k−1

i=0

(6)

j=0 i=0

A. Architecture
Here, the hardware architecture for the DB superserial multiplier is presented, as depicted in Fig. 2.
Register A is divided into q parts of k-bit length. The most
significant k bits of A are used for both x-Mul and SM partial
modules. The partial k-bit x-Mul, SM, and VA modules are
referred to as x-Mulk , SMk , and VAk modules, respectively.
It is worth mentioning that, according to (3) and (4), only
for the final term in x-Mul, there is a need for addition (XOR)
of other coefficients (with regard to P (x)) and for the rest,
it is basically a shift. Therefore, even for x-Mulk , where the
coefficients are not in their original location while we calculate
the final term, we only need to know where they are moved

ai pi +

n−1


Ii−n+k pi .

(7)

i=n−k

As discussed earlier, (7) requires ω − 1 modulo-2 addition.
Hence, the DB-x-Mul-FT module needs ω − 1 XOR gates.
Assuming that X[k − 1 : 0] is the output of x-Mulk , register
A in Fig. 2 is updated as follows.
• if CC = 0 (at reset)
– A[n − 1 : 0] ⇐ input A;
• else if CC%q = 1
– A[n − 1 : 0] ⇐ {A[n − k − 1 : m − k], XFT , A[m −
k − 2 : 0], X[k − 1 : 0]}
∗ Clearly if m = n, we have:
∗ A[m−1 : 0] ⇐ {XFT , A[m−k−2 : 0], X[k−1 : 0]}
• otherwise
– A[n − 1 : 0] ⇐ {A[n − k − 1 : 0], X[k − 1 : 0]}.
SMk and VAk modules contain k two-input AND and XOR
gates, respectively. Moreover, input B is shifted into the
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TABLE II
C OMPLEXITY R EDUCTIONS (P ERCENT R EDUCTION ) OF THE P RESENTED A RCHITECTURE C OMPARED
TO THE P REVIOUS W ORKS (m = 409, n = qk, D IFFERENT VALUES FOR q AND k)

SMk module one bit at a time from the LSB to the MSB
after every q clock cycles.
Finally, after each clock cycle, register C in Fig. 2 is
updated as follows (assuming that VA[k − 1 : 0] is the
output of VAk ):
• if CC = 0 (at reset)
– C[n − 1 : 0] ⇐ 0
• else
– C[n−1 : 0] ⇐ {C[n−k−1 : 0], VA[k−1 : 0]}.
B. Complexity Analysis and Comparisons
Table I presents the space complexity and time complexity of
the previous and the proposed DB superserial multipliers (given
that FF stands for flip-flop).
In the following, we justify the numbers presented in the
table for the DB superserial multiplier.
• VAk and DB-x-Mul-FT modules require k and ω − 1 XOR
gates, respectively.
• SMk also requires k AND gates.
• The registers A, C, and RDB consist of n FFs, n FFs, and
one FF, respectively. In addition, shift register B requires
n FFs.
• The multiplier multiplies each bit of the input B by the
input A in q clock cycles.
• The critical path is the slower path among the path from A
to C or the path from A to A (shift k-bit most significant
digit register) through the DB-x-Mul-FT module.
We note that the complexity of the controller for none of
the given multipliers is considered in Table I. However, the
complexity of a PB superserial multiplier is higher than the
DB one. The reason is that in the PB superserial multiplier,
depending on the location of the nonzero coefficients in the
field-defining polynomial, it might need a number of partial
modulo-2 addition operations (partial reduction) in several
cycles; however, in the DB multiplier, all modulo-2 addition
operations (XOR) happen only for the final term.
For comparing the time and area overheads, we use the
NanGate standard-cell library1 [33]. We use the typical corner
(Vdd = 1.10 V and Tj = 25◦ C.) and the drive strength of
one for all the utilized primitives here (implying similar input
transition and load capacitance for the primitives).

1 The library was generated using NanGate’s Library Creator and the
45-nm FreePDK Base Kit from North Carolina State University and characterization was done using the Predictive Technology Model from Arizona State
University [33].

According to Table I (see first two rows), we have shown the
area overhead reductions of the proposed architecture compared
with to the regular architecture in Fig. 4. As shown in this
figure, considering m = n = 400, w = 5, and different values
for q and k, the area reductions achieved through utilizing
the proposed superserial scheme in this brief are depicted. As
shown in Fig. 4, the area saving starts from 13% going up to
more than 16%; however, as this saving goes up, the latency
(the values for qn) is increased. Therefore, according to the
performance requirements and area reductions needed, one can
use the selected architectures based on the savings depicted in
Fig. 4 to construct the proposed superserial multipliers.
In addition, we have compared the area and time × area of
the proposed DB superserial multiplier with those of the previous multipliers presented in [25] (considering p = 1 which
results in the lowest area), [29], and [26], the results of which
are reported in Table II. As shown in this table, the area reductions and the time × area savings are presented for different
values of q and k. Lightweight and efficient applications are
typically characterized through lower area and time × area
metrics. Based on this table, it is shown that the proposed
architecture is more lightweight and efficient compared with
these multipliers.

IV. C ONCLUSION
In this brief, we have presented a superserial multiplication
scheme for the DB. The merit in proposing such multipliers is
their lightweight architectures, which are useful for constrained
applications in cryptography and security. Our analysis results
show the area savings achieved by our architecture and its
efficiency benefits. Our experimental results show that this
multiplier is more lightweight compared with both regular bitserial multiplier and the PB superserial multiplier. Specifically,
we achieve the area reductions of 13%–16% for the utilized
parameters of q and k, at the expense of increased latency
compared with the architecture of the regular bit-serial multiplier. The fact that, in [32], it is shown that, if the field is
constructed by trinomials, the basis conversion from the DB
to the PB is without hardware cost is also another very useful
characteristic, motivating the use of DB. The proposed architecture is suitable for cryptographic applications and secure
environments, applicable to five binary fields recommended by
the National Institute of Standards and Technology. Based on
the requirements in terms of performance, area, and power consumption, one can fine-tune and utilize the proposed DB superserial scheme for various secure, constrained, and lightweight
applications.
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