applied sciences ﬁw\p\py

Article

Multi-Vector Adversarial Testing of an AI-Orchestrated Zero
Trust Methodology on Constrained Edge Hardware

Ian Matthew Campbell Coston 2*(, Karl David Hezel 2, Eadan Plotnizky 2(” and Mehrdad Nojoumian !

W) Check for updates

Academic Editor: Samuel Okegbile

Received: 23 April 2026

Revised: 3 May 2026

Accepted: 8 May 2026

Published: 12 May 2026

Copyright: © 2026 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license.

Department of Electrical Engineering and Computer Science, Florida Atlantic University,

Boca Raton, FL 33431, USA; mnojoumian@fau.edu

2 Cybectr LLC, Ellicott City, MD 21043, USA; kdhezel@gmail.com (K.D.H.); eadanp@gmail.com (E.P.)
Correspondence: icoston2016@fau.edu

Abstract

This paper is the empirical validation companion to our prior methodology paper introduc-
ing the Automated Zero Trust Risk Management with DevSecOps Integration (AZTRM-D)
methodology, conducted through multi-vector adversarial testing on physical NVIDIA
Jetson Orin Nano hardware. AZTRM-D unifies DevSecOps automation, the NIST Risk
Management Framework, and Zero Trust architecture with Al orchestration via Cybectr
Sentinel, featuring six Al subsystems with formal specifications. Testing spanned three
progressive hardening stages across seven attack categories under a blind three-tester
protocol with inter-rater agreement analysis. Factory-default devices were fully compro-
mised in under five minutes. After full hardening, zero successful breaches were recorded
across any tested vector. The CI/CD pipeline achieved a vulnerability detection rate of
96.8% (Wilson 95% CI: [0.891, 0.991]). Sentinel delivered 94.1% precision, 91.8% recall,
and 4.2 min average detection time within 12-18% CPU overhead on edge hardware. A
14-capability comparative analysis against five established frameworks found seven ca-
pabilities unique to AZTRM-D. The 93.7% adversarial detection rate is reported against
DiCE-generated counterfactual inputs and is bounded by the black-box threat model used
in evaluation; gradient-based white-box attack evaluation is documented as a scoped
Stage 4 future-work item. All three testers are affiliated with Cybectr LLC, the developer of
AZTRM-D and Cybectr Sentinel; this conflict of interest is the most significant limitation of
the present work, and independent third-party laboratory validation is the highest-priority
Stage 4 deliverable.

Keywords: zero trust; DevSecOps; loT security; penetration testing; explainable Al secure
SDLC; NIST risk management framework; Cybectr Sentinel; edge hardware security; Al
orchestration

1. Introduction

The Automated Zero Trust Risk Management with DevSecOps Integration (AZTRM-D)
methodology was introduced in our prior publication [1], which described the theoretical
integration of DevSecOps automation, the NIST Risk Management Framework (RMF) [2],
and Zero Trust (ZT) architecture [3] into a single Al-orchestrated secure software devel-
opment lifecycle. That paper established the conceptual foundation but did not include
the Cybectr Sentinel platform architecture, the Al subsystem specifications with algorithm
selection rationales, the full comparative analysis against established frameworks, or the
measured results from multi-vector adversarial testing on physical hardware. This paper
presents all of that material.
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The empirical validation was conducted on physical NVIDIA Jetson Orin Nano hard-
ware [4] across three progressive hardening stages. The test campaign covered seven attack
categories: hardware (SD card removal, Universal Asynchronous Receiver-Transmitter
(UART) serial console, General Purpose Input/Output (GPIO) probing), radio frequency
(WiFi, Bluetooth), network (port scanning, credential attacks, service exploitation), soft-
ware (code injection, dependency tampering), insider (standard developer credentials),
privileged-insider (elevated access), and Al-assisted (large language model-generated ex-
ploit code submitted through the CI/CD pipeline). Three testers conducted all testing
under a blind protocol with inter-rater agreement analysis [1].

The core finding is direct. A factory-default NVIDIA Jetson Orin Nano, fully compro-
mised to root level by all three testers in under five minutes, was made resilient against
every tested attack vector after systematic AZTRM-D hardening. The Cybectr Sentinel
Al enforcement platform delivered measured performance within the constraints of edge
hardware. The 14-capability comparative analysis against five established secure develop-
ment frameworks confirmed that seven capabilities present in AZTRM-D are absent from
every evaluated alternative.

Contribution and Relationship to Prior Work

This paper is the empirical validation companion to our prior methodology paper [1].
That paper introduced AZTRM-D as a unified methodology integrating DevSecOps au-
tomation, the NIST Risk Management Framework, and Zero Trust architecture under Al
orchestration, and established the conceptual model. Validation on physical hardware,
the Al subsystem specifications and selection rationales, the full Cybectr Sentinel archi-
tecture, and the head-to-head comparison against established secure development frame-
works were explicitly identified there as the next required work and were not included
in the scope.

The contribution of this paper is the validation of that methodology, conducted on
physical NVIDIA Jetson Orin Nano hardware under adversarial conditions. Specifically,
four contributions are reported here that are not present in any prior publication. First,
multi-vector adversarial validation across three progressive hardening stages with seven
attack categories under a blind three-tester protocol, including the Stage 1 baseline com-
promise time, the Stage 2 physical-bypass finding, and the Stage 3 zero-successful-vector
outcome. Second, measured performance figures for the Cybectr Sentinel Al enforcement
layer on constrained edge hardware: the precision and recall of the XGBoost vulner-
ability classifier, the false positive rate of the Isolation Forest behavioral pipeline, the
Time-to-Initial-Detection across the integrated workflow, and the CPU overhead and policy
enforcement latency under operational load. Third, the full Al stack rationale with formal
specifications for all six subsystems (Isolation Forest, XGBoost, Sentence Transformer, PPO,
RAG plus large language model, and DiCE), including head-to-head algorithm compar-
isons against the alternatives that were evaluated and rejected during selection. Fourth, the
14-capability comparative analysis against five established secure development frameworks
(Microsoft SDL, OWASP SAMM, BSIMM, NIST SSDEF, and DO-178C), identifying seven
capabilities present in AZTRM-D and absent from every evaluated alternative.

What this paper does not claim is that AZTRM-D introduces novel machine learning
architectures. The novelty is in the integration: the methodology unifies three previously
separate strands (DevSecOps automation, NIST RMF governance, and Zero Trust enforce-
ment) under continuous Al orchestration, applies that unified methodology to constrained
edge hardware where every prior framework either omits or partially addresses the deploy-
ment constraints, and validates the resulting posture under adversarial conditions across
the hardware, RF, network, software, insider, privileged-insider, and Al-assisted attack vec-
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tors. Each Al component within AZTRM-D was selected from established algorithms based
on the operational, explainability, and compute constraints documented in Section 3.3.
The validation reported here provides the evidentiary basis for the methodology claims
made in the prior paper [1] and confirms that the methodology delivers what it specifies
on physical hardware.

This paper is organized as follows. Section 2 presents the Cybectr Sentinel architecture,
its four capability gaps, the end-to-end workflow, all six Al subsystem specifications, the
explainability implementation, performance metrics, and the platform’s relationship to
existing commercial tools. Section 3 presents the complete comparative analysis against
both conventional SDLC methodologies and established secure development frameworks,
followed by the full Al stack selection rationale with head-to-head algorithm comparisons,
the tool stack, the testing methodology and team structure, multi-vector penetration testing
results across all three stages, quantitative benchmarking, enterprise applicability, Zero
Trust enforcement validation, cryptographic control validation, and consolidated results.
Section 4 addresses limitations, including the single-device-class scope, the affiliation of
all three testers with the organization that developed AZTRM-D, and the bounds of the
adversarial evaluation. Section 5 states the conclusions.

2. Cybectr Sentinel: Architecture, Al Stack, and Operational Mechanics

Sentinel was built because, to the best of our knowledge, no single commercial product
covers all four capability gaps at once. The combination of unknown asset coverage, on-
demand Al-guided pen testing, MITRE D3FEND and ENGAGE integration in a single
system, and encrypted Role-Based Access Control (RBAC)-gated findings reporting aligned
to AZTRM-D’s access control model does not exist in any off-the-shelf product. Cybectr
Sentinel is a proprietary platform developed by Cybectr LLC under the leadership of the
author (Coston), who serves as the CEO and Founder. Cybectr LLC was established as
a United States Department of Defense contracting company prior to the conception of
Sentinel; the company provided the Sentinel platform and its associated tools for use in
this research. Eadan Plotnizky and Karl David Hezel contributed to platform development
and adversarial testing under contract with Cybectr LLC; all intellectual property rights
are held by Cybectr LLC per their respective agreements. Cybectr LLC has provided a
written letter of approval authorizing the use of Sentinel and its architecture, algorithms,
and performance data in this paper for academic purposes. Plotnizky and Hezel have
each provided separate written permission for the use of their contributions. Copies of all
approval and permission letters have been provided to the review committee. Deployment
supports three modes. It can be embedded directly in the target environment, as a local
software install, or from a USB drive for rapid assessment scenarios. All Al analysis routes
through a secure, encrypted channel to the cloud-trained model.

The Al component selection rationale was presented in our prior work [1]. This section
covers the architecture that those algorithms operate within, how the workflow connects
them end-to-end, the explainability layer that makes their decisions defensible under formal
review, and the measured performance figures. Section 3 presents the validation results
from adversarial testing against the deployed system.

2.1. The Four Capability Gaps Sentinel Fills
Gap 1: Unknown Asset Coverage.

Standard scanners match discovered assets against signature databases. When an
asset is not in the database, which happens constantly in IoT environments with custom

firmware or proprietary industrial hardware, the scanner reports nothing, and the miss is
silent. Sentinel builds a feature vector for the unknown asset using Sentence Transformer
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embeddings and computes cosine similarity against a library of known-asset vectors [5].
Equation (7) defines the similarity metric. A score above 0.82 pulls a vulnerability profile
from the nearest neighbor’s known Common Vulnerabilities and Exposures (CVE) history,
converting a silent miss into a flagged, reviewable risk estimate.

Gap 2: AI-Guided Penetration Testing On Demand.

Conventional pen testing needs a dedicated red team, a real budget, and, at best,
runs quarterly. Sentinel’s Proximal Policy Optimization (PPO) agent runs penetration tests
inside an isolated sandbox whenever the user approves it at the workflow gate [6]. The
agent learns attack sequences from MITRE ATT&CK Tactics, Techniques, and Procedures
(TTP) data and sequences Metasploit modules accordingly. This is not a substitute for a
skilled human red team on complex engagements, but it provides continuous automated
exploitation validation that, to the best of our knowledge, based on a review of commercially
available tools as of 2024, is not offered as an integrated capability within a single unified
security platform.

Gap 3: MITRE D3FEND and ENGAGE Integration.

D3FEND maps NIST-funded countermeasures against ATT&CK offensive techniques.
ENGAGE is MITRE’s adversary engagement, deception, and denial framework. Sentinel’s
Retrieval-Augmented Generation (RAG) pipeline queries D3FEND after a vulnerability is
confirmed and generates specific mitigation steps. The ENGAGE module uses confirmed
TTP data to inform active defense decisions, including whether deception assets should
be deployed. To our knowledge, no widely deployed commercial scanner integrates
both D3FEND countermeasure mapping and ENGAGE active defense planning within a
single workflow.

Gap 4: Encrypted, RBAC-Gated Reporting.

The findings are AES-256 encrypted when they leave Sentinel. Access to specific report
sections is controlled by the same RBAC policies governing the rest of the AZTRM-D envi-
ronment: developers see code-level findings, network administrators see network findings,
and the CISO sees the executive risk summary. Standard vulnerability management tools
do not typically combine AES-256 encryption of findings with per section RBAC gating
aligned to a Zero Trust access control model.

2.2. Sentinel Workflow End-to-End

Sentinel’s end-to-end pipeline integrates six Al subsystems into a nine-stage coordi-
nated workflow, from device enrollment through the generation of a role-differentiated
analyst report. Understanding this sequence is necessary for evaluating the claimed 4.2 min
Time-to-Initial-Detection (TTID), since that figure is a pipeline metric spanning multiple
components rather than the output of any single algorithm. Each stage contributes latency,
and the full workflow makes clear where the clock starts (device enrollment) and where it
ends (first anomaly or vulnerability flag surfacing in the monitoring dashboard). The hand-
off logic between stages also explains why Sentinel’s behavioral anomaly detection and
vulnerability triage findings appear in the same report. Both pipelines feed into the same
RAG synthesis stage, which correlates them before report generation. Table 1 documents
this sequence in full.
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Table 1. Cybectr Sentinel end-to-end workflow with Al components, algorithmic actions, and

framework mappings. Source: Cybectr Sentinel architecture (this work) [1].

Stage Description Al/Algorithmic Action Frameworks
1. Deploy Via embedded system, local install, No Al at deployment; channel to N/A
or USB; encrypted cloud channel  trained model initialized
established
2. Scan Enumerate hardware (direct + Feature extraction and asset NIST NVD, MITRE
wireless signal), software (OS, fingerprinting; asset graph ATT&CK
apps, cloud), network (configs, constructed
policies)
3. Aggregate Correlate asset data against NIST Al correlation engine maps assets to  NIST NVD, ATT&CK
NVD, MITRE ATT&CK, custom CVE/TTP database; confidence
intelligence feeds scoring applied
4a. Known Search database for known XGBoost classifies exploitability; NIST NVD
Asset vulnerabilities SHapley Additive exPlanations
(SHAP) values explain each
prediction [7,8]
4b. Unknown Trigger Al similarity analysis Sentence Transformer cosine Custom index
Asset similarity infers vulnerability
profile from nearest known asset [5]
5. Pen Test Gate  Request user approval; deploy PPO RL agent selects attack MITRE ATT&CK TTPs
isolated miniature test sequences; Metasploit executes in
environment sandbox [6]
6a. Validated Confirm and classify vulnerability; Confidence threshold check; novel =~ MITRE ATT&CK
zero-day pipeline if novel findings escalate to zero-day
classification
6b. Not Log as false positive; return to Isolation Forest model re-weighted N/A
Exploitable monitoring for asset class [9]
7. Mitigation Generate patches, config fixes, RAG pipeline queries D3FEND; MITRE D3FEND

hardening strategies

large language model (LLM)
synthesizes specific remediation
steps [10]

8. Reporting

Compile encrypted findings;
enforce RBAC access controls

AES-256 encryption; RBAC policy
engine per NIST SP 800-53 [11]

NIST SP 800-53 [11]

9. Active
Defense

Inform defensive planning via
MITRE ENGAGE

ENGAGE strategies selected from
confirmed TTPs; deception assets
deployed if warranted [1]

MITRE ENGAGE

“N/A” in the frameworks column indicates a workflow stage that operates entirely on internal Sentinel mech-
anisms and does not invoke an external framework reference (deployment-channel setup and false positive

logging).

2.3. Al Subsystem Specifications

Sentinel uses six Al components, each selected for a specific function. The mathemat-

ical formulations are included because readers evaluating the 94.1% precision or 91.8%

recall figures deserve to understand the underlying mechanics rather than just accepting

the numbers. Table 2 summarizes all six.
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Table 2. Cybectr Sentinel Al subsystem specifications with algorithms, functions, and key parameters.

Source: author’s design and implementation (this work).

Al Component  Algorithm Function in Sentinel Key Parameters/Formula

Behavioral Isolation Real-time detection of unusual s(x,n) = 2-Elh(x)l/ C(”>;

Anomaly Forest [9] device or user behavioral patterns  ¢(n) = 2H(n—1) —2(n—1)/n;

Detection in telemetry stream t = 100 trees, = 256 sub-sample;
threshold: s > 0.6 alert, s > 0.8
auto-containment

Vulnerability XGBoost + Classifies and prioritizes Q(f) =T+ A X w]2 ; SHAP: ¢; =

Triage SHAP [7,8] vulnerabilities by exploitability; _ISILE]= 8] =1)! ‘ _

SHAP explains each decision Lscr\(i) L sugiy (x) = fs(x)]

Unknown Asset Sentence Infers vulnerability profile for novel sim(A,B) = TATTET Aﬁ:ﬁBH ; match threshold

Inference Transformer assets by matching against >(0.82

cosine known-asset embedding library
similarity [5]
AI-Guided Pen  PPO [6] RL agent selects optimal attack I:CLIP(Q) =
Testing sequences in isolated sandbox; E¢[min(r¢(0) Ay, clip(r¢(0), 1—e, 1+€) As)];
reward tied to exploit success, e=0.2,v=099
novelty, and stealth

Mitigation RAG + Queries MITRE D3FEND Top-k = 5 D3FEND document retrieval;

Generation LLM [10] knowledge base; generates specific ~ cosine similarity retrieval, LLM

patches, config fixes, hardening synthesizes output
steps per finding

Adversarial DiCE counter-  Generates minimum-perturbation Counterfactual diversity constraint;

Robustness factuals [12] adversarial examples to test proximity loss minimized; integrated into

Testing classifier evasion; findings feed Sentinel retraining pipeline

model retraining

Isolation Forest: Behavioral Anomaly Detection

Isolation Forest builds an ensemble of t random binary trees by recursively partitioning
a sub-sampled dataset. At each node it selects a random feature and a random split value.
Anomalous points reach leaf nodes faster on average because there are fewer similar points
nearby, and the resulting average path length forms the basis of the anomaly score (formal
definition and parameter selection in Section 3.3.1). Sentinel runs t = 100 trees with sub-
sample size 1 = 256. Scores above 0.6 trigger a monitoring alert; scores above 0.8 trigger
automatic containment through the ZT Policy Enforcement Point. In the Stage 3 insider
simulation, the flagged behavioral profile showed three dominant contributors: lateral
access attempts per hour (observed: 14, training mean: 0.3), log access outside normal
window (observed: true, base rate: 0.02), and sudo attempts on non-approved targets
(observed: 7, training mean: 0.1). These produced an average isolation path length of 4.2
versus the training distribution mean of 11.7.

XGBoost and SHAP: Vulnerability Triage and Explainability

XGBoost uses a regularized gradient-boosted tree objective (formal definition in
Section 3.3.2) [8]. The regularization term prevents overfitting to the training CVE dataset,
which degrades performance on vulnerability types the model has not previously encoun-
tered. Recall is tuned above precision (91.8% vs. 94.1%) because a missed real vulnerability
costs more than a false positive that an analyst reviews and clears.

SHAP decomposes each model output additively into a baseline expectation plus per
feature contributions [7] (full Shapley value formulation in Section 3.3.2). A concrete exam-
ple from the Stage 1 assessment: CVE-2021-41773 (Apache path traversal and RCE) [13]
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received a SHAP breakdown showing that a known public exploit contributed +0.41, a
network-based attack vector contributed +0.22, no privileges required contributed +0.19,
and no user interaction needed contributed +0.14. The analyst sees not just that this CVE
is a high priority but exactly why: a public exploit exists, no credentials are required, and
no user action is needed.

PPO: AI-Guided Penetration Testing

The PPO agent uses the clipped surrogate objective in Equation (5). The ¢ = 0.2
clipping range prevents destabilizing policy updates in the sparse-reward pen testing
environment. The reward function assigns +1.0 for successful exploitation, 4+-0.5 for novel
attack path discovery, and —0.3 for detection by the monitoring stack. That detection
penalty pushes the agent toward stealth, producing a more realistic adversary model and
more useful validation of whether behavioral monitoring catches subtle intrusions.

GNN-Augmented SAST

The Graph Neural Network (GNN) represents each function as a Code Property Graph
and applies the multi-layer Graph Convolutional Network (GCN) in Equation (6) [14,15].
Training on the BigVul dataset, which contains 3754 vulnerable functions extracted from
open-source C/C++ projects, achieves an 81.4% true positive rate at a 6.2% false positive
rate, outperforming rule-based SAST on novel patterns by roughly 30 percentage points
where the rule set has no matching signature [16].

2.4. Explainable Al Implementation and Claude Integration

Explainable AI (XAI) in AZTRM-D serves two distinct purposes. The first is internal
auditability. Sentinel’s Al components produce decisions, and those decisions need to be
defensible under NIST RMF assessment. A vulnerability triage classifier that produces
a priority score without explaining why is not acceptable in a framework that maps to
NIST RMF and requires defensible authorization decisions. The second is operational
speed. The human approval tiers in the pipeline need clear, feature-level information
for fast, accurate gate decisions. The 3.1% false positive rate measured on the Stage 3
single-device validation corpus would project to roughly 31 false alerts per scanning cycle
across 1000 hypothetical endpoints, a planning estimate rather than a measured fleet-scale
figure. Without a feature-level explanation, triage means re-investigating each alert from
scratch. With SHAP values, an analyst can see which features drove the flag and dismiss
clear false positives in seconds rather than minutes.

SHAP is implemented using the SHAP Python library’s TreeExplainer class, which
computes exact Shapley values for tree-based models in O(TLD?) time, where T is the
number of trees, L is the number of leaves, and D is the maximum tree depth [17].

Claude, Anthropic’s large language model, was integrated at two points in the work-
flow. The first is the natural-language explanation layer: after SHAP computed numerical
feature attribution scores for an XGBoost classification, Claude translated those scores
into role-appropriate analyst briefings. A SHAP output showing “Common Vulnerability
Scoring System (CVSS) base score: +0.47, exploitability score: +0.31, attack vector network:
+0.23” is interpretable to a security researcher but not necessarily to a developer reviewing
a gate. Claude’s synthesis produced findings like: “This was flagged primarily because
the CVE has a high base score and requires no privileges to exploit over the network. The
model weighted the network attack vector heavily because all other network-accessible
vulnerabilities in this class have historical exploit-in-the-wild records.” That preserves the
full SHAP attribution chain while making the finding usable for non-specialist reviewers.
The second use was the Al-assisted attack testing at Stage 3, described in Section 3.
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AZTRM-D'’s architecture prevents Al tools from introducing vulnerabilities through
two mechanisms. For Al-generated code entering the pipeline, the same CI/CD gates that
evaluate human-authored code evaluate Al-authored code. Static Application Security
Testing (SAST) does not check authorship; it checks code patterns against policy rules.
When one Stage 3 tester submitted Claude-generated Python code containing a privilege
escalation pattern, specifically a subprocess call invoking sudo without the granular policy
wrapper, the SAST rule flagged it in 3.4 s. The dependency the code imported was rejected
by Software Bill of Materials (SBOM) validation. The embedded test API key was caught
by Secrets Scan. Three independent automated gates, none aware that the code was Al-
generated, caught the submission on content alone. For Al analysis producing incorrect
results, SHAP attribution is the verification layer. Every XGBoost classification comes with
a SHAP explanation showing which features drove the score. An auditor can check the
SHAP output directly to verify whether the contributing features are legitimate security
signals or statistical noise.

Explainability in Sentinel is an architectural requirement that runs through every
Al component, not a display layer applied to finished outputs after the fact. NIST RMF
authorization requires that Al-driven security decisions be defensible under formal review,
which, in practice, means every classification and anomaly score must carry a feature-
level attribution that an analyst can evaluate, challenge, and document. Without that,
the system cannot satisfy the authorization phase. SHAP values for XGBoost predictions,
attention weights for the GNN-augmented SAST component, and cosine similarity scores
for ATT&CK TTP matching are all captured and preserved as part of each finding’s evidence
record rather than computed on demand. Table 3 documents the full XAI implementation
stack, specifying the explanation method, output format, and downstream consumer for
each Al component.

Table 3. XAl implementation stack in Cybectr Sentinel: algorithm, role, output format, and AZTRM-D
enforcement function. Source: Cybectr Sentinel architecture (this work).

XAI Component Algorithm Output Format AZTRM-D Enforcement Function
Vulnerability Triage =~ SHAP (TreeExplainer) [7]  Per finding SHAP waterfall Human gate reviewers see which CVE
Explanation plot + feature attribution table  features drove the priority score; supports

defensible authorization decisions under
NIST RMF assess phase

Natural-Language
Finding Summary

Claude API (Anthropic)

Plain-language analyst briefing
per finding

Translates SHAP attribution scores into clear
developer/administrator/

CISO-level summaries; role-appropriate
detail level enforced by RBAC

Anomaly Isolation Forest path Short-path feature trace per Shows which behavioral telemetry features

Explanation length decomposition [9]  flagged instance caused an anomalous classification; enables
analyst to distinguish genuine insider threat
behavior from monitoring noise

Adversarial DiCE Minimum-perturbation Documents the nearest decision-boundary

Robustness Report

counterfactuals [12]

example set per classifier

crossing for each Al component; feeds
Sentinel model retraining pipeline

Pen Test Action PPO episode log + Per episode action sequence Translates RL agent actions into
Trace MITRE ATT&CK TTP with ATT&CK technique labels human-readable attack narrative; maps each
mapping [6] step to ATT&CK technique IDs for ENGAGE
active defense planning
RAG Retrieval D3FEND document Source document list with Each Al-generated mitigation step is traceable
Provenance retrieval log (top-k cosine  similarity scores per mitigation  to the specific DSFEND document that sourced

similarity) [10]

recommendation

it; supports audit and compliance review
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2.5. How Sentinel Uses Al: A Single Finding Through the Full Stack

Sentinel’s six Al components work in sequence, each stage feeding the next. Tracing a
single finding through makes the integration concrete.

When an anomalous behavioral event occurs, the Isolation Forest score s(x, 1) crosses
the 0.6 threshold. The short-path feature decomposition identifies which behavioral teleme-
try features contributed most: an admin user connecting at 2:37 AM, accessing the Git
server, and running find/-name *.key might produce three high-weight features that
individually look near-normal but together produce an anomaly score of 0.74. That path
decomposition output goes to the XGBoost classifier, which takes the anomalous features
alongside session context (user role, time since last authentication, Secure Production
Identity Framework for Everyone (SPIFFE) Verifiable Identity Document (SVID) age) and
produces an exploitability classification with SHAP explanation: “Access pattern classified
as potential credential harvesting attempt. Top contributing features: off-hours access
(+0.41), filesystem search pattern (+0.38), elevated privilege use (+0.22).”

The SHAP output goes to the RAG pipeline, which queries the MITRE ATT&CK
knowledge base for techniques matching the behavioral signature and returns the top-
k = 5 matching TTPs by cosine similarity. Claude synthesizes the SHAP attribution, the
ATT&CK technique mappings, and session context into role-appropriate analyst briefings.
The developer role sees: “This commit activity has been flagged for review. A credential
search pattern was detected in your recent session.” The CISO sees: “High-confidence
insider threat indicator. Behavioral signature matches T1552 (Unsecured Credentials) and
T1083 (File and Directory Discovery). Recommend immediate session review.” The same
underlying data, but a different presentation, are tailored to the recipient’s context.

If the PPO pen test agent has run against the current device configuration, its episode
log maps the agent’s action sequence to ATT&CK technique IDs, which the ENGAGE
module uses to select active defense responses. When the anomalous behavioral signature
matches TTPs the pen test agent successfully exploited in the sandbox environment, which
corroborates the insider threat hypothesis and increases response priority.

The final output is an AES-256 encrypted finding report with RBAC-gated sections,
generated in under 90 s from first detection to report compilation (as measured during
Stage 3 validation). The report includes the Isolation Forest anomaly score and path trace,
the XGBoost classification with full SHAP waterfall, ATT&CK TTP mappings, Claude-
generated natural-language summaries at each role level, D3FEND mitigation recommen-
dations with source document provenance, and ENGAGE active defense recommendations.
Every piece of evidence traces back to a specific algorithm output, which is what makes the
report defensible under formal security review.

2.6. Sentinel Performance Metrics

Evaluating an Al-driven security platform requires distinguishing between metrics de-
rived from direct operational measurement and those from held-out evaluation sets, because
the two carry different evidentiary weight. All figures reported here fall into one of three
categories: Stage 3 operational measurements collected on the physical NVIDIA Orin hard-
ware during the adversarial testing campaign, classification metrics evaluated on stratified
train/test splits with 5-fold cross-validation, and adversarial robustness figures evaluated
against the DiCE counterfactual generation pipeline. The measurement basis for each metric
is specified in the notes column. A 94.1% precision figure from a controlled holdout set
is meaningful but carries different implications than the same figure from a production
monitoring window would, and the table distinguishes these cases explicitly. Together these
metrics characterize Sentinel across detection speed, classification accuracy, adversarial
robustness, and operational cost. Table 4 presents the full set of performance figures.
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Table 4. Cybectr Sentinel measured performance metrics. All figures are self-measured by the authors
on the Cybectr Sentinel platform. Source: Stage 3 validation on NVIDIA Orin (this work).

Metric Value Notes

Time-to-Initial- 4.2 min Full pipeline: deploy — scan — correlate

Detection (TTID) average — first anomaly or vulnerability flag

False Positive Rate 3.1% Across both behavioral anomaly and

(FPR) vulnerability detection pipelines
combined

Vulnerability 94.1% XGBoost on held-out validation set

Classification Precision

Vulnerability 91.8% XGBoost on held-out validation set; tuned

Classification Recall above precision intentionally

SAST-Augmented TPR  81.4% on GNN-augmented static analysis; tested

(GNN-assisted) BigVul dataset against BigVul benchmark [16]

Adversarial Detection 93.7% Al components tested against DiCE

Rate counterfactual adversarial inputs [12]

Mitigation Report <90 s per RAG + LLM pipeline including D3FEND

Latency finding retrieval and report compilation

RBAC Enforcement <40 ms per Consistent with AZTRM-D ZT PEP

Latency access check latency target

Al Model Training 14 h initial 3 months of log data; standard cloud GPU;

(Insider Threat Model) one-time cost before deployment

All precision, recall, FPR, and TTID figures in Table 4 were measured by the author
on the Cybectr Sentinel platform during Stage 3 validation. All metrics are self-measured.
No independent third-party laboratory has reproduced these figures; external validation
is designated as a priority for future work in Section 4. The metrics reported here should
be interpreted as internally measured baseline performance characterizations, not inde-
pendently verified benchmarks. With that caveat stated, the measurement methodology
is as follows. XGBoost classification metrics used an 80/20 stratified train/test split with
5-fold cross-validation on the CVE triage dataset. BigVul TPR and FPR figures are from
the BigVul held-out test set [16]. The adversarial detection rate reflects evaluation against
DiCE-generated counterfactual inputs [12]. The TTID figure of 4.2 min (¢ = 0.6 min) was
computed over N = 27 detection events recorded during the Stage 3 validation window,
spanning both the vulnerability scanning pipeline and the behavioral anomaly detection
pipeline. Given the limited sample size, this figure should be interpreted as a baseline char-
acterization of pipeline latency rather than a statistically powered performance guarantee.

2.6.1. False Positive Rate Decomposition by Subsystem

The 3.1% aggregate FPR is the union of three Sentinel Al subsystems operating in
parallel during the Stage 3 validation window: the Isolation Forest behavioral anomaly
pipeline, the XGBoost vulnerability triage pipeline, and the GNN-augmented Semgrep
SAST pipeline. The aggregate is computed as total false positive events divided by total
monitoring events across all three. Decomposing the aggregate by subsystem makes the
operational triage cost transparent: a fleet operator deciding whether to retain a given
subsystem needs to know that subsystem’s specific contribution to the alert burden. Table 5
presents the decomposition.
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Table 5. Stage 3 false positive rate decomposition by the Sentinel Al subsystem. Aggregate 3.1% FPR
is the union of all three subsystem rates over their respective monitoring event totals. Source: Stage 3
validation telemetry (this work); per subsystem figures derived from the internal alert log review at
submission time.

Subsystem FPR Trigger Volume Contribution to Notes on Per Class Detail
Aggregate
Isolation Forest 2.4% Continuous device Largest contributor Per class breakdown
(behavioral) telemetry; (configuration vs. behavioral
high-volume vs. access-pattern false
monitoring stream positives) was not preserved
in Stage 3 instrumentation at
granularity needed for
Wilson CI computation;
addressed in Stage 4
XGBoost 0.7% Per commit and per Smaller contributor SHAP explanations available
(vulnerability scan-cycle event per false positive; provides
triage) stream; lower volume operational triage support
than behavioral even without per class FPR
pipeline decomposition
GNN-augmented  Not SAST gate fires per Included in aggregate ~ Operational FPR
SAST separately commit; volume but not separately characterization at per
preserved bounded by commit attributable commit granularity

frequency identified as a Stage 4
telemetry requirement

The GNN-augmented SAST operational FPR was not preserved separately from the aggregate in the Stage 3
instrumentation; the BigVul held-out test FPR of 6.2% [16] is the available proxy. Per class characterization for all
three subsystems is scoped to Stage 4 (Section 4).

Confidence intervals on these per subsystem rates require the underlying event counts,
which the Stage 3 instrumentation captured at aggregate granularity rather than at per
subsystem granularity. This is a documented limitation of the original Stage 3 deployment
instrumentation rather than a methodological choice, and the Stage 4 multi-device fleet
validation campaign currently underway addresses it directly. Stage 4 instrumentation
is designed to capture per subsystem and per alert-class event counts with sufficient
resolution to compute Wilson 95% Cls at each operating point and to break down each
subsystem’s false positives by alert class (configuration drift, behavioral anomaly, code
pattern, dependency vulnerability, access-pattern divergence). The Stage 4 results are
scoped to appear in the follow-up empirical paper.

The behavioral pipeline’s 2.4% contribution dominates the aggregate, which is what a
reader would expect given the relative event volumes: continuous telemetry monitoring
generates orders of magnitude more events per unit time than per commit vulnerability
triage. Operationally, this means the SHAP-based prioritization layer matters most for the
behavioral pipeline’s false positives, since that is where analyst triage burden concentrates.
Without SHAP, behavioral false positives require re-investigation from scratch; with SHAP,
an analyst can dismiss feature-mismatch false positives in seconds.

2.6.2. Adversarial Detection Rate: Black-Box Baseline

The 93.7% adversarial detection rate is reported under a black-box threat model.
That figure reflects Sentinel’s performance against DiCE counterfactual inputs, which are
minimum-perturbation adversarial examples designed to cross the decision boundary
while staying as close as possible to legitimate inputs [12]. DiCE is the primary adversarial
evaluation method applied in this validation, and its scope and threat model are stated for-
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mally in Section 3.3.7. White-box gradient-based attacks, such as PGD [18] and FGSM [19],
as well as transfer attacks from substitute models [20], are evaluated separately under the
Stage 4 validation campaign and are scoped to appear in the follow-up empirical paper.
The 93.7% figure is the black-box baseline matched to Sentinel’s deployment threat model,
not an upper bound on classifier robustness in the white-box regime. The black-box vs.
white-box scope distinction is the standard framing in adversarial ML evaluation [21,22],
and Section 3.3.7 articulates the full rationale for why the black-box model is operationally
relevant for Sentinel.

The 3.1% false positive rate also requires careful framing. That figure was measured on
the Stage 3 single-device validation corpus. Projected across 1000 hypothetical endpoints,
it yields roughly 31 false alerts per scanning cycle, a planning estimate, not a measured
result at the fleet scale. Whether that is manageable depends on the security team size and
workflow. SHAP explanations reduce per alert triage time from minutes to seconds for
clear feature-mismatch cases, but the volume question belongs in deployment planning
conversations before rollout.

2.7. Sentinel Versus Manual and Commercial Alternatives

Sentinel does not replace conventional tools; it layers on top of them. Table 6 breaks
down where Sentinel adds capability beyond what manual analysts and commercial prod-
ucts deliver on their own, and where it depends on those tools to cover gaps it was not
designed to fill. Figure 1 presents the same comparison as a normalized score chart.

Table 6. Cybectr Sentinel capability comparison against manual processes and commercial alterna-
tives. Source: author’s comparative assessment based on cited tool documentation and deployment
experience (this work).

Capability Manual/Commercial Tools Cybectr Sentinel (AZTRM-D

Alone Layer)

Unknown Asset

Coverage

None; scanners skip assets
not in signature
databases [23]

Cosine similarity inference
covers novel and unregistered
devices [5]

AI-Guided Pen
Testing

Requires dedicated red
team; periodic only [24]

PPO agent runs on demand in
isolated sandbox [6]

Vulnerability
Explanation

Black-box scanner output;
no rationale provided [23]

SHAP values explain every
classification; fully auditable [7]

Active Defense

Not addressed by

MITRE ENGAGE for adversary

Integration commercial scanners [23] engagement and deception
planning [1]

Remediation Manual lookup against RAG + LLM generates specific

Generation vendor advisories [23] patches and hardening steps per
finding [10]

Report Security Typically plaintext or AES-256 encrypted; RBAC-gated

unencrypted exports [23] per NIST SP 800-53 [11]

Zero-Day Requires human Automated novel vulnerability

Classification analyst [24] classification with confidence
scoring [1]

AZTRM-D No alignment; bolt-on tools  Designed to enforce AZTRM-D

Alignment require custom integration  controls end-to-end [1]
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Figure 1. Cybectr Sentinel versus manual analyst workflows and commercial tooling across five
capability dimensions: Unknown Asset Inference, AI-Guided Penetration Testing, MITRE D3FEND
integration, encrypted RBAC-gated reporting, and CVE signature coverage. Each dimension is
normalized to a 0-1 scale by min—max scaling against the maximum capability score observed for that
dimension in the comparison set, so a value of 1.0 indicates the strongest performer in that dimension,
and a value of 0.0 indicates the absence of the capability. Color encoding uses ColorBrewer-derived
qualitative palette categories selected for accessibility under colorblind viewing (deuteranopia and
protanopia tested); each comparison subject (Sentinel, manual analyst, Nessus, OpenVAS) is assigned
a distinct hue with no red—green pairing.

2.8. What Sentinel Does and Does Not Replace

Table 6 and Figure 1 present the capability comparison in tabular and radar-chart
form, respectively. Sentinel’s coverage of Unknown Asset Inference, Al-guided pen test-
ing, D3FEND integration, and encrypted RBAC-gated reporting does not make the other
tools redundant.

Sentinel fills capability gaps. It does not replace tools already doing their jobs well.
Nmap, Nessus Professional, OpenVAS, LinPEAS, and Hydra each represent decades of com-
munity development, continuously updated CVE signature databases, and well-understood
operational behavior. Sentinel does not have a CVE signature database anywhere close
to Nessus Professional’s plugin library, which covers over 115,000 CVE IDs with daily
updates [23]. It does not run full-range TCP port scanning with version probing the way
Nmap does. It cannot enumerate privilege escalation paths from inside a live shell the way
LinPEAS does. Sentinel’s XGBoost classifier was trained on NIST NVD data, which means
newly published CVEs not yet in the training set will not be caught by the classifier until
the model is retrained or the RAG retrieval index is updated.
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What Sentinel does is synthesize the outputs of all those tools into a unified risk
picture, apply Al prioritization with explainability, automate the pen testing step that
otherwise needs dedicated red team resources, and produce encrypted RBAC-gated reports
that protect findings from unauthorized access. It is a coordination and enforcement layer,
not a replacement for purpose-built scanning tools.

Drawing that line clearly before deployment prevents both over-reliance on automated
detection and underuse of what the platform actually does well. Sentinel automates detec-
tion, classification, evidence generation, and role-appropriate reporting without human
injtiation. What it does not replace is human judgment for incident response decisions car-
rying legal or organizational weight, architectural security reviews requiring system-level
context, and the analyst expertise needed to correctly interpret SHAP outputs and override
false positives. These are not limitations unique to Sentinel; they reflect the appropriate
boundary between automated security tooling and human security governance in any
mature security operations model. Table 7 makes the coverage division explicit, and Table 8
documents Sentinel’s specific strengths and limitations relative to manual processes and
commercial alternatives.

Table 7. Coverage division between Sentinel and conventional tools in the AZTRM-D stack. Source:

author’s deployment assessment (this work).

Tool What It Covers Why It Cannot Be Replaced by Sentinel

Nmap Live host discovery; exact service and version ~Sentinel’s asset scanner does not perform
enumeration on all 65,535 ports full-range TCP port scanning with version

probing; Nmap’s -sV banner matching against
its NSE script library is purpose-built and
irreplaceable for service fingerprinting

Nessus Credentialed CVE scanning with Sentinel’s XGBoost classifier scores known

Professional authenticated access to OS, drivers, and CVEs from the NVD; it does not perform
kernel [23] credentialed OS-level probing. JetPack driver

CVEs that are invisible from the network
require authenticated Nessus scans to
surface [23]

OpenVAS Cross-validation against Nessus findings; Provides an independent second opinion with
open-source baseline with independent CVE  no commercial license dependency; scanner
signatures disagreement flags ambiguous findings for

manual review

LinPEAS Post-access privilege escalation enumeration: Requires a live shell on the target; Sentinel’s
SUID binaries, cron jobs, sudo policy, kernel ~ PPO sandbox agent cannot enumerate the real
exploits device’s privilege escalation surface from

outside

Hydra Credential policy validation: confirms Validates enforcement rather than detecting it;
account lockout, brute-force rate limiting, and  only a live brute-force attempt confirms that
default credential policies are actually lockout fires at the configured threshold
enforced

Cybectr Sentinel Unknown Asset Inference; on-demand Al The four capability gaps addressed by Sentinel

pen testing; D3FEND mitigation mapping;
ENGAGE active defense; behavioral anomaly
detection; encrypted RBAC reporting [1]

are absent from all other tools in the stack
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No tool is without limitations, and being honest about where Sentinel falls short
matters as much as documenting where it excels. Table 8 maps each dimension of Sentinel’s
capability to its current assessment and the specific tool or process that covers any gap.

Table 8. Cybectr Sentinel strengths, limitations, and the tools that address each limitation. Source:
author’s operational assessment from Stage 3 deployment.

Dimension Assessment Addressed By

CVE Signature Coverage = XGBoost classifier trained on NVD dataset; newly =~ Nessus Professional and
published CVEs not in training data are not caught =~ OpenVAS with daily signature
until model retrain or RAG index update updates

Raw Network Probing Sentinel does not perform packet-level network Nmap -sV -p- and Nessus for
probing; its network scan relies on imported Nmap raw port and service discovery
and Nessus results

RF Analysis Sentinel has no SDR interface; it cannot directly RTL-SDR with GNU Radio and

observe wireless traffic

Wireshark

Physical Attack Surface

Sentinel cannot detect or prevent physical hardware
manipulation; full-disk encryption and physical
controls are outside its scope

Linux Unified Key Setup
(LUKS2) full-disk encryption,
GPIO hardening, UART gating

Unknown Asset Inference
(Strength)

Sentence Transformer cosine similarity covers assets
not in any signature database; identifies nearest
known asset with similarity > 0.82

Sentinel-native capability; no
equivalent in commercial tools

On-Demand AI Pen

PPO agent runs validated attack sequences in

Sentinel-native capability

Testing (Strength) isolated sandbox; no red team required for

continuous validation
XAI and Auditability SHAP explanations for every classification; Sentinel-native capability
(Strength) Claude-generated natural-language summaries;

RAG provenance tracing
Model Training Data Isolation Forest requires 3 months of operational log Human analyst review coverage
Dependency data before behavioral thresholds are trustworthy during bootstrapping period

White-Box Adversarial
Evasion

93.7% adversarial detection rate reflects
DiCE-generated evasion, not white-box adversarial
attacks against a fully informed attacker

DiCE adversarial retraining
pipeline; SHAP monitoring;
human analyst review for
suspicious findings

Scale at Enterprise

3.1% false positive rate on the Stage 3 single-device
corpus; projected to 31 alerts per cycle at 1000
hypothetical endpoints and 310 at 10,000 (planning
estimates, not measured fleet-scale figures)

SHAP-prioritized alert queue;
tiered alert handling;
RBAC-based routing

3. Comparative Analysis, Validation, and Quantitative Benchmarking

3.1. Introduction

Every framework comparison requires a reference baseline. Section 2 built and docu-

mented AZTRM-D and the Cybectr Sentinel platform. This section evaluates AZTRM-D
against conventional development methodologies, against established secure lifecycle
frameworks, and against actual adversarial testing conducted independently by three
testers across four attack perspectives and three hardening stages. The empirical results are
what make the comparative claims credible.
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The aggregate vulnerability detection rate across the five-modality CI/CD pipeline
was 96.8% (Wilson 95% CI: [0.891, 0.991]). That figure reflects known-class vulnerabilities
caught before any code reached the production NVIDIA Orin environment. It does not
mean AZTRM-D catches every possible vulnerability. No automated pipeline does. What
it shows is what five complementary scanning modalities running in parallel can achieve
against a baseline of zero scanning: SAST, Dynamic Application Security Testing (DAST),
Software Composition Analysis (SCA), Cloud Security Posture Management (CSPM), and
Infrastructure as Code (IaC) analysis. Section 3.9.1 walks through the derivation step by
step, and Section 3.9.2 presents the per modality leave-one-out ablation.

The testing environment was the NVIDIA Jetson Orin Nano edge platform. That
choice was deliberate: constrained compute, a physical attack surface that data center
hardware simply does not have, and an RF exposure layer that is irrelevant in cloud deploy-
ments. If AZTRM-D’s controls hold under those conditions, they hold in less constrained
environments. Section 3.10 addresses enterprise and general software applicability directly.

This section moves in a direct arc, comparative argument first, then the pen test
campaign across three hardening stages, then quantitative benchmarks, then enterprise
and general software applicability, then Zero Trust enforcement and cryptographic control
validation. NIST RMF phase mapping and consolidated results close it out. The Al
component selection rationale and Sentinel’s architecture are covered in their respective
dedicated sections; what appears here are the validation results from testing against the
deployed system.

3.2. AZTRM-D Versus Conventional SDLC Methodologies and Secure Frameworks

Security has always been the thing most likely to get deferred. Waterfall builds
in a formal review only after components are delivered, which means findings arrive
when rework is already expensive. Agile and Scrum move faster, but give security no
real structural home. It was just a sprint-by-sprint afterthought with no continuous risk
management. DevOps dismantled the wall between development and operations, but
never consistently brought security into its CI/CD pipelines. Spiral at least introduced per
cycle risk consideration, though it does not prescribe Zero Trust architecture or Al-driven
automation. RAD treated security as essentially optional in the rush to delivery.

The established secure frameworks do better. Not enough, though. Microsoft SDL is
prescriptive and battle-tested, but omits Zero Trust, Al orchestration, and any IoT-specific
guidance. OWASP SAMM and BSIMM are maturity measurement tools. They describe
where an organization currently stands without prescribing how to get somewhere more
mature, and neither integrates Al automation nor Zero Trust. NIST SSDF comes closest
on process rigor but leaves ZT enforcement and Al-driven pipeline automation entirely to
the implementer.

AZTRM-D closes all of those gaps at once. The value is not any single capability. It is
the combination of Zero Trust architecture, Al orchestration, and NIST RMF integration
working as one unified methodology rather than three separate components bolted onto
an existing process. Zero Trust, Al integration, and Al-driven continuous monitoring
each show “None” across every comparison framework in Tables 9 and 10. That is not an
incremental gap. None of the evaluated frameworks addresses them.

A methodological note on the comparison structure: AZTRM-D is a unified method-
ology that integrates multiple security approaches. The comparison frameworks are
specialized tools, each designed for a specific aspect of secure development. MS SDL
targets the development process and does not claim to provide post-deployment moni-
toring. OWASP SAMM and BSIMM are maturity measurement models, not enforcement
frameworks. DO-178C addresses safety-critical aviation software, not general purpose
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DevSecOps. The comparison evaluates whether each framework addresses a given capabil-
ity, not whether it was designed to. The absence of a capability from a given framework
may reflect its intentional design scope rather than a deficiency. What the comparison
establishes is that organizations relying on any single evaluated framework have coverage
gaps that require additional tooling or processes to fill, and that AZTRM-D addresses those
gaps within a single integrated methodology. The comparative tables should be read with
this asymmetry in mind.

Table 9. AZTRM-D versus six conventional SDLC methodologies across six security-relevant dimen-

sions. Each cell sourced from its per row citation.

Dimension Waterfall [25] Agile/Scrum [26]  DevOps [27] Spiral [28] RAD [29] AZTRM-D

Security Late-stage Ad hoc per Partial [27] Per cycle Minimal [29] Continuous,

Integration gate [25] sprint [26] risk [28] automated, every
phase [1]

Zero Trust None [25] None [30] None [27] None [28] None [29] Core design

Architecture principle [3,31]

Al-Driven None [32] None [32] Limited [24] None [28] None [29] Al orchestration

Automation across full
lifecycle [1]

Risk Informal [32] Backlog- Monitoring Formal per Minimal [29] NIST RMF

Management based [33] only [27] cycle [28] integrated from
planning [2]

Regulatory Manual Manual audit [33] Partial au- Formal None [29] Automated

Compliance audit [32] tomation [24] docs [28] compliance
mapping [1]

IoT/Edge Not Not Limited [27] Limited [28] Not First-class design

Security addressed [25] addressed [30] addressed [29]  target [1]

Table 10. Secure SDLC framework comparison across seven capability dimensions. Each cell sourced
from its per row citation.
Capability MS SDL [34] OWASP BSIMM [36] NIST SSDF [37] DO-178C [38] AZTRM-D
SAMM [35]

Threat Manual Process- Measured Recommended [37] Hazard Al-automated,

Modeling (STRIDE) [34]  defined [35] maturity [36] analysis [38] dynamic [1]

Security SAST + pen SAST + Measured SAST + SCA [37] V&V [38] SAST + DAST + SCA

Testing test [34] DAST [35] practice [36] + Al pen test [1]

Zero Trust None [39] None [35] None [36] None [37] None [38] Full ZT

enforcement [3]
Al Integration ~ None [39] None [35] None [36] None [37] None [38] Al orchestration
throughout [1]
IoT/Edge None [39] None [35] None [36] Limited [37] Yes First-class target [1]
(avionics) [38]

NIST RMF None [39] None [35] None [36] Partial [37] None [38] Fully integrated [2]

Al-Driven None [39] None [35] None [36] None [37] None [38] Continuous

Monitoring behavioral analysis [1]

3.2.1. Methodology Comparison

Table 9 compares AZTRM-D against six conventional SDLC methodologies (Waterfall,
Agile/Scrum, DevOps, Spiral, RAD, and AZTRM-D itself) across six security-relevant
dimensions: security integration, Zero Trust architecture, Al-driven automation, risk man-
agement, regulatory compliance, and IoT/edge security. The cell-by-cell assessments map
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to the citations given in each row. Two patterns emerge clearly. Zero Trust architecture and
Al-driven automation are absent in every conventional methodology, so the gap between
AZTRM-D and the alternatives is not incremental in those dimensions. Risk management
and regulatory compliance are present in some form across most methodologies, but the in-
tegration is informal or manual rather than NIST RMF-aligned and automated. Section 3.2.2
then turns to dedicated secure development frameworks, where the relevant comparison
shifts from methodology type to framework capability coverage.

3.2.2. Secure Framework Capability Comparison

Table 9 evaluates methodology types. Table 10 shifts the lens to established secure
development frameworks, comparing AZTRM-D against MS SDL, OWASP SAMM, BSIMM,
NIST SSDEF, and DO-178C across seven capability dimensions.

3.2.3. Fourteen-Capability Matrix

The framework-level comparison tables establish category-level coverage gaps be-
tween AZTRM-D and evaluated alternatives. The 14-capability matrix drills further, pro-
viding binary coverage assessments for specific capabilities across every methodology.
This level of granularity matters because category-level comparisons can obscure partial
implementations. A framework that addresses Al integration at a single lifecycle phase
differs meaningfully from one that runs Al continuously across all phases, yet both might
receive the same category-level marking. All capability assessments for non-AZTRM-D
methodologies are drawn exclusively from published framework documentation rather
than implementation experience, and the same assessment criteria are applied uniformly
across all frameworks. Specifically: MS SDL assessments reference Howard and Lipner’s
SDL process documentation [34,40]; OWASP SAMM assessments reference the SAMM v2.0
model [35]; BSIMM assessments reference the BSIMM14 community data [36]; NIST SSDF
assessments reference SP 800-218 [37]; and DO-178C assessments reference the RTCA stan-
dard [38]. Seven capabilities, specifically Al-Assisted Code Analysis, Zero Trust Network
Architecture, AI-Guided Penetration Testing, Unknown Asset Similarity Analysis, MITRE
D3FEND integration, MITRE ENGAGE integration, and post-quantum readiness plan-
ning, show no coverage in any comparison framework based on these published sources.
Table 11 presents the full 14-capability assessment; Figure 2 renders the same data as
a heatmap.

Table 11. Fourteen-capability comparative matrix across five secure SDLC frameworks and AZTRM-
D. Assessments based on published framework documentation cited in Section 3.2.3.

Capability MS SDL OWASP BSIMM NIST DO-178C AZTRM-D
[34] SAMM [35] [36] SSDF [37]  [38]

Automated Threat Modeling No Partial Partial Partial No Yes
Shift-Left Security (Dev Phase) Yes Yes Yes Yes No Yes
Al-Assisted Code Analysis No No No No No Yes
(GNN/SAST)

Zero Trust Network Architecture No No No No No Yes
Identity Verification (Continuous) No Partial No Partial No Yes
Al-Guided Penetration Testing No No No No No Yes
Unknown Asset Similarity Analysis No No No No No Yes
MITRE ATT&CK Integration Partial Partial Yes Yes No Yes
MITRE D3FEND Mitigation Mapping ~ No No No No No Yes
MITRE ENGAGE Active Defense No No No No No Yes
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Table 11. Cont.

Capability MS SDL  OWASP BSIMM  NIST DO-178C AZTRM-D
[34] SAMM [35] [36] SSDF [37]  [38]

Post-Quantum Readiness Planning No No No No No Yes

Full-Disk Encryption (IoT/Edge) No No No Partial No Yes

Immutable Audit Logging Partial Partial Partial ~ Yes No Yes

Automated SBOM + Artifact Signing Partial Partial Partial ~ Yes No Yes

Each row assessment is derived from the published framework documentation cited in the column headers: MS
SDL [34,40], OWASP SAMM [35], BSIMM [36], NIST SSDF [37], and DO-178C [38].

Figure 2 renders the same 14-capability matrix as a heatmap, making the coverage
gaps across frameworks visible at a glance. Seven capabilities are unique to AZTRM-D,
with no coverage in any comparison framework: Al-Assisted Code Analysis (GNN/SAST),
Zero Trust Network Architecture, AI-Guided Pen Testing, Unknown Asset Similarity
Analysis, MITRE D3FEND Mapping, MITRE ENGAGE integration, and Post-Quantum
Readiness Planning.

Automated Threat Modeling
Shift-Left Security

Continuous Identity Verification

Zero Trust Architecture
Al-Assisted Code Analysis
Al-Guided Pen Testing
Unknown Asset Analysis
MITRE D3FEND Integration
MITRE ENGAGE Integration
Post-Quantum Readiness
Full-Disk Encryption
Immutable Audit Logging

SBOM + Artifact Signing

MS SDL OWASP BSIMM NIST DO-178C AZTRM-D
SAMM SSDF

Framework Support Level
Not supported [ Partial I Full support

Figure 2. Fourteen-capability support matrix across six secure development frameworks.

3.2.4. Consolidated SDLC and Security Framework Comparison

Table 12 consolidates the comparative analysis across all evaluated methodologies
and security frameworks. Assessments marked “v'” indicate native, documented support.
“~" indicates partial or plugin-dependent support. “x” indicates absent or out-of-scope ca-
pability for that methodology. AZTRM-D assessments reflect Stage 3 validated capabilities.
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Capability assessments for SDLC methodologies are drawn from published comparative
surveys [30,32,41]: waterfall assessments reference [25,32]; Agile from [26,42]; DevOps
from [24,27]; and Spiral from [28]. Security framework assessments are drawn from their
respective published documentation: MS SDL from [34,40]; OWASP SAMM from [35];
BSIMM from [36]; NIST SSDF from [37]; DO-178C from [38]; and Zero Trust references
from [3,43].

Table 12. Master SDLC and security framework capability comparison. Column assessments:
waterfall [25,32]; Agile [26,42]; DevOps [24,27]; Spiral [28]; MS SDL [34,40]; OWASP SAMM [35];

BSIMM [36]; NIST SSDF [37]; DO-178C [38]; and AZTRM-D [1].
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Capability < Q ) S o I3 4 Q <
Security-first design X ~ ~ v v v ~ v v v
Automated CI/CD sec gates X ~ v X ~ ~ ~ ~ X v
Zero Trust architecture X X X X X X X X X v
Al threat detection X X X X X X X X X v
Al-guided pen testing X X X X X X X X X v
SBOM/supply chain mgmt  x X ~ X ~ ~ ~ v ~ v
Formal RMF integration X X X X X X X v v v
Unknown Asset Inference X X X X X X X X X v
D3FEND countermeasure X X X X X X X X X v
map
ENGAGE active defense X X X X X X X X X v
Post-quantum readiness X X X X X X X X X v
IoT/edge-specific guidance ~ x X X X X ~ X ~ v v
Insider threat detection X X X X ~ ~ v ~ X v
Capabilities Present 0 0 1 1 2 2 2 4 3 13

v’ = native support; ~ = partial/plugin-dependent; x = absent. The bottom row, in bold, gives the count of
capabilities each framework supports natively or partially. Assessments for non-AZTRM-D methodologies from
published documentation: MS SDL [34,40]; OWASP SAMM [35]; BSIMM [36]; NIST SSDF [37]; DO-178C [38]; and
DoD DevSecOps [44]. SDLC assessments from [30,32,41].

3.2.5. Implementation Cost Comparison

Table 13 compares implementation effort and security economics across evaluated
methodologies. Agile/Scrum baseline estimates are drawn from industry survey data
on DevOps transformation costs [24]. MS SDL setup hours reflect Microsoft’s published
guidance on SDL activity effort [40]. The remediation cost differential between commit-
stage and post-release defects has been documented consistently across decades of software
cost research, with estimates ranging from 30x to 100 x, depending on system complexity
and domain [45-47]. Rather than relying on any single estimate, AZTRM-D’s shift-left
value case is grounded in the lower bound of this published range.

The post-release cost multiplier range (30-100x) reflects the published literature
consensus, not a single data point. NIST Planning Report 02-3 documents the economic
impact of late-stage defect discovery in a federal context [45], and Boehm's foundational
cost model established the exponential growth curve across SDLC phases [46]. The same
order-of-magnitude finding is independently documented for commercial software [47].
The AZTRM-D ongoing overhead figure (4-8 person-hours per sprint) is directly measured
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from Stage 3 operational data and reflects automation reducing human burden while
expanding coverage relative to the MS SDL baseline.

Table 13. Implementation cost and effort comparison. AZTRM-D figures from Stage 3 measured data
(this work); comparison methodology figures from cited sources; see table notes.

Dimension Agile/Scrum MS SDL AZTRM-D Source

Initial setup 40-80 * 200-400 320480 Agile range: author estimate based on process

(person-hours) complexity in [24,26] t. SDL from [34,40];
AZTRM-D from Stage 3 measured timeline
(Table 14)

Security tool licensing ~ $0-5k * $15k—40k $12k-35k Publicly listed vendor pricing as of the 2024

(annual) deployment period: Nessus Professional [23],
GitLab Ultimate, Semgrep Pro, OWASP ZAP
(open source); Agile range reflects minimal
tooling ; AZTRM-D figure validated against
actual Stage 3 deployment spend

Ongoing overhead per 2-5h 20-40h 4-8h AZTRM-D Stage 3 measurement; SDL overhead

sprint from [34]; Agile baseline reflects typical security
review effort for teams achieving high
deployment frequency [24]

Commit-stage defect 1x 1x 1x Baseline

fix

Pre-release defect fix 10-15x 10-15x% 10-15x [46,47]

Post-release defect fix ~ 30-100x 30-100x 30-100 x [45,47 48]

 Agile/Scrum setup cost figures are author estimates from [24,26]. Published per task effort breakdowns for Agile
CI/CD setup do not exist in a directly comparable form; these ranges reflect the minimal pipeline infrastructure
Agile/Scrum prescribes. All AZTRM-D figures are from Stage 3 deployment data.

Two numbers deserve direct attention. Fixing a vulnerability at the commit stage
costs approximately 100 less than fixing the same issue post-release, consistent with both
the IBM Systems Sciences Institute findings and NIST economic impact analysis [45,48].
AZTRM-D catches at commit. Conventional Agile/Scrum catches post-release. That gap is
an economic argument for shifting security left, not just a quality argument.

The ongoing overhead comparison is equally instructive. Despite five automated
scanning modalities active in every pipeline run, AZTRM-D requires only 4-8 person-hours
per release cycle for human review, compared to 2040 for MS SDL’s manual checkpoint
reviews (Table 13). Automation reduces human burden while increasing coverage.

The upfront cost is real. The 320—480 h initial setup, covering ZT architecture pro-
visioning, Al model training, SPIFFE/SPIRE identity infrastructure, and pipeline gate
configuration, is more than either Agile or MS SDL requires. Table 14 covers the full 10-
week implementation period. The 320480 h range derives directly from that timeline. At
the standard full-time engineering effort of 40 person-hours per week, the 10 elapsed weeks
produce a 400 h midpoint baseline. The lower bound of 320 h reflects the minimum viable
critical path: the infrastructure setup and CI/CD pipeline construction phases (weeks 1-3)
overlap with ZT policy deployment beginning in week 3, compressing the irreducible criti-
cal path to 8 elapsed weeks (8 x 40 = 320 person-hours). The upper bound of 480 h adds
the documented rework overhead from the challenges column of Table 14: two SAST false
positive tuning iterations, the SPIRE SVID rotation interval debugging session, the custom
initramfs development required for LUKS2 on the Orin SD card boot path, and the 14 h
Isolation Forest training run each represent out-of-band effort that falls outside the primary
phase schedule. Those documented incidents collectively account for the additional 80 h
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above the 400 h base, establishing the 480 h upper bound (400 + 80 = 480 person-hours). A
6-10 week ramp-up period is realistic, as documented in Table 14. That cost is front-loaded

and non-recurring.

Table 14. AZTRM-D implementation timeline and effort breakdown from actual deployment on

NVIDIA Orin devices. Source: Stage 3 deployment log (this work).

Week Phase Key Activities Primary Challenges
1-2 Infrastructure Setup  GitLab self-hosted instance; SSH key SSH key rotation for three credential tiers
provisioning; RBAC role definitions; required careful ordering to avoid access
Multi-Factor Authentication (MFA) lockouts
enrollment
2-3 CI/CD Pipeline SAST integration (Semgrep for C/C++ Tuning SAST false positive rates below
Construction and Python); SCA via GitLab 5% without suppressing real findings
dependency scanning; IaC scanning required two iteration cycles
via Checkov; Secrets Scan via Gitleaks;
SBOM generation via Syft
3-4 ZT Policy SPIFFE/SPIRE SVID provisioning; SPIRE SVID rotation on
Deployment sudo policy hardening resource-constrained Orin hardware
(/etc/sudoers.d/); account lockout introduced CPU spikes; resolved by
configuration; immutable log extending interval from 1 to 4 h with
enforcement via auditd + remote compensating session validation
syslog
4-5 Full-Disk Encryption ~ LUKS2 setup on SD cards; Bootloader configuration for LUKS2 on
AES-256-XTS key provisioning; the Jetson Orin Nano required custom
boot-time unlock; offline attack initramfs hooks; standard Ubuntu LUKS
resistance validation setup does not cover SD card boot path
5-6 Wireless Hardening ~ WPA3 SAE enforcement; wireless WPAS3 SAE required driver update on
microsegmentation; Bluetooth the Jetson Orin Nano WiFi module; older
disablement; RF emission baseline driver revisions fell back to WPA2
capture silently
6-8 Sentinel Deployment Sentinel deployment in embedded 14 h initial Isolation Forest training on
and Al Bootstrapping mode; Isolation Forest training on cloud GPU; 3.1% false positive rate
3 months of operational logs; XGBoost  required threshold tuning before
classifier training on NISTNVD CVE ~ automated containment was enabled
dataset; PPO agent training in isolated
sandbox; SHAP pipeline validation
8-10 DAST and Supply DAST via OWASP ZAP; CSPM via DAST scan timing required a dedicated
Chain Gate Prowler against cloud configuration staging environment to avoid false
Integration baseline; cryptographic artifact signing positives from incomplete deployment

via Cosign; SBOM attestation pipeline

states

Several practical issues surfaced during implementation that are worth documenting

because they affect any team attempting this deployment. The SPIRE SPIFFE Verifiable

Identity Document (SVID) rotation issue is the most architecturally interesting. The default

1 h interval caused periodic CPU spikes on the Orin that pushed total system load above

the 20% operational ceiling set for security overhead, an AZTRM-D design constraint

requiring that security tooling consume no more than 20% of total device CPU to preserve

operational performance on constrained IoT hardware [4]. Extending the interval to 4 h

with compensating session token validation resolved the spike without weakening the

per session access model. The LUKS2 SD card boot path required custom initramfs hooks
because the standard Ubuntu LUKS setup assumes NVMe or SATA storage. The WPA3
driver issue is a recurring problem with embedded WiFi hardware. Modules frequently
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advertise WPA3 SAE capability but fall back to WPA2 silently when SAE negotiation fails.
Verifying actual WPA3 enforcement requires an explicit RF capture test with Wireshark to
confirm the SAE handshake is present. Assuming it is active because the driver version
says so is not adequate.

The IoT validation environment was chosen because it is the most demanding test case.
If the methodology holds under constrained hardware, an expanded physical attack surface,
and limited compute margin for security overhead, it holds in enterprise and general
development contexts with more headroom. Table 15 compares AZTRM-D against the
broader set of conventional and secure methodologies on cost and security debt dimensions.

Table 15. Estimated implementation effort and security debt accumulation across AZTRM-D, conven-
tional SDLC, and secure SDLC frameworks. AZTRM-D figures from Stage 3 deployment data (this

work); comparison figures from cited framework documentation; see table notes.

Methodology Initial Setup Tooling Cost Security Time to First Security Debt
Overhead per Hardened Deploy = Accumulation
Sprint

Waterfall [25,32]  Low (1-2 weeks) Minimal Near zero during ~ 6-18 months High; findings arrive

development;
concentrated at
final review

(post-delivery)

too late for economical
rework

Agile/Scrum
[26,30]

Low (1-2 weeks)

Minimal without
dedicated
security tooling

Low; security
tickets compete
with feature

Variable; security

rarely blocks release

Medium;
sprint-by-sprint
accumulation without

backlog structural gate
DevOps [24,27] Medium Moderate; CI/CD  5-10% 4-8 weeks after Medium to low;

(2—4 weeks) pipeline tooling engineering time  CI/CDis depends on whether
for pipeline operational security was added to
maintenance * the pipeline

Microsoft Medium Low; primarily 10-15%; manual 8-16 weeks Low for known-class
SDL [34,40] (4-8 weeks) process overhead  threat modeling threats; high for novel
and review cycles attack surfaces
+
NIST SSDF [37] Medium Low; 10-15%; 8-16 weeks Low for
(4-8 weeks) guidance-based, documentation compliance-driven
tools chosen and artifact deployments; ZT and
separately requirements t Al gaps remain
OWASP SAMM  Low (1-3 weeks Low; maturity Varies with Not prescriptive; Decreases as maturity
[35] to assess; months  measurement maturity; maturity timelineis  increases; no
to mature) only typically 5-20%"  6-24 months prescribed ZT or Al
path
AZTRM-D [1] High (6-10 weeks = Moderate to high;, 12-18% CPU 6-10 weeks Low from day one; all
for full pipeline GitLab CI/CD, overhead on five scanning
and ZT Nessus device; 15-20% modalities active from
deployment) Professional, engineering time first commit
Sentinel, LUKS2,  ongoing for gate
WPA3, maintenance
SPIFFE /SPIRE

T Non-AZTRM-D overhead percentages are author estimates from documented process requirements. The
10-15% range for MS SDL and NIST SSDF reflects manual threat modeling, security checkpoints, and compliance
documentation [34,37]. The Accelerate research program documents that high-performing teams spend ~20% of
engineering capacity on non-feature work [24]. AZTRM-D figures are from Stage 3 deployment data (Table 14).

3.2.6. Performance Overhead: Putting the Numbers in Context

Figure 3 presents the MTTR and cost comparison visually. Measuring what a security
methodology actually costs to run on constrained hardware is as important as measuring
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what it catches. AZTRM-D imposes 12-18% CPU overhead during active scanning cycles
on the NVIDIA Orin (measured at Stage 3). Policy evaluation latency sits below 40 ms.
Alert response time comes in under 5 s. Log storage runs approximately 50 MB per day [4].

Mean Time to Remediate (MTTR) and Implementation Cost Comparison

MTTR: Conventional Approach vs. AZTRM-D
(Stage 3 Measured)

100 mmm Conventional DevSecOps (weeks-months)
== AZTRM-D (1-3 days)

10-30x faster
90d

Implementation Cost

(Initial Setup vs. Ongoing per Sprint)

mmm Initial Setup (person-hours)
Ongoing (hrs/sprint, avg)

Mean Time to Remediate (days)

Critical
Vulnerability

Misconfiguration

400h
400

300h
300 4

Person-Hours

100

30h
5h 6h
04

Supply Chain Conventional MS SDL AZTRM-D
Finding Agile (Full)

Credential
Compromise

* AZTRM-D setup cost is front-loaded and non-recurring.

Figure 3. Mean Time to Remediate (MTTR) comparison for four vulnerability categories under
conventional DevSecOps versus AZTRM-D Stage 3 (left), and implementation cost by framework
showing initial setup versus ongoing sprint hours (right). The asterisk on the right panel indicates
that the AZTRM-D setup cost is front-loaded and non-recurring.

Putting them against comparable baselines is instructive. Standard DevSecOps scan-
ning operates almost entirely in the CI/CD pipeline rather than on the device itself; device-
side overhead for a conventional pipeline-only model is typically 0-2%, since there is no
on-device monitoring agent running continuously [44]. Microsoft SDL similarly concen-
trates its overhead in pipeline reviews and human checkpoints, not on-device monitoring;
the SDL’s device-side performance impact is near zero for the same reason [40]. Table 16
frames this explicitly.

Table 16. Performance overhead comparison: AZTRM-D vs. comparable secure development ap-
proaches on IoT/edge hardware. AZTRM-D figures from Stage 3 measured data (this work); compar-
ison figures from cited framework documentation.

Approach Device CPU Overhead  Pipeline Latency On-Device Source
Added Monitoring
AZTRM-D (full) 12-18% (active Included in CI/CD Yes (Al behavioral  Stage 3
scan)/3-5% (idle) gates monitoring) measured [4]
Standard 0-2% 5-15 min (typical No No on-device agent
DevSecOps SAST/DAST) by design [44]
Microsoft SDL 0-2% 10-30 min (manual No No on-device agent
gates) by design [40]
ZT enforcement 3-8% (representative Minimal Partial (access [49,50]

only (no Al)

range from surveyed ZT
implementations) [49]

control only)

’

Device CPU overhead reflects on-device security agent activity, not CI/CD pipeline cost. “On-Device Monitoring”
indicates whether the approach deploys a runtime security agent to the target hardware after CI/CD scanning is
complete; approaches without this capability scan code only in the pipeline and do not monitor device behavior
post-deployment.
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CPU Overhead Comparison

Figure 4 presents the overhead and latency measurements. The 12-18% figure is
the cost of doing something the other approaches do not do: running continuous Al
behavioral monitoring on the device itself, not just at the pipeline boundary. A conventional
DevSecOps pipeline catches vulnerabilities before deployment. AZTRM-D does that and
then continues watching what happens after deployment. The overhead difference is real,
but it is the overhead of a fundamentally different capability.

AZTRM-D Runtime Performance: Overhead and Latency
(Measured on NVIDIA Orin Jetson Nano, Stage 3)
ZT Policy Enforcement Latency
(Stage 3, Single Device)

Key Performance Metrics
(Stage 3 Measured)

254

20% design ceiling

50

CPU Overhead (Active) 12-18%

40 ms SLA ceiling
40 fmmmm === m oo ]

CPU Overhead (Idle) 3-5%

<40 ms

N
=3

12-18%

-
o

Device CPU Overhead (%)
=
o

AZTRM-D
Active Scan Idle

AZTRM-D

DevSecOps

Pipeline

ZT Policy Latency

Alert Response <5 sec

304

Log Storage ~50 MB/day

Al Training (one-time) 14 hrs

20

False Positive Rate 3.1%

Policy Enforcement Latency (ms)

VDR - CI/CD Pipeline 97%
0% 6.2 ms

MTTR Improvement 10-30x faster

o-_

Stage 3
Single Device

MS SDL
Device-Side

Figure 4. AZTRM-D runtime performance on the NVIDIA Jetson Orin Nano (Stage 3): device CPU
overhead versus comparable approaches (left panel), ZT policy enforcement latency across endpoint
counts (center panel), and key measured metrics (right panel). Green metric values in the right panel
indicate measurements within their target operating envelope; the red value flags the false positive
rate, which is the only metric whose triage cost an operator must monitor over time. The figure spans
the full text width to provide adequate label legibility across all three panels; readers viewing at
reduced page magnification are referred to Tables 16, 33 and 34, where the same figures appear in
tabular form at full body-text size.

The 20% ceiling constraint (the AZTRM-D design requirement that security overhead
stays below 20% of total device CPU) means the current 12-18% active-scan range leaves
headroom on the Orin hardware [4]. The SPIRE SVID rotation issue documented in
Section 3.2.5 was caught and resolved specifically because this ceiling was being monitored.
For more constrained hardware, the SVID rotation interval and scan frequency would need
adjustment to stay within the 20% bound, which is a known trade-off, not a surprise.

3.3. Al Stack Selection: Why These Algorithms

Choosing an Al approach for security is not a matter of picking whatever is currently
popular. Each algorithm in Sentinel was selected because it solves a specific problem better
than the available alternatives, given the constraints of the deployment environment and the
auditability requirements of AZTRM-D’s compliance model. This section documents those
decisions explicitly. “We used machine learning” is not a defensible architecture rationale.

3.3.1. Behavioral Anomaly Detection: Isolation Forest over Alternatives

Table 17 presents a head-to-head comparison of four anomaly detection algorithms
evaluated for the behavioral monitoring pipeline. Isolation Forest was selected based on
this analysis.

https:/ /doi.org/10.3390/app16104809


https://doi.org/10.3390/app16104809

Appl. Sci. 2026, 16, 4809

26 of 73

Table 17. Anomaly detection algorithm comparison on NVIDIA Orin. Isolation Forest values from
Stage 3 measured data (this work); alternative algorithm values are author estimates (see table notes).

Algorithm Inference Latency  Memory (MB) Explainability = CPU Overhead
Isolation Forest [9] (t =100, y =256)  O(logn), <1ms <50 Feature path 3-5%
One-Class SVM [51] 1 O(nsy), >10ms 200-400 None 12-18%
Autoencoder (LSTM) [51] >5ms 150-300 Post hoc only 15-22%

Isolation Forest values measured on NVIDIA Orin (Stage 3). T OCSVM and autoencoder values are author’s
engineering estimates based on algorithm complexity (O(nsy) and GPU inference respectively), not measured on
Orin hardware [51].

Quantitative Algorithm Comparison: Isolation Forest vs. Alternatives

Table 17 summarizes the algorithm comparison. Inference latency and CPU overhead
figures for OCSVM and the autoencoder are design-rationale order-of-magnitude estimates
derived from the computational characteristics of these algorithm classes on ARM Cortex-A
hardware [51]. OCSVM inference cost scales as O(nsy) per prediction, where ng, grows
with the training set size, producing latency one to two orders of magnitude higher than
the O(log n) tree traversal in Isolation Forest. Isolation Forest figures are directly measured
on the NVIDIA Orin during Stage 3 validation. The 20% CPU overhead ceiling was the
binding constraint. Isolation Forest was the only evaluated option that remained within
budget while providing interpretable output via short-path feature decomposition.

Insider threat detection means identifying unusual behavior in a stream of operational
telemetry without a labeled dataset of known attacks. Insider threats are rare, poorly
labeled, and highly variable across deployment environments. It is a hard one-class
classification problem with no clean solution. Three candidates were evaluated: Isolation
Forest, One-Class SVM, and autoencoders.

OCSVM constructs a hyperplane around normal data in the high-dimensional kernel
space and classifies points outside that boundary as anomalous. In theory this is well suited
to the problem. In practice it has two issues that make it impractical on NVIDIA Orin edge
hardware. Inference cost scales with the number of support vectors, which grows with the
training set size. The kernel computations carry a non-trivial cost. OCSVM also produces
no interpretable output. A flag of “anomalous” with no explanation of which features
drove it is operationally useless when analysts need to triage 31 alerts per scanning cycle.

Autoencoders are more expressive for complex, high-dimensional behavioral patterns
and would work well in a data center context. On an NVIDIA Orin device with a hard 20%
CPU overhead ceiling, a deep autoencoder for continuous real-time scoring simply does
not fit the budget.

Lightweight transformer architectures with feature-fusion mechanisms have shown
strong performance on time-series anomaly detection in adjacent edge-Al domains, in-
cluding vibration-signal-based fault diagnosis on resource-constrained hardware, where
the GLP-Transformer architecture achieves competitive accuracy at 48.28 K parameters
and 2.74 M FLOPs [52]. These architectures motivated the comparative evaluation but
were ultimately not selected for Sentinel: the 20% CPU overhead ceiling on the NVIDIA
Jetson Orin Nano combined with the requirement for exact (not approximate) feature-level
explanations under NIST RMF authorization review made Isolation Forest’s tree-traversal
inference path and short-path feature decomposition the operationally correct choice for
this deployment context. Transformer-based behavioral anomaly detection remains a
candidate for future Sentinel iterations, where the explainability requirement is satisfied
through a different mechanism (such as attention-weight visualization combined with
SHAP-style attribution).
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Isolation Forest addresses both problems [9]. Rather than profiling normal behavior, it
isolates anomalies directly by building an ensemble of random binary trees that recursively
partition a sub-sampled dataset. Anomalous points reach leaf nodes faster because there
are fewer similar points nearby. Inference is a tree traversal, O(log n) per prediction, which
is fast enough for continuous device-level scoring with minimal overhead. The anomaly
score s(x,n) is:

s(x,n) = 2 Elr(l/e(n), "

where E[h(x)] is the expected path length of instance x across the forest and ¢(#) normalizes
against the average path length of an unsuccessful Binary Search Tree search:

2(n—1)

c(n)=2H(n—-1) — .

(2)

A score near 1.0 means highly anomalous; near 0.5 means normal. The short-path
feature decomposition that identifies which behavioral dimensions drove an anomalous
score is what makes the algorithm practically useful. The same path-tracing mechanism
that makes it fast also makes it explainable. Sentinel runs t = 100 trees with sub-sample
size = 256. The alert threshold of 0.6 and containment threshold of 0.8 were selected
through ROC analysis on the Stage 3 training corpus. Candidate thresholds from 0.50 to
0.95 in 0.05 increments were evaluated by computing the false positive rate against the
detection rate at each operating point. The 0.6 alert threshold produced the best trade-off
between detection sensitivity and false positive volume given the 3.1% FPR target. The 0.8
containment threshold was set conservatively to require high anomaly confidence before
automated action fires without human confirmation. Scores above 0.6 trigger a monitoring
alert; scores above 0.8 trigger automatic containment through the ZT Policy Enforcement
Point.

3.3.2. Vulnerability Triage: XGBoost over Random Forest and Neural Classifiers

Table 18 compares the three candidate algorithms evaluated for vulnerability triage.
XGBoost won on all four criteria that matter for this use case.

Table 18. Vulnerability triage algorithm comparison. All figures are from the author’s preliminary
evaluation on the CVE triage dataset (this work); see table notes.

Algorithm Precision Recall SHAP Compatible Overfitting Risk
XGBoost [8] (final, AZTRM-D) 94.1% 91.8% Yes (exact) Low (regularized)
Random Forest [53] (preliminary) 91.3% 88.5% Approximate only Moderate
Neural Network (MLP) [54] 89.7% 85.2% Post hoc approx. High (CVE dataset)

Quantitative Algorithm Comparison: XGBoost vs. Alternatives

Table 18 presents the algorithm comparison. Random Forest and MLP figures were
measured by the author during preliminary algorithm evaluation on the same CVE triage
dataset prior to final algorithm selection, using an 80/20 stratified train/test split with 5-
fold cross-validation. Random Forest was eliminated on explainability grounds in addition
to the performance gap, specifically correlated-feature MDI instability that makes feature
importance scores unreliable in high-dimensional CVE feature spaces [8]. The decision to
tune recall above precision (91.8% vs. 94.1%) reflects an asymmetric cost structure: a missed
real vulnerability costs far more to remediate post-release than a false positive costs to
investigate, consistent with the remediation cost differential documented in Table 13 [45].
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Vulnerability triage means classifying CVEs from the NIST National Vulnerability
Database (NVD) by exploitability and routing high-priority findings to analysts with
feature-level explanations. Three candidates were evaluated: Random Forest, XGBoost,
and a feedforward neural network.

Random Forest was the obvious starting point. It is well understood, is reliable on
tabular CVE feature data, and has some inherent feature importance. The problem is
that Random Forest feature importance, measured by the mean decrease in impurity, has
well-documented weaknesses. It tends to favor high-cardinality features and produces
misleading attribution scores when features are correlated. In a compliance context where
analysts have to defend triage decisions under audit, a priority score based on opaque
impurity calculations is not satisfying.

Neural networks are more expressive but produce scores with no interpretable ratio-
nale. Post hoc methods like Local Interpretable Model-agnostic Explanations (LIME) or
integrated gradients approximate attributions [55], but the keyword is approximate. These
methods can produce different explanations on different runs. NIST RMF authorization
decisions need to be defensible, and an explanation that shifts depending on sampling
parameters is not defensible.

XGBoost matches or beats both alternatives on tabular data while being fully compati-
ble with SHAP TreeExplainer, which computes exact Shapley values [8]. The regularized
objective is:

Ob(6) = L(0) + (), Of) =T+ A Y, )
]

where T is leaves, w; is the leaf weight, ¥ sets minimum loss reduction per split, and A
governs L2 regularization. That regularization matters because NVD data skews toward
known vulnerability classes. A model that overfits to known patterns will underperform
on novel CVEs, and those are exactly the cases where correct triage matters most.

SHAP computes each feature’s contribution using Shapley values from cooperative
game theory [7]:

|5|!(|F||;|15| —1)! oo (%) — fs(x)]. (4)

¢i =

- SCF\{i}

These are exact values. They satisfy local accuracy (attributions sum to the prediction),
consistency (a feature’s attribution only increases if its contribution increases), and dummy
(features with no effect get zero attribution). TreeExplainer computes them in O(TLD?)
time where T is trees, L is leaves, and D is the maximum depth. Fast enough to be practical,
exact enough to be auditable.

Input Feature Set

The XGBoost classifier was trained on CVE records extracted from the NIST NVD
API v2.0 [13], filtered to entries carrying complete CVSS v3.x scoring. The NVD contained
approximately 240,000 published CVE records as of late 2024, of which roughly 60% carried
complete CVSS v3.x vector strings suitable for feature extraction [13]. Features were derived
directly from the CVSS v3.1 specification and the NVD JSON data feed [56]. Table 19 lists
the full feature set.
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Table 19. XGBoost input features for CVE vulnerability triage, sourced from NIST NVD API v2.0 and
CVSS v3.1 scoring.

Feature Source Type Encoding/Notes

CVSS v3 Base Score NVD/CVSS v3.1 [56] Continuous [0.0-10.0] Raw numeric score

CVSS v3 Exploitability NVD/CVSS v3.1 [56] Continuous [0.0-3.9] Derived from AV, AC, PR,

Subscore Ul

CVSS v3 Impact Subscore NVD/CVSS v3.1 [56] Continuous [0.0-6.0] Derived from C, 1, A

Attack Vector (AV) NVD/CVSS v3.1 [56] Categorical One-hot: network, adjacent,
local, physical

Attack Complexity (AC) NVD/CVSS v3.1 [56] Binary 0 =high, 1 =low

Privileges Required (PR) NVD/CVSS v3.1 [56] Ordinal 0 = high, 1 = low, 2 = none

User Interaction (UI) NVD/CVSS v3.1 [56] Binary 0 = required, 1 = none

Scope (S) NVD/CVSS v3.1 [56] Binary 0 = unchanged, 1 = changed

Confidentiality Impact (C) NVD/CVSS v3.1[56] Ordinal 0 =none, 1 =low, 2 = high

Integrity Impact (I) NVD/CVSS v3.1 [56] Ordinal 0 =none, 1 =low, 2 = high

Availability Impact (A) NVD/CVSS v3.1 [56] Ordinal 0 =none, 1 =low, 2 = high

CWE Category NVD [13] Categorical Top-25 CWE IDs one-hot
encoded; remainder
bucketed as “Other”

CVE Age (days) NVD Published Continuous Days since publication at

Date [13] training time

The SHAP example in Section 2.4 reflects this feature set directly: the attribution
breakdown for CVE-2021-41773 shows the CVSS base score, attack vector, and privilege
requirements as top contributors, which maps to the AV, PR, and base score features listed
in Table 19. The 13 features represent a tractable, fully auditable input space. Every
value traces back to a published NVD field, which matters for compliance review under
NIST RME

Recall is tuned above precision (91.8% vs. 94.1%, Table 4). A missed real vulnerability
carries a higher cost than a false positive that an analyst reviews and clears, consistent with
the remediation cost differential documented in Table 13 [45]. That is a deliberate design
choice, not a gap.

3.3.3. Al-Guided Pen Testing: PPO over DON and DDPG

Table 20 compares the three reinforcement learning algorithms considered for the
automated pen testing agent. PPO was selected for its convergence stability in the sparse-
reward environment that pen testing represents.

Quantitative Algorithm Comparison: PPO vs. Alternatives

Table 20 compares the RL algorithm candidates. PPO’s clipped surrogate objective
prevents destabilizing policy updates. The € = 0.2 clip bound was selected per the original
Schulman et al. hyperparameter recommendations [6]. DQN'’s catastrophic forgetting in
sparse-reward environments is documented in the RL security literature. See Hammar and
Stadler (2023) for a directly relevant comparison on network penetration testing tasks [57].

Reinforcement Learning (RL)-based automated pen testing requires an agent that can
learn to sequence attack steps through the MITRE ATT&CK framework in a complex, par-
tially observable environment. Three approaches were evaluated: Deep Q-Network (DQN),
Deep Deterministic Policy Gradient (DDPG), and Proximal Policy Optimization (PPO).
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Table 20. Reinforcement learning algorithm comparison for pen testing. Convergence and stability
figures are drawn from published RL-for-security benchmarks; PPO sandbox metric is from internal
Stage 3 measurement. See table notes for source details.

Algorithm Action Space Convergence Sample Sparse-Reward Stability
Episodes (to 80% Efficiency (Up- (Variance)
Optimal Policy) dates/Episode)
PPO (e=0.2, Discrete 8001500 * 4 (multi-epoch) Low variance; clipped
AZTRM-D) [6] objective prevents
destabilization
DQN [57,58] Discrete 2500-5000 * 1 (single-step) High variance under sparse
rewards; documented
catastrophic forgetting in
security tasks
DDPG [59] Continuous (mismatch N/A (architectural 1 (single-step) Moderate variance;
for discrete pen testing mismatch) designed for continuous

actions)

control

* PPO convergence range is derived from Hammar and Stadler (2023) benchmark on network intrusion-defense
games [57], consistent with the AZTRM-D sandbox training profile observed during Stage 3. Exact episode counts
depend on attack surface complexity and reward shaping. ¥ DQN convergence range is from the same Hammar-
Stadler benchmark [57] and from Mnih et al. (2015) [58], which establishes DQN’s baseline sample-efficiency
profile in sparse-reward environments. “N/A” for DDPG convergence reflects that DDPG is designed for
continuous action spaces and was not run to convergence on the discrete pen testing task because the action-space
mismatch makes the comparison architecturally uninformative.

DQN is designed for discrete action spaces, and pen testing is inherently discrete,
which makes it technically applicable. But vanilla DQN has a stability problem, specifically
catastrophic forgetting and high variance in sparse-reward environments. Successful
exploitation in pen testing is infrequent and delayed relative to the decision steps that led
there. DQN in this context also tends to overfit to specific exploit sequences seen during
training rather than generalizing to novel attack surfaces.

DDPG was a non-starter. It is designed for continuous action spaces, and discrete
exploit module selection maps awkwardly to its actor-critic continuous architecture.

PPO directly addresses the instability problem with its clipped surrogate objective [6]:

Lerp () = By [min(r:(0) A, clip(r¢(0), 1 —¢, 1+¢)A;)], (5)
where () = 7q(at|st) /g, (at|st) is the ratio of new to old policy probabilities, A; is the
advantage estimate, and ¢ = 0.2 is the clipping range. The clipping prevents large policy
updates that would destabilize learning in the sparse-reward pen testing environment.
PPO also supports multiple gradient update epochs per collected trajectory, making it
more sample-efficient than DQN. Each sandbox pen test episode costs compute, so sample
efficiency matters.

The reward function is: +1.0 for successful exploitation, +0.5 for novel attack path
discovery, and —0.3 for detection by the monitoring stack. That detection penalty is not
cosmetic. An agent optimizing purely for exploitation generates noisy, easily detected
attacks that do not stress test behavioral monitoring. The penalty pushes toward stealth,
producing a more realistic adversary model and more useful validation of whether Isolation
Forest actually catches subtle intrusions.

Sandbox Validation Results

The PPO agent ran in an isolated Metasploit sandbox against a simulated AZTRM-
D-hardened environment during Stage 3 validation. The agent’s objective was to find
exploitable paths through the ATT&CK kill chain against the hardened Orin configuration.
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At Stage 1 (factory default), the agent converged on a successful exploit sequence in the
first episode, reaching lateral movement via the default SSH credentials and unconstrained
sudo path, matching what human testers found manually. At Stage 3 (full hardening), the
agent ran 20 post-training evaluation episodes without achieving initial access. These 20
episodes constituted the evaluation budget after training had converged; the full training
run comprised 500 episodes over approximately 6 h of compute on the sandbox environ-
ment. The agent did discover one previously undocumented configuration nuance during
evaluation runs, an edge-case timing window in SPIRE SVID rotation that briefly widened
the authentication surface during a simultaneous session renewal and SVID refresh, which
was patched after the finding was documented. The episode logs for all Stage 3 runs are
included in the validation records maintained by Cybectr LLC.

The agent’s action trace from Stage 3 is included in the XAI output described in Sec-
tion 2.4: each step maps to an ATT&CK technique ID via the ENGAGE module, producing a
human-readable attack narrative that confirms what the agent attempted and what controls
stopped it. This trace is what makes the PPO component useful beyond just “it ran and
found nothing.” Knowing which TTPs the agent tried, in what order, and at what points
the ZT enforcement blocked them directly informs the tuning of future configurations.

3.3.4. GNN-Augmented SAST: Why Graph Neural Networks over Pattern Matching

Standard Static Application Security Testing (SAST) tools match source code against
known vulnerability signatures in rule sets. That works fine for known vulnerability
classes, but it starts to fail on novel patterns. When a developer introduces a new type
of memory corruption bug or a subtle logic flaw that does not match any existing rule,
a pattern-matching scanner misses it entirely. No flag, no warning, no indication that
anything unusual is present.

Sentinel extends standard SAST with a Graph Neural Network trained on the BigVul
dataset, which contains 3754 vulnerable functions from open-source C/C++ projects out of
approximately 188,000 total functions analyzed [16]. The GNN represents each function
as a Code Property Graph (CPG), combining the abstract syntax tree (AST), control flow
graph (CFG), and program dependence graph (PDG) into a unified representation [14]. A
multi-layer Graph Convolutional Network (GCN) then operates on this graph [15]:

HU+) — U(D—l/zA D—WH(Z)W(”), (6)

where A = A + I is the adjacency matrix with self-loops, D is the degree matrix, H(!) is
the node feature matrix at layer /, and W(!) is the learnable weight matrix. Node features
encode the token type, data flow relationships, and syntactic position. The final layer
produces a graph-level embedding via mean pooling into a binary vulnerability classifier.

The choice of a Graph Convolutional Network over attention-based architectures
was deliberate. Vulnerability-relevant relationships in code are defined by the program
dependence and control flow graphs rather than by spatial locality, and the explicit graph
structure of the Code Property Graph maps more directly onto a message-passing GCN
than onto a windowed attention scheme of the kind used effectively in adjacent structured-
input domains, such as image restoration [60]. The GCN'’s per layer adjacency-weighted
aggregation operates directly on the relationships that matter for vulnerability detection
(data flow, call graph topology, control flow), rather than requiring an attention mechanism
to discover those relationships from a flattened representation.

What the GCN learns that pattern matching cannot is the structural properties of
vulnerable code, including data flow patterns, call graph topology, and control flow char-
acteristics. A novel buffer overflow that does not match any existing SAST rule may still
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exhibit graph-structural properties similar to known buffer overflows in the BigVul training
set, allowing the GCN to flag it. Against the BigVul held-out test set, this achieves an
81.4% true positive rate at 6.2% FPR, outperforming rule-based SAST on novel patterns by
approximately 30 percentage points [16].

3.3.5. Unknown Asset Inference: Sentence Transformers and Cosine Similarity

Standard vulnerability scanners match assets against CVE signature databases. When
an asset is not in the database, which happens constantly in IoT environments with custom
firmware or proprietary industrial hardware, the scanner reports nothing. The miss is silent
and potentially dangerous.

Sentence Transformer embeddings address this by representing assets in a shared
semantic vector space [5]. The model maps asset feature descriptions (hardware type,
firmware version strings, exposed services, communication protocols) to dense vector
representations where semantically similar assets cluster together. Cosine similarity,

. A-B
A B) = T ey 7
measures how closely an unknown asset resembles known assets in this space. A similarity
score > 0.82 against a known-asset entry pulls that entry’s CVE history as an inferred
vulnerability profile, converting a silent miss into a flagged, reviewable risk estimate.

The 0.82 threshold was selected through grid search over candidate values from 0.70
to 0.95, evaluated on a held-out validation set of 47 IoT asset profiles spanning embedded
microcontrollers, edge-Al platforms, and industrial sensors, split 80/20 from the known-
asset library. At each threshold, precision (fraction of flagged unknowns whose inferred
profile matched confirmed CVE history) and recall (fraction of high-similarity assets that
were flagged at all) were computed. The F1-score peaked at 0.82: thresholds below this
produced false matches from superficially similar but architecturally distinct device classes,
while thresholds above it produced too many silent misses on assets with real CVE exposure.
Table 21 shows the calibration results at representative threshold values.

Table 21. Cosine similarity threshold calibration for Unknown Asset Inference (N = 47 IoT asset
profiles, 80/20 held-out split from known-asset library). The Fl-score peaked at 0.82, selected as the
operational threshold; the peak F1-score is shown in bold. Source: author’s grid search evaluation
(this work).

Threshold Precision Recall F1-Score
0.70 0.61 0.95 0.74
0.75 0.74 0.91 0.82
0.80 0.83 0.87 0.85
0.82 0.87 0.85 0.86
0.85 0.91 0.78 0.84
0.90 0.95 0.61 0.74
0.95 0.98 0.39 0.56

Operating at the F1-optimal threshold means accepting that roughly 13% of inferred
profiles may not precisely match the unknown asset’s actual CVE history. Given the
alternative (a silent miss with no profile at all), an imprecise profile flagged for human
review is the better failure mode. The 47-profile validation set is small enough that the
threshold selection may overfit to the specific device classes represented. Validation against
a broader device corpus, particularly industrial control systems and medical IoT platforms
not represented in the current library, is identified as future work.
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3.3.6. Adversarial Robustness: DiCE Counterfactuals

Any ML-based security classifier is vulnerable to adversarial evasion. An attacker who
understands the model can craft inputs that avoid triggering it. The typical response is to
assume the classifier is reliable and move on. That is incorrect, and it eventually produces
failures in production.

DiCE (Diverse Counterfactual Explanations) generates minimum-perturbation adver-
sarial examples: inputs as close as possible to a normal behavioral profile or benign CVE
classification that nonetheless cross the decision boundary [12]. Equation (8) formalizes
the DiCE objective. The goal is not to break Sentinel. It is to understand exactly where
the decision boundaries sit and whether they are in the right place. Findings from DiCE
evaluation feed the retraining pipeline continuously. If a trivial perturbation to normal
behavior crosses into anomalous classification, that threshold needs adjustment before an
adversary finds it first.

DiCE generates k diverse counterfactuals by minimizing the following objective [12]:

k
C(x) = Z {ﬁpred (f(x}), ye) + A1 dist(x, x;)} — Ay dpp_diversity(x},...,x;), (8)
i1

| =

where f(x!) is the classifier output for counterfactual i, y. is the desired target class (the
boundary crossing), dist(x, x;) is a feature-weighted distance penalizing large perturbations
from the original input x, and dpp_diversity is a determinantal point process term that
pushes the k counterfactuals apart from each other to produce varied boundary crossings
rather than k near-identical examples [12]. A; controls the distance penalty (favoring
minimal perturbation) and A, controls diversity (favoring spread across the boundary). For
Sentinel, k = 5 counterfactuals per classifier instance were generated, with A; = 0.5 and
A2 = 1.0 per the default recommendations in the original DiCE implementation [12].

The 93.7% adversarial detection rate cited in Section 2.6 reflects performance against
DiCE-generated evasion inputs. An attacker with full knowledge of Sentinel’s model
weights could craft more targeted attacks. DiCE provides a systematic, automated adver-
sarial stress test that strengthens the model over time without requiring a dedicated red
team to probe the classifier manually.

3.3.7. Adversarial Threat Model and Scope of the 93.7% Detection Rate

Adversarial machine learning evaluation produces fundamentally different results,
depending on the attacker’s capabilities assumed, and reporting a single accuracy number
without specifying the threat model leaves the result ambiguous [21,22]. The 93.7% figure
was measured under a black-box threat model, defined formally below alongside the
white-box alternative for contrast.

Black-box (BB) threat model

A black-box adversary has query access to the deployed classifier but no access to
model internals: no gradients, no weights, no training data, and no architectural details
beyond what can be inferred from public documentation. Attacks under this model rely on
observed input-output behavior and on transferability from substitute models trained on
similar tasks [20]. DiCE counterfactual generation operates in this regime: it queries the
model to identify minimum-perturbation inputs that cross the decision boundary, without
requiring gradient information [12].

White-box (WB) threat model

A white-box adversary has full access to the model: gradients, weights, training data,
hyperparameters, and architectural details. This enables gradient-based attacks, such as
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the Fast Gradient Sign Method (FGSM) [19], Projected Gradient Descent (PGD) [18], and
the Carlini-Wagner (L, L, Lg) family [21]. White-box attacks generally achieve higher
attack success rates than black-box attacks against the same model on the same task, since
gradient information directly reveals the local geometry of the decision boundary.

Why the black-box model is the operationally relevant threat for Sentinel

Sentinel runs inside an AES-256-encrypted RBAC-gated environment with crypto-
graphic artifact signing on all model deployments and SPIFFE/SPIRE workload identity
authentication on every model-serving endpoint. The deployment threat profile assumes
that an adversary may obtain the public outputs of the classifier (vulnerability priority
scores, behavioral anomaly flags) through legitimate or compromised query channels but
does not have access to the underlying model artifact. Black-box evaluation matches this
threat profile. A white-box adversary against Sentinel implies prior compromise of the
cryptographically signed model deployment pipeline, the SPIRE attestation infrastructure,
and the RBAC-gated artifact storage, which represents a substantively different threat sce-
nario, namely a fully compromised deployment environment, that AZTRM-D’s complete
control set is designed to detect and contain through Zero Trust enforcement before the
white-box attack ever becomes feasible.

Scope of the 93.7% figure

The reported 93.7% adversarial detection rate is a measured baseline under the opera-
tionally relevant black-box threat model, evaluated through DiCE-generated counterfactual
inputs. It is not an upper bound on classifier robustness in the white-box regime, and this
paper does not claim it is. Reporting it as a black-box baseline matches standard practice
in adversarial ML evaluation [21,22]. Readers evaluating Sentinel against the deployment
threat model have the 93.7% figure with the methodology documented and bounded; read-
ers evaluating Sentinel against a worst-case adversary with full model access should treat it
as a black-box baseline only and look to the Stage 4 follow-up paper for white-box numbers.
This paper’s central contribution, the methodology validation across the hardware, RF,
network, software, insider, privileged-insider, and Al-assisted attack vectors on physical
Orin hardware, does not depend on the white-box adversarial result.

Gradient-based evaluation as scoped future work

Even though the black-box model is the operationally relevant threat for Sentinel’s
deployment context, evaluation against gradient-based white-box attacks provides addi-
tional information about classifier behavior near the decision boundary that DiCE alone
does not capture. Gradient-based attacks identify the worst-case perturbations within a
bounded ¢,-ball, while DiCE identifies feature-realistic counterfactuals that may or may
not lie on the worst-case attack surface. The two evaluations measure complementary prop-
erties. Gradient-based evaluation against the XGBoost classifier in Sentinel is structured
as a transfer attack from a differentiable surrogate model [20]: a multi-layer perceptron
trained on the XGBoost classifier’s predictions over the same evaluation corpus serves as
the gradient source for FGSM and PGD attacks, and the resulting adversarial examples
are transferred to the XGBoost classifier for evaluation. This evaluation is part of the
Stage 4 multi-device validation campaign, with results scoped for the follow-up empirical
paper. Documenting the methodology inline keeps the absence of white-box numbers from
reading as a methodological gap. The black-box evaluation matches the deployment threat
model; the white-box evaluation matches a different and broader threat model with its own
evaluation campaign.
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3.4. Comparative Performance Against Published External Baselines

The internal algorithm comparisons in Section 3.3 document why each AZTRM-D

Al component was selected from its candidate set on the same dataset and operational

constraints. Sentinel’s measured figures also map onto published external baselines from

peer-reviewed work in the same task domains. Table 22 presents that comparison. The

comparison is necessarily across different datasets and evaluation protocols, since no public

benchmark exactly matches Sentinel’s IoT-edge deployment context, and the table records

the scope-of-comparison limitation per row.

Table 22. Comparative performance of Sentinel Al subsystems against published external baselines.

Per row dataset and protocol differences are documented in the notes column. Source: published

baselines per row citation; Sentinel figures from this work.

Task Sentinel (This Work)  External Baseline Baseline Source Comparison Notes
Vulnerability XGBoost: 94.1% Random Forest: 91.3%  [53] Same evaluation corpus and
classification precision, 91.8% recall ~ precision, 88.5% recall ~ (algorithm), this  split; preliminary algorithm
(CVE) on NVD CVSS-v3 on same corpus work (figures) comparison run during
corpus selection
Vulnerability XGBoost (above) MLP feedforward: [54] Same evaluation corpus and
classification 89.7% precision, 85.2% (algorithm), this  split; selected against on
(neural recall on same corpus ~ work (figures) explainability and accuracy
baseline)
Source code GNN-augmented Pattern-matching [16] BigVul corpus published
vulnerability Semgrep: 81.4% TPR SAST baseline: ~50% partition; pattern-matching
detection at 6.2% FPR on BigVul =~ TPR at 5-10% FPR on baseline figures from BigVul
held-out novel patterns authors
Behavioral Isolation Forest: 3.1%  OCSVM: estimated [51] Sentinel figures measured on
anomaly FPR aggregate; >200 ms inference NVIDIA Orin Stage 3;
detection (edge  sub-40 ms PEP latency latency on Cortex-A OCSVM figure is
IoT) class hardware computational-complexity
estimate, not measured (see
Table 17)
Behavioral Isolation Forest Autoencoder: requires  [51] Selected against on edge
anomaly (above) GPU inference; hardware compute budget;
detection (deep exceeds 20% CPU autoencoders perform
architecture) budget on Orin comparably or better on
accuracy in data center contexts
Lightweight Isolation Forest Lightweight [52] Adjacent-domain comparison;
edge anomaly (above) transformer with bearing-fault vs. behavioral
detection feature fusion telemetry are different task
(adjacent (GLP-Transformer): surfaces, but both target
domain) comparable accuracy resource-constrained edge
at 48.28 K parameters, inference. Transformer
2.74 M FLOPs on alternatives motivated the
bearing fault corpus comparative evaluation;
tree-ensemble selected for
explainability and exact
SHAP compatibility
Counterfactual  DiCE evaluation: DiCE on tabular [12] Same evaluation
adversarial 93.7% detection rate financial classifiers: methodology; different
robustness against minimum- comparable detection dataset (CVE classification vs.

perturbation
counterfactuals

rates reported in
original work

tabular benchmarks)
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Three observations can be seen from the comparison. First, Sentinel’s XGBoost classi-
fier outperforms both the Random Forest and the MLP baseline on the same evaluation
corpus, and the gap is meaningful (precision +2.8 to +4.4 percentage points, recall +3.3 to
+6.6 percentage points). Second, the GNN-augmented SAST configuration outperforms
pattern-matching SAST on novel vulnerability patterns by approximately 30 percentage
points, with the BigVul authors” published baseline showing roughly 50% TPR on patterns
the rule set had not seen before, against the 81.4% TPR achieved by the graph-structural rep-
resentation. Third, lightweight transformer architectures from adjacent edge-Al domains
demonstrate that transformer-based anomaly detection is achievable at edge hardware com-
pute budgets, but the explainability requirement under NIST RMF authorization review
tipped the selection to Isolation Forest’s tree-ensemble structure with native short-path
feature decomposition. The transformer alternative remains a candidate for future Sentinel
iterations where explainability requirements are met by a different mechanism, such as
attention-weight visualization combined with SHAP-like attribution.

3.5. Tool Stack Selection: Why These Specific Tools

Running Nessus Professional alongside OpenVAS probably looks redundant at first
glance. It is not. These tools have different CVE signature databases and different detection
heuristics. Findings that appear in one but not the other deserve scrutiny. A CVE that
Nessus catches but OpenVAS misses might be a Nessus false positive; one that OpenVAS
catches but Nessus misses might indicate a Nessus signature gap. During Stage 1 validation,
both scanners agreed on all critical findings. The small set of medium-severity divergences
was documented and manually investigated. That cross-validation overhead is worth the
confidence it buys in the results. Table 23 documents the full tool stack with category,
AZTRM-D role, alternatives evaluated during selection, and the rationale for each choice.

Table 23. Full tool stack with category, AZTRM-D role, alternatives considered, and selection rationale.
Source: author’s deployment and tool selection (this work); see table notes.

Tool Category Role in AZTRM-D Alternatives Why This Tool
Considered
Nmap (-sV Port scanner Asset discovery; Masscan, Zmap -sV extracts exact software
-p-) service-version port versions for CVE mapping; -p-
enumeration in all pen ensures no port is missed;
test stages Masscan/Zmap prioritize speed
over version accuracy
Nessus Vulnerability ~ Authenticated and OpenVAS; Qualys; Covers over 115,000 CVE IDs
Professional scanner unauthenticated CVE Rapid7 InsightVM with daily plugin updates [23];
scanning against all credentialed scans expose
discovered assets OS/driver vulnerabilities
invisible from the network;
OpenVAS retained as
cross-validation
OpenVAS Vulnerability ~ Cross-validation of Nessus alone Independent CVE signatures
scanner Nessus findings; provide a second opinion;
open-source baseline scanner disagreement flags

ambiguous findings for manual
review; no commercial license
dependency
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Table 23. Cont.

Tool Category Role in AZTRM-D Alternatives Why This Tool
Considered
Hydra Credential Tests for weak/default =~ Medusa, Burp Suite ~ Validates account lockout
tester credential policies Intruder enforcement at the protocol
(Stage 1 validation) level; confirms brute-force path
exists before and does not after
hardening
RTL-SDR RF analysis Wireless signal USRP, HackRF Realistic adversary capability at
(RTL28320U) observation and RF under $30 retail; USRP and
MITM probing across all HackRF are more capable but far
stages more expensive
Metasploit Exploit Al-guided pen test CORE Impact, Largest openly available exploit
framework execution in Sentinel’s Canvas library; PPO agent sequences
isolated sandbox Metasploit modules via RPC
APL; CORE Impact and Canvas
are commercial with restricted
API
LinPEAS Priv-esc Post-access privilege PEAS (manual), Linux privilege escalation
enumeration  escalation path sudo-killer enumeration covering SUID
discovery binaries, cron jobs, sudo policy,
kernel exploits; validates
granular sudo policy from
inside the device
LUKS2/ Disk AES-256-XTS full-disk dm-crypt without Linux-native; LUKS2 provides
cryptsetup encryption encryption on NVIDIA  LUKS, eCryptfs header backup and token-based
Orin SD cards per NIST key management; Argon2id
SP 800-38E [61] KDF vs. PBKDF2 provides
memory-hard defense against
GPU brute-force
WPA3 + SAE ~ Wireless Encrypted wireless WPA2 (PSK), SAE eliminates four-way
security communicationsonall ~ PEAP/EAP-TLS handshake vulnerability
device interfaces exploitable under WPA2;
PEAP/EAP-TLS requires 802.1X
infrastructure not viable on
constrained IoT hardware
GitLab DevSecOps/  Secure code repository  GitHub Enterprise,  Self-hosted: full RBAC control,
(self-hosted) SCM with MFA, RBAC, Jenkins + Gitea no data residency concerns;
cryptographic commit native pipeline integration for
signing, multi-stage SAST, SCA, SBOM, DAST, IaC
CI/CD gates scanning
Semgrep SAST Source code static SonarQube, Open rule set tunable to
analysis for C/C++and  Checkmarx, Fortify  project-specific policies; fast
Python enough for commit-level
scanning; commercial
alternatives cost more for
marginal accuracy gain
Checkov IaC scanning  Infrastructure-as-Code Terrascan, tfsec Broadest provider coverage;

policy validation

active maintenance; integrates
directly into GitLab CI/CD
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Table 23. Cont.

Tool Category Role in AZTRM-D Alternatives Why This Tool
Considered
Gitleaks Secrets Credential and APl key  TruffleHog, Entropy-based detection plus
scanning detection in commits detect-secrets regex rules; Git history scanning
and repository history catches previously committed
secrets
Cosign/ Artifact Elliptic Curve Digital GPG signing, Notary  Stores signatures in OCI registry
Sigstore signing Signature Algorithm v2 alongside artifacts; keyless
(ECDSA) signing of signing via OIDC; tighter supply
build artifacts; SBOM chain integration than GPG
attestation
SPIFFE/SPIRE Service Workload identity Vault PKI, Short-lived SVIDs (4 h rotation)
identity provisioning for ZT cert-manager bound to attested workload
mTLS authentication identity; no long-lived secrets to
rotate
Cybectr Al End-to-end AZTRM-D  Tenable.io, Covers all four capability gaps
Sentinel enforcement  enforcement: asset Darktrace, Vectra Al simultaneously; designed for
layer discovery, Al analysis, AZTRM-D’s access control
pen test, mitigation, model; commercial alternatives
reporting, active defense address individual gaps but not

the combination

The RTL-SDR choice was deliberate. A well-resourced attacker would have more
capable hardware, something like a USRP B200 or HackRF One. Using an RTL-SDR USB
dongle under $30 represents an opportunistic adversary rather than a nation-state. If a
Stage 1 device is vulnerable to traffic interception by someone with commodity hardware,
that is a more urgent finding than vulnerability to a $1500 SDR.

3.6. Testing Methodology and Team Structure

Two things distinguish this testing structure from standard penetration testing. First,
every attack vector was explored from multiple perspectives simultaneously, not just the
external attacker’s view. Second, all three testers cycled through every role in every stage
rather than specializing, and every finding required independent reproduction. Anything
that only one tester could achieve got flagged for re-examination.

3.6.1. Inter-Rater Reliability and Procedural Bias Mitigation

All three testers conducting the adversarial campaign are affiliated with Cybectr LLC,
the organization that developed AZTRM-D and Cybectr Sentinel. This affiliation represents
a structural conflict of interest, and the procedural mitigations applied are documented here
in the detail required for the reader to evaluate whether the resulting findings can be relied
upon. The mitigations operate at three levels: blind protocol enforcement, mathematically
computed inter-rater agreement, and independent reproduction requirements for high-
severity findings. None of these eliminates the structural conflict, which is acknowledged
as the highest-priority limitation in Section 4, but together, they bound the bias the conflict
can introduce into the reported findings.
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Tester roles and pre-test isolation

The three testers were Ian Matthew Campbell Coston, Eadan Plotnizky, and Karl
David Hezel [1]. The author (Coston) participated as one of the three testers to provide
the institutional context for each hardening stage. Plotnizky and Hezel had no involve-
ment in the system design and received no advance briefing on which controls had been
implemented at each stage. Plotnizky and Hezel were not informed which configuration
changes distinguished Stage 2 from Stage 3 until after their independent assessments had
been documented and time-stamped.

Blind protocol enforcement

At each stage, each tester documented findings independently and time-stamped each
entry before any inter-tester discussion took place. Inter-tester communication during
testing windows was prohibited; testers worked from independent copies of the test
environment with separate network access channels. Inter-rater agreement was calculated
from these pre-discussion records exclusively. Discussion was permitted only after all
three independent records were committed to immutable storage and cryptographically
hashed. The hash values were preserved as part of the validation record and are available
to independent reviewers upon request through Cybectr LLC.

Independent reproduction for high-severity findings

All critical and high-severity findings were required to be independently reproduced
by at least one of the two non-author testers (Plotnizky or Hezel) before being recorded
as confirmed results. A finding observed only by the author (Coston) and not reproduced
by either Plotnizky or Hezel was held out of the confirmed results table and recorded as
tester-specific in the validation log. This rule operates regardless of how plausible the
original finding appears: reproduction by an independent tester is required, not optional.
Tester-specific findings (observed by only one tester) were held to a fourth-party review
process before any inclusion decision, and during the campaign, one such finding was
excluded from the confirmed results when the fourth-party review concluded that the
observed behavior was a tester-environment artifact rather than a property of the AZTRM-
D-hardened system.

Inter-rater agreement: percent agreement, Fleiss kappa, and Gwet AC1

Three statistics were computed on the pre-discussion records: percent agreement, the
Fleiss kappa, and Gwet AC1 [62]. Reporting all three is necessary because the Fleiss kappa
underestimates agreement when the base rate of one category is extreme, a phenomenon
known as the kappa paradox [63], while Gwet AC1 handles this case correctly and is the
recommended chance-corrected statistic when one category dominates [62]. Across the
27 total findings recorded across all three stages, 23 (85.2%) were confirmed by all three
testers, three (11.1%) were confirmed by exactly two testers, and one (3.7%) was tester-
specific. At-least-two-tester agreement was therefore 96.3%. The Fleiss kappa across all
stages was 0.147; Gwet AC1 was 0.888. The substantial gap between these two values is
the expected signature of the kappa paradox at extreme base rates: when most findings
are uniformly classified, observed agreement and Fleiss expected agreement both run
high, deflating the kappa despite high actual agreement. Gwet AC1’s chance-correction
model handles this case correctly and produces 0.888, which falls in the “almost perfect
agreement” range under standard interpretive thresholds [64]. Per stage statistics are
presented in Table 24; the Gwet AC1 of 0.888 across the full campaign is the recommended
summary statistic.
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Table 24. Inter-rater agreement across three independent testers and all stages. Percent agreement
and Gwet AC1 are reported alongside the Fleiss kappa to contextualize the kappa paradox at extreme
base rates. Source: Stage 1-3 adversarial testing pre-discussion records (this work) [1].

Stage Total All3 2 Concur 1 Only Pct. Gwet AC1
Findings  Concur Agreement
(2+4)
Stage 1 (Factory Default) 14 14 0 0 100% 1.000
Stage 2 (Network Hardened) 9 6 2 1 88.9% —
Stage 3 (Full AZTRM-D) 4 3 1 0 100% —
All Stages Combined 27 23 3 1 96.3% 0.888

Em dashes (—) in the Gwet AC1 column for Stages 2 and 3 indicate that per stage AC1 is not reported at those
sample sizes (n = 9 and n = 4 respectively), where the chance-correction estimate becomes unstable. Stage 1's
value of 1.000 is well defined because all 14 findings were unanimous. The All Stages Combined row (n = 27)
carries the recommended summary statistic of 0.888.

What the procedural mitigations cannot do

These mitigations bound the bias that affiliation can introduce, but they do not elimi-
nate the structural conflict. A motivated attacker testing a system they helped design has
knowledge that an external tester would not, and that knowledge could shape exploitation
path selection in ways the blind protocol cannot fully control for. The strongest available
mitigation is independent third-party laboratory validation by testers with no organiza-
tional, contractual, or personal relationship to Cybectr LLC. This is identified as the single
highest-priority future-work item in Section 4, and the Stage 4 multi-device validation
campaign currently underway is structured to incorporate independent third-party testing
as part of the protocol.

Permission and IP attribution

Plotnizky and Hezel contributed to Sentinel development and adversarial testing
under contract with Cybectr LLC and under the author’s leadership; all intellectual property
rights are held by Cybectr LLC per their respective agreements. Both have provided written
permission for the use of their testing data, penetration test findings, and development
contributions in this paper. Copies of these permission letters have been provided to the
editorial committee.

Figure 5 summarizes the findings visually. Stage 1 agreement was 100% across all
testers. All three independently achieved initial access in under 5 min using commodity
hardware (RTL-SDR, acquisition cost under $30), confirming that the factory-default vulner-
ability was fully reproducible. The Stage 2 single-tester finding was a tester—environment
artifact identified during fourth-party review and excluded from the confirmed results.
Stage 3 agreement was 100% on the four findings recorded; all four found that no successful
exploitation path existed across the seven tested attack categories.

For Stage 1, time-to-initial-access across the three testers was y = 3.8 minutes and
o = 0.6 minutes, confirming strong reproducibility of the factory-default vulnerability.
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Note: Physical storage vector succeeded at Stage 2 (SD card extraction); closed at Stage 3 by LUKS2 encryption + GPIO tamper detection.

Figure 5. Penetration test findings across three hardening stages on the NVIDIA Jetson Orin Nano:
total findings and tester agreement (left), and attack vector success rate by stage (right).

3.6.2. Attack Vector Methodology by Layer

The campaign covered four distinct attack surface layers. Hardware covered both
physical and RF vectors. Network testing covered both passive and active methods. Soft-
ware testing covered credential attacks, vulnerability exploitation, persistence, and the
supply chain. Insider threat testing rounded out the campaign. Each required different
tools, different methods, and different success criteria.

Hardware Layer: Physical Attack Vectors

Physical attack testing on the Jetson Orin Nano targeted four hardware interfaces.
The primary attack surface was the SD card, which stores the root filesystem, including
/etc/shadow and all boot configurations. The attack sequence at Stage 2 was: (1) power
the device off; (2) physically remove the SD card; (3) mount the card on an external Linux
machine using standard mount utilities; (4) chroot into the mounted filesystem; (5) use
passwd to reset a user account password against the live /etc/shadow file; (6) unmount,
reinsert, and boot; (7) authenticate via UART ttyTHSI1 using the reset credentials; and (8)
escalate to root via sudo su since sudo group membership survived the offline reset.

The UART ttyTHSI serial console, exposed as a 3.3V header on the board, was the
second physical vector. At Stages 1 and 2, this console provided an interactive login prompt
with no additional access gating. GPIO pin probing was the third, using a logic analyzer
against the 40-pin expansion header. No JTAG access was discovered; Stage 3 explicitly
disabled all unused GPIO interfaces at the kernel level. The Stage 3 countermeasure for
the storage vector was LUKS2 full-disk encryption. When the SD card was removed and
mounted, the encrypted LUKS2 volume was presented, and the mount failed. Without the
decryption key the filesystem was not readable.

Hardware Layer: RF and Wireless Attack Vectors

RF testing used two software-defined radio platforms: an RTL-SDR USB dongle
(RTL2832U chipset, under $30 retail) for passive capture and monitoring, and a HackRF
One for active transmission and replay testing. Both ran under GNU Radio with rt1_tcp
handling the RTL-SDR data stream. The methodology followed three phases at each
stage. In passive observation, all three testers placed the RTL-SDR in promiscuous capture
mode and logged 802.11 frames from the target device’s BSSID. At Stage 1, frames were
unencrypted, and Wireshark confirmed fully readable traffic, including HTTP session data
on port 80, enabling passive data capture directly from the RF layer without any network
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credentials. Active data exfiltration was also attempted at Stage 1: the HackRF was used
to replay captured 802.11 frames and attempt injection into the traffic stream. At Stage 1,
with no encryption enforced, this succeeded in injecting frames that the device accepted.
At Stage 3, WPA3-SAE encrypted all frames, and only management frames were visible
in plaintext, as expected for standard 802.11 management frame behavior; replay and
injection attempts failed completely. In active probing, all three testers attempted a WiFi
man-in-the-middle (MITM) attack via a rogue access point. WPA3-SAE’s simultaneous
authentication protocol blocked rogue AP association at Stage 3: the SAE handshake is
per peer and cannot be completed without the correct credentials. Bluetooth probing used
hcitool scan and bluetoothctl. No active Bluetooth was found at any stage, consistent
with the hardening step that disabled the interface via rfkill block bluetooth.

Network Layer: Passive and Active Reconnaissance

Passive reconnaissance at each stage began with an Nmap ping sweep using nmap -sn
to identify the device, followed by MAC address lookup to confirm the NVIDIA OUL At
Stage 1, this immediately confirmed device identity and enabled cross-reference against
public JetPack documentation for default credential lookup.

Active scanning used three tools in sequence. Nmap with flags -sV -p- ran first:
the -p- flag scans all 65,535 TCP ports rather than the default top-1000, and -sV per-
forms service-version detection by sending protocol-specific probes and matching against
the nmap-service-probes database. At Stage 1, this returned exact version strings for
OpenSSH, VNC, Apache, and Nginx, enabling direct CVE lookup. Apache 2.4.29 maps
to CVE-2021-41773, a path traversal and RCE vulnerability [13], and CVE-2022-22720, an
HTTP request smuggling vulnerability [13]. OpenSSH 7.6p1 maps to CVE-2018-15473, a
username enumeration flaw [13], and CVE-2019-6111, an SCP client path traversal [13]. Nes-
sus Professional ran second in both authenticated and unauthenticated modes. OpenVAS
ran third as an independent cross-validation. At Stages 2 and 3, nmap -sV -p- returned
zero open ports.

Software Layer: Credential, Exploit, and Persistence Testing

Credential testing at Stage 1 used Hydra with the command hydra -1 nvidia
-P /usr/share/wordlists/rockyou.txt ssh://<target_ip>. The default credential
nvidia: mnvidia appeared in the first 50 entries of the rockyou wordlist, consistent with
the factory-default JetPack configuration [65]. No account lockout existed. All three
testers achieved SSH access in under five minutes. Post-access privilege escalation used
LinPEAS, run as . /linpeas.sh 2>/dev/null | tee linpeas_output.txt, which imme-
diately identified the most direct path: the nvidia user had unrestricted sudo access with
no password requirement, specifically NOPASSWD: ALL in /etc/sudoers. A single sudo su
achieved root.

Persistence testing at Stage 1 covered three mechanisms: /etc/rc.local modifica-
tion for a reverse shell on reboot; hidden account creation via useradd -M -s /bin/bash
-u 1337 .hidden followed by sudo group addition; and an SSH reverse tunnel via ssh
-R 4444:1ocalhost:22 attacker@<c2_ip> embedded in ~/.bashrc. All three survived
a device reboot. The forensic trail was destroyed by deleting /var/log/auth.log and
/var/log/syslog as the root. No alerting fired.
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At Stage 3, every one of these paths was blocked. Modification of rc.local triggered
an immutable file alert via the Sentinel agent. Hidden account creation failed because
the useradd attempt against the hidden user pattern was logged, and the ZT PEP flagged
it for adaptive authentication before it could complete. The SSH tunnel was blocked by
network microsegmentation. Shell history was stored append-only via auditd with write
permissions restricted to the audit daemon.

Supply chain testing injected an unsigned dependency into the CI/CD pipeline at
Stages 2 and 3. At Stage 2, the SBOM gate was not yet fully configured, and the artifact
passed through. This represents an implementation gap in the Stage 2 lab setup, not a
gap in the AZTRM-D methodology itself, which specifies mandatory SBOM validation
at every stage; the finding confirmed that partial implementation of the pipeline pro-
duces partial protection. At Stage 3, the SBOM gate compared the submitted package
hash against the cryptographically signed approved manifest and rejected it immedi-
ately. In the Al-generated code scenario at Stage 3, all three testers used a large language
model (LLM) to generate attack code and submitted it through GitLab. The SAST gate
flagged policy-violating patterns. The Secrets Scan caught embedded credentials in Al-
suggested code. The SBOM check rejected unauthorized dependencies. None reached the
staging repository.

3.6.3. Tester Roles and Rotation

Each tester ran all four perspectives in every stage of the campaign, cycling through
external attacker, standard developer, privileged developer, and Al-assisted insider roles
without specializing in any single layer. The specific methodology for each perspective is
described in the subsections that follow.

External Attacker Perspective:

Each tester operated with zero credentials and zero prior knowledge, executing the
full reconnaissance-to-persistence chain without coordination. Three testers arriving at the
same results through separate, uncoordinated testing is exactly what makes the Stage 1
compromise times and Stage 3 non-compromise findings credible.

Developer Perspective (Standard Access):

Each tester authenticated with standard developer credentials and evaluated both
the motivated insider deliberately attempting privilege escalation or data exfiltration, and
the accidental insider, arguably the more common scenario: a developer who commits
credentials by accident, pushes a misconfigured service, or pulls in a vulnerable depen-
dency. The AZTRM-D multi-stage CI/CD approval gates, covering SAST scan, Secrets
Scan, Admin 1 gate, SBOM/DAST checks, and Super Admin sign-off, were stress-tested
specifically against this scenario. They caught all three testers’ cases without exception.

Privileged Developer Perspective (Elevated Access):

The highest-risk insider scenario. Authorization itself is legitimate, which makes
detection harder. These tests focused on whether granular sudo policy, immutable logging,
and ZT enforcement could prevent even a privileged user from achieving root, modifying
init files, accessing /etc/shadow, or killing monitoring agents. At Stages 1 and 2, privileged
users could accomplish some of these. At Stage 3, none could.

Al-Assisted Insider Perspective:

Run at Stage 3 only. All three testers independently used an LLM to generate attack
sequences and submitted the output through the standard GitLab workflow. The pipeline
caught all of it, not because it detects Al-generated code as a category, but because the
pipeline evaluates what the code actually does. SAST found policy-violating patterns.
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Secrets Scan found embedded credentials. SBOM validation rejected unauthorized libraries.
This is the architecturally correct defense: as LLMs improve at generating exploit code, any
defense built on detecting Al authorship will eventually fail. A defense that evaluates code
behavior will not.

3.6.4. Attack Surface Coverage

The multi-vector testing campaign was structured so that no attack surface was
evaluated by only one tester, and no tester specialized in a single layer. Every tester
executed the full attack sequence across the hardware, RF, network, software, and insider
perspectives at every hardening stage, with inter-rater reliability enforced through the
requirement that high-severity findings be independently reproduced before recording.
This design prevents the aggregate result from reflecting any single individual’s technical
profile, which is particularly important given that the author participated as one of the
three testers. Layer coverage is fully documented rather than asserted, because what the
penetration test campaign can and cannot claim depends directly on which attack surfaces
were actually exercised and by whom. Table 25 documents the attack surface coverage by
the tester and layer across all three stages.

Table 25. Attack surface coverage by layer across all three testers and all three stages. Source:

adversarial testing campaign (this work).

Attack Layer Specific Vectors Tested Tools Used Stages
Hardware: Physical SD card removal, offline filesystem mount, chroot, Linux mount utilities, 1,2,3
UART console (ttyTHS1), GPIO pin access logic analyzer
Hardware: SDR signal analysis, WiFi traffic capture, RTL-SDR, GNU Radio, 1,2,3

RF/Wireless Bluetooth MITM probe Wireshark

Network: Passive MAC/IP enumeration, ping sweep, traffic Nmap (passive), Wireshark 1,2,3
observation

Network: Active Scan  Full port scan (nmap -sV -p-), service-version Nmap, Nessus Professional, 1,2,3
detection, CVE mapping OpenVAS

Software: Credential SSH brute-force (default nvidia:nvidia), account Hydra 1
lockout bypass

Software: Vuln Exploit Privilege escalation enumeration, SUID abuse, LinPEAS, Metasploit (Sentinel 1,2
reverse shell deployment sandbox)

Software: Persistence  Init file modification (/etc/rc.local, .bashrc), Manual + Metasploit 1
hidden account creation, SSH tunnel C2

Software: Supply Unsigned dependency injection into CI/CD Custom test artifacts, GitLab 2,3

Chain pipeline, Al-generated policy-violating code pipeline
submission

Insider: Standard Dev ~ Configuration mistakes, accidental credential GitLab CI/CD pipeline, 2,3
commit, insecure service exposure Sentinel scanning

Insider: Privileged Attempted root escalation, log tampering, LinPEAS, sudo enumeration 1,2,3

Dev monitoring agent disablement

Insider: Al-Assisted Al-generated exploit code and attack sequences LLM assistant + GitLab 3
submitted through GitLab pipeline pipeline

3.7. Multi-Vector Penetration Testing Results

The three stages map directly to three device states: factory default, after initial
network hardening, and after full AZTRM-D hardening. Every stage was attacked by
all three testers from all four perspectives simultaneously. The dual-column structure in
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the result tables, separating external attacker findings from insider ZT evaluation, reflects
something real. External and insider threats require different analytical lenses, and a
posture validated only against outsiders is by definition incomplete. Figure 6 summarizes
the security posture improvement across all three stages.

AZTRM-D Three-Stage Security Posture Progression

(Four key risk metrics, 0 = fully exposed, 100 = fully mitigated)
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Figure 6. Security posture progression across the three AZTRM-D hardening stages for four key risk
metrics (0 = fully exposed, 100 = fully mitigated).

3.7.1. Stage 1: Factory-Default Configuration

Stage 1 represents the factory-default security posture of the NVIDIA Jetson Orin Nano
prior to any AZTRM-D controls. The device was assessed in a fully stock configuration.
Default credentials in place, no disk encryption, SSH and VNC daemons running on
their default ports, and no automated scanning pipeline active. Establishing this baseline
through direct measurement rather than general claims about IoT insecurity is important
because it grounds the hardening results in a concrete, reproducible starting condition. The
findings reported here are achieved exploitation outcomes, not theoretical attack vectors.
Each was an action completed by all three testers independently using documented tools
and attack sequences. The 100% inter-rater agreement at Stage 1 reflects the severity of the
baseline exposure. These vulnerabilities were consistent and clear enough that all three
testers, working separately and without coordination, reached the same results. Table 26
documents the full Stage 1 assessment.

Full compromise in under five minutes was not a function of tester skill. Open ports,
default credentials, no account lockout, and a single sudo su to root means any moderately
skilled attacker with network access owns the device before a human analyst can even
begin to respond. The RF finding is particularly notable: capturing WiFi traffic from a
factory-default IoT device requires an RTL-SDR costing under $30 and freely available
software. This is not a difficult attack.
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Table 26. Stage 1 penetration test findings (factory-default configuration): external attacker and

insider ZT evaluation, all three testers. Source: independent adversarial testing (this work) [1].

Attack Tool/Technique Outcome External Attacker Insider ZT Evaluation
Vector Finding
Passive Nmap ping sweep, MAC/IP identified; Device located and ~ No ZT policy exists
Recon OSINT default credentials found  attack staged with pre-login
in public JetPack no prior knowledge
documentation
Port Scan nmap -sV -p- 4 open ports: SSH 22, Full network attack ~ Open ports indicate
VNC 5900, HTTP 80, surface mapped absence of least-privilege
HTTPS 443; exact service network policy; ZT
versions extracted network pillar violated
Vuln Scan ~ Nessus Professional, Multiple unpatched CVEs  Concrete No CI/CD scanning in
OpenVAS in kernel and NVIDIA exploitation place: 0% VDR in
JetPack drivers pathways identified  development pipeline
by all three testers
RF/Wireless RTL-SDR, Wireshark WiFi traffic observable in ~ Wireless traffic No wireless encryption
plaintext; no WPA3; capturable over the  policy; ZT data-in-transit
Bluetooth interfaces air with commodity  tenet violated
present but inactive hardware
Initial Hydra SSH brute-force  SSH login achieved in Full shell obtained Default credential violates
Access (nvidia:nvidia) under 5 min by all three  consistently never-trust-always-
testers; no account verify; no lockout means
lockout mechanism no brute-force protection
Privilege sudo su (single Immediate root from Complete system Unconstrained sudo
Escalation command) nvidia user; no further control achieved directly violates least
tools required instantly privilege; single
command equals full
compromise
Persistence  rc.local, .bashrc Backdoor survives reboot; Persistent access No init file integrity
mod.; hidden user; C2 traffic encrypted established; checking; no immutable
SSH C2 inside SSH tunnel exfiltration channel log enforcement;
active persistence invisible to
monitoring
Log Manual deletion of Forensic trail destroyed No forensic recovery Root-writable logs violate
Tampering  auth.log, syslog; completely possible post-attack ~ ZT immutable-logging

shell history cleared

tenet; audit trail
nonexistent

3.7.2. Stage 2: After Initial Network Hardening

All three testers independently confirmed zero open ports using Nmap and both

vulnerability scanners. The remote exploitation vector was gone. Testing moved to physical

attack vectors, where the SD card gap in Table 27 appeared immediately.

All three testers independently executed the same chain: remove the SD card, mount

it externally, use chroot to reset a password in /etc/shadow, reinsert, connect via UART

ttyTHS1, authenticate with the new credentials, and run sudo su. The whole sequence

required only physical access and basic Linux skills. No exploit code, no network access,

no prior knowledge of the architecture.

Zero Trust cannot be treated as a software-only principle. When a device’s storage can

be physically removed and mounted on an external machine, the software security posture

becomes irrelevant.
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Table 27. Stage 2 penetration test findings (after initial network hardening), all three testers. Source:

independent adversarial testing (this work) [1].

Attack Tool/Technique Outcome External Attacker  Insider ZT Evaluation
Vector Finding
Network nmap -sV -p-, 0 open ports; no Remote Network ZT pillar fully
Recon Nessus, OpenVAS exploitable network exploitation not satisfied
findings possible; physical
pivot required
REF/Wireless RTL-SDR, Wireshark Traffic still observable Wireless traffic still ~ Wireless encryption
pre-WPA3; WiFi not yet capturable; RF policy not yet complete
fully isolated vector still open
Physical: SD card removal; Root filesystem mounted  Authentication Physical access
Storage Linux mount; chroot externally; offline bypassed entirely ~ circumvents all logical ZT
on /etc/shadow password reset performed  without credentials controls; hardware
by all three testers integrity not enforced at
this stage
Physical: UART ttyTHS1 serial ~ Console accessible Shell obtained after No out-of-band access
Console connection post-SD manipulation; physical bypass control; UART not gated
login succeeds with reset or monitored
credentials
Privilege sudo su Root obtained through Full control Logical ZT controls held;
Escalation physical + console chain;  regained via physical hardware gap
sudo group membership  physical vector negated them entirely
survived offline reset
Insider: Attempted log Blocked at logical layer; Not applicable Logical controls are
Privileged = tampering, monitoring immutable logs held; ZT working correctly;
Dev agent kill, lateral access policies enforced physical access is the only
access to Git server remaining gap
Insider: Developer commits Secrets Scan in CI/CD Not applicable AZTRM-D Secrets Scan
Mistake test file containing pipeline catches gate working as designed

embedded AWS key
(intentional test case)

credentials before merge;
commit rejected
automatically

3.7.3. Stage 3: Full AZTRM-D Hardening

Stage 3 added LUKS2 full-disk encryption per NIST SP 800-38E using AES-256-
XTS [61], WPA3 enforcement, GPIO pin hardening, a granular sudo policy with multi-step
root validation, and immutable logging extended to the hardware layer. All three testers

found zero successful compromises across all tested vectors. Table 28 documents the full

results by attack vector.

The Al-assisted insider row reflects an increasingly common attack pattern. Each tester

independently used an LLM to generate attack code, privilege escalation approaches, and

bypass scripts, then submitted them through the standard GitLab workflow. The pipeline

caught all of it. SAST flagged policy-violating patterns in 3.4 s. Secrets Scan found embed-
ded credentials in Al-suggested code that helpfully included example API keys. SBOM
validation rejected libraries that the LLM recommended, which were not in the approved

dependency manifest.
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Table 28. Stage 3 penetration test findings (full AZTRM-D hardening), all three testers. Source:
independent adversarial testing (this work) [1]

Attack Tool/Technique Outcome External Attacker  Insider ZT Evaluation
Vector Finding
Network nmap -sV -p-, Nessus, 0 open ports confirmed No remote vector ZT network pillar fully
Recon OpenVAS across all three testers maintained
RF/Wireless RTL-SDR, Wireshark, WPAS3 enforced [66]; all No exploitable RF  ZT data-in-transit tenet
WiFi probe traffic encrypted; finding satisfied at wireless layer
microsegmentation active
Physical: SD card removal Encrypted LUKS2 volume Physical storage AES-256-XTS per NIST SP
Storage attempt presented; mount failed;  vector closed 800-38E enforces ZT
offline password reset device integrity at
impossible hardware level [61]
Physical: UART ttyTHS1 Hardened login prompt No exploit path Out-of-band access gated;
Console only; no viable credentials from console no trivial root path
after SD encryption available
GPIO Pins  Direct GPIO probing GPIO pins disabled; no Hardware attack Physical attack surface
signal observable surface reduced hardened end-to-end
Privilege sudo su, SUID All paths blocked; Escalation not Least privilege fully
Escalation  enumeration (LinPEAS), multi-step validation achievable enforced;
monitoring agent kill required; kill attempt never-trust-always-verify
attempt logged and alerted extended to deepest
system layers
Insider: Authenticated Adaptive auth triggered;  Not applicable Behavioral anomaly
Motivated  privileged developer access revocation fired; detection (Isolation
attempting ZT PEP blocked all Forest) flagged abnormal
unauthorized lateral attempts admin activity correctly
access and log access
Insider: Developer commits file ~ SAST and IaC scans flag ~ Not applicable Automated scanning
Mistake with insecure policy violation; commit catches configuration
configuration flag rejected automatically mistakes before they
reach production
Insider: AI- Al three testers SAST flagged code Not applicable Multi-layer gate structure
Assisted submitted Al-generated patterns; Secrets Scan evaluates code content,
exploit code through caught embedded not authorship
GitLab pipeline credentials; SBOM check
rejected unauthorized
dependencies; no
Al-generated artifact
reached stage or
production repository
Supply Unsigned dependency =~ SBOM validation and Not applicable ZT cryptographic
Chain injection into build cryptographic artifact integrity enforcement

pipeline

signing check rejected
unsigned artifact at build
gate

working end-to-end [2]

The architectural decision to evaluate code semantics rather than authorship signatures

reflects a broader principle observable across Al-content detection research. Multi-modal

feature-fusion approaches in Al-generated content detection, including spatial-frequency

and optical-flow fusion architectures for AIGC video identification [67], demonstrate that

signature-based detection of Al-generated artifacts faces continual erosion as generative
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models improve. AZTRM-D’s pipeline gates evaluate what code does, through SAST policy
violation patterns, dependency-manifest checks, and SBOM signature validation, rather
than attempting to detect Al authorship. This is the architecturally correct defense. As
LLMs improve at generating exploit code, any defense built on detecting Al authorship
will eventually fail. A defense that evaluates what code actually does will not.

3.8. Datasets, Preprocessing, and Training Protocols

The AI components in Sentinel were trained and evaluated against published datasets
and Stage 3 operational telemetry. To support reproducibility and to make the methodology
auditable under formal review, this section consolidates dataset provenance, preprocess-
ing pipelines, hyperparameter selection methodology, and validation protocols across
all six Al subsystems into a single reference. Algorithm-specific rationale and perfor-
mance figures appear in their respective subsections; what follows is the consolidated
reproducibility specification.

3.8.1. Training Datasets and Provenance

Each Al subsystem was trained against a dataset chosen for direct relevance to its
operational role within Sentinel. The XGBoost vulnerability classifier was trained on the
BigVul corpus of vulnerable functions extracted from open-source C/C++ projects [16],
the GNN-augmented SAST shares that source for code-graph training, the Isolation Forest
behavioral model was fit to Stage 3 operational telemetry collected on the NVIDIA Jetson
Orin Nano, and the Sentence Transformer asset-similarity matcher was calibrated against an
internal library of known-asset profiles built from public CVE history. Table 29 consolidates
the dataset name, source citation, partitioning protocol, and preprocessing pipeline for
every subsystem in a single reference. Where partitions are reported as 80/20 or stratified
5-fold, the partitioning was applied at the level of the source repository or asset family
rather than at the function or instance level, which prevents leakage across train and test
splits.

3.8.2. Hyperparameter Selection Methodology

Hyperparameters were selected through grid search with stratified 5-fold cross-
validation on training partitions for the supervised classifiers, ROC-curve analysis on
the Stage 3 training corpus for the unsupervised behavioral pipeline, and held-out F1-score
optimization for the threshold-driven similarity matcher. The selection methodology, search
range, and final operating values for each subsystem are consolidated in Table 30.

3.8.3. Validation Protocols and Evaluation Metrics

The full evaluation protocol mapped each Al subsystem to validation metrics matched
to its operational role. Supervised classifiers (XGBoost, GNN-augmented SAST) report the
precision, recall, and F1-score on stratified held-out test sets with 5-fold cross-validation
confidence intervals. Unsupervised components (Isolation Forest) report the false positive
rate against Stage 3 operational labels with the alert threshold and containment threshold
derived from ROC analysis. Threshold-driven retrieval components (Sentence Transformer
cosine similarity, RAG) report precision-recall trade-offs at calibrated thresholds. The
reinforcement learning component (PPO) reports exploit the success rate and detection
penalty in the sandbox environment, with the action trace cross-referenced to MITRE
ATT&CK technique IDs for explainability validation. Adversarial robustness (DiCE) reports
the rate at which Sentinel correctly classifies counterfactual evasion inputs.

All performance figures are reported with their measurement basis specified in the
surrounding text or tables, distinguishing the operational measurement on Stage 3 telemetry
from held-out evaluation set performance from preliminary algorithm comparison runs.
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This distinction matters: a 94.1% precision figure measured on a held-out CVE test set

carries different evidentiary weight than the same figure measured during a production

monitoring window. The reproducibility requirement is that any independent implementer

can replicate the dataset partitioning, hyperparameter search, and evaluation protocol from

the specifications in Tables 29 and 30.

Table 29. Training datasets, sources, and partitioning protocols for AZTRM-D Al subsystems. Source:

dataset publications cited per row; partitioning protocols per Stage 3 implementation.

Al Subsystem Training Dataset Partitioning Preprocessing
Behavioral 3 months of Stage 3 device =~ Unsupervised; Feature scaling via min-max normalization on
Anomaly Detection  telemetry (Cybectr Sentinel =~ sub-sample ¢ = 256 per log-transformed counts; categorical features

(Isolation Forest) proprietary) tree, t = 100 trees one-hot encoded; missing values imputed via
class median

Vulnerability Triage  NIST NVD CVE corpus 80/20 stratified train/test ~CVE feature extraction (CVSS metrics, CWE

(XGBoost) (CVSS v3.1 enriched) [13] split; 5-fold category, exploit availability flags);

cross-validation on
training partition

standardized to zero mean, unit variance

Author-curated IoT asset
library (N = 47 profiles
spanning embedded
MCUs, edge-Al platforms,
and industrial sensors)

Unknown Asset
Inference (Sentence
Transformer)

80/20 held-out split for
threshold calibration

Asset feature concatenation (hardware type,
firmware versions, exposed services,
communication protocols); tokenization via the
Sentence Transformer pretrained model [5]

Al-Guided Pen MITRE ATT&CK TTP

500-episode training run,

Action space: discretized Metasploit module

Testing (PPO) corpus; Metasploit module  20-episode held-out selection; observation space: target service
catalog [68] evaluation per stage banner, port state, response codes;

sparse-reward shaping per Section 2.3

Mitigation MITRE D3FEND Index built once per Document chunking at section boundaries;

Generation (RAG +  knowledge base [68] release; retrieval-only at embedding via the same Sentence Transformer

LLM) runtime model used for asset inference; cosine
similarity retrieval at top-k = 5

Adversarial XGBoost classifier outputs ~ Counterfactual Feature normalization matches XGBoost

Robustness Testing ~ over Stage 3 corpus generation per classifier training preprocessing; counterfactual

(DiCE) instance; k =5 generation per Equation (8) with A; = 0.5,

counterfactuals per input

Ay =1.0

GNN-Augmented BigVul (3754 vulnerable 80/10/10 Code Property Graph extraction via Joern;
SAST functions across ~188,000 train/validation/test split node features encode token type, data flow
total) [16] per the BigVul standard relationships, syntactic position; graph
partition normalization per Equation (6)

Table 30. Hyperparameter selection methodology, search range, and final operating values for

AZTRM-D Al subsystems. Source: author’s Stage 3 hyperparameter calibration runs (this work).
Subsystem Selection Method Search Range Final Operating Values
Isolation Forest ROC-curve analysis on Stage 3 Threshold € {0.50,0.55,...,0.95}; trees  Alert threshold 0.6;

training corpus; alert threshold

tuned for 3.1% target FPR

t € {50,100,200}; sub-sample

o € {128,256,512}

containment threshold 0.8;
t =100; p = 256

XGBoost 5-fold stratified cross-validation; n € {0.01,0.05,0.1,0.3}; max_depth 7 = 0.05; max_depth = 7;
Fl1-score maximization with recall € {3,5,7,9}; A € {0,1,5,10}; A=1v=01;
weighting v €{0,0.1,1} recall-weighted scoring
Sentence Held-out F1-score maximization Threshold Threshold 0.82 (F1-optimal
Transformer on N = 47 asset library € {0.70,0.75,0.80,0.82,0.85,0.90,0.95} per Table 21)

cosine similarity
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Subsystem Selection Method Search Range Final Operating Values

PPO Sample efficiency on sandbox ¢ € {0.1,0.2,0.3}; e =0.2; v = 0.99; learning
sparse-reward environment; 7 € {0.95,0.99,0.999}; learning rate  rate 3e-4; 4 update epochs
clipped surrogate per € {le-4,3e-4,1e-3} per trajectory
Equation (5)

GNN (GCN) 5-fold cross-validation on Hidden dim € {64,128,256}; layers Hidden dim 128; 3 GCN
BigVul training partition € {2,3,4}; dropout € {0.1,0.3,0.5}  layers; dropout 0.3;

mean-pool readout
DiCE Default-recommended values Per published defaults k=5,A =05 A1,=1.0

from original DiCE
implementation [12]

3.9. Quantitative Benchmarking
3.9.1. Vulnerability Detection Rate Measurement Methodology

The controlled test corpus comprised 63 vulnerabilities across five CI/CD scanning
modalities: SAST (Semgrep with GNN augmentation), DAST, SCA (SBOM and dependency
scanning), CSPM, and IaC scanning. The corpus combined seeded vulnerabilities with
organically discovered findings; 52 were seeded across the five modalities, and 11 were
discovered organically during Stage 3 validation. Each vulnerability was assigned to the
modality that first flagged it. Table 31 presents the per modality breakdown of seeded
counts, unique detections, and shared detections.

Table 31. Vulnerability detection rate derivation by scanning modality. The bottom three rows (in
bold) are summary rows reporting the total corpus size, aggregate detected count, and undetected
count. Source: Stage 3 CI/CD pipeline results (this work).

Modality Seeded Discovered Unique Detections Shared Detections
SAST (Semgrep + GNN-augmented) 18 4 11 11

DAST 12 3 6 9

SCA (SBOM + dependency scan) 9 2 7 4

CSPM 7 1 5 3

[aC Scanning 6 1 4 3

Total Corpus 52 11 63 total vulnerabilities
Detected (aggregate) 61 (96.8%)

Undetected 2 (novel logic flaws, manual review only)

Overlap between modalities is counted once in the numerator; a vulnerability caught
by both SAST and DAST contributes one to the detected count. The two undetected vul-
nerabilities were novel logic flaws: an application-layer race condition with no exploitable
pattern recognizable to static or dynamic analysis, and a business-logic authorization
bypass with no signature in any evaluated scanner database. Both required manual ex-
pert review and are documented in the remediation log. All three testers independently
reviewed both findings and agreed on their classification before they were recorded as
undetected results.

The aggregate detection rate is:

Ndetected 61
VDR = ————— = — = 96.8%. 9
Ntotal 63 ( )
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For a sample proportion p = 61/63 = 0.968 with n = 63, the Wilson score 95%
confidence interval is:

+
Clys = 2 "4 _ [0.891,0.991], (10)

where z = 1.96 for 95% confidence. The lower bound of 89.1% confirms that even at the
conservative end of the interval, the pipeline detects the large majority of vulnerabilities
in the controlled corpus. The interval width reflects the corpus size (n = 63); expanding
the corpus across a broader vulnerability class distribution is designated as future work.
The baseline detection rate under Stage 1 (factory default, no automated scanning) was 0%
across all modalities, as no CI/CD pipeline existed prior to AZTRM-D implementation [1].
The consolidated security metrics table later in this section extends this view across the
Stage 1 to Stage 3 transition, showing how every measured security metric moved from
structural vulnerability to either full vector elimination or a quantified detection and
response improvement.

3.9.2. Per Modality Ablation: Each Scanner’s Unique Contribution

The aggregate 96.8% figure does not by itself answer how much each modality con-
tributes to detection coverage, which is the operational question for any team considering
whether to retain or remove a specific scanner from their pipeline. Table 32 answers that
question two ways: leave-one-out ablation showing what coverage falls to when each
modality is disabled, and single-modality coverage showing what each scanner detects on
its own. The ablation rows hold the corpus fixed at n = 63 and remove each modality’s
unique contributions (vulnerabilities caught only by that modality) while leaving shared
detections intact, since a vulnerability caught by two modalities still gets caught when
one of them is disabled. The single-modality rows count only what each scanner detected,
including shared findings.

Three operational findings emerge from the ablation. SAST contributes the largest
unique block of coverage, with a 17.4 percentage-point drop when disabled, which aligns
with the GNN-augmented Semgrep configuration’s ability to flag both signature-matching
vulnerabilities and graph-structural patterns in novel code. SCA contributes the second-
largest unique block at 11.1 percentage points, reflecting that supply chain dependency
vulnerabilities are typically invisible to source code analysis or dynamic testing on the
application itself. The ClIs for each ablation overlap meaningfully with each other, given the
corpus size; the ranking of which modality contributes most should be read as a directional
signal at n = 63 rather than a precise ordering. Expanding the corpus to n = 200+
would tighten these intervals to roughly +5 percentage points and permit reliable per
modality ranking. No single modality on its own approaches the full-pipeline coverage.
The strongest single-modality configuration (SAST only) detects 34.9% of the corpus; the
weakest (IaC only) detects 11.1%. The aggregate 96.8% comes from complementarity, not
from any single scanner being comprehensive. Figure 7 renders the same per modality
breakdown visually.
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Table 32. Per modality ablation of the Stage 3 vulnerability detection pipeline. Leave-one-out rows
compute aggregate VDR with each modality disabled. Single-modality rows compute VDR for each
scanner operating alone. Wilson 95% Cls reported throughout. Source: derived from Table 31 (this work).

Configuration Detected VDR Wilson 95% CI Detection Loss vs. Full Pipeline
Full pipeline (all 5 modalities) 61 96.8% [89.1%, 99.1%] — (baseline)
Leave-one-out ablation
Without SAST 50 79.4% [67.8%, 87.5%] —17.4 pp; SAST is the
highest-contribution modality
Without DAST 55 87.3% [76.9%, 93.4%] —9.5 pp; runtime-behavior coverage
gap
Without SCA 54 85.7% [75.0%, 92.3%] —11.1 pp; dependency-vulnerability
coverage gap
Without CSPM 56 88.9% [78.8%, 94.5%] —7.9 pp; cloud-config drift coverage
gap
Without IaC 57 90.5% [80.7%, 95.6%] —6.3 pp; infrastructure-policy
coverage gap
Single-modality coverage
SAST only (Semgrep + GNN) 22 34.9% [24.3%, 47.2%] —
DAST only 15 23.8% [15.0%, 35.6%] —
SCA only 11 17.5% [10.0%, 28.6%] —
CSPM only 8 12.7% [6.6%, 23.1%] —
IaC only 7 11.1% [5.5%, 21.2%] —
Em dashes (—) in the detection loss vs. full pipeline column for the single-modality coverage rows indicate that
the metric is not applicable: detection loss is defined only against the full-pipeline baseline, and single-modality
coverage measures absolute per scanner detection rather than loss relative to the baseline.
Vulnerability Detection Rate (VDR): Five-Modality CI/CD Pipeline
(63-vulnerability controlled test corpus, AZTRM-D Stage 3)
Test Corpus: Seeded vs. Organically Discovered 30 Unique vs. Cross-Modality Detections
18 Total Seeded Aggregate VDR = Unique Detections
e "= Organically Discovered (3 undetactod = navel logic fiaws) Shared (Cross-Modallty)
254
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Figure 7. Vulnerability detection rate breakdown across the five CI/CD scanning modalities from
Stage 3 pipeline results. Solid bars in the left panel show total seeded vulnerabilities per modality;
the lighter overlaid bars show organically discovered findings during validation. In the right panel,
solid bars show unique detections (caught only by that modality) and the hatched portion shows
shared cross-modality detections (caught by two or more scanners). Per modality color is for visual
differentiation only and does not encode a separate variable.

3.9.3. Security Effectiveness Metrics

The penetration testing campaign generated quantitative security metrics at each
hardening stage, enabling a direct comparison of the security posture at the factory default,
after network hardening, and after full AZTRM-D deployment. Tracking metrics across all
three stages, rather than comparing only the endpoints, documents the incremental effect
of each hardening phase and makes the Stage 2 physical gap visible: network hardening
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closed the remote attack surface while physical access controls remained incomplete,
and the Stage 2 assessment demonstrated that an attacker who could touch the device
bypassed the network controls entirely. That finding substantiates the methodology’s
completeness requirement. Each transition metric is grounded in a specific test outcome
from the adversarial campaign; no figure is projected or estimated. Table 33 documents the
full Stage 1 to Stage 3 transition across every measured security dimension.

Table 33. Security effectiveness benchmarks: factory-default baseline versus full AZTRM-D harden-

ing. Source: our prior work [1].

Security Metric

Baseline (Factory Default)

AZTRM-D Hardened

Change

Open Network Ports

4 (SSH 22, VNC 5900, HTTP 80,
HTTPS 443), confirmed by all three
testers via Nmap

0, complete elimination of remote
attack surface

—4 ports

Initial External Access
Time

<5 min (Hydra brute-force on
nvidia:nvidia; no lockout), consistently
achieved by all three testers

Not possible (no remote or physical
vectors)

Full elimination

Privilege Escalation

Immediate (single sudo su from default
user)

Blocked; multi-step validation, default
paths removed

Full elimination

Vulnerability Detection
Rate (CI/CD)

0%, no automated scanning in pipeline

96.8%, SAST + DAST + SCA + CSPM +
IaC across five complementary
modalities

+96.8 pp

Mean Time to

Weeks to months (manual patching,

1-3 days (automated alerting +

10x to 30x faster

Remediate (MTTR) re-flashing) Al-driven remediation; Stage 3

measured, AZTRM-D deployment)
Supply Chain High: no SBOM, no dependency Low: mandatory SBOM + High — Low
Vulnerability scanning, no artifact signing cryptographic signing for all

components

3.9.4. Resource and Scalability Metrics

Figure 8 presents the Stage 1 versus Stage 3 comparison visually, making the mag-
nitude of each security improvement immediately apparent across all five measured di-
mensions. The 12-18% CPU overhead figure in Table 34 matters most for IoT deployments.
Edge devices operate with constrained compute budgets, and continuous security scan-
ning that exceeds 20% CPU overhead degrades operational performance. Staying below
that threshold is what makes AZTRM-D viable on this class of hardware. The sub-40 ms
ZT policy enforcement latency confirms that real-time access decisions do not introduce
perceptible delays in normal operation.

One practical note on the 14 h training time. During the bootstrapping period, be-
fore Al models reach operational accuracy, anomaly detection thresholds should be set
conservatively, and human analyst review should cover a larger proportion of behavioral
alerts. Three months of operational log data is the minimum before the insider threat model
should be trusted for automated enforcement decisions.
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Security Metrics: Factory Default vs. Full AZTRM-D Hardening
(NVIDIA Orin Jetson Nano, Stage 3 measured results)

Open Network Ports

Vulnerability Detection
Rate - CI/CD Pipeline

Initial External
Access Time

Time to Initial
Root Access

Supply Chain Risk
Level (0-10 scale)

High (9/10)

N Stage 1: Factory Default
B Stage 3: Full AZTRM-D

Not Possible

Blocked

Low (2/10)

20 40 60 80 100 120 140 160
Security Posture Score (0 = Fully Vulnerable, 100 = Fully Hardened)

Figure 8. Security posture across five key metrics: Stage 1 factory-default baseline versus Stage 3 full
AZTRM-D hardening on the NVIDIA Jetson Orin Nano.

Table 34. Resource and scalability benchmarks. Source: our prior work [1].

Performance Metric = Measurement What It Means Environment
Al Scan CPU 12-18% average during SAST/SCA Continuous security scanning is NVIDIA Orin devices
Overhead CI/CD runs computationally viable on edge
hardware without degrading
operational performance
ZT Policy <40 ms per access decision at PEP Real-time ZT checks do not introduce ~ NVIDIA Orin, ZT
Enforcement Latency perceptible delays in system-to-system  PEP under load
communication
Al Model Training 14 h using 3 months of log data One-time setup cost; defines the Standard cloud GPU
Time (Initial) bootstrapping requirement before instance

behavioral anomaly detection reaches
operational accuracy

Scalability Single-device baseline: 3.8% CPU, Establishes per device resource floor;
(Concurrent 41 MB memory, 6.2 ms PEP latency orchestrator saturation point requires
Endpoints) (Stage 3 measured). Sub-linear fleet multi-device experiment

scaling is architecturally required;
physical multi-device characterization
is future work (Section 4).

Stage 3 measured;
fleet scaling
designated future
work

3.10. Generalizability Beyond the NVIDIA Jetson Orin Nano Test Platform

The validation campaign used a single device class, the NVIDIA Jetson Orin Nano,
in a controlled laboratory environment. Transfer of the results to enterprise software
development, cross-platform IoT topologies, and different operating system environments
is separated into three categories: what is empirically validated, what is architecturally
transferable with strong reasoning, and what is hypothesized but not validated. Conflating
these three has been a recurring framing error in IoT security research, and this section
keeps them separate.
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3.10.1. Three Categories of Transfer Claims

Table 35 classifies each transfer claim AZTRM-D could plausibly support into one
of three evidentiary categories: (a) empirically validated on the Stage 3 deployment, (b)
architecturally transferable with reasoning that applies independent of the specific test
platform, or (c) hypothesized but requiring future validation on other hardware classes.
The classification matters because adopters and independent assessors need to know which
claims rest on measured data, which rest on tool-and-protocol architecture, and which rest
on extrapolation that has not yet been tested.

Table 35. Generalizability of AZTRM-D claims classified by evidentiary basis. Empirically validated
claims are bounded by the Stage 3 deployment scope; architecturally transferable claims rest on
tool/protocol design rather than platform specifics; hypothesized claims require Stage 4 multi-

platform validation. Source: this work.

Claim Empirical (NVIDIA Orin  Architecturally Transferable Hypothesized; Requires
Nano) Stage 4
96.8% VDR (Wilson Measured on Stage 3 Five CI/CD scanning Exact rate on enterprise

95% CI: [0.891, 0.991])

corpus, 1 = 63

modalities are
platform-agnostic; same
modalities on enterprise
pipelines should yield
comparable rates on
comparable corpus

OWASP-Top-10-weighted
corpus; rate variance across
language ecosystems (Java,
Go, Rust)

12-18% CPU overhead
during scans

Measured on Orin
Cortex-A78AE @ 1.5 GHz,
8 GB LPDDR5

Overhead is bounded above
on more capable hardware:
scans are not Orin-tuned

Exact percentage on x86
enterprise servers, ARM data
center (Graviton/Ampere),
RISC-V edge platforms

Sub-40 ms ZT PEP
latency

Measured on Orin local
network

On enterprise hardware with
faster CPU and more
memory bandwidth, latency
decreases

Exact latency floor on
cloud-native enterprise PEP
infrastructure; latency under
high-concurrency load

ZT enforcement under
multi-vector attack

Measured against seven
attack categories on Orin

SP 800-207 tenets are
platform-independent;
SPIFFE /SPIRE, mTLS, and
PEP enforcement are
deployment patterns, not
Orin-specific

Cross-platform attack surface
validation: ARM enterprise,
x86 enterprise, RISC-V
embedded

Cryptographic gate
validation (LUKS2,
TLS 1.3, ECDSA RFC
6979, SPIFFE SVID)

Validated on Orin SD card
boot path with custom
initramfs

LUKS2/TLS 1.3/ECDSA are
NIST-specified standards;
cryptographic enforcement is
independent of platform

Boot-path equivalents on
UEFI x86, ARM TrustZone,
RISC-V Keystone

Insider threat
detection (Isolation
Forest, 0.6 alert

14 h initial training on 3
months Stage 3 telemetry

Isolation Forest
training /inference is
platform-agnostic; threshold

Threshold recalibration on
environments with different
operational base rates

threshold) is calibrated against (enterprise SOC vs. IoT fleet
operational base rate, not vs. cloud workload)
Orin specifics
3.1% aggregate FPR Measured on Stage 3 FPR is a property of the Per class FPR characterization
single-device corpus model and threshold, not the at fleet scale (Section 2.6.1);
deployment platform environment-specific

recalibration
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Table 35. Cont.

Claim Empirical (NVIDIA Orin  Architecturally Transferable Hypothesized; Requires
Nano) Stage 4

RF/physical attack Validated on Orin GPIO,  Physical and RF attack Not directly applicable to

vector coverage UART, SD storage, WiFi, surfaces are enterprise data center
Bluetooth hardware-specific by deployments; substitutes are

definition physical security controls,
supply chain integrity,

firmware signing

4.2 min Time-to-Initial-
Detection

N = 27 events, Stage 3
single device

TTID floor on cloud-native
deployments where retrieval
index can be co-located;
behavior at fleet scale

Pipeline latency is
dominated by retrieval and
synthesis stages, which are
platform-independent

3.10.2. How Different Hardware Architectures Would Shift the CPU Overhead and PEP
Latency Metrics

The 12-18% CPU overhead and sub-40 ms PEP latency metrics shift across hardware ar-
chitectures and OS topologies, but the architectural conclusions do not. The relevant variables
are the CPU class, memory bandwidth, network topology, and OS scheduler characteristics.

ARM enterprise (AWS Graviton, Ampere Altra) and x86 enterprise (Intel Xeon, AMD
EPYC)

On enterprise-class CPUs running at 3+ GHz with much larger L2 /L3 cache hierarchies
and higher memory bandwidth, the same SAST and SCA scans would complete in a fraction
of the wall-clock time the Orin requires. CPU overhead percentage is meaningful as a
metric only when the device has a fixed compute budget that the security overhead must
fit within: on enterprise hardware, the security tooling consumes some fraction of available
capacity rather than competing with operational workload for a constrained budget. The
12-18% figure is not directly meaningful on enterprise hardware, and the better metric
in those contexts is pipeline wall-clock time for a representative scan corpus, not CPU
percentage. PEP latency on enterprise CPUs is expected to fall well below 40 ms, with the
floor set by network round-trip rather than CPU work. A 5-15 ms range on co-located
ZT PEP infrastructure is the architecturally expected outcome, but exact figures require
Stage 4 measurement.

RISC-V embedded (SiFive HiFive, BeagleV)

RISC-V embedded platforms typically have lower clock speeds and weaker SIMD
support than ARM Cortex-A78AE, which would push the CPU overhead percentage
above the 12-18% range observed on the Orin. Whether AZTRM-D remains operationally
viable on these platforms depends on whether the security tooling overhead exceeds the
platform’s deployable compute headroom. The architectural answer is that the SAST, SCA,
and DAST gates run in the CI/CD infrastructure rather than on the target device, so the
device-class CPU does not bottleneck the scanning portion of the pipeline. The on-device
portions, namely Sentinel’s behavioral monitoring (Isolation Forest inference) and the ZT
PEP (per request access decision), are the platform-sensitive components. On RISC-V
embedded hardware with lower compute capacity, Isolation Forest inference would likely
require either a reduced tree count (¢ < 100) or longer inference cycles, with corresponding
adjustments to the alert threshold. PEP latency on slower CPUs would scale roughly
linearly with the difference in clock speed and IPC. Stage 4 measurement is required to
confirm.

Operating system topology variations
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The Orin runs Linux (Ubuntu 22.04 LTS with NVIDIA JetPack). Enterprise contexts
include Linux distributions, Windows Server, and increasingly RTOS variants on edge
equipment. The platform-independent components (SPIFFE/SPIRE, TLS 1.3, ECDSA
signing, AES-256-XTS) are specified by NIST or IETF standards and behave equivalently
across operating systems by design. The platform-sensitive components are the boot-path
encryption (LUKS2 on Linux SD card boot has no direct Windows analog; the equivalent is
BitLocker), the immutable logging mechanism (auditd + remote syslog on Linux; Windows
Event Forwarding plus Sysmon on Windows Server), and the Isolation Forest deployment
substrate (Python runtime is portable; OS-specific telemetry collection is not). For Windows
Server enterprise deployments, the AZTRM-D control mapping is straightforward, but the
implementation pipeline is non-identical, and Stage 4 includes a Windows Server reference
deployment in the validation scope.

Network topology effects

The Orin Stage 3 deployment used a flat lab network with sub-millisecond switch
latency. Enterprise environments span data center fabrics with consistent low latency,
multi-region deployments with WAN latency, and cellular IoT fleets with much higher
and more variable latency. The PEP enforcement architecture is designed to tolerate this
variation: SVIDs are valid for 4 h, mTLS handshakes amortize over many requests, and
the per request authorization decision happens at the local PEP rather than requiring a
round-trip to a central authority. The sub-40 ms figure decomposes into approximately
5 ms PEP CPU work and 35 ms environment-dependent latency on the lab network. On a
higher-latency cellular IoT deployment, the figure could rise to 100-200 ms; on a co-located
data center deployment, it would fall to under 10 ms. The architectural conclusion (PEP
enforcement is fast enough to not perceptibly delay normal operation) holds across these
variations; the absolute number does not.

3.10.3. Why the Pipeline Controls Transfer Directly

The 96.8% VDR was achieved by five CI/CD scanning modalities, none of which
are IoT-specific. SAST analyzes the source code regardless of the target platform: the
same pipeline catching a policy-violating configuration in an Orin deployment script
catches the same class of violation in a Spring Boot microservice. DAST tests running
application instances, whether those instances run on an edge device or a cloud VM. SCA
flags vulnerable dependencies, whether the consuming project is a C++ firmware image or a
Java enterprise application. CSPM is more relevant in enterprise cloud environments, where
configuration drift across large-scale AWS or Azure deployments is a frequently exploited
attack vector. The OWASP Top Ten, which captures the most critical web application
security risks, maps directly onto what SAST and DAST are tuned to catch [69]. The
architectural transfer is direct; the empirical confirmation on enterprise corpora is Stage 4
work.

3.10.4. Zero Trust Enforcement in Enterprise Contexts

The ZT controls validated in Stage 3, including microsegmentation, continuous au-
thentication, PEP-enforced access decisions, and immutable audit logging, map directly
onto the enterprise network architecture. NIST SP 800-207 was written with enterprise
environments as the primary target [3]; the IoT deployment here represents the more
constrained application, not the typical one. Enterprise environments generally have more
compute margin for enforcement overhead, more mature identity infrastructure (Active
Directory, LDAP, SAML, OIDC), and existing SIEM tooling that Sentinel can integrate with
rather than replace. The architectural transfer is direct, and the empirical confirmation on
enterprise multi-region deployments is part of Stage 4.
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3.10.5. Insider Threat Coverage in Enterprise Environments

The insider scenarios tested, namely motivated privileged developer, accidental cre-
dential commit, and Al-assisted exploit submission, are not IoT-specific. They are software
development scenarios that happened to run against IoT hardware. Enterprise develop-
ers increasingly use LLM-generated code, and the supply chain risk that creates is not
confined to embedded systems. The AZTRM-D pipeline gates evaluate code content and
dependency integrity regardless of authorship or target platform, so an enterprise team
adopting the same CI/CD gate structure gets the same protection. The Stage 4 enter-
prise deployment will confirm this empirically; the architectural reasoning predicts it
will hold.

3.10.6. Bounded Scope of the Generalizability Claim

Putting the previous subsections together, the generalizability claim AZTRM-D sup-
ports at this stage is bounded as follows. Empirically, the methodology is validated on
a single device class (NVIDIA Jetson Orin Nano), in a single deployment context (lab-
controlled adversarial campaign), with three testers, all affiliated with the developing
organization. Architecturally, the CI/CD pipeline gates, ZT enforcement model, crypto-
graphic control set, and Al subsystem selection are platform-independent by design, with
reasoning grounded in the NIST and IETF specifications they implement. Hypothesized
but not yet validated are the cross-platform CPU overhead figures, the PEP latency floor on
the enterprise infrastructure, the FPR characterization at the fleet scale, the Stage 4 multi-
tester campaign with independent third-party participants, and the cross-OS deployment
validation for Windows Server and RTOS environments. The Stage 4 multi-device fleet
validation campaign currently underway addresses each of these hypothesized claims with
measurement protocols designed before fielding. The IoT validation environment repre-
sents a floor on what AZTRM-D can support, not a ceiling. Enterprise contexts inherit the
same architectural constraints with more compute headroom, better identity infrastructure,
and a lower physical attack surface; the architectural reasoning predicts the methodology
should perform at least as well in those contexts, and the Stage 4 validation tests that
prediction directly.

3.11. Cybectr Sentinel: Validation Summary

Section 2 documents Sentinel’s full architecture, Al subsystem specifications, explain-
ability implementation, performance metrics, and the capability gaps it fills. The complete
workflow tables, algorithm comparisons, and tool coverage analysis are presented there.
What follows here is the validation outcome: how Sentinel performed when deployed
against the hardened NVIDIA Orin platform across all three testing stages, and what those
results mean in the context of the broader AZTRM-D framework evaluation.

Sentinel’s 96.8% vulnerability detection rate reflects the combined output of five
CI/CD scanning modalities operating in parallel. The two undetected vulnerabilities
were novel logic flaws, an application-layer race condition and a business-logic authoriza-
tion bypass, none of which had matching signatures in any evaluated scanner database.
Both required manual expert review and are documented in the remediation log. The
behavioral anomaly detection component, running Isolation Forest with ¢t = 100 trees
and sub-sample size ¢ = 256, flagged the Stage 3 insider simulation correctly with an
anomaly score of 0.74. That score exceeds the alert threshold of 0.6, triggering human-
review escalation. It did not reach the automated containment threshold of 0.8, which is
the intended behavior: the tiered response design requires human confirmation before au-
tomated containment fires, and the score of 0.74 placed the event correctly in the escalation
tier rather than the auto-contain tier. The XGBoost vulnerability triage classifier achieved
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94.1% precision and 91.8% recall on the CVE dataset, with recall intentionally tuned above
precision given the asymmetric cost of a missed real vulnerability versus a false positive
that an analyst reviews and clears. The false positive rate across behavioral monitoring
was 3.1% over the Stage 3 validation window. Every classification came with a SHAP
explanation identifying the contributing features, making triage decisions defensible under
formal review.

3.12. Zero Trust Architecture Enforcement

Satisfying Zero Trust architecture means demonstrating that each of the seven NIST
SP 800-207 tenets has a concrete implementation mechanism that holds under adversarial
pressure, not just one that appears in the design documentation [3]. The SPIFFE/SPIRE
workload identity layer satisfies the continuous authentication tenet. Per request PEP
authorization satisfies the per session access tenet. Microsegmentation and RBAC-gated
controls address the network access restriction tenet. Each mapping is grounded in spe-
cific deployment decisions documented in the implementation timeline and validated
through the adversarial campaign rather than asserted at the principle level. The NSA
Zero Trust Implementation Guidelines reinforce this approach by structuring ZT adop-
tion into phased discovery, implementation, and integration stages [70-72], a progression
that mirrors AZTRM-D’s own three-stage hardening methodology. The tenet mapping
also makes explicit where AZTRM-D extends ZT beyond its typical application. Apply-
ing continuous verification to the Al components within the methodology itself is not
addressed in standard ZT implementations, and that extension is original to this work.
Table 36 maps each NIST SP 800-207 tenet to its AZTRM-D implementation and the Stage 3
validation evidence.

Table 36. NIST SP 800-207 Zero Trust tenet mapping to AZTRM-D implementation and Stage 3
validation outcomes. Tenets from [3].

ZT Tenet (NIST SP 800-207)

AZTRM-D Implementation

Stage 3 Validation Outcome

All data sources treated as
resources

Sentinel asset inventory; all network traffic
treated as untrusted regardless of origin

100% of known lab assets discovered; no implicit
trust granted to any device

All communication secured
regardless of location

TLS 1.3 for internal traffic, WPA3 for wireless;
ECDSA with RFC 6979 nonces [73]

MITM simulation: anomalous traffic detected;
segment isolated automatically

Per session access to
individual resources

JIT access via SPIFFE /SPIRE SVIDs [74];
session tokens expire; no persistent standing
access

Session hijack simulation: expired tokens rejected;
no lateral movement achieved

Resource access policy
dynamic with behavioral
inputs

Isolation Forest feeds ZT PEP decisions [9];
adaptive auth triggered on anomaly score
>0.6

Insider simulation: anomalous admin behavior
triggered adaptive auth and access revocation

Monitor integrity and
security posture of all assets

Firmware integrity checks; device health
monitoring; Sentinel behavioral telemetry

Firmware tamper attempts detected; unauthorized
processes flagged

Authentication and
authorization strictly
enforced

MFA + USB hardware key + SSH key +
passphrase + 2FA; account lockout at 3 failed
attempts per factor

Brute-force simulation: account suspended before
credentials guessed

Collect information to
improve security posture

Full immutable logging; SIEM correlation; Al
model retraining from operational logs

Log tampering attempt: immutable logs preserved;
attempt flagged and alerted

3.13. Cryptographic Enforcement Across Deployment Models

AZTRM-D treats cryptography as a verifiable, auditable enforcement layer that the
pipeline actively validates at every stage, not a configuration checkbox. This section
documents how cryptographic controls are implemented, how they are enforced across
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IoT-edge, enterprise cloud, and CI/CD pipeline deployments, and how the framework
detects and blocks failures.

3.13.1. Full-Disk Encryption: AES-256-XTS Implementation

Stage 2 demonstrated empirically that all software-layer security controls are irrelevant
when storage media can be physically removed. LUKS2 with AES-256-XTS closes that
vector: the storage media is unreadable without the encryption key, regardless of physical
possession. The implementation uses cryptsetup with cipher AES-256 in XTS mode (aes-
xts-plain64), KDF Argon2id configured at 65536 KB memory cost with iteration count four
and parallelism four, key size 512 bits, yielding a 256-bit effective key per XTS sector key
split, and sector size 4096 bytes.

XTS is designed for storage encryption specifically. Unlike CBC mode, XTS uses a
per sector tweak value derived from the sector index, preventing a class of attacks where
an attacker who can manipulate individual sectors exploits CBC’s chaining property to
introduce predictable plaintext changes. The tweak input for sector i is:

T; = Ex(i) - l’éj/ (11)

where Eg (i) is AES encryption of the sector number under the tweak key K, « is a primitive
element in GF(2!?8), and j is the 16-byte block index within the sector. The final ciphertext
for each block is:

C= Ek, (PeT)®T, (12)

where K; is the data encryption key, P is the plaintext block, and T; is the sector tweak.
Equations (11) and (12) together define this double-XOR construction, which is what NIST
SP 800-38E specifies as XTS-AES [61].

Argon2id was chosen over PBKDF2, which LUKS1 used, for memory hardness. At
65536 KB memory cost, testing a single candidate passphrase requires 64 MB of GPU
memory per instance. An attacker with a 24 GB GPU can test at most 384 candidates
simultaneously, compared to millions per second against PBKDF2.

3.13.2. Transport Security: TLS 1.3 and WPA3-SAE

Allinter-service communication uses TLS 1.3 [75]. The changes that matter for AZTRM-
D’s threat model are: forward secrecy is mandatory with ECDHE only (no RSA key ex-
change), the handshake drops to one round-trip, and all handshake messages after the initial
hello are encrypted [75]. Permitted cipher suites are TLS_AES_256_GCM_SHA384 and
TLS_CHACHA20_POLY1305_SHAZ256. TLS 1.2 and earlier are disabled at the server con-
figuration level. Certificate validation for workload-to-workload traffic uses SPIFFE/SPIRE
SVIDs, binding service identities cryptographically to workload attributes rather than
static hostnames.

WPA3 with SAE replaces WPA2’s PSK exchange, which was vulnerable to offline
dictionary attacks against captured four-way handshakes [66]. SAE is a zero-knowledge
proof protocol: both parties prove knowledge of the password without transmitting it, and
the resulting session key comes from an elliptic curve Diffie-Hellman exchange specific to
the peer pair [66]. An attacker who captures a WPA3-SAE handshake gets nothing useful
for offline passphrase guessing.

3.13.3. Digital Signatures: ECDSA with RFC 6979 Deterministic Nonces

All code artifacts and container images are signed using the Elliptic Curve Digital
Signature Algorithm (ECDSA) with the P-256 curve. The implementation detail that matters
here is deterministic nonce generation per RFC 6979 [73]. Standard ECDSA requires a
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random nonce k for each signature. Reuse k across two signatures over different messages,
and the private key is directly recoverable. Given two signatures (r,s1) and (r,sy) over
messages with hashes z; and z, using the same nonce,
d= % (mod n). (13)
Equation (13) shows the recovery. This is not theoretical. The Sony PlayStation 3
private key was recovered this way in 2010 [76]. RFC 6979 eliminates the randomness
requirement by deriving k deterministically:

k = HMAC_DRBG(d, H(m)), (14)

where d is the private key and H(m) is the hash of the message being signed. Equation (14)
shows the deterministic derivation. Since k is derived from inputs unique per message,
nonce reuse becomes structurally impossible. Artifact signing uses Cosign (Sigstore project),
which stores signatures in the same OCI registry as the signed artifacts. The SBOM valida-
tion gate verifies the Cosign signature before any artifact is accepted into the build.

3.13.4. Service Identity: SPIFFE/SPIRE SVIDs

Service-to-service authentication uses SPIFFE SVIDs provisioned by SPIRE [74]. An
SVID is an X.509 certificate whose Subject Alternative Name is a SPIFFE URI of the form
spiffe:/ /trust-domain/path, encoding workload identity. SVIDs are cryptographically
bound to the workload’s attested identity rather than a hostname or IP address.

In AZTRM-D’s deployment, the SPIRE agent on each Orin device attests workload
identity using process identity attestation. Once attested, the SPIRE server issues a short-
lived SVID valid for 4 h. The rotation flow proceeds as follows: the SPIRE agent performs
node attestation, the SPIRE server issues an SVID, the workload fetches the SVID via the
SPIFFE Workload API over a local Unix domain socket, the workload uses the SVID for
mutual TLS (mTLS) connections, the SPIRE agent auto-renews 30 min before expiry without
service interruption, and a compromised SVID goes invalid at expiry with no long-lived
secret left to rotate.

3.13.5. Cryptographic Control Validation in the Pipeline

Cryptographic controls in a CI/CD pipeline produce security guarantees only if the
downstream gates actively reject artifacts that fail those checks rather than just logging the
failure. The Stage 2 adversarial campaign made this concrete. The SBOM gate was present
but not yet fully operational, and an unsigned dependency artifact passed through without
rejection. That finding is documented as an implementation gap rather than a methodology
gap, since AZTRM-D specifies mandatory SBOM validation at every stage, but it illustrates
why gate validation logic must be verified independently of gate presence. Stage 3 closed
the gap, and all cryptographic validation checks were confirmed active under adversarial
conditions. Table 37 specifies the validation check, expected behavior, and Stage 3 result at
each pipeline gate.

The post-quantum readiness gate is forward-looking. NIST finalized ML-KEM under
FIPS 203, ML-DSA under FIPS 204, and SLH-DSA under FIPS 205 in 2024 [77-79]. Library
support in production environments is still maturing. AZTRM-D’s current approach flags
deprecated algorithms at the SAST gate, including RSA-2048 key exchange, DH-1024, and
P-192 curves, so any new code using them gets caught before entering the pipeline, while
existing approved implementations, such as AES-256-XTS, ECDSA P-256, and TLS 1.3,
remain in use until ML-KEM library support reaches production stability. Our prior work
documents the full post-quantum migration plan.
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Table 37. Cryptographic control validation by pipeline gate, AZTRM-D deployment. Source: Stage 3

gate validation testing (this work).

Control Validation Method Gate Failure Response
LUKS2 FDE cryptsetup status check in Pre-deploy IaC scan + Deployment blocked; Sentinel
active device health telemetry; IaC scan continuous Sentinel alert; device quarantined from
validates device config manifest monitoring ZT network segment
Artifact Cosign verify against trusted SBOM /signature gate Unsigned or invalid-signature
signature valid  signing key at build gate (Admin 1) artifact rejected; commit blocked
TLS 1.3 CSPM policy check against TLS CSPM gate + Sentinel Policy violation flagged; service
enforced configuration baseline; active scan ~ network scan blocked from ZT PEP access
for TLS downgrade response until remediated
WPA3-SAE RF capture test (Wireshark SAE Pre-deploy wireless WPAS3 fallback to WPA2
active handshake confirmation); CSPM validation + Sentinel RF detected; wireless segment
wireless policy check monitoring isolated; alert raised
SVID validity SPIRE health check; SVID expiry Continuous Sentinel Expired SVID causes ZT PEP to
monitoring in Sentinel telemetry monitoring reject access; anomalous renewal
patterns flagged
ECDSA nonce SAST rule for non-RFC-6979 SAST gate Policy violation flagged at SAST
determinism ECDSA implementations; rule flags scan; commit blocked pending
random.randint used as remediation
cryptographic nonce
Post-quantum IaC manifest check for approved SAST + IaC gate Deprecated algorithm usage

readiness

cryptographic algorithm list; SAST

rule flags deprecated algorithms
(RSA-2048, DH-1024, P-192)

blocked from production
deployment; migration
recommendation generated

3.14. NIST RMF Phase Mapping

One defining characteristic of AZTRM-D relative to conventional DevSecOps imple-

mentations is that NIST RMF governance events happen continuously throughout the
development lifecycle rather than accumulating as documentation artifacts reviewed under
deadline pressure at authorization time. Each of the seven RMF steps has a corresponding
AZTRM-D phase with specific Al-driven activities. Threat intelligence ingestion runs at Cat-
egorization. Automated control selection driven by real-time risk scoring runs at selection.
IaC deployment of security controls runs at implementation. Continuous automated pene-
tration testing runs at assessment. Behavioral anomaly detection and cryptographic health
monitoring run at the monitoring phase. The ATO-related evidence record builds through-
out the development process as a result, which is what separates this from conventional
RMF compliance approaches, where documentation accumulates as a pre-authorization
task. Sentinel provides the enforcement mechanism and evidence generation capability
that makes each phase auditable. Table 38 maps each NIST RMF phase to its AZTRM-D
counterpart, key activities, and the specific Al and Sentinel role.

Table 38. NIST RMF phase mapping to AZTRM-D lifecycle phases, key activities, and Al/Sentinel
roles. RMF phases from [2].

RMF Phase

AZTRM-D Phase

Key Activities Al/Sentinel Role

Prepare [2]

Planning

System classification; stakeholder
identification; risk tolerance definition;
supply chain risk assessment

Al-driven data sensitivity
classification; automated compliance

mapping
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Table 38. Cont.

RMF Phase = AZTRM-D Phase = Key Activities Al/Sentinel Role

Categorize [2] Planning FIPS 199 impact analysis; Al auto-labels PII/sensitive data;
authorization boundary definition; generates classification report
data classification

Select [2] Development Security control baseline selection; ZT =~ Al recommends control set based on
control overlay; cryptographic asset profile and threat model output
algorithm selection

Implement [2] Build/Deploy Control implementation in CI/CD; Sentinel enforces scanning gates;
cryptographic signing; SBOM blocks unsigned artifacts; monitors
generation; ZT PEP deployment configuration drift

Assess [2] Test/Release SAST, DAST, SCA, pen testing, ZT Sentinel Al pen test agent; XGBoost
policy validation triage; SHAP explanations per finding

Authorize [2] Release/Deploy Formal authorization decision; Al-generated risk prioritization
residual risk acceptance; Super Admin informs authorization decision
sign-off

Monitor [2] Operate/Monitor Continuous anomaly detection; Isolation Forest continuous

firmware integrity; ZT telemetry; Al
model retraining; incident response

monitoring; adaptive ZT policy;
ENGAGE active defense

3.15. Consolidated Results

Results across distinct evaluation contexts have been presented throughout this paper.
Physical penetration testing at three hardening stages, CI/CD corpus VDR derivation,
Sentinel Al subsystem performance, Zero Trust tenet validation, cryptographic gate en-
forcement, and RMF phase mapping, were each reported in the section most relevant to
that analysis. Reporting each result in its relevant section supports detailed analysis but
makes it harder to evaluate the full evidentiary picture without cross-referencing multiple
sections. The consolidated table synthesizes every measured and validated result into a
single reference view, with source citations for each figure so that any claim can be traced
to the specific table or section where it originated. No new figures are introduced here. The
purpose is synthesis and navigability. Readers who want to verify any specific number can
follow the cited source to the derivation methodology and raw results. Table 39 consolidates
every evaluated dimension in a single view.

A device fully compromised in under five minutes at factory default, four open ports,
default credentials, no lockout mechanism, and immediate root via a single command,
was made resistant to all tested attack vectors through systematic AZTRM-D application.
That includes vectors routinely omitted from IoT assessments, specifically physical hard-
ware manipulation and RF-layer interception, Al-assisted insider exploitation, and supply
chain injection through the development pipeline. Each vector was closed by a specific,
identifiable control and validated independently by all three testers.

The Al and tool stack choices documented in this section were made against docu-
mented alternatives with explicit technical rationale. Isolation Forest over OCSVM for
computational viability and explainability. XGBoost over neural classifiers for exact SHAP
compatibility. PPO over DQN for sparse-reward stability. Nessus alongside OpenVAS for
independent cross-validation. RTL-SDR at a realistic adversary price point rather than
research-grade hardware. None of these were default choices. They came from evaluating
what each algorithm and tool actually provides relative to AZTRM-D’s compliance model,
compute constraints, and auditability requirements.
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Table 39. Consolidated results across all evaluation dimensions. Each row traces to its originating
table or section as indicated in the source column.

Domain

Key Result Source

External Pen Test
(Stage 1)

Full compromise in <5 min; 4 open ports; immediate root via default Table 26
credentials; RF traffic capturable; reproduced independently by all three
testers

External Pen Test

Network vector closed (0 open ports); RF still observable; physical SD  Table 27

(Stage 2) card attack succeeded; root via UART console; all three testers

External Pen Test All vectors blocked; 0 successful compromises; physical and logical ZT ~ Table 28

(Stage 3) enforced; RF traffic encrypted; all three testers

Insider (Stage 1) All ZT principles violated; unrestricted sudo; log tampering trivial Table 26

Insider (Stage 2) Logical ZT controls held; physical SD bypass circumvented all software  Table 27
monitoring; insider mistake caught by Secrets Scan

Insider (Stage 3) Never-trust-always-verify enforced at hardware layer; adaptive auth Table 28

blocked privileged escalation; Al-assisted pipeline attacks caught by
automated gates

VDR (96.8%) Derivation

5 scanning modalities (SAST + DAST + SCA + CSPM + IaC) covering Section 3.9.1
known-class vulnerabilities; 3% gap = human-analyst-only findings

Resource Metrics

12-18% CPU overhead (active scan); <40 ms ZT PEP latency; 3.8% Table 34
CPU/41 MB memory at single-device steady state (Stage 3 measured);
multi-device fleet characterization designated as future work

Sentinel TTID 4.2 minutes average from deployment to first finding Table 4
Sentinel Al Accuracy XGBoost: 94.1% precision, 91.8% recall; BigVul TPR: 81.4%; adversarial = Table 4
detection: 93.7%
SDLC/SSDLC Among the evaluated frameworks, AZTRM-D is the only one covering Tables 11 and 10
Comparison Zero Trust, Al integration, IoT security, and continuous monitoring
simultaneously; 7 of 14 capabilities absent from all five comparison
frameworks
Al Stack Selection Isolation Forest selected over OCSVM and autoencoders for Section 3.3
computational viability and explainability on edge hardware; XGBoost
over neural classifiers for exact SHAP compatibility; PPO over DQN for
sparse-reward stability; GNN over rule-based SAST for novel
vulnerability detection
Tool Stack Selection Each tool selected against documented alternatives; RTL-SDR selected ~ Section 3.5

at realistic adversary cost point; dual Nessus/OpenVAS for
cross-validation; Semgrep over commercial SAST for tunable false
positive control

The operational cost of the hardened posture (12-18% CPU overhead, sub-40 ms policy
enforcement latency, 14 h of one-time Al model training) falls well within what enterprise
and industrial IoT deployments can absorb without degrading operational function. The
IoT validation environment represents a floor, not a ceiling. Enterprise contexts inherit
the same CI/CD pipeline architecture, the same ZT enforcement model, and the same
Al-driven anomaly detection while typically operating with more compute headroom,
more mature identity infrastructure, and smaller physical attack surfaces. The detection
rates and enforcement latencies demonstrated here are conservative estimates for those
deployment contexts.
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4. Discussion and Limitations

The empirical results presented in this paper come from a specific test environment,
and each of the following constraints should be weighed when interpreting the findings.
The limitations are presented in priority order: the structural conflict of interest is the
highest-priority issue, followed by single-device-class scope, adversarial evaluation breadth,
corpus size, and proprietary-platform reproducibility. Each limitation is paired with the
specific Stage 4 future-work activity that addresses it.

4.1. Affiliation of All Three Testers with Cybectr LLC

All three testers (Coston, Plotnizky, Hezel) are affiliated with Cybectr LLC, which
developed AZTRM-D and Cybectr Sentinel. This is the most important limitation in this
paper. The blind protocol, the inter-rater agreement analysis with Gwet AC1 of 0.888
(Section 3.6.1), the independent reproduction requirement for critical and high-severity
findings, the cryptographic timestamping of pre-discussion records, and the fourth-party
review of single-tester findings collectively mitigate unconscious bias and bound the bias
that the conflict can introduce, but they do not eliminate the structural conflict. A motivated
tester evaluating a system they helped design has knowledge that an external tester does
not, and that knowledge could shape exploitation path selection in ways the blind protocol
cannot fully control.

The single highest-priority future-work activity is independent third-party laboratory
validation by testers with no organizational, contractual, or personal relationship to Cybectr
LLC. The Stage 4 multi-device fleet validation campaign currently in planning is structured
to incorporate independent third-party penetration testers as part of the protocol, with
Cybectr LLC providing the deployed environment and the third-party team providing
the adversarial testing under a separate contractual engagement that explicitly prohibits
Cybectr LLC personnel from participating in either testing or finding documentation. The
third-party team’s pre-discussion records will be the single source of truth for the Stage 4
results, and the Stage 4 paper will be authored to include the third-party lead as a co-author.

4.2. Single Device Class

All testing was conducted on a single NVIDIA Jetson Orin Nano device type in a
controlled laboratory environment. The Orin Nano is representative of constrained edge
hardware in its class, but a single device type cannot validate claims about cross-platform
applicability. Section 3.10 classifies generalizability claims into empirical, architecturally
transferable, and hypothesized categories specifically because of this limitation. Stage 4
includes deployment on additional ARM platforms (Raspberry Pi 5, NVIDIA Jetson AGX
Orin), an x86 embedded platform (Intel NUC), and a RISC-V development board to confirm
that the architecturally transferable claims hold empirically across hardware classes, and
to characterize how the 12-18% CPU overhead and sub-40 ms PEP latency metrics shift
with platforms.

4.3. Adversarial Evaluation Breadth

The 93.7% adversarial detection rate is reported against DiCE-generated counterfactual
inputs only. Section 3.3.7 formalizes this as a black-box baseline matched to Sentinel’s
deployment threat model, with the formal threat model rationale stated explicitly. White-
box gradient-based attacks (PGD, FGSM) and substitute-model transfer attacks were not
evaluated in the work reported here. Stage 4 includes a complete white-box adversarial
evaluation campaign using a differentiable surrogate model (multi-layer perceptron trained
on XGBoost predictions) as the gradient source for PGD and FGSM, with the resulting
adversarial examples transferred to the XGBoost classifier for evaluation. The Stage 4 white-
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box numbers will appear in the follow-up empirical paper alongside the multi-device fleet
validation results. The decision to scope the white-box evaluation as a separate paper rather
than to graft it into the present paper is deliberate: the present paper’s central contribution
is the methodology validation under the deployment threat model, and the white-box
evaluation is one component within the broader validation rather than its central claim.

4.4. Vulnerability Test Corpus Size

The vulnerability test corpus (n = 63) produces a statistically meaningful detection
rate with a computable Wilson confidence interval, but the interval is wide ([0.891, 0.991]).
This width is a direct consequence of corpus size, not a methodology weakness: at n = 63,
the Wilson score interval spans approximately 10 percentage points regardless of the
detection rate. A corpus of 200+ vulnerabilities across all five modalities would narrow
this interval to roughly £2.5 percentage points and provide more precise discrimination
between competing pipeline configurations. The same corpus-size issue affects the per
modality ablation in Table 32, where the ranking of modality contributions should be read
as directional rather than precise. Stage 4 includes a 200+ vulnerability corpus across all
five scanning modalities with explicit weighting by CVE class to address the coverage of
vulnerability types underrepresented in the current corpus.

4.5. False Positive Rate Per Class Decomposition

Section 2.6.1 presents the FPR decomposition by Al subsystem (Isolation Forest be-
havioral 2.4%, XGBoost vulnerability triage 0.7%) and notes that the GNN-augmented
SAST FPR was not preserved separately in Stage 3 instrumentation, and that per class
breakdowns within each subsystem (configuration drift versus behavioral anomaly ver-
sus access-pattern divergence versus code pattern versus dependency vulnerability) are
similarly not available at the granularity needed for Wilson CI computation. Stage 4 in-
strumentation is designed to capture per subsystem and per alert-class event counts with
sufficient resolution to compute Wilson 95% Cls at each operating point. The Stage 4
telemetry capture specification has been finalized, and per class FPR characterization is a
primary design requirement.

4.6. Comparative Framework Evaluation Scope

The 14-capability comparative analysis (Table 11, Section 3) evaluates whether each
framework addresses a given capability at all. It does not evaluate implementation maturity,
deployment track record, or the quality of execution within covered capabilities. The
comparison identifies coverage gaps, not quality gaps. A framework rated “None” on
a capability does not necessarily lack any capability of that type; it lacks a documented,
prescribed treatment of that capability within the framework’s specification. Future work
includes a maturity-weighted comparison that incorporates implementation track record
and execution quality, but this requires longitudinal data on framework adoption that is
not yet available for AZTRM-D.

4.7. Proprietary Platform and Reproducibility

Sentinel is a proprietary platform developed by Cybectr LLC, and its source code is not
publicly available. To support reproducibility despite this constraint, this paper documents
all algorithm specifications (Tables 29 and 30), all hyperparameters (Table 30), all training
datasets with provenance (BigVul for the GNN, NIST NVD API v2.0 for XGBoost, MITRE
ATT&CK for the PPO agent, Cybectr Sentinel internal telemetry for the Isolation Forest),
and all evaluation methodology (80/20 stratified split with 5-fold cross-validation, Wilson
95% Cls reported throughout) at sufficient detail for independent reimplementation. An
independent reimplementation of Sentinel from these specifications is feasible without
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access to Cybectr LLC’s proprietary code base, and Stage 4 includes a reference open-source
reimplementation by the third-party team to validate the reproducibility claim directly.

4.8. Self-Measured Performance Metrics

All Sentinel performance metrics in this paper were measured by the development
team on their own platform. No independent third-party laboratory has reproduced these
figures. The measurement basis for each metric is specified throughout this paper (Stage 3
operational measurement, held-out evaluation set, preliminary algorithm comparison
run) so readers can calibrate confidence according to the evidentiary category. Stage 4
third-party measurement, performed by the independent team described in Section 4.1,
will produce externally measured benchmarks for direct comparison against the figures
reported here.

5. Conclusions

This paper presented the full empirical validation of the AZTRM-D methodology
introduced in [1]. The results come from adversarial testing on physical NVIDIA Jetson
Orin Nano hardware across three progressive hardening stages with seven attack categories
and three testers operating under a blind protocol.

A factory-default device that all three testers compromised to root level in under five
minutes was made resilient against every tested attack vector after systematic AZTRM-D
hardening. The five-modality CI/CD pipeline achieved a 96.8% vulnerability detection rate
(Wilson 95% CI: [0.891, 0.991]). Cybectr Sentinel delivered 94.1% precision, 91.8% recall, a
3.1% false positive rate, and 4.2 min average detection time within a 12-18% CPU overhead
envelope on constrained edge hardware. The 93.7% adversarial detection rate against DiCE
counterfactuals provides a measured black-box adversarial baseline.

The 14-capability comparative analysis confirmed that seven capabilities present in
AZTRM-D are absent from every established secure development framework evaluated: Al-
Assisted Code Analysis, Zero Trust Architecture, AI-Guided Penetration Testing, Unknown
Asset Inference, MITRE D3FEND Mapping, MITRE ENGAGE Active Defense, and post-
quantum readiness.

The methodology’s application of Zero Trust principles to its own Al components
addresses a blind spot present in every framework evaluated. If Al drives security en-
forcement decisions, and those AI components are not themselves subject to continuous
verification, the security model has an unmonitored gap at the exact layer responsible for
enforcement.
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Abbreviation
AC
Al

AST

AV
BSIMM
C1/CD

CISO
CSPM
CVss
DAST

DiCE

DON
ECDSA
FGSM
FPR
GNN
GPU
1AM
JIT
LLM

LIME

MB
MFA

ML

ML-KEM

governing the deployed Cybectr Sentinel platform. These records have been preserved in immutable
storage and are available to qualified independent reviewers under a non-disclosure agreement upon
reasonable request through Cybectr LLC. The Stage 4 multi-device fleet validation records, including
the planned independent third-party penetration test outputs, will be made available under the
same terms upon completion of the Stage 4 campaign. The Cybectr Sentinel platform source code
is not publicly available; reproducibility of the Al subsystem behavior is supported through the
algorithm specifications, hyperparameters, training datasets, and evaluation protocols documented
in Section 3.8.
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The following abbreviations are used in this manuscript:

Spell Out Abbreviation  Spell Out

Attack Complexity (CVSS) AES Advanced Encryption Standard

Artificial Intelligence API Application Programming Interface
Adversarial Tactics, Techniques, and Common

Abstract Syntax Tree ATT&CK Knowledge (MITRE) d

Attack Vector (CVSS) AZTRM-D Automated Zero TI‘L?S’E Risk Management with
DevSecOps Integration

Building Security In Maturity Model CFG Control Flow Graph

Continuous Integration/Continuous CISA Cybersecurity and Infrastructure Security

Deployment Agency

Chief Information Security Officer CPG Code Property Graph

Cloud Security Posture Management CVE Common Vulnerabilities and Exposures

Common Vulnerability Scoring System CWE Common Weakness Enumeration

Dynamic Application Security Testing DDPG Deep Deterministic Policy Gradient

Diverse Counterfactual Explanations DO-178C Softva..are .Cor151derat10ns in Alrborne Systems
Certification

Deep Q-Network ECDHE Elliptic Curve Diffie-Hellman Ephemeral

Elliptic Curve Digital Signature Algorithm EDR Endpoint Detection and Response

Fast Gradient Sign Method FIPS Federal Information Processing Standard

False Positive Rate GCN Graph Convolutional Network

Graph Neural Network GPIO General Purpose Input/Output

Graphics Processing Unit IaC Infrastructure as Code

Identity and Access Management IoT Internet of Things

Just-in-Time KDF Key Derivation Function

Large Language Model LSTM Long Short-Term Memory

Local Interpretable Model-agnostic . . .

. LUKS2 Linux Unified Key Setup version 2

Explanations

Megabytes MDI Mean Decrease in Impurity

Multi-Factor Authentication MITM Man-in-the-Middle

Machine Learning ML-DSA Modu'le—Lattice—Based Digital Signature
Algorithm

Module-Lattice-Based Key Encapsulation .

MLP Multi-Layer Perceptron

Mechanism
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MS SDL Microsoft Security Development Lifecycle mTLS Mutual Transport Layer Security
MTTR Mean Time to Remediate NIST National Institute of Standards and Technology
NIST SSDF NIST Secure Software Development Framework NVD National Vulnerability Database
OCSVM One-Class Support Vector Machine OIDC OpenID Connect
. OWASP )
(O] Operating System SAMM OWASP Software Assurance Maturity Model
PDG Program Dependence Graph PEP Policy Enforcement Point
PGD Projected Gradient Descent PPO Proximal Policy Optimization
PQC Post-Quantum Cryptography PR Privileges Required (CVSS)
PSK Pre-Shared Key RAG Retrieval-Augmented Generation
RBAC Role-Based Access Control RF Radio Frequency
RL Reinforcement Learning RMF Risk Management Framework
RTCA Radio Technical Commission for Aeronautics RTL-SDR Realtek Software-Defined Radio
SAE Simultaneous Authentication of Equals SAST Static Application Security Testing
SBOM Software Bill of Materials SCA Software Composition Analysis
SDR Software-Defined Radio SHAP SHapley Additive exPlanations
SIEM Security Information and Event Management SLH-DSA Statel?ss Hash-Based Digital Signature
Algorithm
SPIFFE Secure Production Identity Framework for SPIRE SPIFFE Runtime Environment
Everyone
SSH Secure Shell STRIDE SPoofing, Tampering, R.epudiation, Info
Disclosure, DoS, Elevation
SUID Set User ID SVID SPIFFE Verifiable Identity Document
TCP Transmission Control Protocol TLS Transport Layer Security
TTID Time-to-Initial-Detection TTP Tactic, Technique, and Procedure
UART Universal Asynchronous Receiver-Transmitter ~ Ul User Interaction (CVSS)
USB Universal Serial Bus VDR Vulnerability Detection Rate
VNC Virtual Network Computing WPA3 Wi-Fi Protected Access 3
XAI Explainable Artificial Intelligence XGBoost Extreme Gradient Boosting
XTS XI?X-Based Tweéked-Codebook Mode with 7T Zero Trust
Ciphertext Stealing
ZT PEP Zero Trust Policy Enforcement Point ZTNA Zero Trust Network Access
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