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Abstract: This comprehensive study provides an in-depth examination of the Internet of
Things (IoT), which refers to the interconnection of multiple devices through various wire-
less protocols that facilitate data transfer and improve operational intelligence. IoT is widely
used in numerous fields, including urban infrastructure, domestic settings, transportation
systems, military operations, healthcare, and agriculture. However, with its growing preva-
lence comes a significant increase in security risks across multiple layers, such as hardware,
software, cloud infrastructure, and networks. This study categorizes these vulnerabilities
and explores how adversaries can exploit weaknesses to compromise IoT systems. In doing
so, it highlights the risks associated with unauthorized access, data breaches, and system
manipulation, all of which pose a direct threat to confidentiality, integrity, and availability.
To address these concerns, this paper examines various mitigation strategies that aim to
enhance IoT security by reducing attack surfaces, improving authentication methods, and
securing communication protocols. By systematically analyzing existing vulnerabilities
and countermeasures, this research contributes to the ongoing effort to fortify IoT devices
and infrastructure against current and emerging threats. Through this study, we seek to
advance the discussion on securing IoT environments while emphasizing the importance
of proactive security measures in this rapidly evolving landscape.

Keywords: internet of things; IoT security; intrusion detection system; IoT protocols;
vulnerability analysis; attack mitigation

1. Introduction

The rapid expansion of the Internet of Things (IoT) has significantly changed the
way technology interacts with the world, connecting billions of devices across a wide
range of industries. IoT technology is at the core of modern automation, enabling smart
cities, self-regulating industrial systems, interconnected medical devices, and advanced
transportation networks. These devices are designed to improve efficiency and streamline
operations by facilitating real-time data transfer and intelligent decision making. How-
ever, the increasing reliance on IoT introduces severe security concerns that cannot be
overlooked. IoT devices, by their nature, are highly susceptible to a broad spectrum of
vulnerabilities across different layers, including hardware, software, cloud infrastructure,
and network communications. These vulnerabilities range from unpatched firmware and
weak authentication mechanisms to unsecured wireless transmissions and exploitable net-
work protocols. The presence of these weaknesses poses a direct risk to data confidentiality,
system integrity, and operational availability, leaving IoT environments vulnerable to mali-
cious actors. Unlike traditional computing systems, IoT devices often operate with limited
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security capabilities, making them attractive targets for cyber attacks. This study aims
to provide a thorough investigation of IoT vulnerabilities by systematically categorizing
them based on their origin and impact. Additionally, we examine potential attack vectors
that adversaries may use to exploit these vulnerabilities and compromise IoT ecosystems.
Understanding these weaknesses is essential in developing effective countermeasures that
mitigate security risks and enhance the resilience of IoT deployments. As IoT adoption
continues to grow, the need for robust security frameworks becomes increasingly critical.
Through this research, we seek to highlight the importance of securing IoT environments
by analyzing current security gaps, exploring potential threats, and proposing mitigation
strategies that will contribute to the overall safety and reliability of IoT technology.

Organization of the Paper

The paper is structured to provide a comprehensive exploration of IoT security chal-
lenges and potential solutions. The first section, Section 2, Preliminary Research, introduces
foundational IoT concepts, including an in-depth examination of the five-layer IoT archi-
tecture and its applications across various industries. This section highlights how IoT
is integrated into domains such as smart cities, healthcare, transportation, industrial au-
tomation, agriculture, and military operations. By outlining these diverse applications, we
establish the security challenges unique to each IoT deployment. Next, we have Commonly
Used Protocols which provides an overview of the various communication protocols that
enable IoT functionality. This includes both widely adopted and lesser-known protocols
used in IoT ecosystems, each with its own security considerations. Understanding the
strengths and weaknesses of these protocols is critical for evaluating their role in securing
IoT networks. Following this, Section 3, IoT Vulnerability Layers, delves into the specific
vulnerabilities present within IoT systems, categorizing them into hardware, software,
network, and sensor network vulnerabilities. This section examines how these weaknesses
impact the confidentiality, integrity, and availability of IoT devices and infrastructure. By
understanding these vulnerabilities, we can better assess the risks that IoT environments
face and identify potential attack vectors that adversaries may exploit. Then, Section 4,
Significance of Our Paper, will go over other recent surveys that are similar to ours. The
goal of this section is to differentiate what makes our paper unique compared to others.
Finally, Section 5, Conclusions and Future Research to be Worked, summarizes the key
findings of this study and discusses the importance of continuous research in IoT security.
As technology advances, new vulnerabilities and attack techniques will emerge, requiring
ongoing improvements to security frameworks. Future research directions will focus on
refining existing countermeasures, addressing newly discovered threats, and ensuring that
IoT systems remain secure in the face of evolving challenges. Overall, this paper seeks
to contribute to the development of secure IoT environments by thoroughly analyzing
vulnerabilities, attack methodologies, and effective mitigation strategies. By understanding
the risks and implementing proactive security measures, we can enhance the resilience of
IoT systems against both current and future threats.

2. Preliminary Materials

The ‘Internet of” series of technologies has been an idea that has been developing
over time for many different purposes. In today’s society, most of the new technological
evolution is typically part of this thought process, whether its Internet of People (Human-
Machine Interaction), Internet of Agents (Machine Learning and Artificial Intelligence),
Internet of Content (Cloud), or Internet of Things (Machine-to-Machine Interaction) [1].
While the authors in [1] looked at the overall ‘Internet of” series, we will focus on the
Internet of Things. The idea of the Internet of Things is essentially when multiple devices,
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otherwise known as “Things”, are connected together in some manner through the use of a
wireless network of some sort. This network can be any wireless protocol such as Bluetooth,
WiFi, 5G, ultra-wideband, radio frequency identification, and many more. Now, all these
devices communicate with each other, send data to each other, and are typically used to
make things smarter [1-3]. Some of the uses of IoT are seen in technology found in cities,
homes, transportation, military, agriculture, and so many more. The idea is to make life
easier for people who use technology by making the technology smarter. However, all IoT
use cases generally fall within the general multilayer architecture ranging from three to
six layers, with the four-layer model being the most popular. The five-layer architecture, as
shown in Figure 1, is one that we will focus on in this investigation, as it goes a bit deeper
compared to the four-layer model [4].
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Figure 1. Five-layer architecture. This image has been completely re-modified; however, the idea of
the image was inspired by [4].
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The five-layer architecture consists of the perception layer, which is the layer that
gathers the data. This can consist of sensors and other things that are used to collect
information, such as barcodes [4]. We then move up a layer to the network access layer,
which is essentially the means of communication. This is how the device sends out signals
and communicates with other devices. This can be seen as wireless protocols such as ultra-
wideband, WiFi, Bluetooth, etc., and it helps create the sensor network [4]. We then have
the ‘Network Transmission Layer” above that, which is how the network communicates as a
whole. This can be seen as communication using satellites, mobile communication networks,
or even a specific dedicated network [4]. The next layer would be the “Application Support
Layer” which consists of middleware, cloud platforms, application host, etc. [4]. Finally,
we have the “Presentation Layer”, which is what IoT devices are solely used for, whether
it is for a smart cities, agriculture, transportation, and many more [4]. In other words,
the presentation layer is the output layer for IoT devices where they act upon the world
or environment.

2.1. Internet of Things for Smart Cities and Transportation

As the Internet of Things devices become more prevalent and advanced, they are
slowly being integrated into cities and vehicles in various aspects to allow for a smoother
city or vehicular experience overall. The IoT can be used everywhere within cities, from
security to maintenance, facilitating operations and even vehicle mobility [5]. Some of the
most common uses of the Internet of Things in cities can be seen in Figure 2. As we can see,
there are many avenues for IoT within smart cities that are all vary different and specific in
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Energy Grid Optimization
Environmental Monitoring Smart Waste Disposal
/ Water Conservation Analytics
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their overall purpose.
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Figure 2. IoT applications within smart cities. This image has been completely re-modified; however,
the idea of the image was inspired by [6].

For example, you may be driving through the city in a Tesla vehicle that communicates
with the surrounding smart vehicles and the traffic lights to ensure that your car and
everyone else have a smooth driving experience. You may see cameras around the city
that are all connected to a CCTV system that is used to prevent crime from occurring in
the city. As you drive, you see a store that you want to go shopping in. You park in a
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parking lot and use a smart meter to monitor the time you stay there, and this may ticket
you if you stay too long without paying. When you walk into the store, you see cashierless
registers and cameras everywhere that track the placement of items and objects found in
the store. This is the experience that a smart city wants citizens to have. All of these are
used to make the city run much more smoothly and to drastically improve the lives of its
citizens. With all this in mind, IoT is also being used more extensively in transportation [5].
In particular, we are seeing IoT being integrated into transportation through the use of
vehicle-to-vehicle (V2V) communication protocols as well as vehicle-to-infrastructure (V2I)
communication protocols. These protocols essentially allow each vehicle with IoT sensors
to communicate with each other but also with the surrounding buildings within the city.
Electric scooters, commonly seen around cities, as well as bus systems, are all controlled by
IoT devices. All of these work together with the city to prevent citizens from being stuck
in a specific location of the city, allowing for easier mobility. However, another way in
which they are often used is with smart meters and self-driving capabilities. Meters use
V2I technology to communicate with the vehicle to obtain an accurate time of how long
the vehicle is positioned at a spot. This allows everything to be more accurate when it
comes to meter tracking. Furthermore, for self-driving cars on the roads, they often use IoT
technology to communicate with other cars and the infrastructure to know things such as
the speed limit; the color of lights; street signs; monitor other cars, people, and objects; and
so much more. Once again, the purpose is to essentially make life easier for the user.

2.2. Internet of Things for Advanced Manufacturing

The Internet of Things is not only transforming our homes and cities but also revo-
lutionizes the manufacturing industry. Known as the Industrial Internet of Things (IloT),
this integration brings IoT technologies into advanced manufacturing processes, enhanc-
ing efficiency, reducing downtime, and improving overall productivity. As we can see,
there are many different avenues where 10T is applied within manufacturing, each serving
specific purposes. For example, imagine a factory floor where every machine is equipped
with sensors that monitor temperature, vibration, and performance in real time. These
sensors collect data and send them to a centralized system that uses advanced analytics to
predict when a machine might fail or require maintenance. This predictive maintenance
approach can prevent unexpected breakdowns, saving time and reducing costs. Further-
more, IoT devices enable the automation and remote control of manufacturing processes.
Robots and automated systems can communicate with each other and adjust operations
based on real-time data. For instance, if a production line is experiencing a bottleneck, the
system can automatically reroute tasks or adjust production rates to optimize workflow.
In advanced manufacturing, IoT is also enhances supply chain management. With IoT
sensors tracking inventory levels, shipments, and logistics, manufacturers can maintain
optimal stock levels and reduce waste. Additionally, IoT devices can ensure quality control
by monitoring products throughout the production process, detecting defects early, and
ensuring consistency [7]. All of these applications of IoT in advanced manufacturing aim
to make the production process more efficient, reliable, and cost effective. Just like in smart
homes and cities, the ultimate goal is to make life easier and more productive, not only for
manufacturers but also for consumers who benefit from better products and services.

2.3. Internet of Things Smart Home System

Internet of Things devices are becoming a major component of the home environment,
and their sole purpose is to make life easier for the user and people living within that
environment. They first started as small gadgets or "things’ that could be added to a home
ecosystem and connected to other "things” with wireless signals, but as times progresses,
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more and more native home devices come with the ‘Internet of Things’ factor already built
in [8]. The home IoT ecosystem is varied and not the same everywhere, but one of the ways
it can be seen is as follows. The user may push a button in their car that sends a signal to
the garage to open. From there, they tell an Alexa device that they are home, and then,
Alexa would follow the routine that the user has set within the app. This routine would
turn on all of the house lights, set the AC thermostat to 68 degrees Fahrenheit, set the air
purifiers to a medium setting, turn on the living room TV to their favorite channel, etc.
Then, when the user prepares for bed, they would tell Alexa ‘good night’. Alexa would
then close all window blinds, set the air purifiers to high, turn off all lights, set the AC to a
lower temperature, and activate the robot vacuum for night cleaning. This is just a sample
of what home automation may look like. Everyone sets it differently and has a different
use, but the overall idea of it is that it makes someone’s life easier.

2.4. Internet of Medical Things

Internet of Things devices find extensive use in the medical field, also known as the
Internet of Medical Things (IoMT). IoMT is found everywhere today with wireless medical
devices, widely used in hospitals, nursing homes, and homes (for personal health related
use). Integrating IoT technology into the medical field has revolutionized healthcare de-
livery, offering numerous benefits and practical applications for healthcare services and
patients. Adopting IoMT protocols offers numerous practical applications for medical de-
vice companies, health services, patients, and caregivers. For example, healthcare providers
can collect real-time data on patient health conditions, such as the heart rate, blood pressure,
temperature, SPO2 (blood oxygen saturation levels), and respiratory rate. This remote
monitoring capability allows for spot checks, continuous patient monitoring, and the early
detection of abnormalities in the patients” health. Patients can actively participate in their
care using mobile applications that connect to IoMT devices, providing instant access to
their health status and facilitating the self-management of chronic diseases, saving valuable
time and enabling health services to focus on other tasks. IoMT facilitates the development
of innovative solutions, such as the CardiacSense watch based on IoMT [9]. The Cardiac-
Sense watch incorporates sensors and interfaces such as the pulse rate, ECG recording,
continuous detection of A-fib, unlimited event reports, manually added measurement val-
ues, general arrhythmia detection, threshold configuration, detailed event report, monthly
reports, and sleep time tracking [10].

2.5. Internet of Agricultural Things

We can see IoT implementation everywhere with the ongoing advances in this tech-
nology. One of the hottest implementations of IoT is in agriculture. From basic smart home
gardening systems to smart farms, the IoAT offers intelligent solutions to different agricul-
tural applications, such as precision farming, livestock monitoring, greenhouse monitoring,
and agricultural drones. Smart farms often use a variety of sensors to collect real-time data
on the farms status to monitor both livestock and crops, for example, with sensors that
monitor oil richness, temperature, humidity, gas, air pressure, water pressure, and crop
disease for field monitoring; and temperature, heart rate, and digestion for livestock [11].
One of the many innovations designed and implemented is SeeTree, an “Intelligence Plat-
form for Trees” that allows growers to monitor the productivity and health of individual
trees. It can scan and analyze hundreds of millions of trees using rich information sources,
including drones, satellites, IoT sensors, climate data, and more [12,13].

2.6. Internet of Battlefield Things

Internet of Things devices are used worldwide, but an application that is becoming
increasingly mroe prevalent is within the battlefield environment. This is called the Internet
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of Battlefield Things, otherwise known as IoBT for short. These devices are used for the
sole purpose of helping the soldier while on the battlefield, whether that is by monitoring
and tracking the soldier and enemies, or by actually using the IoBT device for warfare
purposes [14,15]. For example, in a given field environment, the soldier will have a heart
rate sensor, a salinity sensor, an optical sensor, and movement tracking, all of which are
used to monitor the body and movement of the soldier. In the air, they may have an
unmanned aerial vehicle (UAV) that uses video monitoring of the entire environment
layout to track soldiers and enemies. Lastly, the vehicles in the field that the soldiers use
will have tracking technology, as well as mine detection, sensors on weapons, etc. The
Internet of Battlefield Things is an area of IoT that is extremely broad but very specific at
the same time. IoT is present in signal towers, for example, but it is also used for closely
monitoring the health of the soldier. Any IoT technology can be considered an IoBT device
as long as it is used in the battlefield environment.

2.7. Commonly Used Protocols

Along with the evolution of IoT devices, many protocols were developed to satisfy
the needs of different IoT applications. There are many different situations and needs that
come with IoT devices. Some devices need protocols that are energy efficient and have a
short range, some need different data rates, and some require long-range and high-speed
data transport, depending on the use case. This section will give a brief introduction to
some of the more common protocols as well as some of the least common protocols that
you can find within IoT devices.

2.7.1. ZigBee

ZigBee is a wireless networking protocol based on the IEEE 802.15.4 technical
standard [16]. It has a low data rate, low power consumption, low cost, and encrypted
communication using the Advanced Encryption Standard (AES) with a 128-bit key. ZigBee
is a great technology for Internet of Things devices that need a long battery life and a low
data transfer rate. The ZigBee data rate is 250 kbps at 2.4 GHz (global), 40 kbps at 915 MHz
(Americas), and 20 kbps at 868 MHz (Europe). Some applications of ZigBee can be found
in smart homes, smart buildings, the Internet of Medical Things (IoMT), and more [17,18].

2.7.2. Dash7

Dash?7 (D7AP) is an open source subGHz wireless sensor and actuator network proto-
col (WSAN) that complies with the ISO/IEC 18000-7 standard. It has a medium range of
up to 2 Km, low power consumption (multi-year battery life), low latency, and is encrypted
using AES with a 128-bit key. D7AP operates in unlicensed ISM bands of 433.92, 868, and
915 MHz [19,20]. A few use cases of D7AP can be found in agriculture IoT, IoMT, and
smart cities [21].

2.7.3. WiFi

WiFj, or IEEE 802.11, is a standard of wireless LAN technology widely used in business
and home environments to obtain fast and reliable Internet access. WiFi provides a common
platform to connect various devices, from smart home applications to industrial sensors.
The range, reliability, and security strengths of WiFi are ideal for many IoT applications [22].
WiFI encryption has evolved in recent years, and each new generation provides stronger
security against attacks. WEP was the original WiFi security protocol, which used the RC4
algorithm with two sides of data communication. However, WEP is easily cracked, and it is
no longer considered secure. WPA was an improved version of WEP and addressed some
of the security vulnerabilities in WEP. WPAZ2 is the successor to WPA and is considered to
be more secure. WPA2 uses the Advanced Encryption Standard (AES) cipher [23]. WPA3
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is the latest WiFi security protocol, offering the strongest security to date. WPA3 uses
the Simultaneous Authentication of Equals (SAE) protocol, designed to be more secure
than the four-way handshake used in WPA2 [24]. IEEE 802.11 is a living standard and
new generations are being developed regularly to meet the growing demands of wireless
networking. Some of the most used IEEE 802.11 standards are IEEE 802.11g, which operates
in the 2.4 GHz band and supports data rates up to 54 Mbps; IEEE 802.11n, which operates
in the 2.4 GHz and 5 GHz bands and supports data rates up to 600 Mbps.; IEEE 802.11ac,
which operates in the 5 GHz band and supports data rates up to 6.93 Gbps; and IEEE
802.11ax, which operates in the 2.4 GHz and 5 GHz bands and supports data rates up to
9.6 Gbps [25,26].

2.7.4. Cellular

Cellular networks have been around for a while. With new advancements and tech-
nologies being developed around them, new cellular networks were discussed, tested, and
created to provide the best performances that can match the needs of the latest technology
standards. LTE-Advanced(4G) and 5G technologies are the most recent and widely used
cellular standards [27]. LTE-A (Long-Term Evolution Advanced) is a wireless cellular
technology that significantly improved speed, capacity, and coverage over previous gen-
erations of cellular technology. It has a peak downlink data rate of 1 Gbps, an uplink
data rate of 500 Mbps, a peak downlink spectrum efficiency of 30 bps/Hz, an uplink
spectrum efficiency of 15 bps/Hz, and a bandwidth of 100 MHz [28]. LTE-A is currently
being overtaken by 5G [29]. 5G is the fifth generation of wireless cellular technology. It
has demonstrated improvements over previous generations of cellular networks, such as
higher data rates, lower quality of service (QoS) latency, low interference, and increased
capacity. Some of the 5G requirements include a maximum downlink data rate of 20 Gbps,
an uplink data rate of 10 Gbps, a maximum downlink spectrum efficiency of 30 bps/Hz, an
uplink spectrum efficiency of 15 bps/Hz, user plane latency of 4 ms for eMBB and 1 ms for
URLLC, control plane latency of 10-20 ms, and a bandwidth of 100 MHz-1 GHz [30]. In
sum, 5G is the key for advanced IoT applications, such as smart factories, smart hospitals,
smart transportation, smart agriculture, smart homes and cities, etc. [30,31].

2.7.5. 6LOWPAN

6LoWPAN is a networking technology that allows IPv6 packets to be efficiently trans-
mitted over low-power wireless networks, such as those based on the IEEE 802.15.4 stan-
dard. It supports various mesh network topologies and can fragment and reassemble
packets as needed. 6LoWPAN implementations are small enough to fit 32 K flash memory
parts. 6LoWPAN enables low-power mesh and sensor networks to take advantage of
the benefits of IP networking [32,33]. It has frequency bands of 2.4 GHz, 868 MHz, and
915 MHz (the same as ZigBee) and data rates between 50 and 250 kbit/s [33].

2.7.6. Bluetooth

Bluetooth is a technology standard used for short-range wireless communication
between mobile devices. Bluetooth operates on 79 different frequencies to transmit data
from 2.402 GHz to 2.48 GHz and a range up to 100 m (330 ft). The bit rates for Bluetooth are
1 Mbps and 2 Mbps [34]. It is very useful for transmitting small fragments from different
IoT sensors [35].

2.7.7. Bluetooth Low Energy (BLE)

Bluetooth Low Energy (BLE) is a wireless technology that is designed to complement
both classic Bluetooth and the lowest power wireless technology possible. It is a distinct
technology with different design goals and market segments than classic Bluetooth. BLE
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transmits data over 40 channels in the 2.4 GHz band (2.402 to 2.48 GHz) [36]. It can be used
to create different types of networks, from simple point-to-point connections to complex
mesh networks. This flexibility makes BLE compatible with a wide range of applications,
including the Internet of Things.

2.7.8. LoRa and LoRaWAN

LoRa is an unlicensed band physical layer technology that transmits data signals
in the subGHz ISM band. LoRa allows low-data-rate long-range, low-power wireless
communication. LoRa has a range of up to 15 km in rural areas and up to 5 km in urban
areas, with data rates of 0.3 kbps—50 kbps in Europe and 0.9 kbps—50 kbps in the US [37,38].
LoRaWAN is an open standard that was developed on top of LoRa. It consists of an
end device, gateway, network server, and application server. LoORaWAN is located in the
data link layer and provides a complete solution by adding a network layer that includes
features such as security, authentication, and data routing [21].

2.7.9. SigFox

Sigfox is a low-power wide area network (LPWAN) technology designed for the
Internet of Things. It uses ultra-narrowband technology to transmit data with a very low
power consumption over long distances [39]. It operates in the 862-928 MHz frequency
band and has a channel bandwidth of 100 Hz [40]. With a range of up to 50 km in rural
areas and up to 10 km in urban areas, Sigfox can work well in applications that require
long-range communication with battery-powered devices. Its data rate ranges from 100 to
600 Bps, depending on the region [30,41].

2.7.10. Narrowband Internet of Things (NB-IoT)

NB-IoT is a low-cost, low-power, and low-data-rate cellular technology built from LTE
functions; therefore, it uses the same infrastructure as cellular networks, which makes it
a scalable and reliable technology that can be deployed in a variety of locations. It has a
range of up to 15 km in rural areas and 1-5 km in urban areas, a data rate up to 250 Kbps,
and a 200 KHz bandwidth [21,42].

2.7.11. Near-Field Communication (NFC)

Near-Field Communication (NFC) is a short-range wireless communication protocol
used by mobile devices for all kinds of applications, such as payments, digital keys for
homes and cars, and data transferring. NFC provides secure communication between
various devices. It has a short range of 4-10 cm, a data rate of 0.02-0.4 Mbps, and it
runs on a 13.56 MHz spectrum [43]. NFC is used to enhance different IoT solutions with
short-range capabilities [44].

2.7.12. Z-Wave

Z-Wave is a subGHz wireless communication protocol used by different IoT appli-
cations. It is an ultra-low-power, mesh network protocol that lets devices communicate
with each other over long distances (has a range of 100 m). Its data rates are 9.6 kbps,
40 kbps, or 100 kbps, and it uses a frequency of 908.42 MHz in the United States and
868.42 MHz in Europe [45]. Z-Wave deployments can be scaled by linking together Z-Wave
networks. Z-Wave is well suited for applications that require reliable, secure, and low-
power communication, such as control smart home devices (lights, locks, thermostats, and
security systems) [46].
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2.7.13. Li-Fi

Li-Fi is a bidirectional short-range wireless technology that uses a visible light commu-
nication (VLC) system for data transmission to transfer and receive data. Li-Fi uses over-
head LED lighting commonly found in homes as a means of transport and a photo-diode
for decoding data. It has a maximum speed of 224 Gbps, which allows a high-definition
video to be downloaded in seconds. Because Li-Fi is reliable in light use, it is limited in
range since light cannot pass through objects, which makes Li-Fi effective only in closed
spaces [47]. Even though its range limitation could be seen as a problem, this limitation
provides an additional layer of security by prevents data from leaking into public spaces,
thus preventing malicious actors from accessing your network [48].

2.7.14. Ultra-Wideband (UWB)

Ultra-wideband is a short-range, high-bandwidth and energy-efficient wireless com-
munication protocol that can be used for radar imaging, sensor data collection, and precise
location and tracking. UWB operates at frequencies from 3.1 to 10.6 GHz, has a bandwidth
of 500 MHz, and a data rate of up to 1 Gbps [49,50]. UWB can be used to accurately
measure the distance between two devices. This information can be used for a variety of
IoT applications [51].

2.7.15. Advanced Message Queuing Protocol (AMQP)

The Advanced Message Queuing Protocol (AMQP) is a reliable and versatile M2M
binary protocol. It offers two levels of QoS for the delivery of messages, uses TCP as
a transport protocol, and uses TLS/SSL and SASL for security, making it a good fit for
high-bandwidth, reliable, and secure networks [52]. It supports various messaging pat-
terns, including request/response, publish/subscribe, and transactions (allowing multiple
messages to be sent and received as a single unit of work) and topic-based publish-and-
subscribe messaging (allows messages to be published to topics so that subscribers can
receive messages that are relevant to them) [53].

2.7.16. Constrained Application Protocol (CoAP)

The Constrained Application Protocol (CoAP) is a lightweight M2M binary protocol
with a fixed header of 4 bytes and small message payloads from the IETF CoRE Work-
ing Group designed for constrained IoT devices. It supports both request-response and
resource-observe architectures and can be used to interoperate with HTTP and the RESTful
Web API [54]. CoAP uses UDP as a transport protocol and DTLS for security, making it effi-
cient for use on low-bandwidth and unreliable networks. It is designed to be as lightweight
as possible, making it suitable for use on constrained devices with limited resources [52].

2.7.17. Message Queuing Telemetry Transport Protocol (MQTT)

The Message Queuing Telemetry Transport Protocol (MQTT) is a publish/subscribe
messaging protocol used for lightweight machine-to-machine (M2M) communications in
constrained networks. MQTT uses the Transmission Control Protocol (TCP) as its transport
protocol that guarantees the delivery of messages. MQTT also uses TLS/SSL for security,
which encrypts messages to protect them from unauthorized access. MQTT supports
three levels of QoS, making it more reliable when delivering messages. It uses a small
amount of bandwidth and processing power. This makes it ideal for use with small devices
that have limited resources. MQTT is also suited for large networks because it can efficiently
handle a large number of devices. This is because it uses a publish/subscribe model, which
allows devices to receive only messages that are relevant to them [52].
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2.7.18. Data Distribution Service (DDS)

The Data Distribution Service (DDS) is a machine-to-machine protocol developed
by the Object Management Group (OMG) that features decentralized nodes of clients
throughout a system (nodes can identify themselves as subscribers or publishers through
a localization server). DDS was created to overcome the disadvantages of centralized
publish-subscribe architectures. Provides many quality-of-service parameters that allow
users to control the behavior of the DDS system, such as improved scalability, increased
reliability, reduced latency, bandwidth, and enhanced security (provides authentication,
access control, confidentiality, and integrity to the information distribution) [55,56].

2.7.19. Open Platform Communications (OPC)

Open Platform Communications (OPC) is a machine-to-machine protocol that facili-
tates real-time data exchange between control systems and devices and allows seamless
connectivity. OPC supports classic specifications such as OPC DA (Data Access) and
newer advances such as OPC UA (Unified Architecture), increasing platform security
and independence. The protocol plays a key role in the Industry 4.0 environment, sup-
porting the integration of the Internet of Things (IoT) and computer-physical systems
(CPS). OPC is useful for implementing industrial systems and optimizing data exchange in
heterogeneous environments [57].

3. IoT Vulnerability Layers

All IoT devices typically show some kind of vulnerability or weakness that dampens
its ability to function without issue. These vulnerabilities can typically allow users to
gain access to data by utilizing weakness to enter the device, or they can be used to
track and manipulate the device. Either way, this is detrimental to the device and its
functionality. Some of the ways that adversaries can obtain access to this is through network
vulnerabilities, software vulnerabilities, or even hardware vulnerabilities, as shown below
in Figure 3 [58]. It is important to know these weaknesses so that one can know the best
route to actually avoid or mitigate them.

Unauthorized Device Hijacking (e.g., controlling loT

devices remotely)

Data Fabrication (e.g., injecting false information into the

system)

excessive data)

Behavioral Analytics for Anomaly Detection

Dynamic Security Patch Management

Encrypted Machine-to-Machine Communications
Predictive Threat Modeling (Al analyzing future risks)
Deep Learning-Based Network Monitoring
Cognitive Honeypots for Advanced Threat Detection

Automated Response Systems for Immediate Threat
Neutralization

Unpatched Firmware Vulnerabilities

= Network Eavesdropping on Wireless Communications

Attacks & Security Impact
Software Rogue Applications in the loT Ecosystem
Network Saturation (e.g., flooding the system with
Buffer Overflow Exploits in Legacy Code
Identity Spoofing (e.g., mimicking legitimate devices)
E Bandwidth Exhaustion (through excessive traffic or DDoS)

loT Vulnerabilities

Countermeasures Unauthorized Access via Misconfigured Routers

Signal Interference (disruption of communication
channels)
Artificial Intelligence

Hardware Side-Channel Attacks on Embedded Devices

Situational Awareness Malicious Hardware Backdoors

Figure 3. IoT vulnerability flow. This image has been completely re-modified; however, the idea of
the image was inspired by [58].

As we can see in Figure 3, these vulnerabilities are just part of the attack layer. The
ways these vulnerabilities are used are represented by the other half of the attack layer. The
adversary can quite easily attack any IoT device through any of the vulnerabilities, and by
doing so, they can either choose to attack data integrity, confidentiality, authentication, or
even availability. Confidentiality is designed to protect IoT devices and information from
unauthorized access and is generally enforced with the use of encryption, access control,
and also authentication of user and data [58]. Through any of these vulnerabilities above,
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we can see information leakage which would cause any kind of data to be releasing to
anyone, whether it is the adversary or a normal person. Integrity typically guarantees
the protection of unauthorized modifications to the hardware or software of a device by
enforcing encryptions, input validations, interface monitoring and restrictions, and so
many more [58]. These are designed to keep any portion of the device from becoming
vulnerable. However, once again, during the design phase of a device, typically smaller
things are overlooked, which would allow the attacker to use that device for their own
malicious purposes. Accountability represents the idea of tracking actions and tasks to
make sure that the device is doing what it is supposed to do. That is, it is monitoring
everything the device does and limits the device to specific tasks [58]. An attacker could
use the manufacturer vulnerabilities to enter a device and modify the event path. They can
use this to change the purpose of devices or even reroute data to them for data monitoring.
Lastly, we have the idea of availability. Availability is the idea that the device is always
available for use when the user needs it [58]. When an attacker targets these vulnerabilities,
they can delay the device or even make it go offline, which would render the availability
weak. All of these security impacts are the results of the types of attacks that an adversary
can carry out. Whether it is a physical, software, or even a network attack. The IoT device
at the other end of the attack can affect one or often many of the aspects shown above.

3.1. Hardware Vulnerabilities

Most, if not all, IoT devices operate without supervision and typically have limited
tamper resistant properties that make it extremely easy for an attacker to gain access to
the device [58]. The attacker can modify the IoT device with respect to its services that it
provides, as well as obtain data that it should not have access to and that could cause serious
harm to many individuals [58]. For example, if a hacker were to gain access to a smart
doorbell, it would be able to modify all the settings inside, view the data inside, or even
delete the data inside. Now, let us take this step further into a very delicate environment. If
an attacker were to somehow have access to a camera of a military base, they could use
that access to follow where the data are being sent to. In this case, they would find a server
with a lot of other camera data on it. They could then turn off the cameras and attack or
even release military secrets that were caught on camera.

3.1.1. Radio Frequency Attacks

A hacker may achieve hardware-level access to a device through various methods,
with the man-in-the-middle attack emerging as the most prevalent approach. Typically,
discussions of man-in-the-middle attacks center on network-layer exploitations—the in-
terception of data over wired or wireless connections. However, this perspective captures
only a fraction of the technique’s potential. Far more insidious is the exploitation of radio
frequency (RF) emissions, which all electronic devices inherently produce. These emissions,
detectable using tools such as spectrum analyzers or software-defined radios (e.g., HackRF,
Ettus Research devices, or even low-cost RTL-SDR units), offer a gateway for attackers to
observe and manipulate device communication at a fundamental level.

The process begins with signal identification. Every device emits RF signals charac-
terized by unique attributes, which an attacker can analyze to discern their nature. These
attributes include the bandwidth (the signal’s spectral footprint), frequency (its position,
such as 2.4 GHz for Bluetooth or 5 GHz for Wi-Fi), signal strength (its amplitude), and
behavioral patterns (e.g., frequency hopping, intermittent bursts, or continuous transmis-
sion). Visualized on a spectrum analyzer, the signal’s waveform—whether a sharp pulse or
a modulated curve—further reveals its identity. With this information in hand, the attacker
can classify the signal—be it Bluetooth, Zigbee, or a proprietary protocol—and assess its
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vulnerabilities. Wireless protocols, by their nature, possess inherent weaknesses, such as
inadequate encryption, predictable timing intervals, or exploitable handshake mechanisms.
Exploiting these flaws, the attacker may disrupt the signal, assume control over it, or subtly
alter its content.

One effective defense against these types of attacks is the use of strong encryp-
tion mechanisms such as AES-128/256-bit encryption and elliptic curve cryptography
(ECC) [59]. By encrypting data before transmission, even if an attacker successfully inter-
cepts a signal, they would be unable to decipher its contents. Additionally, techniques such
as rolling codes and nonce-based authentication prevent replay attacks by ensuring that
previously captured transmissions cannot be reused. Secure key exchange protocols such
as Diffie-Hellman or ECDH should also be enforced to make sure that even intercepted
communications remain indecipherable [60,61].

RF-based man-in-the-middle attacks extend beyond mere disruption, enabling both
the interception and manipulation of communications. The attacker might position them-
selves as an intermediary between two devices—say, a smartphone and a wireless periph-
eral—relaying messages while clandestinely monitoring the exchange. Alternatively, they
could impersonate one device entirely, redirecting the signal to themselves. In this scenario,
the originating device transmits data to the attacker, who may then forward them to the
intended recipient, modify it, or retain it for later use. For instance, the attacker could
inject malicious commands, alter transmitted data, or simply eavesdrop—all without the
communicating devices detecting the intrusion. The RF medium facilitates this deception
seamlessly, as the signals persist in their expected patterns, leaving no overt trace of inter-
ference. Without specialized monitoring equipment, such as an SDR wielded by a vigilant
defender, the attack remains invisible [62-64].

To mitigate these attacks, frequency hopping spread spectrum (FHSS) and direct-
sequence spread spectrum (DSSS) techniques can be used to prevent an attacker from
isolating a specific transmission. These methods ensure that the signal dynamically shifts
across multiple frequencies, making it significantly more difficult for an adversary to pin-
point, capture, or manipulate communications. Furthermore, enforcing strict firmware
update policies can address known vulnerabilities in wireless protocols, preventing attack-
ers from exploiting outdated security measures [65-67].

A practical illustration of this concept is the Bluetooth man-in-the-middle attack,
depicted in Figure 4. While each wireless protocol exhibits distinct characteristics, the
underlying principles of RF exploitation share common threads, making this example
broadly instructive. The attack unfolds through one of two strategies. First, the attacker
may deploy a wide-band jamming signal to overwhelm the Bluetooth frequency band
(approximately 2.4 GHz), severing the connection between paired devices. Alternatively,
they might target a specific device, flooding its RF time slots with randomized data to
destabilize its communication channels. This latter approach aims to “shut down all of the
piconets within the range susceptibility”, compelling the user to initiate a re-pairing process
out of frustration [68]. During this re-pairing, the attacker intercepts the exchange, forging
messages within the input/output (IO) capabilities negotiation phase [68]. Notably, if the
devices were previously paired, the attacker can bypass the need to force a reconnection,
exploiting an established link directly.

Once inserted into the communication chain, the attacker establishes simultaneous
connections to both devices, as illustrated in Figure 4. Acting as a relay, they forward
messages between the pair while retaining the ability to monitor, modify, or inject data [68].
For example, they might alter audio streams, introduce unauthorized commands, or extract
sensitive information—all executed within the RF domain. This manipulation hinges on
the attacker’s mastery of the signal’s properties and the protocol’s weaknesses, rendering
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the intrusion both potent and discreet. The elegance of such RF-based attacks lies in their
subtlety; the devices continue their dialogue, oblivious to the adversary riding the airwaves
between them.

Initiates Pairing Request
Relays Pairing Request as Device A
Sends Pairing Response
Relays Pairing Response as Device B
Sends Authentication Data
Relays Authentication Data
Sends Acknowledgement

Relays Acknowledgement

Intercepts and Alters Data

Relays or Alters Message
Sends Encrypted Response

Relays or Alters Response

Figure 4. Bluetooth man-in-the-middle attack. This image has been completely re-modified; however,
the idea of the image was inspired by [68].

To counteract Bluetooth man-in-the-middle attacks, a combination of defenses at
different layers of communication is necessary. Jam-resistant protocols that incorpo-
rate spread spectrum communication can prevent attackers from effectively disrupting
Bluetooth signals, while adaptive power control can counteract jamming by adjusting
signal strength dynamically. Additionally, secure pairing mechanisms such as Just
Works Numeric Comparison or Passkey Entry, rather than legacy pairing methods,
can significantly reduce the risk of adversaries intercepting the pairing process [69].
Proximity-based authentication methods, which require physical confirmation before es-
tablishing a trusted connection, can further prevent unauthorized devices from inserting
themselves into the communication stream. Intrusion detection systems (IDS) designed
to monitor RF spectrum anomalies can be deployed to detect unexpected transmission
patterns or frequency manipulations indicative of an attack. Finally, physical-layer
security enhancements, such as the use of directional antennas, shielded enclosures, and
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beamforming techniques, can limit RF signal exposure, making it significantly harder
for attackers to intercept or manipulate communications.

3.1.2. Hardware Reverse Engineering and Micro-Probing

Reverse engineering seeks to unravel the mechanisms driving a device’s operation [70].
When applied to hardware, this process equips the investigator with comprehensive in-
sight into a device’s architecture, exposing its strengths, vulnerabilities, and operational
intricacies. Such attacks are categorized into three distinct types—invasive, semi-invasive,
and non-invasive—as delineated in Figure 5 [71]. Each approach varies in its methodol-
ogy and impact on the target device, offering attackers a spectrum of strategies to extract
critical information.
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Figure 5. Reverse engineering and inspection attacks. This image has been completely re-modified;
however, the idea of the image was inspired by [71].

Non-invasive attacks target data extraction without altering the physical packaging or
structure of the integrated circuit (IC) or printed circuit board (PCB). These attacks may
be executed passively—observing emissions or behavior—or actively, through deliberate
manipulation [71]. Examples include brute-force assaults and fault injection, where the
attacker deploys an array of tools to probe the device’s resilience. Such tools range from
off-the-shelf instruments to custom-built apparatuses. A notable instance is the voltage
glitch attack, wherein a precisely timed voltage spike is delivered to a specific circuit
segment—often during boot—to bypass security measures or extract data [72]. Here, RF
emissions play a subtle yet critical role as follows: devices under stress may leak electromag-
netic signals, revealing timing patterns or internal states when monitored with a spectrum
analyzer or software-defined radio (SDR). These non-invasive techniques prioritize stealth,
leaving the device intact while yielding substantial insights into its operation.

To mitigate non-invasive attacks, countermeasures must focus on reducing data leak-
age and increasing system resilience against external probing. Implementing side-channel
attack countermeasures—such as randomized execution timing, power analysis counter-
measures, and shielding critical components—can help reduce the information attackers
can glean from passive observations. Glitch detection circuits should be integrated to recog-
nize abnormal voltage fluctuations and halt execution when suspicious behavior is detected.
Additionally, employing hardware-based encryption with secure key storage ensures that
even if attackers monitor electromagnetic emissions, the data remain indecipherable.

In contrast, invasive and semi-invasive attacks necessitate direct access to the IC or
PCB’s internal components, often leaving tangible evidence of interference [71]. Invasive
methods involve physical interaction with the hardware—soldering wires to contact points,
probing electrical buses, or even mechanically dissecting chips to expose their secrets.
Meanwhile, semi-invasive approaches leverage optical techniques, such as microscopy,
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laser-based fault injection, or optical probing, to interact with the device at a microscopic
level without fully dismantling it [71]. The toolkit for these attacks is extensive, encompass-
ing JTagulators, logic analyzers, oscilloscopes, signal generators, power supplies, X-ray
machines, and lasers, among others [71]. RF considerations emerge here as well; probing a
chip’s internal buses may induce unintended RF emissions, which an attacker can capture
to map signal pathways or decode data flows, while such methods frequently damage the
device—rendering it inoperable or visibly altered—they offer unparalleled access to its
inner workings [73]. The trade-off is clear, the deeper the intrusion, the richer the data
harvest, albeit at the cost of subtlety.

To defend against invasive and semi-invasive attacks, manufacturers must implement
hardware security techniques at the physical layer. Anti-tamper coatings, active mesh
defenses, and sensor-based intrusion detection can detect and respond to physical inter-
ference. Chip-level encryption with secure boot mechanisms ensures that even if the chip
is physically accessed, its contents remain protected. Light sensors, power fluctuation
detectors, and tamper-evident enclosures can be employed to thwart optical probing and
laser fault injections. Additionally, fusing security-critical components after manufacturing
can prevent reverse engineering by making chip-level access impractical [74].

3.1.3. Implants and Hardware Trojans

A hardware Trojan, by definition, constitutes a malicious alteration or addition to
the circuitry of an Integrated Circuit (IC), introduced during its design or fabrication
phases. This form of attack proves exceptionally challenging to mitigate preemptively,
as the IC development pipeline lacks robust mechanisms to secure each stage—be it ar-
chitectural design, synthesis, or physical layout. Compounding this vulnerability is the
unpredictability of when such a Trojan might be inserted, rendering comprehensive preven-
tion elusive [75-78]. The clandestine nature of this process ensures that the modification
remains concealed until activation, posing a persistent threat to hardware integrity.

The potency of hardware Trojans lies in their capacity to operate undetected, leaving
the user unaware of any compromise. This threat is universal, applicable to any device,
irrespective of its purpose or complexity. An adversary wielding such a Trojan can ma-
nipulate inputs and outputs, extract sensitive information, or assume full control of the
device—all without arousing suspicion. The operational diversity of these Trojans further
amplifies their danger; some activate autonomously upon deployment, while others remain
dormant until triggered by specific conditions, as illustrated in Figure 6 [75,76,78]. This vari-
ability in activation modes—whether time-based, signal-driven, or environmentally trig-
gered—enhances their unpredictability, complicating efforts to detect or neutralize them.
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Figure 6. Trojan activation modes. This image has been completely re-modified; however, the idea of
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Mitigating hardware Trojans requires a multilayered approach spanning design-time
verification, manufacturing oversight, and runtime monitoring. Implementing formal veri-
fication techniques alongside logic obfuscation during the IC design phase can significantly
increase resistance to Trojan insertion [79,80]. Additionally, side-channel analysis, such
as power or electromagnetic profiling, can be employed to identify anomalies indicative
of unauthorized modifications. At the manufacturing stage, functional testing with hard-
ware fingerprinting can help detect deviations from expected behavior. Post-deployment,
dynamic runtime monitoring with anomaly detection algorithms can identify unautho-
rized data leakage or unexpected device behavior, helping neutralize threats that evade
initial scrutiny.

Expanding this concept beyond the IC, hardware implants represent a broader category
of malicious modifications. Unlike Trojans, which are confined to the design or fabrication
stages, implants can be introduced at any point in a device’s lifecycle—potentially years
after its initial deployment. These implants typically manifest as discrete components or
circuits integrated into the hardware, endowed with capabilities mirroring those of Trojans
as follows: data leakage, operational interference, or outright control. Figure 7 exemplifies
the workflow of a simple hardware Trojan, yet the principles extend seamlessly to implants.
What elevates the risk of implants is their retroactive applicability; a device in active use,
laden with years of accumulated data, can be retrofitted with such a modification. Once
embedded, the implant grants the attacker unfettered access to stored information and
ongoing operations, all while evading detection by conventional means. This adaptabil-
ity underscores the profound security challenges posed by hardware-level threats, tran-
scending the controlled environment of IC manufacturing to encompass the entirety of a
device’s existence.
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Figure 7. Working process of a simple hardware Trojan. This image has been completely re-modified;
however, the idea of the image was inspired by [75].
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Mitigating the risks posed by hardware implants necessitates both physical security
measures and continuous integrity monitoring. Device manufacturers should enforce
supply chain security protocols to prevent unauthorized hardware modifications at any
stage of production or distribution. Tamper-evident enclosures and active intrusion de-
tection mechanisms can alert users to unauthorized physical modifications. Additionally,
implementing periodic integrity verification through hardware attestation ensures that any
post-deployment alterations are detected before they can compromise system security. Se-
cure boot mechanisms combined with hardware-based root-of-trust validation can further
reinforce a device’s resistance against implanted threats [81].

3.2. Software Vulnerabilities

The functionality of Internet of Things (IoT) devices spans a wide spectrum, shaped
not merely by their hardware but by the software embedded within their microcontrollers.
Take, for instance, three identical IoT devices, each equipped with a Bluetooth module
and indistinguishable in appearance. Their behavior hinges on the firmware as follows:
one might be coded to transmit Bluetooth signals exclusively, another to receive signals
only from authorized users, and a third to toggle between roles based on context. This
software-driven flexibility defines the IoT’s adaptability, yet it simultaneously exposes a
critical Achilles” heel. When this software is compromised—whether through exposure,
modification, or exploitation—the device becomes a conduit for data breaches, malicious
implants, or outright control, all potentially unbeknownst to its operator.

Software vulnerabilities in IoT devices manifest in diverse forms, each presenting dis-
tinct pathways for exploitation [82]. A prevalent type is the buffer overflow, where poorly
managed memory allocation allows an attacker to input data beyond a designated buffer’s
capacity [83]. This excess data can overwrite adjacent memory, enabling the injection of
malicious code or the alteration of program execution flow. For an IoT device, this might
mean hijacking a firmware update process to execute unauthorized commands. Mitigating
buffer overflow vulnerabilities requires secure coding practices and memory protection
mechanisms [84]. Developers should employ bounds checking and input validation to
prevent excess data from overflowing memory buffers. The use of stack canaries—small
security values placed on the stack to detect corruption—can help identify and block exploit
attempts [83]. Additionally, firmware updates should be cryptographically signed and ver-
ified to ensure authenticity, preventing unauthorized modifications from being executed.

Another common vulnerability is weak authentication, where inadequate or hard-
coded credentials—often a default username and password like “admin/admin”—grant
attackers effortless entry. Once inside, they can manipulate the device’s operations or
siphon sensitive data, such as pairing keys for a Bluetooth connection. To counteract
weak authentication, IoT devices should enforce strong password policies, mandating
unique and complex credentials upon first use. Multi-factor authentication should be
incorporated where feasible, adding an additional layer of security beyond just a password.
Furthermore, device manufacturers should eliminate hardcoded credentials and instead
implement dynamic, per-device authentication keys to prevent widespread exploitation
from leaked credentials.

Insecure communication presents another major risk, where unencrypted or poorly
encrypted data transmissions, for example, plaintext Bluetooth packets, expose informa-
tion to interception. An attacker with a software-defined radio could eavesdrop these
signals, reconstructing commands or user inputs without ever touching the device. Miti-
gating insecure communication requires end-to-end encryption using robust cryptographic
protocols such as AES for data transmission and TLS for network communications [85].
Devices should avoid transmitting sensitive data in plaintext and implement secure key
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exchange mechanisms to protect encryption keys from interception. Additionally, enabling
frequency-hopping spread spectrum techniques in wireless protocols can make passive
eavesdropping significantly more difficult.

Physical access amplifies these risks, offering direct avenues to exploit software flaws.
An attacker might connect the device to a computer or probe its pins to extract firmware
from the microcontroller. In an ideal scenario, they retrieve the source code and config-
uration files, laying bare the device’s logic. More often, they obtain only the machine
code—the compiled binary. Yet, this is far from a dead end. Tools like Ghidra, IDA Pro, or
a hexadecimal editor allow the attacker to dissect this code, tracing its instructions to map
the device’s functionality, from signal handling to security checks [86]. Sophisticated de-
compilation can even convert this binary into editable C code, opening the door to tailored
modifications. With this insight, the attacker uncovers everything, including operational
weaknesses, hidden features, or behaviors detrimental to the device’s owner, for example,
a tendency to broadcast identifiable data in the clear. To mitigate firmware extraction and
reverse engineering, manufacturers should implement firmware encryption and readout
protection mechanisms, preventing unauthorized access to microcontroller memory. Secure
boot processes should be enforced, ensuring that only authenticated and untampered
firmware can be executed on the device. Additionally, code obfuscation techniques can
make reverse engineering significantly more challenging by disguising critical logic and
security mechanisms.

Notably, the physical possession of the target device is not always necessary. IoT
devices, often affordable and partially open source, invite indirect exploitation. An attacker
could acquire an identical unit, extract its hexadecimal data, and reverse-engineer the
firmware to mirror the target’s behavior, While this may not reveal user-specific tweaks,
for example, custom encryption keys, it exposes the core software architecture. Beyond
mere understanding, this access enables the attacker to craft malicious alterations, such
as embedding backdoors to monitor activity, adding logic for remote control, or masking
their presence with stealth routines. These changes, often requiring just a handful of
code lines, can be re-uploaded swiftly, turning the device into a compromised asset. To
prevent malicious firmware modifications, secure firmware update mechanisms should be
employed, requiring updates to be cryptographically signed and verified before installation.
Rollback protection should also be in place to prevent attackers from downgrading devices
to older, vulnerable firmware versions. Additionally, behavioral anomaly detection in IoT
systems can help identify when a device begins exhibiting unexpected activity indicative
of tampering.

Other vulnerabilities, like code injection, for example, via malformed inputs to a web
interface, or privilege escalation, where an attacker exploits flawed permission checks,
further broaden the attack surface, allowing attackers to escalate from limited access
to full domination. In each case, the software’s inherent programmability—its greatest
strength—becomes the linchpin of its undoing, exposing loT ecosystems to a multifaceted
array of threats.

3.3. Network Vulnerabilities

The idea of a network can be broken down into two different subsets of networks. The
typical network that is discussed is through the use of WiFi and Ethernet. This type of
network has direct access to the Internet, allowing for the connection of devices through
this route. The other type of network that is not commonly spoken about is the kind
of network of other wireless signals. This can be a Bluetooth network, Zigbee network,
UWB network, and so many more. This network is called a wireless sensor network as it
typically includes many different wireless sensors, all with different wireless protocols. In
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this section, we will explore these two very similar but distinctly different networks and
how vulnerabilities vary between the two.

3.3.1. WiFi and Ethernet Based Networks

WiFi- and Ethernet-based networks form the cornerstone of connectivity within the IoT
ecosystem, linking devices through cloud platforms or localized home networks. This archi-
tecture empowers users to engage with IoT devices from virtually any location—imagine
adjusting a smart thermostat from another continent. Such flexibility drives the seamless
exchange of data across vast distances, yet it simultaneously exposes a critical vulnerability
as follows: the broader the network’s reach, the greater the opportunity for adversaries
to intercept or disrupt communications. Among the most accessible threats are Denial
of Service (DoS), Distributed Denial of Service (DDoS), and Energy-Oriented Distributed
Denial of Service (E-DDoS) attacks, each exploiting the openness of these networks in
distinct ways [87].

A typical DDoS attack, as illustrated in Figure 8, hinges on the attacker pinpointing
the target device’s IP address within the network. From there, they bombard it with
an overwhelming volume of traffic—think a barrage of meaningless packets—aimed at
saturating its bandwidth. The result is predictable; the network slows, resources divert, and
eventually the system collapses, forcing the device offline [88]. Beyond this blunt disruption,
E-DDoS attacks pursue a subtler goal as follows: exhausting the device’s power reserves.
Rather than outright crashing the network, these overload the hardware—potentially frying
a PCB component or inflating energy costs—representing an insidious twist of the DoS
paradigm [87]. Their commonality stems from their scattershot nature, often targeting
entire device clusters rather than individual units.
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Figure 8. DDoS attack. This image has been completely re-modified; however, the idea of the image
was inspired by [88].

Mitigating DoS and DDoS attacks requires network traffic filtering and rate limiting
to detect and block malicious traffic patterns before they overwhelm a system. Deploy-
ing firewalls and intrusion detection systems (IDS) can help identify anomalous spikes
in traffic, while blackholing and rate-limiting strategies can drop excess requests from
untrusted sources. To counteract E-DDoS, IoT devices should incorporate power-aware
intrusion detection, allowing them to recognize and mitigate excessive resource consump-
tion attempts. Additionally, network segmentation can isolate critical devices from direct
exposure, ensuring that a single attack does not cripple an entire IoT ecosystem.
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As depicted in Figure 9, DoS-style attacks split into three categories, each exploiting
a different network facet. Volume-based attacks flood protocols like TCP, ICMP, or UDP
with raw data, clogging bandwidth and overwhelming internal queues. Protocol-based
attacks—think SYN floods, Ping of Death, or Smurf attacks—target resource allocation. A
SYN flood ties up connections by leaving them half-open, a Ping of Death delivers oversized
packets to destabilize servers, and a Smurf attack amplifies traffic by echoing requests
across all network nodes [87]. Then there are application-layer attacks, such as Slowloris,
HTTP floods, or SMTP exploits. Slowloris sustains partial HTTP requests to monopolize
server connections, HTTP floods swamp applications with legitimate-looking queries, and
SMTP attacks probe mail servers for data leaks [87]. Each leverages the network’s own
mechanisms against it, turning openness into a liability.

[

DDoS Attacks l

Volume-|
folume-Based NyS— . Application Layer
l Attacks ] I ] l Attacks ]

‘ TCP Null Flood

Fragment Flood

ICMP Timestamp Custom Payload

Flood

API Rate-Limit
WebSocket Flood atetimi JSON Payload Attack | Session Hijack Flood

SYN Flood ACK Storm Attack
Bypass

Exhaustion Attack

‘ TCP Window Header Manipulation

Flood

UDP Flood

Amplification Attacks

Fragmented Packet
Attacks

Cache-Busting

Ping of Death Smurf Attack
ing of Dea murf Attac} Attacks

HTTP Flood Slowloris DNS Query Flood

—t—

DNS Amplification

NTP Amplification

Memcached
Amplification

Figure 9. Types of attacks. This image has been completely re-modified; however, the idea of the
image was inspired by [87].

These DoS variants, while pervasive, barely scratch the surface of network threats.
Traffic monitoring attacks, like WiFi fingerprinting, offer a quieter menace. By analyzing
a building’s camera system bit-rate over WiFi, an attacker could infer internal move-
ments—like tracking occupancy—without direct access [89]. These are not granular data,
but they are enough to guess device roles or activities. More aggressive are packet analysis
attacks, where tools like Wireshark or air sniffers capture TCP/IP traffic. These reveal
communication patterns—who is talking, what is being sent—and, if unencrypted, the
payload itself, like a smart bulb’s status update [89]. The attacker could dissect these
packets down to their bits, reconstructing them to extract detailed insights.

Mitigating traffic monitoring attacks demands end-to-end encryption for all trans-
mitted data. Protocols like TLS for web traffic, WPA3 for WiFi security, and AES-based
encryption for device communication can prevent eavesdropping. Implementing MAC
address randomization can also reduce device fingerprinting risks. Additionally, firewalls
with deep packet inspection (DPI) can monitor and block untrusted packets before they
reach their destination.

Figure 10 outlines a sophisticated over-the-air attack, unfolding in two stages. The
offline phase involves capturing traffic with a sniffer, preprocessing it and extracting
features—packet intervals, sizes, or signal traits. These feed a machine learning model to
profile network behavior and predict device types. In the online phase, the attacker actively
eavesdrops, identifying live devices and cataloging WiFi-enabled units in range [89]. This
methodical approach yields a detailed inventory without tripping alarms. Then there are
network injection attacks, where tools like Kali Linux or a WiFi Pineapple inject spoofed
packets or crack encryption—like brute-forcing WPA2 keys. Man-in-the-middle (MITM)
attacks take it further, intercepting traffic to relay doctored messages or reroute data through
malicious nodes, like a rogue DNS server [87].
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Figure 10. WiFi over-the-air attack. This image has been completely re-modified; however, the idea
of the image was inspired by [89].

Defending against over-the-air attacks requires strong mutual authentication between
IoT devices and their controllers. 802.1X authentication with certificate-based security
ensures that only verified devices can participate in the network [90]. Additionally, regu-
lar key rotation for encrypted sessions prevents long-term eavesdropping. For network
injection and MITM attacks, secure DNS (DNSSEC) and certificate pinning can validate
legitimate servers, preventing redirection to malicious endpoints [91]. Enforcing firewall-
based network segmentation can also reduce the spread of malicious injections.

The arsenal for these attacks is vast and accessible. Open source software—Wireshark
for analysis, Aircrack-ng for cracking, or custom injectors—pairs with hardware like Rasp-
berry Pi sniffers or Arduino jammers. Devices like the WiFi Pineapple streamline execution,
with online guides detailing their construction [89]. What makes this landscape so treacher-
ous is its evolution; as security tightens, attackers adapt, crafting new exploits to match.
This relentless cycle ensures that WiFi and Ethernet networks remain a dynamic frontline
in IoT security, where every connection is both a lifeline and a potential breach point. How-
ever, by implementing strong encryption, proactive monitoring, intrusion detection sys-
tems, and network segmentation, [oT devices and networks can fortify themselves against
evolving threats, making it significantly harder for attackers to infiltrate and manipulate
these environments.

3.3.2. Wireless Sensor Networks

A wireless sensor network (WSN) comprises spatially distributed sensors that transmit
data wirelessly, forming the backbone of many IoT deployments. These networks span a
diverse array of protocols—Zigbee, Z-Wave, GPS, 5G, and more—each tailored to specific
sensing and communication needs. This versatility underpins the ubiquity of IoT devices,
yet it also amplifies their exposure to attack. For clarity, this paper separates WiFi and
Ethernet-based networks from WSNs, given the distinct breadth of vulnerabilities in the
former. Within WSNs, Denial of Service (DoS) attacks present a significant threat, with
their taxonomy delineated in Figure 11, encompassing a spectrum of tactics beyond those
seen in traditional networking.

Figure 11 reveals a DoS framework tailored to WSNs, incorporating WiFi and Ethernet
threats while introducing unique exploits. At the physical layer, jamming and node
tampering reign as the most prevalent attacks. An adversary might jam a Zigbee network
with interference, blocking nodes from transmitting or physically compromise a sensor
to extract—or alter—its firmware [92]. Inserting a malicious node amplifies this, severing
legitimate connections by drowning out signals. To mitigate jamming, frequency hopping
spread spectrum (FHSS) and direct sequence spread spectrum (DSSS) can be implemented
to make it harder for attackers to effectively disrupt communication [93,94]. Additionally,
tamper-resistant hardware with physical shielding can reduce the risk of unauthorized
access to sensors.
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Figure 11. Wireless sensor networks DoS attacks. This image has been completely re-modified;
however, the idea of the image was inspired by [92].

Link-layer attacks shift to subtler sabotage; a rogue node might masquerade as trust-
worthy, exhaust neighbors with incessant requests, or induce collisions to crash nodes via
errors [92]. At the network layer, flooding mirrors WiFi-style drown outs, overwhelming
routing paths with traffic. The transport layer hosts flooding—swamping nodes with
fake peers—and desynchronization, where message timing is scrambled, leaving nodes
out of sync [92]. These attacks can be mitigated by implementing rate limiting, packet
authentication, and anomaly detection algorithms that identify excessive traffic patterns or
suspicious communication behavior.

Beyond DoS, WSNs face routing-centric threats like the black hole attack, depicted
in Figure 12. Here, a malicious node lures others to redirect data through it, acting as
a sink that absorbs—or discards—transmissions, halting network flow [95,96]. Closely
related to this is the wormhole attack, shown in Figure 13, where data are tunneled between
two colluding nodes—say, from node A to node B—bypassing the intended routes [97,98].
This rerouting distorts network topology, granting attackers control over data paths.

To mitigate black hole and wormhole attacks, secure routing protocols such as Secure
Efficient Ad hoc Distance vector (SEAD) and Ad hoc On-Demand Distance Vector (AODV)
with authentication mechanisms can help verify node identities before allowing data
redirection [99-101]. Time-based packet verification methods can also be implemented to
detect unusual delays indicative of wormhole behavior.
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Figure 12. Blackhole attack. This image has been completely re-modified; however, the idea of the
image was inspired by [102].

Figure 13 illustrates how wormhole nodes—A and B—siphon data through a tunnel,
manipulating its flow. This attack manifests in four modes as follows: Packet encapsulation
compresses data between nodes, evading hop-count increments typical in WSN routing [98].
Packet relay mode uses any node as a launch point, relaying traffic to disrupt paths [98].
Out-of-band channel attacks rely on a single high-power node to redirect packets via an
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external link [98]. Lastly, protocol distortion mode alters routing rules to attract traffic to
malicious nodes [98]. Each mode exploits WSNs’ reliance on decentralized coordination,
turning trust into a weapon.
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Figure 13. Wormhole attack tunnel. This image has been completely re-modified; however, the idea
of the image was inspired by [98].

Additional threats include eavesdropping attacks, where sniffers—prebuilt for UWB,
Zigbee, Z-Wave, or Bluetooth—capture packets over the air. Open source tools for Arduino
or Raspberry Pi extend this capability to any protocol, decoding transmissions to reveal data
like GPS coordinates or sensor readings [92]. Sybil attacks introduce fake node identities,
tricking the network into routing through them, while sinkhole attacks lure traffic to a
compromised node to manipulate or discard it [95]. These join traffic analysis attacks,
where signal patterns—like a 5G node’s burst rate—hint at activity without decrypting
payloads [97]. Each leverages WSNs’ wireless nature, where every transmission is a
potential leak.

To mitigate these advanced threats, encrypted communication protocols such as AES-
based encryption for data packets should be enforced. Identity-based authentication can
prevent Sybil attacks by requiring node verification. For eavesdropping threats, regu-
larly changing encryption keys and employing physical-layer security techniques such as
directional antennas and shielding can reduce interception risks.

The tools for such exploits mirror WiFi’s ecosystem; commercial sniffers abound, and
DIY options thrive on open source code. An attacker could wield a Zigbee sniffer to log
packets or craft a Raspberry Pi rig to jam Z-Wave signals. This accessibility, paired with
WSNs’ sprawling attack surface, ensures that vulnerabilities evolve alongside defenses,
rendering these networks a persistent challenge in IoT security. However, by integrating
encryption, anomaly detection, secure routing, and frequency-hopping mechanisms, WSNs
can enhance their resilience against these evolving attacks.
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3.3.3. Cloud Based Networks

When delving into network vulnerabilities within the Internet of Things (IoT), one
must recognize the transformative role of the IoT cloud computing architecture—a recent
and vital player in this domain. As standalone IoT technology struggles to meet the
growing demands of users and their computational needs, the integration of IoT into cloud
computing resources emerges as a powerful solution. This synergy combines the sensing
and connectivity of IoT devices with the scalability and processing power of the cloud,
as illustrated in Figure 14. While this union enables remarkable capabilities—imagine
accessing a smart thermostat’s data from across the globe—it also introduces significant
security risks. Numerous studies thoroughly catalog IoT cloud vulnerabilities, so this
section focuses on the contemporary Phantom-Delay Attack and expands to other pertinent
threats, each highlighting the precarious balance of this hybrid ecosystem.

Cloud loT Server

" !
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Devices Devices WiFi
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uwB Other WSN

Figure 14. System model of a typical smart cloud-based home deployment. This image has been
completely re-modified; however, the idea of the image was inspired by [103].

Phantom-delay attacks, a recently uncovered vulnerability, exploit the timing of com-
munications between IoT devices and cloud servers. Unlike conventional disruptions,
these attacks manipulate message delivery without discarding packets, leading to severe
consequences [103]. These hinge on the following two primitives: IoT Event Message Delay
(e-Delay), delaying device-to-server state updates (for example, a “motion detected” alert),
and IoT Command Message Delay (c-Delay), stalling server-to-device instructions (for
example, “lock the door”). Typically, transmission delays are fleeting—sub-second lags
that pose no issue. Yet, a phantom-delay attack, depicted in Figure 15, extends these into
minutes or hours. The cloud server, receiving a delayed “motion active” event, assumes it
reflects the device’s current state, acting on outdated information [104].
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Figure 15. Phantom-delay attack. This image has been completely re-modified; however, the idea of
the image was inspired by [103].

These attacks manifest in three forms. The state-update delay attack employs e-Delay
to stall critical state reports—consider a medical IoT device (IoMT) or agricultural sensor
lagging in notifying the server of urgent shifts, jeopardizing timely intervention [103]. The
action-delay attack disrupts automation; an e-Delay might postpone an insulin pump’s
response to a glucose spike detected by a continuous monitor, risking health outcomes.
Finally, the erroneous execution attack splits into two subtypes as follows: spurious execu-
tion, where a delayed event keeps a condition “true” past its validity, prompting unneeded
actions (for example, a sprinkler activating despite ample rain); and disabled execution,
where a delay holds a condition as “false”, preventing necessary actions (for example, a
door failing to lock despite a command) [104]. Unlike jamming, these attacks—launched
from a WiFi device sniffing traffic and hijacking TCP sessions via ARP spoofing—leave no
trace of dropped packets, dodging retransmission flags [105].

To mitigate phantom-delay attacks, cloud-based IoT frameworks should incorporate
timestamp verification in all message exchanges, ensuring that outdated or delayed data
are flagged as invalid. Secure time synchronization protocols, such as the Network Time
Protocol (NTP) with cryptographic authentication, can help detect discrepancies in the
expected message’s timing. Additionally, introducing anomaly detection mechanisms that
monitor latency variations can preemptively identify these delays, prompting system alerts
or requiring revalidation before acting on stale data [106-108].

Beyond phantom delay, data injection attacks pose a stealthy threat. An adversary
might feed falsified inputs—say, spoofed temperature readings—into the cloud, tricking it
into erroneous decisions, like shutting down a smart HVAC system [103]. Session hijacking
exploits weak authentication, such as unsecured API keys or stolen credentials, letting
attackers impersonate devices and issue rogue commands—perhaps unlocking a smart
door remotely. Resource exhaustion attacks target cloud endpoints, flooding them with
false requests to overwhelm processing capacity, distinct from bandwidth-focused DDoS,
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targeting server-side logic [103]. Then there is traffic manipulation, where an attacker
intercepts and alters data in transit—imagine tweaking a smart meter’s usage report to
inflate bills—all while the cloud assumes legitimacy [103].

To counteract data injection threats, implementing cryptographic message authentica-
tion codes (MACs) ensures that only legitimate IoT devices can submit data to the cloud.
Secure firmware updates with digital signatures help prevent unauthorized modifications
that might enable spoofed sensor readings. In mitigating session hijacking, enforcing
multi-factor authentication (MFA) for cloud access and regularly rotating API keys reduces
exposure to credential theft. Additionally, role-based access control (RBAC) minimizes the
impact of compromised accounts by restricting device privileges.

For resource exhaustion and traffic manipulation attacks, rate limiting on API end-
points prevents abuse by restricting excessive requests from any single source. Encryp-
tion protocols such as TLS prevent in-transit data tampering, ensuring the integrity of
communications. Advanced intrusion detection systems (IDS) equipped with behavioral
analysis can identify unusual traffic patterns indicative of an ongoing attack, enabling
swift countermeasures.

These vulnerabilities take advantage of the cloud’s reliance on continuous IoT interac-
tions. Using readily available tools such as WiFi sniffers, Kali Linux suites, or a Raspberry
Pi configured for ARP spoofing, adversaries can easily launch attacks. The very feature
that makes the cloud powerful—its ability to integrate diverse devices—also makes it
susceptible, magnifying the consequences of any breach. As IoT and cloud technologies
become increasingly interconnected, these risks highlight a crucial reality as follows: greater
connectivity necessitates equally strong security measures to prevent the system’s own
architecture from becoming its greatest vulnerability.

4. Significance of Our Paper

Several recent studies have explored the security challenges associated with the In-
ternet of Things (IoT), highlighting various vulnerabilities, attack vectors, and mitiga-
tion strategies. However, our research distinguishes itself through its depth of analysis,
comprehensive categorization of vulnerabilities, and a unique focus on countermeasure
implementation across multiple IoT layers. The following comparisons illustrate how our
study builds upon and extends prior research in the field.

Taherdoost and colleagues [109] provide an overview of the benefits and challenges
of IoT security, emphasizing network security and data integrity. Their research adopts a
qualitative review methodology, synthesizing the existing literature to highlight emerging
trends and challenges in IoT security. While their study discusses the importance of authen-
tication and authorization, our research takes a more technical approach, incorporating
the empirical analysis of specific attack methodologies, including radio frequency (RF)
attacks, software vulnerabilities, and hardware Trojan threats. Furthermore, we present
a more detailed taxonomy of IoT security risks, covering real-world attack scenarios and
mitigation techniques beyond traditional encryption and access control mechanisms.

Fei and colleagues [110] conducted a systematic literature review, identifying research
potential and future directions in IoT security. Their methodology involves analyzing a
broad set of academic sources to categorize security threats and survey existing solutions,
particularly focusing on Al-driven intrusion detection and blockchain-based security mea-
sures. While their study provides an extensive theoretical foundation, our research not
only categorizes these vulnerabilities but also presents a hands-on analysis of firmware
reverse engineering, hardware implants, and cloud-based attack strategies. Additionally,
we introduce a layered security framework that highlights vulnerabilities and solutions at
the perception, network, and application layers of IoT architecture.
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Aslan and collaborators [111] offer a broad review of cybersecurity vulnerabilities,
threats, and mitigation strategies, primarily focusing on general cybersecurity rather than
IoT-specific threats. Their research employs a comparative analysis methodology, evaluat-
ing various cybersecurity frameworks across multiple domains. Our study expands upon
their work by providing a specialized analysis of IoT networks, including wireless sensor
network (WSN) vulnerabilities and IoT-specific denial-of-service (DoS) attacks. Further-
more, while their work remains largely theoretical, we discuss advanced attack techniques
such as phantom-delay attacks and how adversaries exploit timing inconsistencies in
cloud-based IoT deployments, incorporating empirical findings.

Sun and research team [112] investigate IoT privacy security concerns, employing a
mixed-methods approach that integrates both qualitative literature reviews and quantita-
tive evaluations of blockchain-based security frameworks. While their study addresses
privacy issues, our research places greater emphasis on hardware and firmware vulner-
abilities, including side-channel attacks, JTAG-based exploits, and signal interception
techniques. By incorporating case studies and empirical attack simulations, we provide
a more hands-on perspective on IoT security risks, bridging the gap between theoretical
security principles and real-world attack scenarios.

Ul Haq and co-authors [113] focus on embedded device firmware security, employing
a technical survey methodology that reviews extraction techniques and vulnerability anal-
ysis frameworks. Our research builds upon this work by incorporating practical reverse
engineering scenarios, demonstrating how firmware vulnerabilities can be exploited to gain
unauthorized access to IoT devices. Additionally, we propose a multilayered approach to
secure JoT firmware, which includes secure boot mechanisms and the real-time monitoring
of firmware integrity, combining both theoretical and experimental security assessments.

Siwakoti and contributors [114] discuss IoT vulnerabilities and criminal services
enabled by IoT exploitation. Their research primarily uses a threat modeling approach,
classifying attack patterns and evaluating their potential impact on IoT ecosystems. While
their study highlights botnets and ransomware attacks targeting IoT devices, we extend
this work by presenting mitigation techniques specific to RF jamming, protocol spoofing,
and network-layer man-in-the-middle (MITM) attacks. Moreover, our work includes a
detailed breakdown of attack methodologies that exploit IoT device hardware, such as
micro-probing and hardware implants, reinforcing our empirical approach.

Noman and Abu-Sharkh [115] provide a comprehensive review of code injection
attacks in wireless IoT networks. Their research is primarily experimental, involving the
implementation and testing of various code injection attack techniques. While this study
focuses on injection techniques, our research covers a broader range of threats, including
physical-layer attacks, radio signal interception, and over-the-air firmware exploitation. By
integrating multiple attack perspectives, we provide a more holistic understanding of IoT
security risks and their countermeasures, adding a comparative dimension that contrasts
real-world attack success rates.

AlSalem and colleagues [116] analyze cybersecurity risks in IoT from an economic
impact perspective, using a risk assessment methodology to quantify the financial conse-
quences of IoT security breaches. Although their study is valuable in understanding the
financial implications of cyber threats, our research shifts the focus toward technical vulner-
abilities and mitigation frameworks. We explore adversarial techniques such as brute-force
RF attacks, hardware tampering, and signal timing exploits, providing a technical blueprint
for strengthening IoT security defenses through both theoretical analysis and practical
attack demonstrations.

Algarawi and co-authors [117] present a case study on IoT security and vulnerabilities,
employing a case-study-driven methodology that examines real-world implementations
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of IoT security frameworks. While their work is useful in assessing IoT risks in applied
environments, our study introduces a more structured classification of the threats, detailing
their technical execution and defense mechanisms. Our inclusion of hardware reverse
engineering, cryptographic failures, and cloud-based IoT exploitation makes our research
a more technical and detailed contribution to the field, with an emphasis on replicable
security testing.

Aziz and research partners [118] discuss challenges and mitigation techniques for
securing IoT devices, utilizing a comparative analysis of the existing security frameworks.
Their work primarily focuses on securing loT communications and authentication mech-
anisms. Our study extends beyond these topics to address firmware attacks, hardware
vulnerabilities, and advanced network exploitation tactics. By integrating both theoretical
and practical insights, we provide a more actionable guide for securing IoT environments
against emerging threats, supplemented by real-world attack demonstrations.

Overall, while prior research has explored various aspects of IoT security, our study
stands out by offering a multilayered, technically detailed, and practically relevant anal-
ysis of IoT vulnerabilities. We provide a unique focus on hardware, firmware, and radio
frequency threats, backed by real-world attack demonstrations and countermeasure recom-
mendations. Through this work, we aim to bridge the gap between theoretical cybersecurity
research and practical IoT security implementations, offering a comprehensive and forward-
looking perspective on securing IoT ecosystems.

5. Conclusions and Future Research to Be Worked

As the Internet of Things continues to expand into various sectors, the security chal-
lenges it presents are becoming more apparent and pressing. This study has demonstrated
that IoT systems are inherently vulnerable across multiple layers, including hardware,
software, networks, and cloud infrastructure. These vulnerabilities create opportunities for
attackers to exploit IoT devices, leading to potential data breaches, system disruptions, and
the unauthorized control of critical operations. The growing reliance on IoT highlights the
urgent need to address these security concerns through proactive defense mechanisms and
structured mitigation strategies.

The analysis conducted in this research emphasizes the necessity of strengthening
IoT security by implementing best practices such as secure firmware updates, robust
authentication methods, encrypted communication channels, and continuous monitor-
ing for anomalies. By adopting these security measures, the risk of exploitation can be
significantly reduced, ensuring the integrity and reliability of IoT ecosystems. Addition-
ally, this study underscores the importance of ongoing research and development in the
field of IoT security to counteract emerging threats and adapt to the evolving landscape
of cyber attacks.

As IoT technology continues to evolve and integrate further into critical infrastructures,
the responsibility to secure these systems must remain a top priority. Future research should
focus on refining existing security measures, exploring innovative solutions to mitigate
new attack vectors, and enhancing the resilience of IoT networks against sophisticated
threats. By proactively addressing these challenges, we as a community can work toward
building a more secure and trustworthy IoT environment that can sustain the demands of
modern technology and its widespread applications.
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AMQP Advanced Message Queuing Protocol
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Open Platform Communications
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Simple Authentication and Security Layer
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Secure Efficient Ad Hoc Distance Vector
Simple Mail Transfer Protocol
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TLS Transport Layer Security

UA Unified Architecture

UAV Unmanned Aerial Vehicle
ubpr User Datagram Protocol
URLLC Ultra-Reliable Low-Latency Communication
UWB Ultra-Wideband

V2I Vehicle-to-Infrastructure

V2v Vehicle-to-Vehicle

VLC Visible Light Communication
WEP Wired Equivalent Privacy
WiFi Wireless Fidelity

WPA Wi-Fi Protected Access
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