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Abstract

This paper introduces the Automated Zero Trust Risk Management with DevSecOps In-
tegration (AZTRM-D) framework, a novel approach that embeds security throughout
the entire Secure Software and System Development Life Cycle (S-SDLC). AZTRM-D
strategically unifies three established methodologies: DevSecOps practices, the NIST Risk
Management Framework (RMF), and the Zero Trust (ZT) model. It then significantly
augments their capabilities through the pervasive application of Artificial Intelligence
(AI). This integration shifts traditional, often fragmented, security paradigms towards a
proactive, automated, and continuously adaptive security posture. AI serves as the founda-
tional enabler, providing real-time threat intelligence, automating critical security controls,
facilitating continuous vulnerability detection, and enabling dynamic policy enforcement
from initial code development through operational deployment. By automating key secu-
rity functions and providing continuous oversight, AZTRM-D enhances risk mitigation,
reduces vulnerabilities, streamlines compliance, and significantly strengthens the overall
security posture of software systems, thereby addressing the complexities of modern cyber
threats and accelerating the delivery of secure software.

Keywords: DevSecOps; NIST Risk Management Framework (RMF); NIST Zero Trust (ZT);
Artificial Intelligence (AI); Secure Software and System Development Life Cycle (S-SDLC);
Automated Zero Trust Risk Management with DevSecOps Integration (AZTRM-D)

1. Introduction
The landscape of software development is undergoing a rapid transformation, driven

by agile methodologies, cloud-native architectures, and continuous delivery pipelines.
While these advancements promise increased efficiency and innovation, they concurrently
introduce unprecedented security challenges. Traditional security approaches, often imple-
mented as an afterthought or through fragmented, manual processes, are proving inade-
quate against an increasingly sophisticated and dynamic cyber threat environment [1,2].
The reactive nature of finding and fixing vulnerabilities late in the development cycle leads
to significant costs, delays, and persistent risks [3]. There is a pressing need for a paradigm
shift, one that integrates security holistically from inception, fosters continuous vigilance,
and leverages intelligent automation to keep pace with evolving threats.

Current efforts to enhance software security often focus on individual components,
such as adopting DevSecOps for faster integration of security, implementing Zero Trust
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(ZT) principles for stricter access control, or applying risk management frameworks like the
NIST Risk Management Framework (RMF) for structured security governance [4–6]. While
each of these methodologies offers distinct benefits, multivocal literature reviews show that
their isolated application can lead to gaps, inefficiencies, and a lack of cohesive defense [7].
The true potential for robust and adaptive software security lies not in these individual
pillars, but in their synergistic integration, empowered by advanced technologies like
Artificial Intelligence (AI) [8].

This paper introduces the Automated Zero Trust Risk Management with DevSecOps
Integration (AZTRM-D), a novel and comprehensive framework designed to address these
critical challenges. AZTRM-D unifies DevSecOps, the NIST RMF, and the ZT model, all
underpinned and significantly enhanced by AI. The framework fundamentally redefines
secure software development by weaving security into every phase of the Secure Software
and System Development Life Cycle (S-SDLC). Unlike fragmented solutions, AZTRM-D
leverages AI to provide continuous threat intelligence, automate vital security controls,
enable real-time system oversight, and facilitate dynamic policy adaptation. This AI-
powered automation extends across the entire life cycle, from promoting secure coding
practices and identifying vulnerabilities during development to continuous monitoring
and threat response in operational environments. The result is a proactive, adaptive, and
highly resilient framework that not only mitigates risks but also accelerates the delivery
of inherently secure software, preparing organizations for the complexities of the modern
digital frontier. The subsequent sections detail the architectural components of AZTRM-
D, its operational methodology, and how its integrated approach fortified by AI offers a
superior path to achieving enduring software security.

Organization of the Paper

This paper is structured to provide a comprehensive exploration of the AZTRM-D
framework. We begin in Section 2 by briefly reviewing foundational development models
to establish the context for modern security challenges. This section then presents a
comparative analysis of contemporary security frameworks to clearly differentiate AZTRM-
D’s contribution from the existing literature.

Next, in Sections 2.4 and 3, we introduce the core principles of the NIST Risk Manage-
ment Framework (RMF) and the Zero Trust (ZT) model. To improve clarity and conciseness,
we use summary tables to present the key phases of the RMF and pillars of ZT, focusing on
how Artificial Intelligence (AI) enhances each component within our framework.

In Section 4, we introduce our main contribution, the AZTRM-D framework. This
section details each phase of the framework’s life cycle: Planning, Development, Building,
Testing, Release and Deliver, and Operate, Monitor, and Feedback. We explain how ZT
principles, RMF governance, and DevSecOps methodologies are integrated and enhanced
by AI in each phase. We also discuss how the NIST AI Risk Management Framework is
used to manage the unique risks associated with the AI models themselves.

Finally, we provide validation for AZTRM-D. In Section 5, we walk through a sim-
ulated real-world scenario to demonstrate the framework’s practical application. Then,
in Section 6, we present a lab-built scenario using NVIDIA Orin devices to detail the
implementation and results of our security testing. This includes a quantitative bench-
marking analysis that measures the framework’s effectiveness. We conclude in Section 7 by
summarizing the importance of AZTRM-D and outlining future research directions.

2. Related Work and Foundational Concepts
To position the contribution of the AZTRM-D framework, it is essential to first under-

stand the evolution of software development methodologies and their inherent security
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limitations. This section reviews the trajectory from traditional models to modern, in-
tegrated security paradigms. It then presents a comparative analysis of contemporary
secure development frameworks to clearly differentiate AZTRM-D’s novel and synergistic
approach and to address existing gaps in the literature.

2.1. Software and System Development Life Cycles

The Software and System Development Life Cycle (SDLC) is a foundational frame-
work guiding the creation and maintenance of software systems through structured phases
like requirements analysis, design, implementation, and testing [1,2]. The choice of SDLC
methodology significantly impacts a project’s efficiency and, critically, its security pos-
ture, especially when handling sensitive or classified data [4]. As security requirements
become more stringent, development methodologies must adapt to protect sensitive
information effectively.

2.1.1. Waterfall Method

The Waterfall methodology follows a linear, sequential structure where each phase
must be completed before the next begins [9,10]. This rigid approach is effective for projects
with stable, clearly defined requirements, such as simple, unclassified systems [11,12].
While its emphasis on detailed documentation can aid in demonstrating compliance with
standards like HIPAA or PCI-DSS, its inflexibility makes it poorly suited for dynamic threat
environments that require continuous security reassessment and rapid adaptation [4].

2.1.2. Agile Method

In contrast, the Agile methodology offers a flexible and iterative approach, breaking
development into small units called sprints that allow for continuous integration and
deployment [5,11]. This adaptability is effective in environments where requirements
evolve, such as in consumer IoT development [4]. However, the rapid pace of Agile
development necessitates strong management and integrated security practices to prevent
oversights and ensure that compliance is maintained throughout the iterative cycles [2].

2.1.3. V-Model

The V-Model, an extension of Waterfall, emphasizes verification and validation by
pairing each development phase with a corresponding testing phase [13,14]. This structured
approach is beneficial for projects where reliability and rigorous testing are paramount.
However, like Waterfall, its rigidity can be a significant limitation, hindering rapid adap-
tation to new security threats or regulatory changes, making it less suitable for highly
dynamic or classified systems [4].

2.1.4. Spiral Method

The Spiral methodology offers a hybrid approach, merging the iterative nature of
Agile with the structure of Waterfall and placing a strong emphasis on risk assessment
at each phase [15]. Its iterative cycles of planning, risk analysis, and evaluation make
it well-suited for large, complex projects with high levels of uncertainty [4]. For highly
classified systems like the Internet of Battlefield Things (IoBT), the Spiral model’s intrinsic
focus on continuous risk management is invaluable for adapting to changing mission
requirements and threat landscapes.

2.1.5. DevSecOps Method

A common limitation across these foundational models is the tendency to treat security
as a separate, often late-stage, concern. This gap led to the rise of Development, Security,
and Operations (DevSecOps), a paradigm that integrates security practices directly into the
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entire development life cycle [7,16]. By leveraging automation, continuous integration and
delivery (CI/CD), and a culture of shared responsibility, DevSecOps aims to make security
an intrinsic component of the software pipeline [17]. Core principles include “Security as
Code,” where security policies and controls are managed as versioned, auditable code,
and continuous monitoring throughout the life cycle [18]. As illustrated in Figure 1, the
DevSecOps life cycle embeds security touchpoints, from threat modeling in the planning
phase to security analysis in the feedback phase, across the entire process. While DevSecOps
provides a critical cultural and procedural foundation, it does not, by itself, prescribe a
specific risk management structure or access control philosophy, leaving room for more
comprehensive, integrated frameworks.

Plan Develop Build Test Release Deliver Deploy Operate Monitor Feedback

Dev Ops

Sec Sec Sec

Threat Model Secure Coding
Security as Code SAST DAST

Pen Testing
Digital Sign Secure Transfer Security Config Security Scan

Security Patch
Security Audit

Security Monitor
Security Analysis

Figure 1. The DevSecOps Life Cycle, integrating security into every phase from planning to feedback.
This image was inspired by [19].

2.2. Current Landscape of Secure Development Methodologies and Frameworks

The modern software development landscape constantly evolves with agile method-
ologies, cloud-native architectures, and continuous delivery pipelines. While these ad-
vancements boost efficiency, they also bring significant security challenges. Traditional
security approaches often fall short against today’s sophisticated and dynamic cyber threats
because they are often implemented too late or through fragmented, manual processes [1,2].
Finding and fixing vulnerabilities late in the development cycle is costly, causes delays,
and leaves systems vulnerable [3]. This situation demands a new approach that integrates
security from the start, maintains continuous vigilance, and uses intelligent automation to
keep pace with evolving threats.

The Secure Software Development Life Cycle (S-SDLC) emerged as a direct response,
integrating security into the traditional SDLC [20,21]. The primary goal of any S-SDLC
is to embed security considerations into every stage of development, from requirements
gathering to deployment and maintenance. This ensures the final product can withstand
evolving threats [22]. To understand where AZTRM-D fits within this context, it is helpful to
examine the existing landscape of S-SDLC methodologies and modern security frameworks.

Table 1 provides a concise overview of various prominent S-SDLC methods, detailing
their key focus areas and core characteristics.

Table 1. Summary of Secure Software Development Life Cycle (S-SDLC) Methodologies.

Method Key Focus/Approach Core Characteristics

Embedded Security in Traditional
SDLC [20]

This method integrates security deeply
into each phase of the traditional SDLC.

It identifies security requirements early,
uses threat modeling for design,
prioritizes secure coding and static
analysis, employs layered testing, and
focuses on continuous monitoring and
patch management.
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Table 1. Cont.

Method Key Focus/Approach Core Characteristics

Early and Continuous Integration [21]
This approach emphasizes early and
continuous security integration through
stakeholder involvement and education.

It aligns security requirements with
business objectives, involves security
experts and stakeholders, fosters a
culture of security awareness, and
integrates automated, continuous
security testing throughout all phases.

Agile-Adapted Security [5]

This method integrates security into
Agile methodologies, making it
well-suited for dynamic and iterative
development.

It embeds security activities like threat
modeling and reviews directly into Agile
sprints. Security testing is performed
iteratively, and a “security backlog” helps
prioritize and manage tasks.

Common Criteria (CC) Certification
Aligned [23]

This approach is tailored to meet the
rigorous requirements of CC certification.

It emphasizes aligning with specific CC
security controls and extensive
documentation. Formal risk management
is key, requiring detailed risk assessments
(e.g., ISO/IEC 27005) to systematically
identify and mitigate threats.

DevSecOps Transformation [6,24]

This method transforms the DevOps
process into a holistic DevSecOps
approach, ensuring security is a shared
responsibility across all stages.

Key features include automated security
integration into the CI/CD pipeline,
fostering a collaborative culture between
development, operations, and security
teams, and using continuous monitoring
with real-time feedback for rapid
remediation.

Categorized Software Security
Strategies [25]

This method is based on a comprehensive
study that categorized software security
strategies into five main approaches.

These include Secure Requirements
Modeling; Vulnerability Identification via
static and dynamic analysis; Software
Security-Focus Processes using
frameworks like Microsoft SDL;
Extended UML-Based Secure Modeling;
and Non-UML-Based Secure Modeling.

Proposed AZTRM-D Methodology (This
Work) [26,27]

This is a unified, AI-augmented process
that builds upon existing S-SDLC
methods.

It integrates proactive DevSecOps,
structured NIST RMF, and stringent Zero
Trust (ZT) access controls. A unique
aspect is its direct application of ZT
principles to the AI systems within the
SDLC, ensuring automation tools are
continuously verified. This creates a more
resilient security framework.

While these S-SDLC approaches provide a strong foundation, recent academic and in-
dustry work has also focused on building more specific, robust frameworks. Many modern
threats target the CI/CD pipeline, exploiting vulnerabilities in open-source dependencies
and Infrastructure as Code (IaC), requiring a defense-in-depth strategy beyond basic code
scanning [28]. In response, researchers have proposed AI-enhanced models for specific
life cycle stages. For example, some have developed machine learning approaches to auto-
mate threat modeling within DevSecOps, showing AI’s potential to proactively identify
design flaws [29]. Concurrently, the Zero Trust (ZT) philosophy has become prominent,
with researchers exploring its application beyond network access, extending principles
to the supply chain for rigorous verification of all components and suppliers [30]. Others
advocate for “Zero Trust by Design,” embedding its principles into the very architecture of
systems [26].

Furthermore, a significant challenge, is linking security frameworks with non-
traditional forecasting models that handle uncertainty. Recent work in areas like grey
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system modeling offers new ways to forecast outcomes in complex, data-sparse environ-
ments, which is highly relevant to early-stage risk assessment. For instance, studies on
fractional grey system models for predicting environmental emissions demonstrate method-
ologies for creating accurate predictive models under conditions of high uncertainty [31].
Including this perspective strengthens the theoretical foundation of AZTRM-D’s predictive
capabilities, connecting its AI-driven risk analysis to broader interdisciplinary paradigms.

While these approaches advance software security, they often focus on specific do-
mains. Other researchers have proposed structured AI-driven security models, such as
the ANN-ISM paradigm for software development, which provides a valuable reference
point for formalizing security processes [32]. However, a gap remains for a comprehensive
framework that unifies the agile methodology of DevSecOps, the rigorous validation of
Zero Trust, and the structured governance of a formal Risk Management Framework (RMF)
into a single, cohesive life cycle, all orchestrated by AI. Table 2 compares these approaches
and highlights AZTRM-D’s unique contribution.

Table 2. Comparative Analysis of Modern Secure Development Approaches.

Framework/Approach Core Principles AI/Automation Focus Gap Addressed by
AZTRM-D

Standard DevSecOps [17]

Integration of security into
CI/CD; automation of
security checks; shared
responsibility culture.

Automated SAST/DAST
scanning; CI/CD pipeline
automation.

Lacks a prescribed, formal
risk management structure
(like RMF) and a guiding
access control philosophy
(like ZT). Security can still
be ad hoc.

AI-Enhanced Threat
Modeling [29]

Using ML/AI to predict
and identify design-level
security threats early in the
life cycle.

Automated generation of
threat models from system
artifacts; predictive
vulnerability analysis.

Primarily focused on the
“left side” (design/planning).
Does not extend across the
full operational life cycle,
including runtime
monitoring and incident
response.

Zero Trust Supply
Chain [30]

Extending ZT principles
(“never trust, always
verify”) to all third-party
software components,
dependencies, and build
processes.

Automated dependency
scanning (SCA);
cryptographic verification
of software artifacts
(signing).

Focuses heavily on supply
chain and artifact integrity
but does not inherently
include continuous
operational risk
management or a full
DevSecOps pipeline
structure.

AZTRM-D (This Work)
Synergistic integration of
DevSecOps, NIST RMF,
and ZT principles.

Pervasive AI orchestration
across all phases, from
AI-driven risk assessment
and policy generation to
automated ZT enforcement
and adaptive threat
response.

Provides a single, holistic
framework that unifies
agile development,
structured risk governance,
and adaptive access
control, ensuring security
is continuous, risk-based,
and context-aware from
planning to operations.

2.3. The Rationale for AZTRM-D’s Integrated Approach

As the comparison in Table 2 illustrates, existing advancements tend to address specific
facets of the secure development challenge. AZTRM-D is proposed as a comprehensive
solution designed to bridge these gaps. For an organization operating in a high-stakes,
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regulated environment, a methodology that only focuses on CI/CD automation or threat
modeling is insufficient. A truly resilient security posture requires the seamless integration
of several paradigms. It needs the methodological agility and automation of DevSecOps,
the granular and continuous access control provided by a Zero Trust philosophy, and
the structured governance of a formal Risk Management Framework (RMF) to ensure all
activities are measurable and compliant. Tying these complex domains together requires an
engine for scalable and adaptive orchestration, a role fulfilled by Artificial Intelligence [8].
The selection of DevSecOps as the foundational process for AZTRM-D is therefore a
strategic decision. Its principles of automation and continuous integration are prerequisites
for implementing a dynamic security model at scale. By embedding ZT and RMF principles
within this agile process, and using AI to orchestrate it, AZTRM-D provides a robust and
adaptive security framework that is particularly well suited to the demanding security
requirements of modern critical systems.

My proposed AZTRM-D methodology builds upon these foundational S-SDLC
methods and modern security frameworks. It enhances them by creating a unified, AI-
augmented process that integrates the proactive security measures of DevSecOps, the struc-
tured risk management of the NIST RMF, and the stringent access controls of ZT [26,27].
What sets AZTRM-D apart is its application of ZT principles directly to the AI systems
within the SDLC, ensuring that the automation tools themselves are continuously verified.
This comprehensive approach creates a more resilient and responsive security framework
that addresses the gaps identified in the existing literature.

2.4. NIST Risk Management Framework

As a foundational component of AZTRM-D, the NIST RMF provides a structured,
seven-step process to manage security and privacy risk. The framework is designed to be
integrated into the system development life cycle, making it a natural fit for a DevSecOps
approach. As shown in Figure 2, the risk management framework begins with under-
standing the organizational context and proceeds through system categorization, control
selection, implementation, assessment, authorization, and continuous monitoring [33–35].
By integrating AI into each of these steps, AZTRM-D transforms the RMF into a dynamic
and highly automated process.

2.4.1. Preparation Phase

The first step in the NIST RMF, the Preparation Phase, lays the groundwork for effective
risk management by establishing clear roles, responsibilities, and procedures [33,36]. This
phase sets the stage for governance by determining who has access to data, establishing a
hierarchy for change management, and defining processes for documentation [37]. A critical
aspect of this phase is ensuring the organization is prepared to execute the RMF at all levels,
which includes establishing a risk management strategy, identifying key stakeholders, and
developing a continuous monitoring strategy that aligns with organizational goals [38,39].
In AZTRM-D, AI enhances this phase by analyzing historical data to recommend role-based
access controls and by monitoring organizational activities to help dynamically assign
responsibilities, thereby minimizing the attack surface from the outset [27,40].

2.4.2. Categorization Phase

The Categorization Phase involves developing a comprehensive understanding of
the system and its environment [33,36]. As shown in Figure 3, this requires meticulously
analyzing the system layout, mapping how components communicate and exchange
data, and identifying all network connections [35]. A crucial task is to identify critical
systems and their interdependencies to understand the potential impact of a security
incident [33,34]. The systems are then assigned impact levels (low, moderate, or high)
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based on the sensitivity of the data they handle, which is a critical input for later control
selection [39]. AI significantly enhances this phase by automating the mapping of system
interconnections and data flows through network analysis, providing a more accurate and
comprehensive view of the environment than manual efforts alone [41,42].

National Institute of Standards and Technology Risk 
Management Framework

Categorization 
Phase

Selection Phase

Implementation 
Phase

Assessment Phase

Authorization 
Phase

Monitoring Phase

Pr
ep

ar
at

io
n 

Ph
as

e

Figure 2. The greencyclical nature of the NIST Risk Management Framework (RMF), where monitor-
ing provides continuous feedback into the preparation for the next cycle. This image was inspired
by [33,36].

Authorization Boundary

Environment of Operation

Figure 3. greenA conceptual diagram illustrating a system’s Authorization Boundary, which contains
critical assets, and its connections to the wider Environment of Operation. This mapping is a key
activity in the RMF Categorization phase. This image was inspired by [33].
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2.4.3. Selection Phase

In the Selection Phase, a baseline of security controls is established based on a com-
prehensive evaluation of threats, vulnerabilities, and risks [33,34]. This process begins
with a thorough threat assessment to identify potential adversaries and attack vectors,
followed by vulnerability assessments to pinpoint weaknesses in the system [33,36]. The
identified threats and vulnerabilities are then analyzed in a risk assessment to determine
their likelihood and potential impact [35,38]. Based on this analysis, appropriate security
controls are selected to mitigate the identified risks [37]. AI enhances this selection pro-
cess by analyzing vast amounts of threat intelligence data in real time and automating
vulnerability assessments to provide a more dynamic and accurate risk picture [42,43].

2.4.4. Implementation Phase

The Implementation Phase is where the selected security controls are put into ac-
tion, transforming the security plan into a tangible defense [33,36]. This phase requires
meticulous deployment and integration of the controls into the existing infrastructure.
Thorough documentation of every configuration change and policy update is crucial for
tracking, troubleshooting, and compliance [37,38]. Additionally, personnel must be trained
on the newly implemented controls to ensure they understand their role in maintaining
security [44]. AI plays a pivotal role here by automating the deployment and configuration
of controls through Infrastructure as Code (IaC) and other “Security as Code” practices,
ensuring consistent application and reducing the risk of human error [45,46].

2.4.5. Assessment Phase

The Assessment Phase is a critical checkpoint to verify that the implemented security
controls are effective and meeting their objectives [33,36]. This involves reassessing vulner-
abilities, threats, and risks in light of the new controls [44]. The primary goal is to verify
that the controls are mitigating the intended vulnerabilities, which is accomplished through
vulnerability scans, penetration testing, and security audits [33,35]. It is also crucial to
evaluate the overall performance of the controls to ensure they provide adequate security
without unduly hindering the system’s operational capabilities [39]. AI improves this phase
by automating the continuous testing and analysis of controls, simulating potential attack
scenarios, and providing immediate feedback on their performance [27,41].

2.4.6. Authorization Phase

The Authorization Phase marks the formal decision point where a senior official
authorizes the system to operate based on an acceptance of the remaining risk [33,36].
This official, or an external auditor, reviews all documentation, including risk assessments,
control implementations, and test results, to determine if the system meets the required
security and compliance standards [39,44]. This decision is a critical judgment call that
weighs the potential impact of a security breach against the organization’s mission and risk
tolerance [38]. AI can significantly improve this phase by rapidly analyzing the extensive
documentation and highlighting areas of highest risk, thereby speeding up the review
process and enabling a more informed and timely authorization decision, which is key to
achieving cATO [43,47].

2.4.7. Monitoring Phase

The Monitoring Phase is the final, ongoing stage of the RMF, where the system’s
security posture is continuously monitored to ensure its effectiveness over time [33,34]. This
phase involves a relentless pursuit of maintaining security by adapting to emerging threats
and evolving challenges [37,39]. Continuous monitoring includes real-time surveillance
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of system activity, performance analysis, intrusion detection, and regular vulnerability
scanning [44]. When a potential incident is detected, a swift and coordinated response
is essential to contain the damage [35]. AI provides a transformative capability in this
phase by automating the real-time analysis of massive data volumes to detect anomalies
and predict future threats before they can be exploited, ensuring a proactive and adaptive
security posture throughout the system’s life cycle [8,48].

3. The Guiding Philosophy: Zero Trust Architecture in AZTRM-D
While the RMF provides a structured process for governance, AZTRM-D’s operational

security is guided by the philosophy of Zero Trust (ZT). ZT represents a paradigm shift
from traditional, perimeter-based security models which implicitly trust entities inside
the network. Instead, ZT operates on the foundational principle of “never trust, always
verify” [49,50]. As defined in numerous systematic literature reviews, this model mandates
that no user, device, or application is trusted by default, regardless of its location [51].
Every access request must be continuously and dynamically authenticated and authorized
against a set of risk-based policies [26]. Figure 4 provides a general overview of this
core concept.

Requesters (e.g.Users, Devices, Applications)

Policy Enforcement
Gateway

Protected Resources

Access Request
(Untrusted by Default)

Conditional
Verified Access

Figure 4. A general overview of the Zero Trust Architecture concept, where all access requests from
users, devices, or applications are untrusted by default and must pass through a policy enforcement
gateway for verification. This image was inspired by [49,52].

The goal of ZT is to move from a static, location-centric security posture to a dy-
namic, identity-centric one. Interaction with a system is governed by a Policy Deci-
sion/Enforcement Point (PDP/PEP), which acts as a gateway. An entity is only granted
access to the protected “implicit trust zone” after being verified by the PDP/PEP, and even
then, access is continuously monitored [53,54]. The Core ZT Model, shown in Figure 5,
illustrates how real-time context feeds inform a central policy engine, which makes these
dynamic trust decisions.

The ZT model is elaborated through five core pillars, which are Identity, Devices,
Networks, Applications and Workloads, and Data. These are all supported by three
cross-cutting capabilities: Visibility and Analytics, Automation and Orchestration, and
Governance [55]. Figure 6 depicts these components. In AZTRM-D, these pillars are
not just implemented but are augmented with AI to enable adaptive enforcement at
scale. To concisely illustrate this, Table 3 summarizes each pillar’s objective, the tra-
ditional weakness it addresses, and the specific AI-enhanced role it plays within the
AZTRM-D framework. The following subsections provide further detail on each pillar
and capability.
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Figure 5. The Core ZT Model, showing how real-time context feeds inform a central policy engine,
which makes dynamic trust decisions that are enforced at the data plane. This image was inspired
by [49,53].

Zero Trust Foundational Pillars

Optimal

Advanced

Initial

Traditional

Visibility & Analytics Automation & Orchestration Governance

Identity

Optimal

Advanced

Initial

Traditional

Devices

Optimal

Advanced

Initial

Traditional

Network

Optimal

Advanced

Initial

Traditional

Data

Optimal

Advanced

Initial

Traditional

Applications
& Workload

Figure 6. The five foundational pillars of Zero Trust, supported by three cross-cutting capabilities.
The goal is to advance each pillar from a traditional, reactive security posture to an optimal, proactive
state. This image was inspired by [50,55].
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Table 3. Zero Trust Pillars and their AI Enhancement in AZTRM-D.

Pillar Traditional Weakness Zero Trust Objective (Optimal
Maturity)

AI-Enhanced Role in
AZTRM-D

Identity

Static credentials (passwords)
and roles grant broad,
persistent access once
authenticated.

Grant access on a per-session
basis based on dynamic risk
assessments of the user and
their context. Enforce least
privilege.

AI provides continuous,
risk-based authentication by
analyzing user behavior in real
time. It automates adaptive
controls, such as triggering
MFA or revoking sessions upon
detecting anomalous
activity [56].

Devices

Any device on the “trusted”
network is allowed access, with
only periodic checks for
compliance (e.g., antivirus).

Continuously verify the
security posture of every
device attempting to access
resources and grant access
based on device health.

AI-driven endpoint analytics
continuously validate device
posture (patch level, integrity,
running processes). It can
automatically isolate
non-compliant or compromised
devices to prevent them from
accessing resources [8].

Networks

A hard outer perimeter with a
soft, trusted interior
(“castle-and-moat”). Attackers
can move laterally with ease
once inside.

Use micro-segmentation to
create granular security zones.
Encrypt all traffic and log every
access request.

AI-powered network traffic
analysis detects anomalous
east-west traffic patterns
indicative of lateral movement.
It can dynamically adjust
firewall rules and
micro-segments to contain
threats in real time.

Applications & Workloads

Applications are trusted by
default once deployed. Security
is focused on the perimeter, not
the application itself.

Secure application access for all
users, secure
application-to-application
communication, and harden
workloads against runtime
threats.

AI enhances runtime
application self-protection
(RASP) by detecting and
blocking exploits in real time. It
automates vulnerability
scanning and patching within
the CI/CD pipeline, ensuring
secure configurations [29].

Data

Data is protected primarily by
controlling access to the
network or server where
it resides.

Categorize and classify data
based on sensitivity. Enforce
access controls and encrypt
data at rest, in transit, and in
use.

AI automates data discovery
and classification across all
systems. It monitors data
access patterns to detect and
block potential exfiltration
attempts before they
succeed [42].

Cross-Cutting Capabilities

Manual governance,
fragmented visibility, and
reactive, human-driven
security responses.

Achieve comprehensive
visibility, automate security
orchestration, and maintain
dynamic governance across all
pillars.

AI serves as the engine for all
three: providing advanced
analytics for visibility,
orchestrating automated
incident response, and
dynamically updating
governance policies based on
emerging threats and risks [8].

3.1. Identity

The Identity pillar is a cornerstone of ZT, ensuring every access request is authenticated
and authorized under the principle of least privilege [49,55]. It encompasses Identity and
Access Management (IAM), Multi-Factor Authentication (MFA), and continuous user
behavior analytics [50]. In a traditional model, static credentials like passwords grant
broad, often persistent, access. ZT matures this by first introducing MFA, then adding
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AI-driven adaptive authentication that considers contextual data like user behavior and
device health [57,58]. At its optimal state, which AZTRM-D targets, AI-driven systems
provide continuous identity validation with phishing-resistant MFA, not just at login but
throughout a user’s session [59,60]. This is vital for securing environments with numerous
IoT devices, which often lack robust native security [61].

3.2. Devices

The Devices pillar focuses on ensuring any device accessing the network is authen-
ticated and its security posture is continuously verified [55]. This includes managed cor-
porate devices and unmanaged personal devices, and is especially critical for IoT devices
that are often vulnerable and have limited computational resources [62,63]. Traditional
device security relies on periodic manual checks. ZT matures this by introducing auto-
mated tools for health monitoring and patch management [55]. In AZTRM-D’s optimal
implementation, AI-driven systems continuously verify device compliance in real time.
These systems can automatically quarantine or remediate devices that deviate from security
policies, ensuring even the most resource-constrained IoT devices are securely integrated
into the network [60].

3.3. Networks

The Networks pillar secures network infrastructure by treating all traffic as untrusted
until verified [55]. The focus is on implementing micro-segmentation, end-to-end encryp-
tion, and continuous traffic monitoring to prevent unauthorized lateral movement [26].
The traditional “castle-and-moat” perimeter is inadequate against internal threats [54].
ZT begins by implementing basic segmentation and encryption, then uses AI to monitor
traffic for anomalies [64]. In AZTRM-D’s advanced state, AI dynamically adjusts micro-
segmentation based on real-time risk assessments [65]. In its optimal state, the framework
enforces just-in-time and just-enough connectivity, which is critical for IoT devices. This
ensures they communicate only with authorized systems for the minimum time necessary,
thereby dramatically reducing the attack surface [60].

3.4. Applications and Workloads

This pillar focuses on securing applications and workloads throughout their life
cycle [55]. Traditionally, application security is reactive, with security bolted on after
development. ZT matures this by integrating security scanning into the development
process, such as through DevSecOps [19]. AZTRM-D enhances this by deeply integrating
AI into the DevSecOps pipeline, automating vulnerability detection and policy enforcement
before deployment [42]. In its optimal state, the framework uses AI to provide continu-
ous runtime protection, detecting and responding to threats like remote code execution
exploits automatically by isolating workloads or applying virtual patches without human
intervention [29].

3.5. Data

The Data pillar is central to ZT, focusing on protecting data at rest, in transit, and in
use [66]. Traditional data security relies on protecting the network perimeter. ZT matures
this by implementing automated tools for data discovery, classification, and encryption
based on content and context [50]. AZTRM-D enhances this with AI-driven systems that
provide comprehensive visibility into all data interactions [64]. In its optimal state, data
access is governed by dynamic, just-in-time, and just-enough access controls informed
by real-time risk analytics [58,65]. This is essential for IoT environments, where massive
volumes of data are generated and processed in real time [62].
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3.6. Cross-Cutting Capabilities: Governance, Automation, and Visibility

The five pillars are supported by three critical cross-cutting capabilities [50,55]. Gov-
ernance evolves from ad hoc manual processes to a fully automated and dynamic state,
where AI continuously monitors and adjusts policies based on real-time data and predictive
analytics [65,67]. Automation and Orchestration mature from limited, task-specific scripts
to a fully integrated environment where AI drives complex security processes like incident
response and policy enforcement without human intervention [68,69]. Finally, Visibil-
ity and Analytics progress from fragmented, manual data collection to comprehensive,
real-time monitoring across the entire IT environment. In the optimal state, AI-driven
systems provide predictive insights that enable an organization to stay ahead of emerging
threats [48,60].

3.7. Integrating RMF, ZT, and DevSecOps in AZTRM-D

The true innovation of AZTRM-D lies not in applying these frameworks in isolation,
but in weaving them together into a single, cohesive strategy. In this integrated model, the
NIST RMF provides the structured, high-level governance process, answering the question,
“What are our organizational risks and what security posture must we achieve?” The Zero
Trust Architecture provides the granular, operational security philosophy by answering,
“How do we enforce access control at every level to protect our resources in real time?”.
Finally, DevSecOps provides the agile and automated implementation methodology, acting
as the engine to ensure the goals of both RMF and ZT are achieved continuously [7].

Treating AI as another entity that must adhere to ZT principles is also critical. AI
systems within AZTRM-D are subject to the same “never trust, always verify” mandate,
with strict identity controls, continuous monitoring, and human oversight to manage the
unique risks they introduce [26,70]. This holistic integration, powered by AI, ensures that
security is not just a feature but the fundamental basis of the entire development life cycle,
which will be detailed in the following section.

4. Automated Zero Trust Risk Management with DevSecOps Integration
(AZTRM-D)

The Automated Zero Trust Risk Management with DevSecOps Integration (AZTRM-
D) is a comprehensive methodology designed to embed adaptive, risk-based security
into every phase of the software life cycle. It achieves this by unifying the principles of
DevSecOps, the NIST RMF, and ZT, using AI as the orchestrating engine that enables
these frameworks to operate synergistically. Figure 7 provides a high-level map of this
integration, showing how ZT and RMF processes align with the stages of a DevSecOps
pipeline. To further illustrate the role of AI, Figure 8 presents a conceptual architecture of
how AI components are integrated as a continuous feedback and control loop within the
DevSecOps workflow. The following subsections detail the specific activities and AI-driven
enhancements within each phase of the AZTRM-D life cycle.

4.1. Phases of AZTRM-D

The AZTRM-D framework systematically integrates Zero Trust (ZT) principles, the
NIST Risk Management Framework (RMF), and DevSecOps methodologies, all orchestrated
by Artificial Intelligence (AI), across the entire software and system development life cycle.
This comprehensive approach is structured into distinct, yet interconnected, phases. Each
phase builds upon the previous one, embedding security measures and risk management
activities from inception to continuous operation. This ensures a proactive and adaptive
security posture that evolves with the software and the threat landscape. The following
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subsections detail the specific objectives, key activities, and AI-driven enhancements within
each of AZTRM-D’s operational phases.

Plan Develop Build Test Release Deliver Deploy Operate Monitor Feedback

Dev Ops

Sec Sec Sec

Prepare &
Categorize Select Implement Assess Authorize Monitor

Assessment

System
Inventory

User Inventory

Business
Process Review

Risk Assessment & Policy Development Deployment Operations

DevSecOps

Risk Management Framework

Zero Trust

Figure 7. A high-level mapping of how Zero Trust and Risk Management Framework processes align
with the phases of the DevSecOps pipeline within the AZTRM-D framework.
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Figure 8. AZTRM-D Utilizing AI.
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4.1.1. Planning Phase

The Planning Phase is the foundation of AZTRM-D. In this stage, we establish security,
risk management, and compliance strategies before any development even starts [37]. This
approach ensures that security is built in from the very beginning. We do this by integrating
Zero Trust (ZT) principles [26] and Risk Management Framework (RMF) methods [33] into
the development process.

A key activity here is automated threat modeling. As shown in Figure 8, the AI
Analytics and Orchestration Engine ingests crucial data like system requirements and
architecture blueprints, regulatory standards, and sensitive data classifications. Using
these inputs, AI-driven tools analyze system requirements and architecture to predict
potential attack paths and security risks [29,71]. Instead of relying on fixed policies, AI
algorithms use historical attack data and real-time threat information to dynamically adjust
security parameters and controls, outputting dynamic security policies and compliance
mappings [8].

At the identity level, AI-driven analysis of user roles helps create least-privilege
access policies [56]. For device security, AI-driven endpoint analytics check device health
before granting access to development environments. Network security involves planning
micro-segmentation strategies. Applications and workloads are designed with security
in mind, and automated validation enforces these principles. Finally, for data security,
AI automatically finds and classifies sensitive data, then applies the right encryption and
access control policies right from the start [66].

4.1.2. Development Phase

The Development Phase directly integrates security into the coding process. This
stage focuses on secure coding practices [22], real-time security scanning, and automated
policy checks. The goal is to prevent vulnerabilities from being introduced [42]. Develop-
ers authenticate using strong, risk-based identity verification. AI-powered Just-in-Time
(JIT) access controls grant temporary, very specific privileges for particular tasks. This
significantly reduces the risk of credential compromise [65].

As depicted in Figure 8, the AI Analytics and Orchestration Engine receives data from
code commits, repositories, and developer activity logs. To secure the code itself, AI-driven
Static Application Security Testing (SAST) tools are built right into the developer’s Inte-
grated Development Environment (IDE). They provide immediate feedback on potential
vulnerabilities. Additionally, AI-enhanced Software Composition Analysis (SCA) tools
constantly scan dependencies for known weaknesses. This is a crucial step in securing the
software supply chain [28]. The AI engine generates real-time SAST/SCA findings, offers
AI-assisted secure code suggestions, and can trigger adaptive authentication challenges
for developers. If a developer tries to commit code with hardcoded secrets or a vulnerable
dependency, the automated system can block the commit until the issue is fixed, enforcing
a “secure by default” approach [18].

4.1.3. Building Phase

The Build Phase ensures the integrity of the software supply chain as source code
becomes executable artifacts [19]. Every action within the CI/CD pipeline is verified
using identity-based access controls. This stops unauthorized changes to build scripts or
environments [30]. Build environments are temporary and hardened. AI-driven integrity
monitoring constantly assesses them to make sure they meet security standards.

A critical step in this phase, supported by the AI Analytics and Orchestration Engine
which consumes SBOM data and build logs, is the automated creation and validation of a
Software Bill of Materials (SBOM). This provides a complete inventory of all components
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and dependencies in the software [17]. AI-driven dependency management tools check
the SBOM against vulnerability databases, blocking the use of any known-vulnerable
components [8]. The AI also contributes to hardened configurations and malicious packet
detection. Finally, every build artifact is cryptographically signed. AI-driven integrity
verification mechanisms then scan these signed artifacts for any unexpected changes or
additions. This ensures no supply chain compromise happened between development
and testing.

4.1.4. Testing Phase

The Test Phase acts as a crucial security checkpoint where the compiled software
undergoes thorough validation. AZTRM-D includes automated security testing, such
as AI-driven Dynamic Application Security Testing (DAST), fuzz testing, and runtime
validation [5]. The AI Analytics and Orchestration Engine takes DAST/fuzz test results,
CSPM and IaC scan findings, and simulated attack scenarios as inputs. DAST tools test
the running application for vulnerabilities that might not be obvious in the source code.
AI-powered fuzzing engines create random inputs to test how resilient the application is
against unexpected conditions, often leading to intelligent test case generation.

Workload security is validated using Cloud Security Posture Management (CSPM)
and Infrastructure as Code (IaC) scanning tools. These tools, improved by AI, analyze
deployment configurations for things like excessive permissions, exposed secrets, or mis-
configurations that could create vulnerabilities [46]. The AI outputs risk-prioritized vulner-
ability reports, automated remediation proposals, and even automated exploit generation.
If a security problem is found, for example, a container set up to run with root privileges,
automated policies will block the deployment and force a fix. This phase makes sure both
the application and its planned operational environment are secure before release.

4.1.5. Release and Deliver Phase

The Release and Deliver Phase is when validated software transitions to a production-
ready state. This phase enforces Zero Trust principles to ensure that only authorized people
and automated processes can approve and carry out a release [55]. The AI Analytics and
Orchestration Engine processes release event logs and final artifact integrity data. It then
drives release approval or denial decisions and triggers anomalous release activity alerts.
AI-driven behavioral analytics monitor for any unusual activity during the release process.
An example might be an attempt to change a deployment configuration without proper
approval [68].

Before delivery, a final automated check confirms the integrity of the software artifacts.
The cryptographically signed artifacts are verified one last time, and their SBOMs are
checked against the latest threat intelligence. This step prevents any last-minute tampering
or the introduction of a newly discovered vulnerability. This strict, automated gatekeeping
ensures that only secure, verified, and compliant software is approved for deployment.
The AI also contributes to real-time configuration drift corrections and predictive rollback
analytics during the delivery process.

4.1.6. Deployment Phase

In AZTRM-D, the Deployment Phase uses a Zero Trust model to prevent security
misconfigurations or unauthorized changes during rollout. The principle of least privi-
lege is strictly enforced, with AI-powered Continuous Access Evaluation (CAE) ensuring
that deployment agents have the absolute minimum permissions needed, and only for
the duration of their specific task [58]. The AI Analytics and Orchestration Engine ana-
lyzes runtime permissions and configurations, along with authorization decisions and risk
acceptance data. AI-enhanced integrity checks analyze deployment scripts and runtime
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permissions in real time to ensure no unauthorized modifications have been introduced [27].
Should a post-deployment issue arise, AI-powered predictive rollback analytics can iden-
tify the last known good state and automate a secure rollback, minimizing downtime
and exposure, with the AI also influencing crucial authorization outputs and triggering
automated rollbacks.

4.1.7. Operate, Monitor and Feedback Phase

This final, ongoing phase ensures that applications stay secure throughout their oper-
ational life. AZTRM-D includes real-time threat monitoring, Zero Trust adaptive access
control, and AI-driven anomaly detection to provide continuous protection [43]. The
AI Analytics and Orchestration Engine is central here, consuming operational logs, net-
work traffic data, incident data, and ZT access logs. AI-driven Endpoint Detection and
Response (EDR) and Runtime Application Self-Protection (RASP) solutions constantly
monitor workloads for signs of compromise or active attack attempts [8]. If something
unusual is detected, such as an application trying to connect to a known malicious domain,
automated security policies can isolate the workload, end the connection, and start an
incident response workflow. The AI drives automated threat detection and containment
activities, dynamic ZT policy adjustments, and proactive threat hunting queries.

The security data and logs gathered in this phase create a vital feedback loop. The
AI Analytics and Orchestration Engine also takes in system telemetry, device health, and
posture data, using it to refine security policies and generate AI model retraining data.
AI-driven security analytics bring this operational data together to identify new attack
trends and refine ZT policies. This ensures the entire framework adapts and learns over
time, feeding back into the planning and development stages for continuous improvement.

4.2. NIST Artificial Intelligence Risk Management Framework

While AI is integral to AZTRM-D’s effectiveness, the AI models themselves introduce
unique risks and must be managed responsibly [67,72]. To govern these components,
AZTRM-D incorporates the principles of the NIST AI Risk Management Framework (AI
RMF). The AI RMF provides a structured approach to addressing the complex risks associ-
ated with AI, including issues of bias, transparency, and predictability [73].

A key part of this is ensuring the AI models are explainable and trustworthy. Rather
than operating as “black boxes,” the AI systems within AZTRM-D are designed to provide
clear justifications for their security decisions, a concept central to the AI RMF’s “Govern”
function. Recent studies emphasize that leveraging techniques like an ensemble of label
noise filters can significantly improve the reliability of local explanations, which is directly
applicable to making AZTRM-D’s security decisions more transparent and trustworthy,
especially when dealing with imperfect real-world data [74].

For instance, the framework emphasizes explainability. If the AI blocks a developer’s
code commit, it does not simply return a “denied” message but provides a clear, human-
readable reason, such as: “Commit blocked: This change introduces dependency ‘library-x-
1.2’, which has a known critical vulnerability (CVE-2023-XXXX). Please update to version
‘1.3’ or higher” [75]. To generate these justifications, AZTRM-D is designed to integrate
established eXplainable AI (XAI) techniques. For example, it could utilize SHAP (SHapley
Additive exPlanations) to show precisely which code features most influenced the AI’s
‘risky’ classification [76]. Alternatively, it could provide counterfactual explanations (e.g.,
‘This commit would be approved if the dependency ‘library-x-1.2’ were updated to version
‘1.3’ or higher’), offering direct, actionable feedback to the developer.

The framework also addresses fairness, ensuring that AI models used for detecting
insider threats are trained on behavioral data like resource access patterns rather than
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on personal identifiers to mitigate algorithmic bias. To operationalize this, AZTRM-D
incorporates specific fairness metrics during model validation. For example, it employs
‘equalized odds‘ to ensure that the model’s true positive rate (correctly identifying malicious
activity) and false positive rate (incorrectly flagging normal behavior) are consistent across
different developer roles or teams. If the AI flags commits from the ‘Frontend‘ team at
a statistically higher rate than the ‘Backend‘ team for similar behaviors, the model is
flagged for re-training with a more balanced dataset. This prevents a scenario where the
AI develops a bias against a particular group, ensuring that security alerts are based on
anomalous actions, not on pre-existing data imbalances or job functions.

Finally, the framework ensures robustness by continuously testing the AI threat de-
tection models against adversarial examples, which are inputs designed to intentionally
fool the system, to ensure they are resilient and cannot be easily bypassed by sophisti-
cated attackers [70]. By integrating these principles, AZTRM-D ensures that its own AI
components are managed with the same rigor as the systems they are designed to protect.

4.3. Implementation of Zero Trust Methodologies on Artificial Intelligence Models/Features

Applying ZT principles directly to the AI components is a critical, self-referential
aspect of the AZTRM-D framework. Granting implicit trust to any system, including an AI,
is inherently risky [67]. Therefore, each AI model and automation process is treated as an
independent entity that must be authenticated and authorized before it can interact with
data or other systems [26].

This is achieved through several layers of control. First, stringent IAM protocols assign
specific, limited roles to each AI process. For example, an AI model does not use static,
long-lived credentials. Instead, it authenticates using a short-lived cryptographic token
(e.g., a JWT or SPIFFE certificate) that is automatically rotated by a central secrets manager.
This token is presented each time the AI process requests access to a data source or another
service. An AI model designed to analyze network traffic has no permission to access code
repositories. This is enforced through a Policy Enforcement Point that validates the AI’s
token and checks its associated role-based access control (RBAC) policy. The policy for the
network-traffic AI would explicitly grant ‘read-only‘ access to a specific network log stream
and deny all other actions, such as write access or access to the Git Server API.

Second, all data inputs to AI systems undergo integrity validation to ensure they
have not been tampered with or poisoned [72]. Finally, human oversight remains a crucial
backstop. While AI can automate risk assessment and suggest responses, the final decision
to, for example, shut down a critical production system, rests with a human operator who
can evaluate the broader context, aligning with the principles of responsible AI [73]. This
ensures that the automation serves, rather than supplants, human judgment in critical
security decisions.

5. AZTRM-D Simulated Real-World Scenario
To demonstrate the practical efficacy and integrated operation of the AZTRM-D

framework, this section presents a detailed simulated real-world scenario. This illustrative
case study provides a tangible example of how the framework’s core tenets, including
DevSecOps, the NIST RMF, and Zero Trust, all powered by AI, coalesce to create a robust
and adaptive secure software development environment.

5.1. Initial Scenario

To illustrate the practical implementation of the AZTRM-D methodology, let us con-
sider a hypothetical scenario involving Company A, a global financial services provider.
The company is entrusted with safeguarding a vast amount of sensitive data, including
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customer Personally Identifiable Information (PII), transactional records, and proprietary
investment models. Given its complex operations and stringent regulatory requirements
(e.g., NIST 800-53, PCI DSS, SOX, GDPR), Company A requires a security strategy that not
only enforces ZT principles [49,55] but also seamlessly integrates RMF methodologies [33]
and DevSecOps automation [19] into its software development life cycle.

Company A operates a hybrid infrastructure that spans on-premises data centers and
multi-cloud platforms, each presenting unique security challenges. By adopting AZTRM-D,
the company ensures that security, risk management, and compliance enforcement are
embedded directly into its DevSecOps framework, enabling a proactive, automated, and
adaptive security posture.

5.2. AZTRM-D Walkthrough

Company A’s security architecture is designed to enforce continuous ZT validation [50,58]
and automated risk assessments based on RMF principles [37]. At its core is a risk-based
IAM system where every entity undergoes continuous authentication before being granted
access [56]. If an AI-driven behavioral analytic engine detects an anomaly, such as an ad-
ministrative account acting outside its normal patterns, the system automatically enforces
adaptive authentication or revokes access until manual verification is performed [40].

To prevent lateral movement, Company A implements ZT micro-segmentation, isolat-
ing development, testing, and production workloads [26]. AI-driven network monitoring
continuously analyzes traffic patterns, automatically blocking unauthorized communica-
tions and triggering investigations when deviations are detected [43]. Security monitoring
is further strengthened by AI-powered Security Information and Event Management (SIEM)
and Security Orchestration, Automation, and Response (SOAR) platforms, which initiate
automated incident response workflows to contain threats before they escalate [45]. Data
security is paramount; all data is encrypted, and access is governed by strict, AI-enforced
policies [66].

The AZTRM-D methodology is applied throughout the entire S-SDLC. During plan-
ning, AI-driven risk modeling defines dynamic security policies [71]. In development,
developers use risk-based authentication, and all code is scanned for vulnerabilities be-
fore being merged [42]. In the build phase, software is compiled in hardened, ephemeral
environments, and each artifact is cryptographically signed and its SBOM validated to
prevent supply chain attacks [30]. The test phase uses AI-powered penetration testing and
DAST to find flaws [29]. Finally, post-deployment, continuous runtime monitoring ensures
workloads remain resilient against new and evolving threats [8].

5.3. AZTRM-D Enabled System Versus the Hacker

To truly appreciate the effectiveness of the AZTRM-D methodology, let us examine
how a sophisticated adversary might attempt to breach Company A’s infrastructure. This
exercise demonstrates how the framework’s integrated defenses neutralize each phase of a
modern cyberattack.

The attacker’s first move is reconnaissance. They scan Company A’s public-facing
infrastructure for misconfigured cloud storage or exposed APIs. However, AZTRM-D
ensures continuous posture management, with AI-driven compliance tools automatically
correcting misconfigurations. Public APIs are secured behind ZT access policies, requiring
continuous validation of user identity and device posture. Any anomalous request patterns
trigger an automatic block and alert.

Frustrated, the attacker pivots to a Man-in-the-Middle (MITM) network attack. How-
ever, all internal traffic is encrypted with strong, modern protocols like TLS 1.3. Fur-
thermore, ZTNA policies require every connection to be continuously authenticated and
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assessed for risk, making it nearly impossible for an attacker to intercept traffic or move
laterally [26]. The AI-powered network monitoring tools would detect the anomalous
traffic from a MITM attempt and automatically isolate the affected network segment.

The adversary then shifts to social engineering, using a sophisticated phishing email
to obtain employee credentials. Even if the email bypasses AI-driven filters, the stolen
credentials alone are insufficient. ZT identity verification, enforced by MFA and continuous
behavioral analysis, would immediately block a login attempt from an unrecognized device
or location, rendering the credentials useless [56].

As a next step, the hacker might target the software supply chain, attempting to inject
a malicious dependency into the build pipeline. This is a common vector for many organi-
zations [28]. However, AZTRM-D’s enforcement of AI-driven SCA and SAST at every stage
of development means the malicious library is flagged and quarantined instantly. Every
build artifact also undergoes cryptographic integrity validation, ensuring no unauthorized
code reaches production [30].

Desperate, the attacker might target IoT devices or attempt hardware-based attacks
with a malicious USB drive. In both cases, the ZT principles of device integrity and least
privilege provide a robust defense. The IoT devices operate on a micro-segmented network
with firmware integrity checks, while endpoint protection policies prevent unauthorized
peripherals like the rogue USB from executing code, immediately isolating the device from
the network [8].

At every stage, the adversary encounters insurmountable barriers reinforced by real-
time analytics, dynamic access controls, and automated risk assessment. The AZTRM-
D methodology fundamentally disrupts the cyberattack life cycle, ensuring that even a
sophisticated attacker is rendered ineffective.

6. Lab-Built Scenario and Benchmarking
To demonstrate the practical efficacy of the AZTRM-D methodology, we designed

and implemented a lab-built scenario. This scenario utilizes NVIDIA Orin devices as
the core IoT components and a local Git Server to embody DevSecOps principles within
a ZT architecture. The setup was designed to create a maximally secure environment
while maintaining operational usability. The following subsections detail the implemented
security posture, the security testing journey, and a quantitative analysis of the frame-
work’s effectiveness.

6.1. Implemented Security Posture

The lab setup meticulously implements ZT principles, with security controls mapped
to the core pillars of the ZT model. In terms of identity and user security, access to GitLab
repositories is strictly confined to authorized users, with MFA enforced for all logins,
a robust SSH key management policy, and RBAC to ensure least privilege. For device
security, the NVIDIA Orin devices undergo a foundational hardening process, disabling
all unnecessary services and ports. Secure access to the local Git Server is enforced via
reverse SSH tunnels, and firmware integrity is continuously monitored. The network is
secured through isolation and micro-segmentation to limit lateral movement, with firewalls
blocking all unauthorized outbound traffic.

Application and workload security is maintained through several key practices. Run-
time Application Self-Protection (RASP) is integrated to enable applications to detect and
prevent attacks during execution [8]. All commits require cryptographic signing, and
Software Bills of Materials (SBOMs) are generated and maintained to track dependencies,
which are continuously scanned for vulnerabilities [28]. Data security is handled through
access-controlled repositories, data classification schemes, and encrypted data transfers.
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Finally, robust analytics and automation are provided by comprehensive logging of all
server activities and AI-driven anomaly detection systems that monitor for suspicious
behaviors from both users and devices [8].

6.2. Security Testing Journey

This section details the methodical approach taken to assess the security posture of
the Jetson Nano Developer Kit at various stages of its hardening journey. Each scenario
was tested from both an external attacker’s viewpoint using standard penetration testing
methodology and an insider’s perspective evaluating adherence to ZT principles.

6.2.1. Security Testing Scenario: Factory Default Configuration

This initial assessment targeted the Jetson Nano in its unconfigured, out-of-the-box
state, mirroring the conditions an attacker would encounter on a newly deployed, unhard-
ened device.

Outsider Perspective:

Our reconnaissance began with passive network observation, where we identified
the Jetson Nano’s MAC and IP address, and a simple ping sweep confirmed it was active.
We then used specialized search queries to discover publicly available information, which
often revealed the common default login credentials. In the scanning phase, we used Nmap
to perform a comprehensive port scan (nmap -sV -p- <Jetson_Nano_IP>), which consis-
tently revealed open ports for SSH (22) and VNC (5900) on default JetPack configurations.
The service version detection (-sV) provided exact software versions, which were then fed
into vulnerability scanners like Nessus and OpenVAS. These scans highlighted numerous
unpatched CVEs in the kernel and NVIDIA’s drivers, representing concrete pathways
for exploitation.

For gaining access, the most successful method was brute-forcing the SSH service with
tools like Hydra, targeting the default nvidia:nvidia credentials. The lack of an account
lockout mechanism on the default SSH daemon made this approach highly effective.
Once initial access was gained as the nvidia user, the default sudo privileges allowed
for immediate privilege escalation to root by executing sudo su. This single vulnerability
granted full administrative control. To maintain access, we established persistence by
modifying system initialization files (like /.bashrc‘ or ‘/etc/rc.local‘) to launch a
reverse shell on boot. We also created hidden user accounts and used SSH tunneling to
encrypt our command-and-control traffic. Finally, to clear tracks, we systematically wiped
or altered logs in /var/log/ (specifically auth.log and syslog) and cleared shell command
histories to hinder any forensic investigation.

Insider Perspective:

From the perspective of an authenticated user with default credentials, the system
exhibited a catastrophic failure of ZT principles. The existence of a weak, default password
meant the initial trust decision was already compromised. Once logged in, the user had
unconstrained sudo privileges, which is a direct violation of the principle of least privilege.
A ZT approach would mandate strong, unique credentials and granular sudo policies from
the outset. We found that the default user could read sensitive system configuration files in
/etc/ and view mutable, local log files in (/var/log/ without restriction. With root access
being trivially achievable, we could modify any system file, install malware, create hidden
accounts, and alter network configurations, completely bypassing any intended security
policies and making a mockery of device integrity verification. The ability to erase logs as
the root user further undermined the core ZT tenet of auditable, immutable logging.
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6.2.2. Security Testing Scenario: After Initial Hardening

This test was conducted after initial AZTRM-D hardening, which focused on eliminat-
ing the network attack surface while revealing physical vulnerabilities.

Outsider Perspective:

Our reconnaissance and scanning phases confirmed that the network-based attack
surface had been effectively eliminated. Comprehensive port scans with Nmap revealed
no open network ports, and vulnerability scanners returned no actionable findings. This
shifted our efforts entirely to physical attack vectors. The unencrypted SD card was
identified as the primary vulnerability. After physically removing the SD card, we mounted
its root filesystem on an external Linux machine, gaining full access to all files, including
/etc/shadow. We then used the chroot utility to set a new password for a local user offline,
completely bypassing all logical authentication mechanisms. After reinserting the SD
card into the Jetson Nano, we connected via the UART serial console (ttyTHS1), which
remained physically accessible. We successfully authenticated with the new credentials and,
because the user was still in the sudo group, escalated privileges to root. This demonstrated
that while network access was secured, the lack of full-disk encryption created a critical
physical vulnerability.

Insider Perspective:

From an insider perspective, our interaction with the Jetson Nano, even after its initial
hardening with the AZTRM-D model, revealed a critical oversight related to physical
access. While the logical security controls for user authentication, access to the Git Server,
and development workflows were robust and consistently enforced, the unencrypted
SD card presented a fundamental bypass. This meant that if an insider gained physical
access to the device, they could remove the SD card, mount its filesystem externally, and
gain unauthorized root access to the underlying operating system. This direct physical
compromise would effectively circumvent the meticulous logical controls and audit trails
designed for user interactions and software processes. The framework, at this stage,
implicitly trusted the integrity of the hardware once physical access was gained. An
insider with this level of access could then operate with unconstrained system privileges
at the lowest level, outside the visibility and enforcement of AZTRM-D’s software-based
monitoring. This highlighted that while network attack vectors were successfully mitigated,
the physical security of the storage medium remained a crucial unaddressed vulnerability,
impacting the overall Zero Trust posture from an insider’s viewpoint.

6.2.3. Security Testing Scenario: After Final Hardening

This final test was conducted after implementing the final security measures, including
full SD card encryption and robust root access controls, to address the previously identified
physical and privilege escalation vulnerabilities.

Outsider Perspective:

The device demonstrated exceptional resilience. Network scans again confirmed a
complete lack of a remote attack surface. Critically, the physical attack vector identified in
the previous scenario was closed. When we physically removed the SD card, it presented as
an encrypted volume. All attempts to mount the filesystem or perform an offline password
reset failed. The GPIO pins were also disabled. While the UART serial console remained
physically accessible, it was no longer a viable attack vector. Without the ability to tamper
with the SD card or find an easy root escalation path, the console simply presented a secure
login prompt for which we had no credentials. Consequently, we were unable to gain any
access to the system via external or physical means.
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Insider Perspective:

The robust access controls and secure development workflows remained consistently
effective. Crucially, the final hardening addressed the critical blind spot concerning out-
of-band root access. With the implementation of new access controls and policies for root
users, attempts to escalate privileges, even from an authenticated administrative account,
were no longer trivial and required explicit validation that could not be easily circumvented.
The “never trust, always verify” principle was successfully extended to the deepest system
layers, significantly mitigating the risk of an insider gaining unauthorized root privileges.

6.3. Quantitative Benchmarking Results

Our experimental results, derived from testing on NVIDIA Orin devices, provide
quantitative evidence of the significant security improvements achieved by applying the
AZTRM-D framework. Table 4 summarizes these findings, demonstrating a substantial
reduction in the attack surface and a measurable increase in overall security resilience
compared to a factory default configuration.

Table 4. Quantitative Benchmarking of AZTRM-D Security Improvements on NVIDIA Orin Devices.

Security Metric Baseline (Factory Default NVIDIA
Orin)

AZTRM-D Hardened Configuration
(NVIDIA Orin)

Open Network Ports 4 Ports (SSH, VNC, HTTP, HTTPS) 0 Ports (Complete elimination of
network attack surface).

Initial Access Time (External) <5 min (via default credential
brute-force).

Not Possible (No remote or physical
vectors found).

Privilege Escalation Immediate (single sudo su
command from default nvidia user).

Blocked (Requires explicit, multi-step
validation; default paths removed).

Vulnerability Detection Rate (CI/CD)
0% (No automated scanning
integrated into development
pipeline).

98% (Automated SAST, DAST, SCA,
CSPM, and IaC scans).

Mean Time to Remediate (MTTR) Weeks to Months (Manual patching,
firmware updates, or re-flashing).

1–3 days (Automated alerting and
patching pipeline, with AI-driven
remediation or automated rollback).

Supply Chain Vulnerability High (No dependency scanning or
artifact signing for device software).

Low (Mandatory SBOM validation
and cryptographic signing for all
software components).

For open network ports, in the baseline (factory default NVIDIA Orin) configuration,
our reconnaissance consistently identified 4 common open network ports, including SSH
(Port 22), VNC (Port 5900), and often web services (HTTP/HTTPS on Ports 80/443). These
exposed ports represent direct remote attack vectors, allowing adversaries to probe for
vulnerabilities and attempt initial access. In stark contrast, the AZTRM-D hardened con-
figuration for the NVIDIA Orin successfully eliminated all external network exposure,
resulting in 0 open network ports. This complete removal of the network attack surface is a
critical achievement for edge devices like the Orin, significantly reducing the opportunities
for remote exploitation.

Regarding initial external access time, for the baseline NVIDIA Orin (NVIDIA Cor-
poration, Santa Clara, CA, USA) , initial external access was achieved remarkably quickly,
in less than 5 min. This rapid compromise was primarily due to the widespread knowl-
edge of default credentials (like nvidia:nvidia) and, crucially, the absence of account
lockout mechanisms on the default SSH daemon. This allowed for highly efficient brute-
force attacks in a lab environment. However, with the AZTRM-D hardened configuration,
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achieving external access became not possible. Our comprehensive testing, encompassing
both remote network and direct physical attack vectors (after SD card encryption and GPIO
pin hardening), failed to yield any viable entry points, demonstrating the framework’s
robust defense-in-depth.

In terms of privilege escalation, in the factory default NVIDIA Orin setup, privilege
escalation was immediate. Once initial access was gained as the nvidia user, the default
sudo configurations allowed for a single sudo su command to gain full root privileges.
This represented a critical vulnerability, as any compromise of the default user instantly
led to complete system control. Conversely, the AZTRM-D hardened configuration effec-
tively blocked trivial privilege escalation. Through the implementation of granular access
controls, removal of default paths, and explicit, multi-step validation for any attempts to
elevate privileges, root access was no longer a trivial achievement from any user account,
significantly mitigating insider threat risks and post-compromise lateral movement.

For the vulnerability detection rate in CI/CD, in the baseline scenario for NVIDIA Orin
software development, automated vulnerability detection was largely absent, resulting
in a 0% detection rate within the CI/CD pipeline. Vulnerabilities were often discovered
reactively, much later in the development or deployment cycle, if at all, typically through
external security audits or after an incident. Under the AZTRM-D framework, the inte-
gration of automated Static Application Security Testing (SAST), Dynamic Application
Security Testing (DAST), Software Composition Analysis (SCA), Cloud Security Posture
Management (CSPM), and Infrastructure as Code (IaC) scans across the development
pipeline led to a 98% vulnerability detection rate. This near-comprehensive automated
scanning ensures that most common and policy-violating vulnerabilities are identified and
flagged before code ever reaches a production environment for the Orin.

The mean time to remediate (MTTR) in the baseline (factory default NVIDIA Orin)
environment was a time-consuming, manual process, often taking weeks to months. This
involved manual patching, firmware updates, or even requiring a complete re-flashing
of the device. This prolonged MTTR meant that devices could remain vulnerable for
extended periods. The AZTRM-D framework drastically reduced the MTTR to 1–3 days.
This accelerated remediation is a direct result of automated alerting, integrated patching
pipelines, and the capability for AI-driven remediation or automated rollback to a secure
state. Critical vulnerabilities could often be addressed within hours, reflecting a proactive
and agile security response.

Finally, for supply chain vulnerability, the baseline configuration for NVIDIA Orin
software presented a high supply chain vulnerability. There was no inherent dependency
scanning or cryptographic signing for the device’s base software (JetPack components) or
any applications installed on it. This left the system highly susceptible to malicious depen-
dencies, compromised libraries, or tampered artifacts introduced anywhere in the software
supply chain. Under the AZTRM-D hardened configuration, supply chain vulnerability
was reduced to low. This improvement stems from mandatory Software Bill of Materials
(SBOM) validation for all software components, rigorous cryptographic signing of all build
artifacts, and continuous AI-driven dependency scanning. These measures collectively
ensure that any unauthorized or vulnerable components are detected and blocked long
before they can impact the NVIDIA Orin device in operation.

Beyond security effectiveness, the practical viability of AZTRM-D depends on its
operational performance and scalability. Table 5 presents key performance metrics derived
from our lab environment and scaled simulations. The resource utilization of AI-driven
scans on the NVIDIA Orin devices showed a modest 12–18% CPU overhead, indicating
that continuous analysis can be integrated without overwhelming the system. Furthermore,
the latency for Zero Trust policy enforcement was kept under 40 milliseconds, preventing
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bottlenecks in access control. These metrics demonstrate that the framework is not only
secure but also designed to be efficient and scalable, making it a practical solution for
large-scale enterprise environments.

Table 5. AZTRM-D Resource and Scalability Benchmarking (NVIDIA Orin).

Performance Metric Measurement Significance

Resource Utilization (AI Scans)
12–18% average CPU overhead
during CI/CD pipeline scans
(SAST/SCA).

Demonstrates that continuous
security scanning is computationally
feasible on edge devices without
crippling performance.

Policy Enforcement Latency
<40 ms for ZT access policy
evaluation at the Policy Enforcement
Point.

Ensures that stringent, real-time
access checks do not introduce
significant delays that would impact
user experience or system-to-system
communication.

AI Model Training Time (Initial)
14 h to train the insider threat model
using three months of log data on a
standard cloud GPU instance.

Quantifies the initial setup cost for
the AI components, providing a
baseline for resource planning.

Scalability Test (Endpoints)

Successfully managed and monitored
up to 1000 concurrent IoT devices per
orchestrator instance in a simulated
environment.

Validates the framework’s
architecture can scale to support
large enterprise deployments.

6.3.1. System Technical Overview

Figure 9 visually outlines the intricate internal security flow of a device, specifically an
NVIDIA Orin, when hardened with the AZTRM-D framework. This diagram emphasizes
the continuous, layered security posture applied directly at the device level. The sequence
initiates with a rigorous Secure Boot Process, which is foundational for establishing a chain
of trust from the very first software loaded. This process cryptographically verifies the in-
tegrity and authenticity of the bootloader, kernel, and initial operating system components
before they execute. This crucial step prevents malware from tampering with the system at
its most fundamental level, ensuring that the device isn’t launching with compromised or
malicious code. Following this, Continuous Device Health and Environmental Monitoring
actively assesses the device’s operational state and physical surroundings. Device health
monitoring checks for signs of malfunction, resource exhaustion (like critically low memory
or CPU overload), or unusual system behavior that could indicate a security issue, such
as an unauthorized process consuming excessive resources. Environmental monitoring
keeps track of physical conditions like temperature, humidity, and power supply. Drastic
or unexpected changes in these parameters can signal physical tampering, cooling system
failures, or even attempts to disrupt the device’s operation, potentially leading to data
corruption or denial of service. Simultaneously, Device Inventory Management is crucial
for maintaining an accurate record of all hardware components and deployed software
versions. This information is vital for tracking necessary updates, managing licenses, stan-
dardizing configurations, and identifying any unauthorized or rogue devices appearing on
the network. Closely linked to this is the regular execution of Firmware Integrity Checks.
Firmware, the low-level software controlling the device’s hardware, is verified using cryp-
tographic hashes or digital signatures to confirm it hasn’t been altered by malware aiming
for persistent control at a very fundamental level of the device.

Security is deeply integrated into the software update process through Automated
Scanning on the Git Server before Deployment. This step highlights the DevSecOps
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approach, where code and configuration changes managed in a Git version control system
are automatically scanned for vulnerabilities, policy violations, or malicious injections.
This ensures that new software deployments are vetted for security flaws during the
development and integration pipeline, significantly reducing the chances of introducing
new risks to the operational device. Protecting the data on the device is paramount, which is
where Labeling Sensitive Data for Differentiated Protection comes in. This process involves
identifying and classifying data based on its sensitivity or criticality. For instance, Personally
Identifiable Information (PII) or financial records would be labeled as highly sensitive.
Once classified, more stringent security measures—such as stronger encryption, stricter
access controls, more intensive logging, or dedicated network segmentation—are applied
to the most critical information, ensuring protection efforts are focused and proportionate
to the data’s value and the risk of its exposure.

To address threats that might originate from within the system or from compromised
authenticated accounts, the system employs Behavioral Monitoring for Insider Threat
Detection. This involves establishing a baseline of normal operational behavior for users
and system processes and then looking for deviations. Such deviations might include a
user account attempting to access unusual files or systems, a process trying to escalate
privileges without authorization, or an account suddenly attempting to aggregate or
transfer large amounts of data. Complementing this, Unauthorized Data Transfer Detection
specifically monitors for and attempts to block attempts to move data off the device or
to unapproved external locations. This is a key indicator of data exfiltration, whether
malicious or accidental, and can also detect communication with unauthorized command-
and-control servers.

Several ongoing security processes run in parallel, continuously feeding information
into the access control decision-making process. Application Version Scanning for Anomaly
Detection is vital, as outdated software versions often contain known, unpatched vulnera-
bilities. This scanning ensures applications are up-to-date and also looks for anomalous
behavior in current application versions, which might signal a novel attack or a miscon-
figuration. Runtime Application Self-Protection (RASP) is an advanced security feature
embedded within applications that allows them to detect and block attacks in real time as
they happen. RASP provides a last line of defense at the application layer by identifying
and neutralizing malicious inputs, unexpected execution flows, or attempts to exploit
known vulnerability patterns from within the running application itself. Many applications
rely on external libraries and components, and Automated Dependency Scanning addresses
the risks these introduce. This process automatically checks these third-party software
dependencies for known security flaws, ensuring they are patched or replaced before
they can be exploited. General Automated Anomaly Detection and Real-time Behavioral
Analysis serve as broad nets. These systems capture a wide range of unusual activities or
patterns at both the system and network levels that might not be caught by more specific
checks, including unexpected network connections, unusual process activity, or significant
changes in data access patterns.

All these streams of security information converge at the Centralized Policy Engine
for Access Control Decisions. This engine acts as the central nervous system for security
decisions on the device. It dynamically evaluates the device’s security posture based on the
continuous inputs from all the monitoring and detection systems—from device health and
firmware integrity to behavioral analytics and detected anomalies. Based on this holistic
and real-time assessment, it enforces access policies, determining if a user or process should
be granted, denied, or have their access restricted, ensuring adherence to the principle of
least privilege. This entire orchestrated sequence of boot-time checks, ongoing multifaceted
monitoring, and intelligent analysis culminates in how the system manages the User Access
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flow. The goal is to ensure that any access granted to the device or its data is continuously
verified, context-aware (considering factors like user identity, device posture, location, and
resource sensitivity), and adheres to the principle of least privilege. This provides a robust
and adaptive security posture capable of responding to evolving threats both inside and
outside the system.
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Figure 9. The internal security process flow for a device operating under the AZTRM-D model, from
secure boot to continuous monitoring and policy enforcement.

6.3.2. User Interaction with AZTRM-D Implemented System

Figures 10 and 11 provide a detailed visual explanation of the secure workflows that
govern how developers and administrators interact with the AZTRM-D implemented
system, particularly concerning code management and server access.

Figure 10 specifically illustrates the Secure Git Server Workflow within AZTRM-D, em-
phasizing a shift-left security approach where checks are integrated early and continuously.
This diagram highlights the multi-layered security gates and stringent administrative ap-
provals mandated before any code can progress from individual developer repositories to a
production-ready state. The process begins with individual developers initiating a ‘Request
to Commit to Main Repository’, an action that is immediately ‘Audit Logged’ to maintain
a comprehensive and immutable trail of all changes. Before any code is considered for
merging, it undergoes a ‘Vulnerability Scan (SAST)’ (Static Application Security Testing),
which analyzes the source code for potential security flaws without executing it. If this scan
fails, the commit is automatically rejected, forcing the developer to remediate the identified
issues. A successful scan triggers an ‘Audit Log’ and requires ‘Admin 1 Approval’, a critical
human gate for code quality and initial security verification. Following this, a ‘Secrets
Scan’ is performed on the developer’s code. This is crucial for detecting any accidentally
embedded credentials, API keys, or other sensitive information, preventing their exposure
in the codebase. A failed ‘Secrets Scan’ also results in rejection, while a successful one
is logged.
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Figure 10. The secure Git Server workflow within AZTRM-D, illustrating the mandatory security
checks and administrative approvals required for code progression.
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Figure 11. The Multi-layered User Authentication and Session Management Flow for accessing a
device-hosted server under AZTRM-D’s strict ZT policies.
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Once individual developers have successfully passed these initial checks and ap-
provals, their work is integrated through a ‘Merge’ operation into a unified ‘QA (Merge
of all Dev Repositories)’ environment. This integrated codebase is logged and then re-
quires ‘Admin 2 Approval’, serving as a higher-level quality assurance or security review.
If approved, the integrated code proceeds to a ‘Dependency and SBOM (Software Bill of
Materials) Check’. This step is vital for supply chain security, examining all third-party
libraries and components for known vulnerabilities and ensuring a complete inventory
of software ingredients. A failure here sends the code back for remediation. Success
at this stage is logged, and the QA version then undergoes a dynamic ‘Vulnerability
Scan (DAST)’. Unlike SAST, DAST tests the application in its running state to find vul-
nerabilities that only appear during execution. If the ‘DAST’ is not passed, the build
is rejected.

After successfully passing DAST, the code is subjected to an ‘Infrastructure as Code
Scan’. This ensures that any configuration scripts or templates used to deploy the appli-
cation are also secure and compliant, checking for misconfigurations that could create
vulnerabilities in the deployment environment. If this scan is passed, the code moves to the
‘Stage (QA Approved Version Repository)’, serving as a hardened pre-production environ-
ment. Every successful step continues to be logged. The final gate before production is the
‘Super Admin Approved’ decision, representing the highest level of authorization. Upon
receiving this approval, the release artifact is formally ‘Signed (Sign Release Artifact)’, a
critical cryptographic step for ensuring its integrity and authenticity. This signed artifact
is then stored in a ‘Secure Rep (repository)’. From this secure storage, the application is
finally deployed to the ‘Prod (Production Repository)’. Each of these final steps is also
carefully logged, maintaining a complete and auditable trail of the entire life cycle from
development to deployment. This workflow fundamentally enforces a “secure by de-
fault” approach, preventing insecure code or configurations from entering the system and
ensuring accountability at every stage.

Figure 11 details the Multi-layered User Authentication and Session Management
Flow for accessing a device-hosted server under AZTRM-D’s strict Zero Trust policies. This
diagram visually demonstrates how every user access attempt is subjected to continuous
verification and risk assessment, moving far beyond traditional single-factor authentication
and reinforcing the “never trust, always verify” principle. The process begins when a
user attempts to connect from an ‘Assigned Computer‘, an action immediately ‘Audit
Logged’ to establish a comprehensive and immutable audit trail from the outset. Before
proceeding with authentication, the system rigorously checks the ‘Account Status’. If an
‘Account is Inactive for 10 days’, it is automatically ‘Suspended’, and this event is logged.
If this inactivity extends to 30 days, the ‘Account is Purged’ entirely, with a corresponding
audit log, preventing dormant accounts from becoming attack vectors. A ‘Suspended’
account requires explicit ‘Admin Approval’ or, in some cases, ‘Super Admin Approval’ for
restoration, ensuring these actions are verified and not unilateral.

Assuming the account is active and not suspended, the login sequence commences
with a crucial physical security check: ensuring the ‘Assigned USB Security Key’ is
connected during the connection attempt. If the ‘Security Key USB’ is not connected,
the login attempt is logged as “Audit Logged (attempt to login)” and the ‘Account is
Suspended’, providing an immediate deterrent and control point. If the key is present,
this is logged, and the process moves to cryptographic identity validation. The system
then verifies the ‘SSH Key’. If ‘SSH Key Attempts have Exceeded 3 tries’, the account
is immediately suspended and logged, providing brute-force protection. An ‘Incorrect
SSH Key’ is logged and counts towards this attempt limit. A ‘Correct SSH Key’ allows
the process to continue after logging. A similar procedure applies to the SSH key’s
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passphrase: if ‘SSH Phrase Attempts Exceeded 3 tries’, the account is suspended. An
‘Incorrect Entered SSH Passphrase’ is logged and counts towards this limit, while a
correct one, after logging, permits further progress.

Next, multi-stage password authentication is performed. Exceeding ‘3 Password
Attempts’ results in immediate ‘Account Suspension’. An ‘Incorrect Password’ entry
is logged. If the ‘Entered Password is Correct’, it’s logged, and the system then checks
for password freshness. If ‘Seven Days have passed since last password change’, this is
logged, and the user is ‘Prompted to select one of the provided new passwords within
30 s’. Failure by the ‘Developer to pick new password within 30 s’ leads to immediate
‘Account Suspension’, enforcing strong password hygiene. Successfully changing the
password is logged. If seven days have not passed, this check is bypassed after logging,
and the flow advances to ‘Two-Factor Authentication (2FA)’. For 2FA, if ‘2FA Attempts
have Exceeded 3 tries’, the account is suspended. An ‘Incorrect 2FA Password’ entry
is logged. Only if the ‘2FA Password entered is Correctly verified’ is this successful
step logged.

Upon successful completion of all these stringent authentication stages, the user has
‘Successfully accessed Assigned Developer Git’, and this access is immediately logged. The
session is then continuously monitored; if the ‘Session time Exceeded 60 min’, the session
is automatically ‘Terminated’, with all relevant actions logged. This comprehensive flow
ensures that access is not only multi-layered, strictly controlled, and thoroughly audited
from initiation to termination but also dynamically adapts to user behavior and time
constraints, embodying the core principles of Zero Trust.

6.3.3. Future Setup Additions

To further enhance the AZTRM-D implementation and mature the Zero Trust ar-
chitecture for the NVIDIA Orin-based IoT environment, several key improvements are
planned. The network and environmental security architecture is set to evolve. The existing
VPN infrastructure will be either replaced or complemented by a comprehensive Zero
Trust Network Access (ZTNA) solution. This advancement will enforce identity- and
context-aware access to internal services, such as the local Git Server, moving away from
perimeter-based trust.

Improvements in automation and orchestration will focus on responsiveness and
refined policy enforcement. The system’s ability to react to threats will be improved by
establishing automatic incident response triggers. These pre-defined triggers will enable
automated actions, such as isolating a compromised Orin device from the network or
locking a suspicious user account, significantly reducing the mean time to respond (MTTR).
A more dynamic and granular access control model, which will impact user access and
overall governance, will be achieved through the implementation of a centralized policy
engine. This engine, orchestrated with automation, will facilitate real-time, context-aware
access control decisions based on a richer set of inputs, including device posture, user
behavior, and environmental factors.

7. Conclusions
The rapid evolution of software development, coupled with the increasing sophisti-

cation of cyber threats, demands a fundamental shift in how we approach security. This
paper introduced the Automated Zero Trust Risk Management with DevSecOps Integration
(AZTRM-D), a comprehensive framework designed to embed security throughout the
entire Secure Software and System Development Life Cycle (S-SDLC). AZTRM-D achieves
this by unifying DevSecOps methodologies, the NIST Risk Management Framework (RMF),
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and the Zero Trust (ZT) model, all of which are orchestrated and significantly enhanced by
Artificial Intelligence (AI).

This framework moves security from a reactive, fragmented approach to a proactive,
continuously adaptive, and intelligently automated posture. By integrating security from
the very beginning and leveraging AI for real-time threat intelligence, automated vulner-
ability detection, dynamic policy enforcement, and continuous monitoring, AZTRM-D
ensures that security is an intrinsic part of the software, not an afterthought. This holistic
integration greatly improves an organization’s security posture, reduces its attack surface,
simplifies regulatory compliance, and ultimately accelerates the delivery of robust and
trustworthy software systems.

A key contribution of AZTRM-D is its synergistic combination of established security
principles, elevated by AI’s ability to drive automation and predictive insights. While this
paper has provided a detailed architectural design and practical validation, we acknowl-
edge the framework’s limitations. The efficacy of AZTRM-D is fundamentally dependent
on the robustness of its AI models against sophisticated attacks, and its generalizability
across vastly different software domains requires further study. These considerations
directly inform our future research directions. One promising area is rigorous adversarial
testing to continuously harden the AI components against evasion techniques. Another
involves integrating Post-Quantum Cryptography (PQC) to future-proof the methodology
against the emerging threat of quantum computing [77]. We also plan to explore advanced
human-AI co-supervision models, ensuring that human expertise remains central to validat-
ing the AI’s most critical security decisions. Finally, investigating techniques like federated
learning could improve the accuracy of AI-driven security measures while preserving data
privacy. Exploring these advancements will ensure AZTRM-D remains at the forefront
of the ever-changing cybersecurity landscape, including next-generation challenges like
confidential computing [78].

Crucially, AZTRM-D also focuses on protecting its own AI features. Even though AI is
vital for the framework’s efficiency, it must be protected from the very risks it is designed to
mitigate. This means applying ZT principles directly to the AI and automation components
themselves by implementing strict identity verification, continuous monitoring, and access
control measures for all AI processes. Furthermore, AI features in AZTRM-D do not
operate with full autonomy. Human operators validate critical security decisions to prevent
unintended consequences, a principle central to responsible AI frameworks [75]. This
hybrid approach allows AI to optimize and automate routine tasks while human judgment
remains central to decisions with significant security implications.

Ultimately, AZTRM-D not only integrates AI into the core of cybersecurity prac-
tices but also ensures that this integration is continuously refined and safeguarded,
as shown conceptually in Figure 12. The methodology’s adaptive nature, driven by
AI insights and automation, guarantees that the system remains resilient as it evolves.
By harmonizing DevSecOps, RMF, and Zero Trust within this framework, AZTRM-D
emerges as a critical solution for the multifaceted challenges of cybersecurity in the
digital age, representing a significant step towards achieving truly resilient and secure
software systems.
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Figure 12. A high-level conceptual overview of the AZTRM-D Methodology, illustrating how the
core frameworks are broken down and automated.
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