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Securing interconnected software systems requires more than layering existing

frameworks on top of each other. Most current Secure Software and System De-

velopment Lifecycle (S-SDLC) models treat security as a phase rather than a design

condition, leaving real gaps in governance, access control, and automated enforcement

that become critical failure points in Internet of Things (IoT) environments where

devices are resource-constrained, long-lived, and frequently insecure by default.

This dissertation introduces the Automated Zero Trust Risk Management with

DevSecOps Integration (AZTRM-D) methodology, a novel approach that unifies De-

vSecOps automation, the National Institute of Standards and Technology (NIST)

Risk Management Framework (RMF), and Zero Trust (ZT) architecture into a sin-

gle cohesive lifecycle with Artificial Intelligence (AI) as the orchestrating engine.

AZTRM-D applies Zero Trust principles not only to users and devices but to its

own AI components, addressing a blind spot present in every comparable frame-

work evaluated. The methodology is operationalized through Cybectr Sentinel, an

AI enforcement platform developed by Cybectr LLC, a United States Department of

Defense contracting company, featuring six AI subsystems with formal mathemati-

vi



cal specifications: Isolation Forest for behavioral anomaly detection, XGBoost with

SHapley Additive exPlanations (SHAP) for vulnerability triage, Sentence Transform-

ers for unknown asset inference, Proximal Policy Optimization (PPO) for AI-guided

penetration testing, Retrieval-Augmented Generation (RAG) with a Large Language

Model (LLM) for mitigation generation, and Diverse Counterfactual Explanations

(DiCE) for adversarial robustness testing.

Empirical validation was conducted on physical NVIDIA Jetson Orin Nano

hardware across three progressive hardening stages, with adversarial testing span-

ning hardware, radio frequency (RF), network, software, insider, privileged insider,

and AI-assisted attack vectors. Testing was performed by three testers under a blind

protocol with inter-rater agreement analysis (Gwet Agreement Coe�cient 1 (AC1)

= 0.888). All three testers are a�liated with Cybectr LLC; independent third-party

laboratory validation is the highest-priority future-work deliverable. Factory-default

devices were fully compromised to root level in under five minutes. Following full

AZTRM-D hardening, zero successful breaches were recorded across any tested vec-

tor. The five-modality Continuous Integration/Continuous Delivery (CI/CD) scan-

ning pipeline achieved a measured Vulnerability Detection Rate (VDR) of 96.8%

(Wilson 95% Confidence Interval: [0.891, 0.991]). Cybectr Sentinel delivered 94.1%

precision, 91.8% recall, a 3.1% aggregate False Positive Rate (FPR), and a 4.2-minute

average Time to Initial Detection (TTID) within 12–18% Central Processing Unit

(CPU) overhead on constrained edge hardware. The 93.7% adversarial detection rate

is evaluated under a black-box threat model using DiCE-generated counterfactual in-

puts; gradient-based white-box evaluation is scoped to future work. A 14-capability

comparative analysis against five established secure development frameworks found

seven capabilities present in AZTRM-D that are absent from every evaluated alterna-

tive: AI-Assisted Code Analysis, Zero Trust Network Architecture, AI-Guided Pene-

tration Testing, Unknown Asset Similarity Analysis, MITRE Detection, Denial, and

vii



Disruption Framework Empowering Network Defense (D3FEND) Mapping, MITRE

Adversary Engagement, Deception, and Denial Framework (ENGAGE) Active De-

fense, and Post-Quantum Readiness Planning [69].

This dissertation also presents a post-quantum integration framework address-

ing the Harvest Now, Decrypt Later (HNDL) threat model, with concrete guidance for

transitioning AZTRM-D’s cryptographic controls to NIST post-quantum standards

including Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM) under

Federal Information Processing Standards (FIPS) 203, Module-Lattice-Based Digital

Signature Algorithm (ML-DSA) under FIPS 204, and Stateless Hash-Based Digital

Signature Algorithm (SLH-DSA) under FIPS 205.
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CHAPTER 1

INTRODUCTION

1.1 OVERVIEW

Somewhere between the convenience of a connected world and its consequences, se-

curity got left behind. Software ships fast. Systems scale fast. Attack surfaces grow

faster than most organizations can track them. And the security frameworks built to

manage that problem are often fighting the last war, relying on manual checkpoints

at the end of development cycles, perimeter defenses that assume trust once someone

is inside the network, and risk management processes that happen on paper rather

than in the pipeline.

The Internet of Things (IoT) makes this concrete in a way that’s hard to ignore.

Billions of sensors, actuators, embedded controllers, and smart devices now operate

across smart cities, industrial control systems, healthcare infrastructure, and mili-

tary environments [68]. Many were designed for function, not security. They ship

with weak authentication, unpatched firmware, no secure update mechanisms, and

communication protocols that were never built to resist a motivated adversary. An

IoT device is often a gateway into critical infrastructure, and the attack surface it

represents is enormous.

S-SDLC models acknowledge the problem. Few actually solve it. Waterfall-era

security reviews arrive after the architecture is already locked in [50]. Agile sprints

move too fast for meaningful manual security integration [235]. DevSecOps gets

the automation philosophy right but doesn’t prescribe how to govern risk formally

or enforce access control continuously [347]. ZT addresses the trust model but
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leaves implementation entirely to the engineer [266]. NIST RMF provides rigorous

governance but needs an agile engine to run it at modern development pace [297].

Each framework solves part of the problem.

AZTRM-D is a synthesis built on the premise that DevSecOps automation, NIST

RMF governance, and Zero Trust access control work better as a single integrated

system than as separate practices applied in sequence. AI runs throughout the frame-

work as the orchestrating engine, automating threat modeling, driving static and

dynamic analysis, enforcing continuous access policy, and maintaining security pos-

ture through the operational life of deployed systems. The goal is a methodology

that makes security not a phase of development but the fundamental condition under

which development happens.

A note on scope before the chapters that follow. AZTRM-D is a domain-general

methodology, not an IoT-specific one. Its constituent practices, DevSecOps automa-

tion, the NIST RMF, Zero Trust architecture, and AI-driven orchestration, originated

in and currently govern federal enterprise and National Security Systems (NSS) envi-

ronments. NIST SP 800-207 was written for enterprise security architects [266]; the

NIST RMF (SP 800-37 Rev. 2) governs federal information systems [297]; Executive

Order 14028 and OMB Memorandum M-22-09 set Zero Trust as a federal require-

ment across civilian agencies [310, 234]; NSM-8 extends those requirements to DoD

and the Intelligence Community [312]; and the DoD Zero Trust Reference Architec-

ture and DoD Zero Trust Strategy operationalize the same control set inside cleared

environments [75, 78]. AZTRM-D applies that established federal practice under

tighter resource constraints than any of those environments impose, not the other

way around. The empirical validation reported in this dissertation uses constrained

edge hardware as the test bed because it represents the most demanding deploy-

ment context: limited compute headroom, an exposed physical attack surface, and

an RF layer that does not exist in cloud or enterprise data center environments. Fed-
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eral IoT cybersecurity guidance (NIST SP 800-213, SP 800-213A, and NISTIR 8228)

establishes that the same controls AZTRM-D enforces are also expected of federal

IoT systems, which means the validation environment is itself a federally recognized

cybersecurity context rather than a peripheral one [86, 87, 41]. Chapters 2 and 3

characterize that test environment in detail, covering the architectural layers, com-

munication protocols, and attack surface that the validation campaign in Chapter 9

actively exercises. Demonstrating that the methodology’s controls hold under those

conditions establishes a floor on what AZTRM-D can support. Enterprise software,

healthcare, defense, financial services, and critical infrastructure deployments inherit

the same architectural controls with more compute headroom, more mature identity

infrastructure, and far smaller physical attack surfaces (typically zero exposed Uni-

versal Asynchronous Receiver-Transmitter (UART), General Purpose Input/Output

(GPIO), or RF interfaces in data center environments). Section 11.9 develops the

generalizability argument formally, classifying each transfer claim as empirically val-

idated, architecturally transferable, or hypothesized but requiring future validation,

and anchoring every architectural-transfer claim to the federal policy or standards

document that already specifies the same control for enterprise or NSS use.

1.2 MOTIVATION AND CONTRIBUTION

The case for AZTRM-D comes from specific, documented failures in how software

and systems get built.

IoT environments represent an attack surface that existing frameworks weren’t

built to address. Device constraints push security features out in favor of battery life,

compute e�ciency, and cost [68]. Firmware rarely gets updated after deployment.

Authentication is often hardcoded or absent. The protocols spanning Bluetooth, Zig-

Bee, Long Range Wide Area Network (LoRaWAN), Narrowband Internet of Things

(NB-IoT), 5G, and others were built for e�ciency, not security [222]. NIST has
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acknowledged this gap explicitly. SP 800-213 provides federal agencies with guidance

on establishing IoT device cybersecurity requirements, and its companion catalog (SP

800-213A) maps device cybersecurity capabilities to NIST SP 800-53 controls so that

procurement and deployment can be traced back to RMF baselines [86, 87]. Those

documents define a federal floor for IoT cybersecurity that AZTRM-D’s methodology

operationalizes through automation. Chapter 9 documents this directly: a factory-

default NVIDIA Orin device can be fully compromised in under five minutes using

freely available tools and publicly documented default credentials. That is the base-

line AZTRM-D is designed to replace.

Development speed creates its own pressures. Continuous integration and deliv-

ery (CI/CD) pipelines push code to production constantly. Security that lives outside

those pipelines, manual reviews, quarterly penetration tests, post-release audits, sim-

ply can’t keep pace. The findings arrive too late to remediate cheaply, which means

they often don’t get remediated at all. Security debt accumulates, incidents happen,

and the root cause is usually that security was never a design constraint from the

start.

Zero Trust addresses the access control problem in principle but stops short of

specifying how to implement it across a heterogeneous development environment.

Applying it to the AI tools that enforce security is rarer still. If the security automa-

tion itself is trusted implicitly, that’s an unmonitored gap at the exact layer enforcing

security. AZTRM-D applies Zero Trust principles to its own AI components, treating

them as entities that must be continuously authenticated, authorized, and monitored.

This research makes seven specific contributions. First, the formal definition of

AZTRM-D as a novel integrated S-SDLC methodology that unifies DevSecOps, the

NIST RMF, Zero Trust, and AI orchestration into a single lifecycle. Second, a de-

tailed integration strategy that names which DevSecOps practices connect to which

NIST RMF phases under which Zero Trust controls, with AI engaged at each con-

4



nection. Third, practical AI applications across the lifecycle phases, ranging from

automated threat modeling at planning through behavioral anomaly detection in op-

erations. Fourth, the application of Zero Trust principles and the NIST AI Risk

Management Framework (AI RMF) to AZTRM-D’s own AI components, treating

the enforcement layer itself as untrusted until verified. This is an original contribu-

tion that addresses a gap present in every comparable framework evaluated. Fifth,

empirical validation through a controlled lab implementation on physical NVIDIA

Orin devices, with adversarial testing performed by three testers (all Cybectr LLC

a�liated, operating under a blind protocol) across hardware, RF, network, software,

insider, privileged insider, and AI-assisted attack vectors [69]. Sixth, the development

and documentation of Cybectr Sentinel, an AI enforcement platform built under the

author’s United States Department of Defense contracting company Cybectr LLC,

which operationalizes AZTRM-D through six AI subsystems with measured perfor-

mance metrics [69]. Seventh, a post-quantum integration framework that addresses

the HNDL threat model and specifies the migration path to the NIST post-quantum

standards.

1.3 DISSERTATION OUTLINE

The dissertation builds from foundational context through methodology and then

to empirical validation and future requirements. Chapters 2 and 3 characterize the

constrained-edge validation environment that the empirical campaign exercises, cov-

ering its architecture, communication protocols, and the full attack surface across

hardware, software, and network layers. Chapter 4 reviews existing S-SDLC models

and secure development frameworks, making the case for why an integrated approach

is necessary rather than redundant.

Chapters 5 and 6 examine the two foundational pillars of AZTRM-D in depth,

covering the seven NIST RMF steps with AI integration at each, and the Zero Trust

5



architecture including its novel application to AI components within the framework.

Chapter 7 presents the complete AZTRM-D methodology across every lifecycle phase,

and Chapter 8 walks through a detailed financial services attack scenario to demon-

strate the methodology in practice.

The empirical core of the dissertation is Chapters 9 and 11. Chapter 9 documents

the lab implementation on physical NVIDIA Orin hardware, the three-stage harden-

ing process, and quantitative results from penetration testing. Chapter 11 extends

this with the full comparative analysis against conventional methodologies and se-

cure frameworks, the multi-vector adversarial testing campaign conducted by three

testers under a blind protocol, the derivation of all quantitative benchmarks including

the 96.8% vulnerability detection rate, the AI algorithm selection rationale, and the

complete Cybectr Sentinel architecture and performance metrics [69].

Chapter 12 addresses the quantum computing threat, covering Shor’s and Grover’s

algorithms, the HNDL attack model, the NIST post-quantum standards (FIPS 203,

ML-DSA under FIPS 204, and SLH-DSA under FIPS 205), and concrete modifications

for integrating post-quantum cryptography into AZTRM-D. Chapter 13 closes with

a summary of contributions, an honest assessment of limitations, and directions for

future research.
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CHAPTER 2

THE CONSTRAINED-EDGE THREAT ENVIRONMENT AS A TEST

BED FOR AZTRM-D

2.1 INTRODUCTION TO IOT

IoT devices are everywhere. Billions of sensors, actuators, embedded controllers,

and connected systems now run across smart cities, factories, hospitals, and military

networks. They collect data, make decisions, and talk to each other over wireless

protocols that were built for e�ciency, not security. The problem is that most of

these devices ship with weak authentication, unpatched firmware, and communica-

tion channels that a motivated attacker can intercept with commodity hardware.

Vulnerabilities span every layer: hardware, software, cloud infrastructure, and net-

work communications. Unpatched firmware, default credentials, unsecured wireless

transmissions, exploitable network protocols. Each one opens a door. Unlike tradi-

tional computing systems, IoT devices operate with limited compute and memory,

which means security features get cut first when something has to give. This chapter

investigates those vulnerabilities by categorizing them based on where they originate

and what they enable. It also examines the attack vectors adversaries actually use to

turn those weaknesses into compromises, and the countermeasures that work against

them [68].

2.1.1 Overview of IoT

The ‘Internet of’ family of technologies has grown across several distinct branches.

Internet of People covers human–machine interaction. Internet of Agents covers ma-
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chine learning and artificial intelligence systems acting on data. Internet of Content

covers cloud-delivered media. And Internet of Things covers machine-to-machine in-

teraction across physical devices [245]. This work focuses on the last of those. An

IoT device is a physical sensor, actuator, or embedded controller that communicates

with other devices over a wireless protocol, typically Bluetooth, Wireless Fidelity

(WiFi), 5G, ultra-wideband, or radio frequency identification. The devices exchange

data, coordinate actions, and feed information into larger systems that act on it [245,

103, 289]. Deployments now span cities, homes, transportation, military operations,

agriculture, and many more domains. What unifies them is that the IoT layer turns

previously passive infrastructure into something responsive. Architecturally, IoT sys-

tems are typically described as having between three and six layers. The four-layer

model is the most common in practice, but the five-layer model in Figure 2.1 is

more useful for this investigation because it separates network access from network

transmission and exposes the layers where security controls actually engage [344].

The five layers proceed from the device upward. The perception layer is where sen-

sors and similar hardware collect data from the physical environment, anything from

temperature readings to barcode scans [344]. Above that, the network access layer

handles how a device sends signals to its immediate neighbors using protocols like

ultra-wideband, WiFi, and Bluetooth, forming the local sensor network [344]. The

network transmission layer carries those signals across the broader network, whether

by satellite, cellular, or dedicated infrastructure [344]. The application support layer

hosts middleware, cloud platforms, and the application logic itself [344]. The pre-

sentation layer is where the system finally meets its purpose, smart city services,

agricultural monitoring, transportation coordination, or any of the other domains

IoT serves [344]. Each layer carries its own threat surface, and the security argument

later in this chapter follows that same vertical structure.
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Figure 2.1: Five-layer architecture. This image was inspired by [344].
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2.1.2 IoT Architectures

Internet of Things for Smart Cities and Transportation

As the Internet of Things devices become more prevalent and advanced, they are

slowly being integrated into cities and vehicles in various aspects to allow for a

smoother city or vehicular experience. The IoT can be used everywhere within cities,

from security to maintenance, covering operations and even vehicle mobility [24].

Some of the most common uses of the Internet of Things in cities can be seen in

Figure 2.2. The figure documents many distinct IoT applications within smart cities,

each serving its own specific purpose.
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Figure 2.2: IoT applications within smart cities. This image was inspired by [338].

A smart city integrates IoT across transportation, public safety, payments, and re-

tail. Connected vehicles using vehicle-to-vehicle (V2V) and vehicle-to-infrastructure

(V2I) protocols coordinate with tra�c lights and surrounding cars to manage flow.

CCTV networks tied to municipal monitoring systems address public safety. Smart

parking meters bill drivers automatically and report occupancy in real time. Cashier-

free retail uses sensor and computer vision systems to track item placement and
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customer movement. Each capability depends on continuous, reliable IoT commu-

nication. With those baseline capabilities established, transportation is one of the

fastest-growing IoT integration domains [24]. V2V and V2I communication proto-

cols are how vehicles exchange position, speed, and signal data with each other and

with the surrounding infrastructure. Electric scooters and bus systems run on the

same IoT layer. Smart meters use V2I to measure vehicle dwell time at a spot, which

produces more accurate billing than legacy magnetic-loop sensors. Self-driving cars

combine the same protocols with onboard perception to receive speed limits, signal

states, sign data, and the locations of other vehicles, pedestrians, and obstacles. The

common thread is that the IoT layer makes urban infrastructure more responsive and

the user’s interaction with it more direct.

Internet of Things for Advanced Manufacturing

IoT has moved well beyond homes and cities into manufacturing. The Industrial In-

ternet of Things (IIoT) puts sensors, actuators, and connected systems directly onto

factory floors, and the results are measurable. IoT spans many distinct manufac-

turing applications, each serving specific operational needs. Predictive maintenance

is the canonical example. Sensors monitoring temperature, vibration, and perfor-

mance feed analytics that flag impending failures before they become breakdowns.

The same telemetry layer also drives process automation. Robots and automated sys-

tems exchange operational state and adjust to real-time conditions, rerouting tasks or

modulating production rates when a line bottlenecks. Beyond the factory floor itself,

IIoT improves supply chain management through sensor-driven inventory and logis-

tics tracking, which keeps stock levels accurate and reduces waste. Quality control

benefits as well. Continuous monitoring throughout the production process detects

defects early and supports consistency [291]. The unifying goal across all of these ap-

plications is the same: a production process that is more e�cient, more reliable, and
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lower cost, with downstream benefits for consumers in the form of better products

and services.

Internet of Things Smart Home System

IoT in the home is now a category in its own right. What started as a few add-

on gadgets connected over a home wireless network has become a default feature of

consumer hardware. Native IoT capability now ships in appliances, lighting, climate

control, and entertainment systems out of the box [292]. The deployment varies

widely across households, but a representative scenario looks like this. A user presses

a button in their car to open the garage. They tell an Alexa device they’re home,

which triggers an arrival routine: lights on, thermostat set to 68 degrees Fahrenheit,

air purifiers to medium, living room TV on, all in sequence. At bedtime, a single voice

command triggers a wind-down routine that closes the blinds, sets the air purifiers

to high, turns o↵ the lights, lowers the thermostat, and starts the robot vacuum.

Routines and triggers di↵er from one household to the next, but the common thread

is that the home IoT layer ties physical actions together into single events.

Internet of Medical Things

The Internet of Medical Things (IoMT) is the medical application of IoT, and it

has become standard equipment across hospitals, nursing homes, and patient homes

for personal health monitoring. The clinical impact is concrete. Wireless devices

stream heart rate, blood pressure, temperature, peripheral capillary oxygen satura-

tion (SpO2), and respiratory rate to healthcare providers in near real time. The same

data feed supports continuous monitoring, scheduled spot checks, and early detec-

tion of abnormalities that might otherwise go unnoticed between visits. Patient-side

mobile applications connect to the same IoMT devices, giving patients direct access

to their health metrics and supporting self-management of chronic conditions. The
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CardiacSense watch is one representative IoMT product [47]. It records pulse rate

and electrocardiogram (ECG) data, performs continuous A-fib detection, supports

manually added measurements, runs general arrhythmia detection with configurable

thresholds, and produces detailed event reports, monthly summaries, and sleep-time

tracking [143].

Internet of Agricultural Things

Agriculture has become one of the most active IoT adoption domains. The Inter-

net of Agricultural Things (IoAT) covers everything from home gardening systems

to industrial-scale smart farms, and addresses applications including precision farm-

ing, livestock monitoring, greenhouse monitoring, and agricultural drones. Smart

farms deploy diverse sensor stacks. Soil sensors track soil richness, temperature, hu-

midity, gas concentrations, air pressure, water pressure, and crop disease indicators.

Livestock sensors track temperature, heart rate, and digestion [91]. SeeTree, an

“Intelligence Platform for Trees,” is a representative innovation. The system tracks

the productivity and health of individual trees at scale by combining drone imagery,

satellite data, IoT sensor feeds, and climate data across hundreds of millions of trees

[278, 279].

Internet of Battlefield Things

The Internet of Battlefield Things (IoBT) is the military application of IoT, and it

has grown rapidly across operational environments [162, 269]. IoBT devices serve two

functions. They monitor friendly forces and surveil hostile ones, and they directly

support warfighting operations. In a typical field deployment, a soldier wears a heart

rate sensor, a salinity sensor, an optical sensor, and movement tracking, all feeding

health and position data back to command. Overhead, unmanned aerial vehicles

(UAVs) provide video coverage of the operational area, tracking both friendly and
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hostile movement. Ground vehicles run tracking technology, mine detection, and

weapon-mounted sensors. The category is simultaneously broad and specific. Signal

towers and soldier-worn health monitors both fall under it. Any IoT technology

becomes an IoBT device when it operates in the battlefield environment.

2.2 IOT COMMON COMMUNICATION PROTOCOLS

IoT protocols evolved alongside the devices themselves, and the diversity reflects the

range of operating conditions. Energy budgets vary from solar-powered field sensors to

mains-powered industrial controllers. Data rates range from a few bytes per hour for

battery-conservative deployments to gigabits per second for video and high-resolution

telemetry. Some applications need long-range, others need short-range with high

security. This section walks through the protocols most commonly encountered in

IoT deployments and a few less common protocols that fill specialized niches.

Zigbee Wireless Protocol (ZigBee)

ZigBee is a wireless networking protocol based on the Institute of Electrical and

Electronics Engineers (IEEE) 802.15.4 technical standard [90]. It has a low data rate,

low power consumption, low cost, and encrypted communication using the Advanced

Encryption Standard (AES) with a 128-bit key. ZigBee is a great technology for

Internet of Things devices that need a long battery life and a low data transfer

rate. The ZigBee data rate is 250 kbps at 2.4 Gigahertz (GHz) (global), 40 kbps at

915 Megahertz (MHz) (Americas), and 20 kbps at 868 MHz (Europe) [90]. Some

applications of ZigBee can be found in smart homes, smart buildings, the Internet of

Medical Things (IoMT), and more [83, 82].
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Dash7

Dash7 (D7AP), part of the Dash7 Alliance Protocol family, is an open source sub-

GHz wireless sensor and actuator network protocol (WSAN) that complies with the

International Organization for Standardization / International Electrotechnical Com-

mission (ISO/IEC) 18000-7 standard. It has a medium range of up to 2 Km, low power

consumption (multi-year battery life), low latency, and is encrypted using AES with

a 128-bit key. D7AP operates in unlicensed Industrial, Scientific, and Medical (ISM)

bands of 433.92, 868, and 915 MHz [230, 246]. A few use cases of D7AP can be found

in agriculture IoT, IoMT, and smart cities [28].

WiFi

WiFi, or IEEE 802.11, is a standard of wireless Local Area Network (LAN) technology

widely used in business and home environments for fast and reliable Internet access.

WiFi connects devices ranging from smart home applications to industrial sensors.

The range, reliability, and security profile of WiFi make it suitable for many IoT

applications [73]. WiFi encryption has evolved generation by generation and provides

stronger security against attacks. Wired Equivalent Privacy (WEP) was the original

WiFi security protocol, which used the Rivest Cipher 4 (RC4) algorithm with two

sides of data communication. However, WEP is easily cracked, and it is no longer

considered secure. Wi-Fi Protected Access (WPA) was an improved version of WEP

and addressed some of the security vulnerabilities in WEP. Wi-Fi Protected Access

II (WPA2) is the successor to WPA and is considered to be more secure, replacing

the RC4 cipher with the AES cipher [167]. Wi-Fi Protected Access III (WPA3) is the

latest WiFi security protocol, o↵ering the strongest security to date. WPA3 uses the

Simultaneous Authentication of Equals (SAE) protocol, designed to be more secure

than the four-way handshake used in WPA2 [158]. IEEE 802.11 is a living standard

and new generations are being developed regularly to meet the growing demands of
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wireless networking. Some of the most used IEEE 802.11 standards are IEEE 802.11g,

which operates in the 2.4 GHz band and supports data rates up to 54 Mbps; IEEE

802.11n, which operates in the 2.4 GHz and 5 GHz bands and supports data rates

up to 600 Mbps.; IEEE 802.11ac, which operates in the 5 GHz band and supports

data rates up to 6.93 Gbps; and IEEE 802.11ax, which operates in the 2.4 GHz and

5 GHz bands and supports data rates up to 9.6 Gbps [237, 33].

Cellular

Cellular networks have been around for a while. With new advancements and tech-

nologies being developed around them, new cellular networks were discussed, tested,

and created to provide the best performances that can match the needs of the latest

technology standards. Long-Term Evolution Advanced (LTE-A, 4G) and 5G tech-

nologies are the most recent and widely used cellular standards [85]. LTE-A is a

wireless cellular technology that delivered major gains in speed, capacity, and cov-

erage over previous generations of cellular technology. It has a peak downlink data

rate of 1 Gbps, an uplink data rate of 500 Mbps, a peak downlink spectrum e�ciency

of 30 bps/Hz, an uplink spectrum e�ciency of 15 bps/Hz, and a bandwidth of 100

MHz [10]. LTE-A is currently being overtaken by 5G [343]. 5G is the fifth genera-

tion of wireless cellular technology. It has demonstrated improvements over previous

generations of cellular networks, including higher data rates, lower Quality of Ser-

vice (QoS) latency, less interference, and increased capacity. The 5G requirements

include a maximum downlink data rate of 20 Gbps, an uplink data rate of 10 Gbps, a

maximum downlink spectrum e�ciency of 30 bps/Hz, an uplink spectrum e�ciency

of 15 bps/Hz, user plane latency of 4 ms for Enhanced Mobile Broadband (eMBB)

and 1 ms for Ultra-Reliable Low-Latency Communication (URLLC), control plane

latency of 10–20 ms, and a bandwidth of 100 MHz–1 GHz [56]. In sum, 5G is the

key for advanced IoT applications, such as smart factories, smart hospitals, smart
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transportation, smart agriculture, smart homes and cities, etc. [56, 339].

6LoWPAN

6LoWPAN is a networking technology that allows Internet Protocol version 6 (IPv6)

packets to be e�ciently transmitted over low-power wireless networks, such as those

based on the IEEE 802.15.4 standard. It supports various mesh network topologies

and can fragment and reassemble packets as needed. 6LoWPAN implementations are

small enough to fit 32 K flash memory parts. 6LoWPAN enables low-power mesh and

sensor networks to take advantage of the benefits of Internet Protocol (IP) networking

[282, 198]. It has frequency bands of 2.4 GHz, 868 MHz, and 915 MHz (the same as

ZigBee) and data rates between 50 and 250 kbit/s [282].

Bluetooth

Bluetooth is a technology standard used for short-range wireless communication be-

tween mobile devices. Bluetooth operates on 79 di↵erent frequencies to transmit data

from 2.402 GHz to 2.48 GHz and a range up to 100 m (330 ft). The bit rates for Blue-

tooth are 1 Mbps and 2 Mbps [30]. It is very useful for transmitting small fragments

from di↵erent IoT sensors [40].

Bluetooth Low Energy (BLE)

BLE is a wireless technology that is designed to complement both classic Bluetooth

and the lowest power wireless technology possible. It is a distinct technology with

di↵erent design goals and market segments than classic Bluetooth. BLE transmits

data over 40 channels in the 2.4 GHz band (2.402 to 2.48 GHz) [313]. It can be

used to create di↵erent types of networks, from simple point-to-point connections to

complex mesh networks. This flexibility makes BLE compatible with a wide range of

applications, including the Internet of Things [313].
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Long Range (LoRa) and Long Range Wide Area Network (LoRaWAN)

LoRa is an unlicensed band physical layer technology that transmits data signals in

the subGHz ISM band. LoRa allows low-data-rate long-range, low-power wireless

communication. LoRa has a range of up to 15 km in rural areas and up to 5 km in

urban areas, with data rates of 0.3 kbps–50 kbps in Europe and 0.9 kbps–50 kbps in

the US [127, 154]. LoRaWAN is an open standard that was developed on top of Long

Range (LoRa). It consists of an end device, gateway, network server, and application

server. LoRaWAN is located in the data link layer and provides a complete solution

by adding a network layer that includes features such as security, authentication, and

data routing [28].

SigFox

Sigfox is a Low-Power Wide-Area Network (LPWAN) technology designed for the

Internet of Things. It uses ultra-narrowband technology to transmit data with a very

low power consumption over long distances [168]. It operates in the 862–928 MHz

frequency band and has a channel bandwidth of 100 Hz [100]. With a range of up

to 50 km in rural areas and up to 10 km in urban areas, Sigfox can work well in

applications that require long-range communication with battery-powered devices.

Its data rate ranges from 100 to 600 Bps, depending on the region [15, 56].

Narrowband Internet of Things (NB-IoT)

NB-IoT is a low-cost, low-power, and low-data-rate cellular technology built from

Long-Term Evolution (LTE) functions; therefore, it uses the same infrastructure as

cellular networks, which makes it a scalable and reliable technology that can be

deployed in a variety of locations. It has a range of up to 15 km in rural areas and

1–5 km in urban areas, a data rate up to 250 Kbps, and a 200 Kilohertz (KHz)

bandwidth [256, 28].
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Near-Field Communication (NFC)

NFC is a short-range wireless communication protocol used by mobile devices for all

kinds of applications, such as payments, digital keys for homes and cars, and data

transferring. NFC provides secure communication between various devices. It has a

short range of 4–10 cm, a data rate of 0.02–0.4 Mbps, and it runs on a 13.56 MHz spec-

trum [65]. NFC is used to extend di↵erent IoT solutions with short-range capabilities

[66].

Z-Wave

Z-Wave is a subGHz wireless communication protocol used by di↵erent IoT applica-

tions. It is an ultra-low-power, mesh network protocol that lets devices communicate

with each other over long distances (has a range of 100 m). Its data rates are 9.6

kbps, 40 kbps, or 100 kbps, and it uses a frequency of 908.42 MHz in the United

States and 868.42 MHz in Europe [74]. Z-Wave deployments can be scaled by link-

ing together Z-Wave networks. Z-Wave is well suited for applications that require

reliable, secure, and low-power communication, such as control smart home devices

(lights, locks, thermostats, and security systems) [272].

Li-Fi

Li-Fi is a bidirectional short-range wireless technology that uses a visible light com-

munication (VLC) system for data transmission to transfer and receive data. Li-Fi

uses overhead Light-Emitting Diode (LED) lighting commonly found in homes as a

means of transport and a photo-diode for decoding data. It has demonstrated speeds

of up to 224 Gbps under laboratory conditions, which would allow a high-definition

video to be downloaded in seconds. Because Li-Fi is reliable in light use, it is limited

in range since light cannot pass through objects, which makes Li-Fi e↵ective only in

closed spaces [38]. Even though its range limitation could be seen as a problem, this
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limitation provides an additional layer of security by prevents data from leaking into

public spaces, thus preventing malicious actors from accessing your network [123].

Ultra-Wideband (UWB)

Ultra-wideband is a short-range, high-bandwidth and energy-e�cient wireless com-

munication protocol that can be used for radar imaging, sensor data collection, and

precise location and tracking. UWB operates at frequencies from 3.1 to 10.6 GHz,

has a bandwidth of >500 MHz, and a data rate of up to 1 Gbps [345, 130]. UWB can

be used to accurately measure the distance between two devices. This information

can be used for a variety of IoT applications [7].

Advanced Message Queuing Protocol (AMQP)

AMQP is a reliable and versatile Machine-to-Machine (M2M) binary protocol. It

o↵ers two levels of Quality of Service (QoS) for the delivery of messages, uses Trans-

mission Control Protocol (TCP) as a transport protocol, and uses Transport Layer

Security / Secure Sockets Layer (TLS/SSL) and Simple Authentication and Secu-

rity Layer (SASL) for security, making it a good fit for high-bandwidth, reliable,

and secure networks [199]. It supports various messaging patterns, including re-

quest/response, publish/subscribe, and transactions (allowing multiple messages to

be sent and received as a single unit of work) and topic-based publish-and-subscribe

messaging (allows messages to be published to topics so that subscribers can receive

messages that are relevant to them) [94].

Constrained Application Protocol (CoAP)

The CoAP is a lightweight M2M binary protocol with a fixed header of 4 bytes and

small message payloads from the Internet Engineering Task Force (IETF) Constrained

RESTful Environments (CoRE) Working Group designed for constrained IoT devices.
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It supports both request–response and resource–observe architectures and can be used

to interoperate with Hypertext Transfer Protocol (HTTP) and the RESTful Web

Application Programming Interface (API) [37]. CoAP uses User Datagram Protocol

(UDP) as a transport protocol and Datagram Transport Layer Security (DTLS) for

security, making it e�cient for use on low-bandwidth and unreliable networks. It is

designed to be as lightweight as possible, making it suitable for use on constrained

devices with limited resources [199].

Message Queuing Telemetry Transport Protocol (MQTT)

MQTT is a publish/subscribe messaging protocol used for lightweight machine-to-

machine (M2M) communications in constrained networks. MQTT uses TCP as

its transport protocol that guarantees the delivery of messages. MQTT also uses

TLS/SSL for security, which encrypts messages to protect them from unauthorized

access. MQTT supports three levels of QoS, making it more reliable when delivering

messages. It uses a small amount of bandwidth and processing power. This makes

it ideal for use with small devices that have limited resources. MQTT is also suited

for large networks because it can e�ciently handle a large number of devices. Its

publish/subscribe model lets devices receive only messages relevant to them [199].

Data Distribution Service (DDS)

DDS is a machine-to-machine protocol developed by the Object Management Group

(OMG) that features decentralized nodes of clients throughout a system (nodes can

identify themselves as subscribers or publishers through a localization server). DDS

was created to overcome the disadvantages of centralized publish–subscribe archi-

tectures. It provides many quality-of-service parameters that allow users to control

the behavior of the DDS system, such as improved scalability, increased reliability,

reduced latency, bandwidth, and built-in security (provides authentication, access
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control, confidentiality, and integrity to the information distribution) [55, 1].

Open Platform Communications (OPC)

OPC is a machine-to-machine protocol that enables real-time data exchange between

control systems and devices. OPC supports classic specifications such as OPC DA

(Data Access) and newer advances such as OPC UA (Unified Architecture), which

increase platform security and independence. OPC is widely used in Industry 4.0

environments, connecting IoT and cyber-physical systems (CPS) across heterogeneous

industrial platforms [111].

This protocol diversity is part of what makes IoT security di�cult. Each protocol

carries its own threat model, and the resulting attack surface spans hardware, RF,

network, and software layers in ways that single-domain security frameworks rarely

cover. The next chapter examines these attack surfaces directly. It documents how

adversaries exploit them and what countermeasures apply at each layer, providing

the threat-model foundation that the validation chapters later build on.
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CHAPTER 3

ATTACK SURFACE TAXONOMY AND COUNTERMEASURES IN

THE VALIDATION ENVIRONMENT

3.1 IOT VULNERABILITY LAYERS

All IoT devices typically show some kind of vulnerability or weakness that dampens

its ability to function without issue [41]. These vulnerabilities can typically allow

users to gain access to data by exploiting a weakness to enter the device, or they

can be used to track and manipulate the device. Either way, this is detrimental to

the device and its functionality. Some of the ways that adversaries can obtain access

to this is through network vulnerabilities, software vulnerabilities, or even hardware

vulnerabilities, as shown below in Figure 3.1 [222]. Knowing these weaknesses helps

determine the best route to avoid or mitigate them [68].

Attacks & Security Impact

Unauthorized Device Hĳacking (e.g., controlling IoT 
devices remotely)

Data Fabrication (e.g., injecting false information into the 
system)

Network Saturation (e.g., flooding the system with 
excessive data)

Identity Spoofing (e.g., mimicking legitimate devices)

Software

Unpatched Firmware Vulnerabilities

Rogue Applications in the IoT Ecosystem

Buffer Overflow Exploits in Legacy Code

Network

Bandwidth Exhaustion (through excessive traffic or DDoS)

Eavesdropping on Wireless Communications

Unauthorized Access via Misconfigured Routers

Hardware

Signal Interference (disruption of communication 
channels)

Side-Channel Attacks on Embedded Devices

Malicious Hardware Backdoors

Artificial Intelligence

Countermeasures

Behavioral Analytics for Anomaly Detection

Dynamic Security Patch Management

Encrypted Machine-to-Machine Communications

Situational Awareness

Predictive Threat Modeling (AI analyzing future risks)

Deep Learning-Based Network Monitoring

Cognitive Honeypots for Advanced Threat Detection

Automated Response Systems for Immediate Threat 
Neutralization

IoT Vulnerabilities

9/16/24, 2:28 PM IoTVul2_New

https://whimsical.com/iotvul2-new-XD5hWx7ftsFysqeCmGSjJG 1/1

Figure 3.1: IoT vulnerability flow. This image was inspired by [222].

Figure 3.1 shows that these vulnerabilities are just one side of the attack pic-

ture. The other side is how adversaries use them, and that determines which security

properties get attacked: confidentiality, integrity, accountability, or availability [222].

Confidentiality protects IoT devices and their data from unauthorized access. The
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standard defenses are encryption, access control, and authentication of both users

and data [222]. When confidentiality fails through one of the vulnerabilities above,

the result is information leakage, where sensitive data ends up reaching parties who

should not have it. Integrity protects against unauthorized modifications to hardware

or software. Encryption, input validation, and interface monitoring and restrictions

are the controls that maintain it [222]. Integrity failures usually trace back to small

oversights at the design phase that an attacker can later exploit to repurpose a device

for their own ends. Accountability is about tracking what a device actually does

and constraining it to its intended behavior [222]. An adversary exploiting manu-

facturer vulnerabilities can modify event paths, change device purpose, or reroute

data to themselves, all of which break the accountability property. Availability is the

requirement that a device remains usable when needed [222]. Attacks against avail-

ability delay the device or take it o✏ine, leaving the user without service. Each of

these security properties maps to a distinct adversary goal, and the attack categories

that follow in this chapter (physical, software, network) typically target one or more

of them at the same time.

Table 3.1 consolidates the attack-surface taxonomy developed across the rest of

this chapter. Each row identifies an attack category, the representative vectors dis-

cussed in the subsections that follow, the primary security properties (Confidential-

ity, Integrity, Availability, Accountability) most directly a↵ected, and the layer of the

AZTRM-D defense that addresses the category during the validation campaign in

Chapter 11.
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Table 3.1: Attack-surface taxonomy for the validation environment. Categories and

attack vectors are drawn from the subsections that follow in this chapter; AZTRM-D

defensive coverage maps to the controls validated in Chapter 11. CIA-A = Confiden-

tiality, Integrity, Availability, Accountability.

Attack Cate-

gory

Representative Vectors CIA-A Impact AZTRM-D Defensive

Layer

Hardware: RF

emanation and

man-in-the-

middle

Signal interception via spectrum

analyzers and software-defined

radios (HackRF, RTL-SDR); pro-

tocol replay; signal manipulation

across Bluetooth, Zigbee, and

Wi-Fi bands

Confidentiality,

Integrity

WPA3-SAE enforcement, RF

emission baseline capture,

wireless micro-segmentation

Hardware:

reverse engi-

neering and

micro-probing

Physical decapsulation, side-

channel analysis, micro-probing

of integrated circuits to extract

keys or firmware

Confidentiality,

Integrity

LUKS2 full-disk encryption,

GPIO hardening, tamper

detection

Hardware:

implants and

trojans

Malicious circuitry inserted dur-

ing IC design or fabrication;

supply chain modification of

hardware components

Integrity, Ac-

countability

SBOM validation, crypto-

graphic artifact signing, supply

chain provenance checks

Software Firmware vulnerabilities, insecure

update channels, embedded

software flaws in microcontroller

code

Integrity, Avail-

ability, Account-

ability

Five-modality CI/CD scanning

(SAST, DAST, SCA, Secrets,

SBOM), automated patching,

cryptographic update signing

Network: Wi-Fi

and Ethernet

ARP spoofing, packet sni�ng,

man-in-the-middle on wired and

wireless links, rogue access points

Confidentiality,

Integrity

Zero Trust micro-

segmentation, mTLS between

services, continuous network

behavioral analysis

Network: wire-

less sensor

networks

Protocol-specific attacks against

Zigbee, Z-Wave, and similar low-

power mesh protocols; resource-

exhaustion against constrained

nodes

Availability, Con-

fidentiality

Identity-based access via

SPIFFE/SPIRE, least-privilege

session policy, behavioral

anomaly detection

Continued on next page
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Table 3.1 continued from previous page

Attack Cate-

gory

Representative Vectors CIA-A Impact AZTRM-D Defensive

Layer

Network: cloud-

based

Data injection into cloud end-

points, session hijacking via

stolen API keys, resource ex-

haustion of cloud services, tra�c

manipulation in transit

Confidentiality,

Integrity, Avail-

ability, Account-

ability

RBAC with continuous veri-

fication, short-lived SPIFFE

tokens, encrypted transport

(TLS), API rate limiting, AI-

driven anomaly detection

3.1.1 Hardware Vulnerabilities

Most, if not all, IoT devices operate without supervision and typically have limited

tamper-resistant properties that make it extremely easy for an attacker to gain access

to the device [222]. The attacker can modify the IoT device with respect to its services

that it provides, as well as obtain data that it should not have access to and that

could cause serious harm to many individuals [222]. For example, if a hacker were to

gain access to a smart doorbell, it would be able to modify all the settings inside, view

the data inside, or even delete the data inside. Consider a more delicate environment.

If an attacker were to gain access to a camera on a military base, they could trace

where the data are being sent. In this case, they would find a server with a lot of

other camera data on it. They could then disable the cameras or exfiltrate sensitive

footage captured by them.

Radio Frequency Attacks

Hardware-level access to a device can come through several methods, and man-in-

the-middle attacks are the most common starting point. The usual framing of MITM

attacks focuses on the network layer, where an attacker intercepts data on a wired

or wireless connection. That framing misses a more direct attack surface. Every

electronic device emits RF signals as a byproduct of normal operation, and those

emissions are observable with spectrum analyzers or software-defined radios such
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as HackRF, Ettus Research devices, or sub-$30 Real-Time Linux Software-Defined

Radio (RTL-SDR) units. An attacker who can observe RF emissions can monitor

and manipulate device communication directly, without ever touching the network.

Signal identification is the first step. Every device emits RF signals with character-

istic attributes the attacker can analyze: bandwidth (the signal’s spectral footprint),

frequency (its position, such as 2.4 GHz for Bluetooth or 5 GHz for Wi-Fi), sig-

nal strength (amplitude), and behavioral patterns (frequency hopping, intermittent

bursts, or continuous transmission). The waveform shape on a spectrum analyzer

(sharp pulse versus modulated curve) further narrows the identification. From these

attributes the attacker can classify the signal as Bluetooth, Zigbee, or a proprietary

protocol and assess its vulnerabilities. Wireless protocols routinely have exploitable

weaknesses: inadequate encryption, predictable timing intervals, or weak handshake

mechanisms. From there the attacker can disrupt the signal, take control of it, or

modify its content.

Strong encryption is the first line of defense here. AES-128/256-bit encryption

and elliptic curve cryptography (ECC) mean that even if an attacker intercepts a

signal, the contents are unreadable [4]. Beyond encryption itself, techniques such

as rolling codes and nonce-based authentication prevent replay attacks by ensuring

that previously captured transmissions cannot be reused. Secure key exchange proto-

cols such as Di�e–Hellman or Elliptic Curve Di�e-Hellman (ECDH) should also be

enforced to make sure that even intercepted communications remain indecipherable

[258, 277].

RF-based MITM attacks go beyond simple disruption. The attacker positions

themselves between two devices and relays messages while monitoring the exchange,

or impersonates one device entirely and redirects the signal to themselves. From

there they can forward data to the intended recipient, modify it, or hold it for later

use. Malicious commands can be injected, transmitted data altered, or tra�c sim-
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ply eavesdropped, all without either device detecting the intrusion. RF makes this

di�cult to spot: signals continue in their expected patterns with no visible trace of

interference. Without dedicated RF monitoring through a Software-Defined Radio

(SDR), the attack remains invisible [23, 316, 14].

To mitigate these attacks, frequency hopping spread spectrum (FHSS) and direct-

sequence spread spectrum (DSSS) techniques can be used to prevent an attacker from

isolating a specific transmission. These methods make the signal dynamically shift

across multiple frequencies, making it much harder for an adversary to pinpoint,

capture, or manipulate communications. Enforcing strict firmware update policies

also addresses known vulnerabilities in wireless protocols, preventing attackers from

exploiting outdated security measures [300, 80, 325].

The Bluetooth MITM attack in Figure 3.2 illustrates the general principle. Each

wireless protocol has distinct characteristics, but the underlying RF exploitation pat-

tern is similar. The attack unfolds through one of two strategies. The attacker can

deploy a wide-band jamming signal to overwhelm the Bluetooth frequency band (ap-

proximately 2.4 GHz), severing the connection between paired devices. Alternatively,

they can target a specific device and flood its RF time slots with randomized data

to destabilize its communication channels. The latter approach is intended to “shut

down all of the piconets within the range susceptibility”, forcing the user to re-pair

[124]. During re-pairing, the attacker intercepts the exchange and forges messages

within the input/output (IO) capabilities negotiation phase [124]. If the devices were

previously paired, the attacker can bypass the re-pairing step entirely and exploit the

established link.

Once inserted into the communication chain, the attacker establishes simultane-

ous connections to both devices, as illustrated in Figure 3.2. Acting as a relay, they

forward messages between the pair while retaining the ability to monitor, modify, or

inject data [124]. From that position they can alter audio streams, introduce unau-
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thorized commands, or extract sensitive information, all within the RF domain. The

attack works because the devices continue their normal exchange without detecting

the interposed relay. The subtlety is the point: no protocol-level alarm fires, and the

attacker remains e↵ectively invisible at the RF layer.

Device A Device BAttacker

Relays or Alters Message

Relays Pairing Request as Device A

Sends Authentication Data

Relays or Alters Response

Initiates Pairing Request

Sends Acknowledgement

Intercepts and Alters Data

Sends Pairing Response

Relays Authentication Data

Relays Acknowledgement

Relays Pairing Response as Device B

Sends Encrypted Response

9/15/24, 10:40 AM BT MIM_New

https://whimsical.com/bt-mim-new-6NP58GShqC3b9YQRCLARjY 1/1

Figure 3.2: Bluetooth man-in-the-middle attack. This image was inspired by [124].

Defending against Bluetooth Man-in-the-Middle (MITM) attacks requires layered

countermeasures. Jam-resistant protocols that use spread spectrum communication

can prevent attackers from e↵ectively disrupting Bluetooth signals, while adaptive

power control can counteract jamming by adjusting signal strength dynamically. Se-
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cure pairing mechanisms such as Just Works Numeric Comparison or Passkey Entry,

rather than legacy pairing methods, block adversaries from intercepting the pairing

process under modern protocol versions [104]. Proximity-based authentication meth-

ods, which require physical confirmation before establishing a trusted connection, can

further prevent unauthorized devices from inserting themselves into the communica-

tion stream. Intrusion detection systems (IDS) designed to monitor RF spectrum

anomalies can be deployed to detect unexpected transmission patterns or frequency

manipulations indicative of an attack. Finally, physical-layer security upgrades, such

as the use of directional antennas, shielded enclosures, and beamforming techniques,

can limit RF signal exposure, making it much harder for attackers to intercept or

manipulate communications.

Hardware Reverse Engineering and Micro-Probing

Reverse engineering aims to understand how a device operates [250]. Applied to hard-

ware, it exposes the device’s architecture along with its strengths, vulnerabilities, and

operational details. These attacks fall into three categories (invasive, semi-invasive,

and non-invasive), shown in Figure 3.3 [252]. Each varies in methodology, in impact

on the target device, and in what kind of information the attacker can extract.
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Figure 3.3: Reverse engineering and inspection attacks. This image was inspired by

[252].
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Non-invasive attacks target data extraction without altering the physical packag-

ing or structure of the integrated circuit (IC) or printed circuit board (PCB). They can

be passive (observing emissions or behavior) or active, through deliberate manipula-

tion [252]. Examples include brute-force assaults and fault injection. A representative

example is the voltage glitch attack, where a precisely timed voltage spike is delivered

to a specific circuit segment, often during boot, to bypass security measures or extract

data [332]. RF emissions matter here too. A device under stress can leak electro-

magnetic signals that reveal timing patterns or internal states when monitored with

a spectrum analyzer or SDR. These techniques leave the device intact and produce

useful information about its operation without obvious physical evidence.

The defense against non-invasive attacks comes down to reducing what leaks out.

Randomized execution timing, power analysis countermeasures, and shielding around

sensitive components can help reduce the information attackers can glean from pas-

sive observations. Glitch detection circuits should be integrated to recognize abnor-

mal voltage fluctuations and halt execution when suspicious behavior is detected.

Hardware-based encryption with secure key storage makes captured electromagnetic

emissions indecipherable without the key.

Invasive and semi-invasive attacks require direct access to the IC or PCB’s internal

components and typically leave physical evidence [252]. Invasive methods involve di-

rect physical interaction with the hardware: soldering wires to contact points, probing

electrical buses, or mechanically dissecting chips to expose internal structures. Semi-

invasive approaches use optical techniques, including microscopy, laser-based fault

injection, or optical probing, to interact with the device at a microscopic level with-

out fully dismantling it [252]. The toolkit is extensive: JTagulators, logic analyzers,

oscilloscopes, signal generators, power supplies, X-ray machines, and lasers [252]. RF

considerations apply here as well. Probing a chip’s internal buses can induce un-

intended RF emissions, which an attacker can capture to map signal pathways or
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decode data flows. These methods frequently damage the device, but they produce

direct access to its internal operation [45]. The trade-o↵ is straightforward: deeper

intrusion yields more information at the cost of stealth.

Invasive and semi-invasive attacks require physical-layer defenses. Anti-tamper

coatings, active mesh defenses, and sensor-based intrusion detection can detect and

respond to physical interference. Chip-level encryption with secure boot mechanisms

keeps chip contents protected even when the chip is physically accessed. Light sensors,

power fluctuation detectors, and tamper-evident enclosures can be employed to thwart

optical probing and laser fault injections. Fusing security-critical components after

manufacturing can prevent reverse engineering by making chip-level access impractical

[317].

Implants and Hardware Trojans

A hardware Trojan is a malicious alteration or addition to the circuitry of an IC, intro-

duced during its design or fabrication phases. This class of attack is unusually di�cult

to mitigate preemptively because the IC development pipeline lacks reliable security

controls at each stage (architectural design, synthesis, or physical layout). The timing

of insertion is also unpredictable, making full prevention di�cult [238, 161, 341, 160].

The modification stays concealed until activation, which is what makes hardware Tro-

jans a persistent threat to device integrity.

The reason Trojans are dangerous is that they operate undetected, leaving the user

unaware of any compromise. The threat applies to any device, regardless of purpose or

complexity. An attacker with a Trojan in place can manipulate inputs and outputs,

extract sensitive information, or take full control of the device without triggering

normal detection. Activation behavior varies. Some Trojans activate autonomously

upon deployment; others stay dormant until specific conditions are met, as illustrated

in Figure 3.4 [238, 161, 160]. The trigger condition (time-based, signal-driven, or
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environmentally triggered) further complicates detection and response.
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Figure 3.4: Trojan activation modes. This image was inspired by [161].

Mitigating hardware Trojans requires a multilayered approach spanning design-

time verification, manufacturing oversight, and runtime monitoring. Implementing

formal verification techniques alongside logic obfuscation during the IC design phase

can sharply increase resistance to Trojan insertion [2, 3]. Side-channel analysis, such

as power or electromagnetic profiling, can also identify anomalies indicative of unau-

thorized modifications. At the manufacturing stage, functional testing with hardware

fingerprinting can help detect deviations from expected behavior. Post-deployment,

dynamic runtime monitoring with anomaly detection algorithms can identify unau-

thorized data leakage or unexpected device behavior, helping neutralize threats that

evade initial scrutiny.

Hardware implants are a broader category of malicious modifications. Unlike Tro-

jans, which are limited to the design or fabrication stages, implants can be introduced

at any point in a device’s lifecycle, sometimes years after deployment. Implants are

typically discrete components or circuits added to the hardware, and they have sim-

ilar capabilities to Trojans: data leakage, operational interference, and full control.

Figure 3.5 shows the workflow of a simple hardware Trojan, but the same princi-

ples apply to implants. The post-deployment insertion window is what makes them

particularly di�cult to defend against. A device in active use, carrying years of accu-
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mulated data, can be modified without the owner’s knowledge. Once the implant is

in place, the attacker has direct access to stored information and ongoing operations,

and the implant evades standard detection methods. Unlike IC-stage Trojans, im-

plants cannot be addressed by tightening controls during manufacturing alone, since

the modification happens later in the device’s operational life.
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Figure 3.5: Working process of a simple hardware Trojan. This image was inspired

by [161].

Mitigating the risks posed by hardware implants necessitates both physical se-

curity measures and continuous integrity monitoring. Device manufacturers should

enforce supply chain security protocols to prevent unauthorized hardware modifi-

cations at any stage of production or distribution. Tamper-evident enclosures and

active intrusion detection mechanisms can alert users to unauthorized physical mod-

ifications. Periodic integrity verification through hardware attestation catches any

post-deployment alterations before they can compromise system security. Secure

boot mechanisms combined with hardware-based root-of-trust validation can further
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reinforce a device’s resistance against implanted threats [153].

3.1.2 Software Vulnerabilities

IoT device functionality depends not just on hardware but on the software running

inside the microcontroller [92]. Consider three identical IoT devices, each with a

Bluetooth module and indistinguishable in appearance. Their behavior comes entirely

from the firmware. One might transmit Bluetooth signals exclusively, another receive

signals only from authorized users, and a third toggle between roles based on context.

That software-driven flexibility is what makes IoT adaptable, and it is also what

makes the firmware the primary attack surface. When the software is compromised

through exposure, modification, or exploitation, the device becomes a vehicle for data

breaches, malicious implants, or full attacker control, often without any observable

change in behavior.

Software vulnerabilities in IoT devices take many forms, each presenting distinct

pathways for exploitation [31]. A prevalent type is the bu↵er overflow, where poorly

managed memory allocation allows an attacker to input data beyond a designated

bu↵er’s capacity [150]. This excess data can overwrite adjacent memory, enabling the

injection of malicious code or the alteration of program execution flow. For an IoT

device, this might mean hijacking a firmware update process to execute unauthorized

commands. Mitigating bu↵er overflow vulnerabilities requires secure coding practices

and memory protection mechanisms [281]. Developers should employ bounds check-

ing and input validation to prevent excess data from overflowing memory bu↵ers. The

use of stack canaries (small security values placed on the stack to detect corruption)

can help identify and block exploit attempts [150]. Firmware updates require cryp-

tographic signing and verification, blocking execution of unauthorized modifications.

Another common vulnerability is weak authentication, where inadequate or hard-

coded credentials (often a default username and password like “admin/admin”) grant

35



attackers e↵ortless entry [29]. Once inside, they can manipulate the device’s opera-

tions or siphon sensitive data, such as pairing keys for a Bluetooth connection. To

counteract weak authentication, IoT devices should enforce strong password policies,

mandating unique and complex credentials upon first use. Multi-factor authentica-

tion should be incorporated where feasible, adding an additional layer of security

beyond just a password. Device manufacturers should also eliminate hardcoded cre-

dentials and instead implement dynamic, per-device authentication keys to prevent

widespread exploitation from leaked credentials.

Insecure communication is another major risk. Unencrypted or poorly encrypted

data transmissions (plaintext Bluetooth packets, for instance) expose information

to interception. An attacker with a software-defined radio could eavesdrop these

signals, reconstructing commands or user inputs without ever touching the device.

Mitigating insecure communication requires end-to-end encryption using strong cryp-

tographic protocols such as AES for data transmission and TLS for network commu-

nications [183]. Devices should avoid transmitting sensitive data in plaintext and

implement secure key exchange mechanisms to protect encryption keys from inter-

ception. Frequency-hopping spread spectrum techniques in wireless protocols can also

make passive eavesdropping much harder.

Physical access amplifies all of these risks. An attacker with physical access to

the device can connect it to a computer or probe its pins to extract firmware from

the microcontroller. In the best case for the attacker, this yields source code and

configuration files, which exposes the device’s full logic. More often, the attacker

recovers only the machine code (the compiled binary). That isn’t a dead end. Tools

like Ghidra, Interactive Disassembler (IDA) Pro, or a hexadecimal editor allow the at-

tacker to disassemble the binary and trace its instructions to map device functionality,

from signal handling to security checks [109]. A survey of IoT and embedded device

firmware security catalogs the full landscape of firmware extraction techniques and

36



the vulnerability analysis frameworks used to interrogate the resulting binaries [318].

Sophisticated decompilation can convert the binary into editable C code, which opens

the door to targeted modifications. From there the attacker can identify operational

weaknesses, hidden features, or behaviors detrimental to the device’s owner, such as

a tendency to broadcast identifiable data in plaintext. Mitigations include firmware

encryption and readout protection mechanisms to prevent unauthorized access to

microcontroller memory, secure boot processes to verify that only authenticated and

untampered firmware can execute on the device, and code obfuscation to make reverse

engineering harder by disguising critical logic and security mechanisms.

Physical possession of the target device isn’t always necessary. IoT devices are

often inexpensive and partially open-source, which makes indirect exploitation prac-

tical. An attacker can buy an identical unit, extract its hexadecimal data, and

reverse-engineer the firmware to understand the target’s behavior. This won’t re-

veal user-specific configuration (custom encryption keys, for example), but it does

expose the core software architecture. From that understanding the attacker can

craft malicious modifications: backdoors for monitoring, logic for remote control, or

stealth routines that hide their presence. These changes often need only a handful

of code lines and can be re-uploaded quickly. Mitigations include secure firmware

update mechanisms that require updates to be cryptographically signed, verified, and

authenticated before installation, rollback protection to prevent downgrades to older

vulnerable firmware versions, and behavioral anomaly detection that identifies when

a device starts behaving di↵erently from its baseline.

Other vulnerability classes include code injection (for example, malformed inputs

to a web interface) and privilege escalation (where an attacker exploits flawed per-

mission checks), both of which can escalate limited access into full control [229]. In

each case the same property that gives IoT its flexibility (programmable, updatable

software) is what creates the exposure.
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3.1.3 Network Vulnerabilities

IoT networks split into two categories that get treated very di↵erently in the security

literature. The first is the standard Internet-connected network running on WiFi

and Ethernet, with direct routes to the public Internet. The second is the wireless

sensor network category, which includes Bluetooth, Zigbee, UWB, and other short-

range protocols, and which connects devices to each other rather than directly to the

Internet. The two categories share many threat patterns but di↵er in attack surface,

defender visibility, and the controls that apply. The subsections that follow examine

each in turn.

WiFi and Ethernet Based Networks

WiFi- and Ethernet-based networks form the backbone of IoT connectivity, linking

devices through cloud platforms or local home networks. The architecture enables re-

mote access to IoT devices from anywhere with internet connectivity, such as control-

ling a smart thermostat from a di↵erent country. That same reach is also the central

vulnerability: the broader the network’s exposure, the more opportunity adversaries

have to intercept or disrupt communications. Among the most accessible threats are

Denial of Service (DoS), Distributed Denial of Service (DDoS), and Energy-Oriented

Distributed Denial of Service (E-DDoS) attacks, each exploiting the openness of these

networks in di↵erent ways [315].

A typical DDoS attack, illustrated in Figure 3.6, starts with the attacker iden-

tifying the target device’s IP address within the network. From there, they send

an overwhelming volume of meaningless packets to saturate the device’s bandwidth.

The result is that the network slows, resources divert to processing the flood, and the

system collapses, forcing the device o✏ine [26]. E-DDoS attacks pursue a di↵erent

goal. Rather than crashing the network, these target the device’s power reserves, po-

tentially damaging a PCB component or inflating energy costs, representing a variant
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of the DoS model [315]. Both share the same scattershot character, often targeting

entire device clusters rather than individual units.
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Figure 3.6: Distributed Denial of Service (DDoS) attack. This image was inspired by

[26].

Mitigating DoS and DDoS attacks requires network tra�c filtering and rate lim-

iting to detect and block malicious tra�c patterns before they overwhelm a system.

IDS can help identify anomalous spikes in tra�c, while blackholing and rate-limiting

strategies can drop excess requests from untrusted sources. To counteract E-DDoS,

IoT devices should incorporate power-aware intrusion detection, allowing them to rec-

ognize and mitigate excessive resource consumption attempts. Network segmentation

can also isolate critical devices from direct exposure, reducing the blast radius so a

single attack is less likely to cripple an entire IoT deployment.

DoS-style attacks split into three categories that exploit di↵erent network layers,

shown in Figure 3.7. Volume-based attacks flood protocols like TCP, ICMP, or UDP

with raw data, clogging bandwidth and overwhelming internal queues. Protocol-based

attacks such as Synchronize (SYN) floods, Ping of Death, or Smurf attacks target re-

source allocation. A SYN flood ties up connections by leaving them half-open; a Ping
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of Death delivers oversized packets to destabilize servers; a Smurf attack amplifies

tra�c by echoing requests across all network nodes [315]. Application-layer attacks

such as Slowloris, HTTP floods, or SMTP exploits target server-side application logic.

Slowloris sustains partial HTTP requests to monopolize server connections; HTTP

floods swamp applications with legitimate-looking queries; SMTP attacks probe mail

servers for data leaks [315]. All three exploit the same property: protocol mechanisms

that work correctly under normal tra�c break down under adversarial load.
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Figure 3.7: Types of attacks. This image was inspired by [315].

DoS variants are pervasive but not the only network threats. Tra�c monitoring

attacks like WiFi fingerprinting work more passively. By analyzing a building’s cam-

era system bit-rate over WiFi, an attacker can infer internal movements (occupancy

tracking, for example) without any direct access [18]. The granularity is limited, but

the inferences are enough to identify device roles or activity patterns. More aggres-

sive packet analysis attacks use tools like Wireshark [330] or air sni↵ers to capture

TCP/IP tra�c. These expose communication patterns (who is talking, what is being

sent) and, if the tra�c is unencrypted, the payload itself, such as a smart bulb’s status

update [18]. From the captured packets, the attacker can extract detailed information

about the network’s internal operation.

The fix for tra�c monitoring is end-to-end encryption on everything. Protocols

like TLS for web tra�c, WPA3 for WiFi security, and AES-based encryption for de-

vice communication can prevent eavesdropping. Implementing Media Access Control

40



(MAC) address randomization can also reduce device fingerprinting risks. Firewalls

with deep packet inspection (DPI) can monitor and block untrusted packets before

they reach their destination.

Figure 3.8 outlines a sophisticated over-the-air attack, unfolding in two stages.

The o✏ine phase involves capturing tra�c with a sni↵er, preprocessing it and ex-

tracting features (packet intervals, sizes, or signal traits). These feed a machine

learning model to profile network behavior and predict device types. In the on-

line phase, the attacker actively eavesdrops, identifying live devices and cataloging

WiFi-enabled units in range [18]. This methodical approach yields a detailed inven-

tory without tripping alarms. Then there are network injection attacks, where tools

like Kali Linux or a WiFi Pineapple inject spoofed packets or crack encryption (like

brute-forcing WPA2 keys). MITM attacks take it further, intercepting tra�c to re-

lay doctored messages or reroute data through malicious nodes, like a rogue Domain

Name System (DNS) server [315].
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Figure 3.8: WiFi over-the-air attack. This image was inspired by [18].

Over-the-air attacks need mutual authentication at the device level. 802.1X au-

thentication with certificate-based security restricts network participation to verified

devices in the network [108]. Regular key rotation for encrypted sessions prevents

long-term eavesdropping. For MITM attacks, secure Domain Name System Security

Extensions (DNSSEC) and certificate pinning can validate legitimate servers, pre-

venting redirection to malicious endpoints [131]. Enforcing firewall-based network

segmentation can also reduce the spread of malicious injections.
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The toolkit for these attacks is wide and inexpensive. Open-source software (Wire-

shark for analysis, Aircrack-ng for cracking, custom injectors) pairs with hardware

like Raspberry Pi sni↵ers or Arduino jammers. Purpose-built devices like the WiFi

Pineapple simplify execution, with online guides walking through their construction

[18]. The pace of new exploit development is part of the di�culty: as defenses tighten,

attackers adapt. Strong encryption, active monitoring, intrusion detection, and net-

work segmentation are the controls that meaningfully raise the cost of these attacks

against IoT deployments.

Wireless Sensor Networks

A wireless sensor network (WSN) is a set of spatially distributed sensors that transmit

data wirelessly, and these networks form the backbone of many IoT deployments.

They use a range of protocols (Zigbee, Z-Wave, Global Positioning System (GPS),

5G, and others), each suited to specific sensing and communication requirements.

That protocol diversity is part of what gives IoT its breadth, and it also expands the

attack surface. This work separates WiFi and Ethernet networks from WSNs because

the relevant vulnerability classes are di↵erent. Within WSNs, Denial of Service (DoS)

attacks are a particular concern, and Figure 3.9 lays out the taxonomy. The WSN-

specific DoS taxonomy goes beyond what’s seen in conventional networking.

Figure 3.9 shows the DoS framework specific to WSNs, including WiFi and Eth-

ernet threats and several exploits unique to the WSN model. At the physical layer,

jamming and node tampering are the most common attacks. An adversary can jam

a Zigbee network with interference to block nodes from transmitting, or physically

compromise a sensor to extract or alter its firmware [290]. Inserting a malicious node

compounds this, severing legitimate connections by drowning out their signals. FHSS

and Direct-Sequence Spread Spectrum (DSSS) raise the cost of e↵ective signal dis-

ruption [283, 141]. Tamper-resistant hardware with physical shielding reduces the
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risk of unauthorized sensor access.
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Figure 3.9: Wireless sensor networks DoS attacks. This image was inspired by [290].

Link-layer attacks operate less visibly: a rogue node can masquerade as trust-

worthy, exhaust neighbors with continuous requests, or induce collisions that crash

nodes through error handling [290]. At the network layer, flooding parallels WiFi-

style floods, overwhelming routing paths with tra�c. The transport layer is subject

to flooding (swamping nodes with fake peers) and desynchronization, where message

timing is scrambled and nodes fall out of sync [290]. These attacks can be mitigated

through rate limiting, packet authentication, and anomaly detection algorithms that

identify excessive tra�c patterns or suspicious communication behavior.

Beyond DoS, WSNs face routing-centric threats like the black hole attack, depicted

in Figure 3.10. Here, a malicious node lures others to redirect data through it, acting

as a sink that absorbs (or discards) transmissions, halting network flow [286, 165].

Closely related to this is the wormhole attack, shown in Figure 3.11, where data

are tunneled between two colluding nodes (say, from node A to node B), bypassing

the intended routes [308, 321]. This rerouting distorts network topology, granting

attackers control over data paths.

To mitigate black hole and wormhole attacks, secure routing protocols such as

Secure E�cient Ad hoc Distance vector (SEAD) and Ad hoc On-Demand Distance

Vector (AODV) with authentication mechanisms can help verify node identities before

allowing data redirection [137, 270, 147]. Time-based packet verification methods can

also be implemented to detect unusual delays indicative of wormhole behavior.
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Figure 3.10: Blackhole attack. This image was inspired by [13].

Figure 3.11 illustrates how wormhole nodes (A and B) tunnel data between them-

selves to manipulate its flow. The attack has four variants. Packet encapsulation

compresses data between nodes, evading the hop-count increments WSN routing de-

pends on [321]. Packet relay mode uses any node as a launch point, relaying tra�c

to disrupt paths [321]. Out-of-band channel attacks rely on a single high-power node

to redirect packets via an external link [321]. Protocol distortion mode alters routing

rules to attract tra�c to malicious nodes [321]. Each variant exploits the same ar-

chitectural assumption: that WSNs depend on decentralized routing decisions made

under the assumption that participating nodes are honest.

Eavesdropping attacks use prebuilt sni↵ers for UWB, Zigbee, Z-Wave, or Blue-

tooth to capture packets over the air. Open-source tools for Arduino or Raspberry

Pi extend this capability to additional protocols, decoding transmissions to recover

GPS coordinates or sensor readings [290]. Sybil attacks introduce fake node identities

and trick the network into routing through them; sinkhole attacks lure tra�c to a

compromised node where it can be manipulated or discarded [286]. Tra�c analysis

attacks operate at a di↵erent layer, where signal patterns (such as a 5G node’s burst

rate) hint at activity without requiring the attacker to decrypt payloads [308]. All of
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Figure 3.11: Wormhole attack tunnel. This image was inspired by [321].

these exploit the same property of wireless: tra�c is observable in the medium itself,

independent of the network protocols above it.

To mitigate these advanced threats, encrypted communication protocols such as

AES-based encryption for data packets should be enforced. Identity-based authen-

tication can prevent Sybil attacks by requiring node verification. For eavesdropping

threats, regularly changing encryption keys and employing physical-layer security

techniques such as directional antennas and shielding can reduce interception risks.

The tools for these exploits mirror what’s available in the WiFi space: commer-

cial sni↵ers are widely sold, and Do-It-Yourself (DIY) options run on open-source

code. An attacker can use a Zigbee sni↵er to log packets or assemble a Raspberry Pi

rig to jam Z-Wave signals. That accessibility, paired with the WSN attack surface,

means new vulnerabilities and new defenses keep emerging in roughly equal measure.

Encryption, anomaly detection, secure routing, and frequency-hopping mechanisms

substantially raise the bar against these attacks, but they don’t eliminate the under-
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lying exposure inherent in wireless sensor topologies.

Cloud Based Networks

Cloud computing has become a structural part of IoT network security. Standalone

IoT devices typically can’t meet user demand for compute resources, so cloud inte-

gration is the practical solution. Pairing IoT sensing with cloud scalability enables

capabilities like remote thermostat control from across the globe, shown in Figure

3.12. The same architecture expands the attack surface. This section focuses on the

Phantom-Delay Attack and related threats specific to this hybrid environment.
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Figure 3.12: System model of a typical smart cloud-based home deployment. This

image was inspired by [101].

Phantom-delay attacks are a recently uncovered vulnerability class that exploits

timing in communications between IoT devices and cloud servers. Unlike conventional

disruption attacks, phantom-delay attacks manipulate message delivery without dis-
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carding packets, which is what makes the consequences [101] di�cult to detect. The

attack uses two primitives. IoT Event Message Delay (e-Delay) delays device-to-

server state updates (for example, a “motion detected” alert), and IoT Command

Message Delay (c-Delay) stalls server-to-device instructions (for example, “lock the

door”). Transmission delays are normally sub-second and don’t pose a problem. A

phantom-delay attack, illustrated in Figure 3.13, extends those delays into minutes

or hours. The cloud server receives a delayed “motion active” event, treats it as the

current state, and acts on outdated information [200].
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Figure 3.13: Phantom-delay attack. This image was inspired by [101].

These attacks take three forms. The state-update delay attack uses e-Delay to

stall critical state reports, which can delay urgent reporting from medical IoT devices

(IoMT) or agricultural sensors and prevent timely intervention [101]. The action-

47



delay attack disrupts automation; an e-Delay can postpone an insulin pump’s response

to a glucose spike detected by a continuous monitor, with direct health implications.

The erroneous execution attack has two subtypes. Spurious execution holds a de-

layed event as “true” past its validity, which triggers unneeded actions (a sprinkler

activating despite rain, for example). Disabled execution holds a condition as “false,”

which prevents necessary actions (a door failing to lock despite a command) [200].

Unlike jamming, these attacks (typically launched from a WiFi device sni�ng tra�c

and hijacking TCP sessions via Address Resolution Protocol (ARP) spoofing) leave

no trace of dropped packets and don’t trigger retransmission flags [327].

Catching phantom-delay attacks means checking timestamps on every message

exchange. If data arrives outside its expected timing window, it gets flagged as

stale. Secure time synchronization protocols, such as the Network Time Protocol

(NTP) with cryptographic authentication, can help detect discrepancies in the ex-

pected message’s timing. Introducing anomaly detection mechanisms that monitor

latency variations can preemptively identify these delays, prompting system alerts or

requiring revalidation before acting on stale data [105, 342, 32].

Beyond phantom delay, several other cloud-targeted attacks apply. Data injec-

tion lets an adversary feed falsified inputs (spoofed temperature readings, for exam-

ple) into the cloud and trigger incorrect decisions, such as shutting down a smart

Heating, Ventilation, and Air Conditioning (HVAC) system [101]. Session hijacking

exploits weak authentication: unsecured API keys or stolen credentials let attackers

impersonate devices and issue rogue commands (unlocking a smart door remotely,

for example). Resource exhaustion attacks target cloud endpoints by flooding them

with false requests to overwhelm processing capacity, which di↵ers from bandwidth-

focused DDoS because the target here is server-side application logic [101]. Tra�c

manipulation is the remaining category, where an attacker intercepts and alters data

in transit (modifying a smart meter’s usage report to inflate bills, for example) while

48



the cloud accepts the modified data as legitimate [101].

Data injection gets stopped by cryptographic message authentication codes (MACs),

which verify that only legitimate IoT devices can submit data to the cloud. Secure

firmware updates with digital signatures help prevent unauthorized modifications

that might enable spoofed sensor readings. In mitigating session hijacking, enforcing

multi-factor authentication (MFA) for cloud access and regularly rotating API keys

reduces exposure to credential theft. Role-based access control (RBAC) minimizes

the impact of compromised accounts by restricting device privileges.

For resource exhaustion and tra�c manipulation attacks, rate limiting on API

endpoints prevents abuse by restricting excessive requests from any single source.

Encryption protocols such as TLS prevent in-transit data tampering and maintain

communication integrity. IDS equipped with behavioral analysis can identify unusual

tra�c patterns and trigger automated containment before the attack completes [138,

106].

These vulnerabilities exploit the cloud’s continuous IoT interaction model. Com-

mon attack tools (WiFi sni↵ers, Kali Linux distributions, a Raspberry Pi configured

for ARP spoofing) are inexpensive and easy to assemble. The cloud’s strength (its

ability to integrate diverse devices) is the same property that creates the exposure,

and any breach has wider consequences because it touches all the connected devices

at once. Cloud-IoT integration will only continue, and the security controls have

to scale with it: without strong end-to-end protections, the integration architecture

itself becomes the weakest link.

The attack surfaces and countermeasures cataloged across the past two chapters

define the threat conditions any candidate methodology has to handle [16]. The next

chapter steps back from the threats themselves and surveys the existing development

methodologies and security frameworks that attempt to address them, identifying

where the coverage breaks down and where AZTRM-D’s contribution sits relative to
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prior work.
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CHAPTER 4

RELATED WORK AND FOUNDATIONAL CONCEPTS

To position the contribution of the AZTRM-D framework, it helps to first understand

the evolution of software development methodologies and their inherent security lim-

itations. This section reviews the trajectory from traditional models to modern,

integrated security paradigms. It then presents a comparative analysis of contem-

porary secure development frameworks to di↵erentiate AZTRM-D’s unified approach

and address existing gaps in the literature [67].

4.1 SOFTWARE AND SYSTEM DEVELOPMENT LIFECYCLES

The Software Development Lifecycle (SDLC) is a foundational framework guiding

the creation and maintenance of software systems through structured phases like

requirements analysis, design, implementation, and testing [121, 235]. The choice of

SDLC methodology a↵ects a project’s e�ciency and, critically, its security posture,

especially when handling sensitive or classified data [50]. As security requirements

become more stringent, development methodologies must adapt to protect sensitive

information e↵ectively.

4.1.1 Waterfall Method

The Waterfall methodology follows a linear, sequential structure where each phase

must be completed before the next begins [58, 273]. This rigid approach is e↵ective for

projects with stable, well-defined requirements, such as simple, unclassified systems

[243, 164]. While its emphasis on detailed documentation helps with compliance

under standards like Health Insurance Portability and Accountability Act (HIPAA) or
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Payment Card Industry Data Security Standard (PCI-DSS), the rigid structure makes

it poorly suited for dynamic threat environments that require continuous security

reassessment and rapid adaptation [50].

4.1.2 Agile Method

In contrast, the Agile methodology o↵ers a flexible and iterative approach, breaking

development into small units called sprints that allow for continuous integration and

deployment [243, 322]. This adaptability works well where requirements evolve, such

as in consumer IoT development [50]. The rapid pace of Agile development does

require strong management and integrated security practices to prevent oversights

and maintain compliance throughout the iterative cycles [235].

4.1.3 V-Model

The V-Model, an extension of Waterfall, emphasizes verification and validation by

pairing each development phase with a corresponding testing phase [5, 79]. This

structured approach works well for projects where reliability and rigorous testing are

the top priority. The rigidity is the problem, though. Like Waterfall, it doesn’t adapt

quickly to new security threats or regulatory changes, making it a poor fit for highly

dynamic or classified systems [50].

4.1.4 Spiral Method

The Spiral methodology o↵ers a hybrid approach, merging the iterative nature of Agile

with the structure of Waterfall and placing a strong emphasis on risk assessment at

each phase [285]. Its iterative cycles of planning, risk analysis, and evaluation make it

well-suited for large, complex projects with high levels of uncertainty [50]. For highly

classified systems like the Internet of Battlefield Things (IoBT), the Spiral model’s

intrinsic focus on continuous risk management is invaluable for adapting to changing
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mission requirements and threat landscapes.

4.1.5 DevSecOps Method

A common limitation across these foundational models is the tendency to treat secu-

rity as a separate, often late-stage, concern. This gap led to the rise of Development,

Security, and Operations (DevSecOps), an approach that integrates security practices

directly into the entire development lifecycle [280, 184]. Through automation, CI/CD,

and a culture of shared responsibility, DevSecOps aims to make security an intrinsic

component of the software pipeline [347]. Core principles include “Security as Code,”

where security policies and controls are managed as versioned, auditable code, and

continuous monitoring throughout the lifecycle [253]. As illustrated in Figure 4.1,

the DevSecOps lifecycle embeds security touchpoints, from threat modeling in the

planning phase to security analysis in the feedback phase, across the entire process.

While DevSecOps provides a critical cultural and procedural foundation, it does not,

by itself, prescribe a specific risk management structure or access control philosophy,

leaving room for more complete, unified frameworks.

Plan Develop Build Test Release Deliver Deploy Operate Monitor Feedback

Dev Ops

Sec Sec Sec

Threat Model Secure Coding
Security as Code SAST DAST

Pen Testing
Digital Sign Secure Transfer Security Config Security Scan

Security Patch
Security Audit

Security Monitor
Security Analysis

Figure 4.1: The DevSecOps Lifecycle, integrating security into every phase from

planning to feedback. This image was inspired by [77].
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4.1.6 Secure Development Methodologies and Frameworks: Where Things

Stand

Agile methodologies, cloud-native architectures, and continuous delivery pipelines

have changed how software gets built. Speed is up. But security hasn’t kept pace.

Traditional security approaches often fall short against today’s threats because they

get implemented too late or through fragmented, manual processes [121, 235]. Find-

ing and fixing vulnerabilities late in the development cycle is costly, causes delays,

and leaves systems exposed [12]. This situation demands a new approach that in-

tegrates security from the start, maintains continuous vigilance, and uses intelligent

automation to keep pace with evolving threats.

S-SDLC emerged as a direct response, integrating security into the traditional

SDLC [152, 25]. The primary goal of any S-SDLC is to embed security considerations

into every stage of development, from requirements gathering to deployment and

maintenance. Doing so produces a final product that can withstand evolving threats

[59]. To understand where AZTRM-D fits within this context, it is helpful to examine

the existing body of S-SDLC methodologies and modern security frameworks.

Table 4.1 provides a concise overview of various prominent S-SDLC methods,

detailing their key focus areas and core characteristics.

Table 4.1: S-SDLC Methodologies. Each method sourced from its cited publication.

Method Key Focus/Approach Core Characteristics

Embedded

Security in

Traditional

SDLC [152]

This method integrates se-

curity deeply into each

phase of the traditional

SDLC.

It identifies security requirements early, uses threat

modeling for design, prioritizes secure coding and

static analysis, employs layered testing, and fo-

cuses on continuous monitoring and patch man-

agement.
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Table 4.1 continued from previous page

Method Key Focus/Approach Core Characteristics

Early and

Continuous

Integration

[25]

This approach emphasizes

early and continuous se-

curity integration through

stakeholder involvement

and education.

It aligns security requirements with business ob-

jectives, involves security experts and stakehold-

ers, builds a culture of security awareness, and

integrates automated, continuous security testing

throughout all phases.

Agile-

Adapted

Security [322]

This method integrates se-

curity into Agile method-

ologies, making it well-

suited for dynamic and it-

erative development.

It embeds security activities like threat modeling

and reviews directly into Agile sprints. Security

testing is performed iteratively, and a “security

backlog” helps prioritize and manage tasks.

Common

Criteria

(CC) Cer-

tification

Aligned [170]

This approach is tailored to

meet the rigorous require-

ments of CC certification.

It emphasizes aligning with specific CC security

controls and extensive documentation. Formal

risk management is key, requiring detailed risk as-

sessments (e.g., ISO/IEC 27005) to systematically

identify and mitigate threats.

DevSecOps

Transfor-

mation [249,

144]

This method transforms

the DevOps process into

a unified DevSecOps ap-

proach, ensuring security

is a shared responsibility

across all stages.

Key features include automated security integra-

tion into the CI/CD pipeline, building a collabora-

tive culture between development, operations, and

security teams, and using continuous monitoring

with real-time feedback for rapid remediation.

Categorized

Software

Security

Strategies

[193]

This method is based on a

study that categorized soft-

ware security strategies into

five main approaches.

These include Secure Requirements Modeling; Vul-

nerability Identification via static and dynamic

analysis; Software Security-Focus Processes using

frameworks like Microsoft SDL; Extended UML-

Based Secure Modeling; and Non-UML-Based Se-

cure Modeling.

Proposed

AZTRM-D

Methodology

(This Work)

[67]

This is a unified, AI-

augmented process that

builds upon existing S-

SDLC methods.

It integrates proactive DevSecOps, structured

NIST RMF, and stringent ZT access controls. A

unique aspect is its direct application of ZT princi-

ples to the AI systems within the SDLC, ensuring

automation tools are continuously verified. This

creates a more resilient security framework.

While these S-SDLC approaches provide a solid foundation, recent academic and
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industry work has focused on building more specific frameworks. Many modern

threats target the CI/CD pipeline, exploiting vulnerabilities in open-source dependen-

cies and Infrastructure as Code (IaC), requiring a defense-in-depth strategy beyond

basic code scanning [239]. In response, researchers have proposed AI-enhanced mod-

els for specific lifecycle stages. For example, some have developed machine learning

approaches to automate threat modeling within DevSecOps, showing AI’s potential

to proactively identify design flaws [329]. Concurrently, the ZT philosophy has be-

come prominent, with researchers exploring its application beyond network access,

extending principles to the supply chain for rigorous verification of all components

and suppliers [62]. Others advocate for “Zero Trust by Design,” embedding its prin-

ciples into the very architecture of systems [132].

While these approaches advance software security, they often focus on specific

domains. Other researchers have proposed structured AI-driven security models, such

as the ANN-ISM model for software development, which provides a valuable reference

point for formalizing security processes [151]. However, a gap remains for a unified

framework that combines the agile methodology of DevSecOps, the rigorous validation

of ZT, and the structured governance of a formal RMF into a single, cohesive lifecycle,

all orchestrated by AI. Table 4.2 compares these approaches and highlights AZTRM-

D’s unique contribution.
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Table 4.2: Comparative Analysis of Modern Secure Development Approaches. Each

framework sourced from its cited publication; gap analysis is the author’s assessment.

Framework/

Approach

Core Principles AI/Automation

Focus

Gap Addressed by

AZTRM-D

Standard

DevSecOps [347]

Integration of

security into CI/CD;

automation of

security checks;

shared responsibility

culture.

Automated

SAST/DAST

scanning; CI/CD

pipeline automation.

Lacks a prescribed,

formal risk

management

structure (like RMF)

and a guiding access

control philosophy

(like ZT). Security

can still be ad-hoc.

AI-Enhanced

Threat Modeling

[329]

Using ML/AI to

predict and identify

design-level security

threats early in the

lifecycle.

Automated

generation of threat

models from system

artifacts; predictive

vulnerability

analysis.

Primarily focused on

the “left side”

(design/planning).

Does not extend

across the full

operational lifecycle,

including runtime

monitoring and

incident response.

Zero Trust Supply

Chain [62]

Extending ZT

principles (“never

trust, always verify”)

to all third-party

software components,

dependencies, and

build processes.

Automated

dependency scanning

(SCA); cryptographic

verification of

software artifacts

(signing).

Focuses heavily on

supply chain and

artifact integrity but

does not inherently

include continuous

operational risk

management or a full

DevSecOps pipeline

structure.
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Table 4.2 continued from previous page

Framework/

Approach

Core Principles AI/Automation

Focus

Gap Addressed by

AZTRM-D

AZTRM-D (This

Work)

Unified integration of

DevSecOps, NIST

RMF, and ZT

principles.

Pervasive AI

orchestration across

all phases, from

AI-driven risk

assessment and

policy generation to

automated ZT

enforcement and

adaptive threat

response.

Provides a single,

unified framework

that ties together

agile development,

structured risk

governance, and

adaptive access

control, ensuring

security is

continuous,

risk-based, and

context-aware from

planning to

operations.

4.2 THE RATIONALE FOR AZTRM-D’S INTEGRATED APPROACH

As the comparison in Table 4.2 illustrates, existing advancements tend to address

specific facets of the secure development challenge. AZTRM-D is proposed as a so-

lution designed to bridge these gaps. For an organization operating in a high-stakes,

regulated environment, a methodology that only focuses on CI/CD automation or

threat modeling isn’t enough. A resilient security posture, one that holds across

multiple attack classes and operational contexts, requires pulling several paradigms

together. It needs the methodological agility of DevSecOps, the continuous access

control of Zero Trust, and the structured governance of RMF keeping all activities

measurable and compliant. Tying these complex domains together requires an engine

for scalable and adaptive orchestration, a role fulfilled by Artificial Intelligence [102].

The selection of DevSecOps as the foundational process for AZTRM-D is therefore a

strategic decision. Its principles of automation and continuous integration are prereq-

uisites for implementing a dynamic security model at scale. By embedding ZT and
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RMF principles within this agile process, and using AI to orchestrate it, AZTRM-D

provides an adaptive security framework that is well-suited to the demanding security

requirements of modern critical systems.

My proposed AZTRM-D methodology builds upon these foundational S-SDLC

methods and modern security frameworks. It builds on them by creating a unified,

AI-augmented process that integrates the proactive security measures of DevSecOps,

the structured risk management of the NIST RMF, and the stringent access controls

of ZT [132, 336]. What sets AZTRM-D apart is its application of ZT principles

directly to the AI systems within the SDLC, ensuring that the automation tools

themselves are continuously verified. This unified approach creates a more resilient

and responsive security framework that addresses the gaps identified in the existing

literature.

The three pillars of that framework are introduced together at this level, but each

rests on a distinct body of work that defines its operational shape. The next chapter

develops the first of them, the NIST Risk Management Framework, and explains how

its seven-step process is adapted into AZTRM-D’s governance backbone.
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CHAPTER 5

UNDERSTANDING THE RISK MANAGEMENT FRAMEWORK

5.1 NIST RISK MANAGEMENT FRAMEWORK

As a foundational component of AZTRM-D, the NIST RMF provides a structured,

seven-step process to manage security and privacy risk. The framework is the stan-

dard governance process for federal information systems, codified in NIST SP 800-37

Rev. 2, and applies across federal civilian agencies as well as National Security Sys-

tems following NSM-8 [297, 312]. The framework is designed to be integrated into

the system development lifecycle, making it a natural fit for a DevSecOps approach.

It begins with understanding the organizational context and proceeds through sys-

tem categorization, control selection, implementation, assessment, authorization, and

continuous monitoring [297, 211, 185]. With AI integrated at each step, AZTRM-D

turns the RMF into a dynamic and highly automated process. Figure 5.1 illustrates

the cyclical nature of this framework, where monitoring feeds continuously back into

preparation for the next assessment cycle. Table 5.1 summarizes the seven phases,

their core activities, and the specific AI augmentation that AZTRM-D applies at each

phase. The subsections that follow develop each phase in detail.
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Table 5.1: The seven phases of the NIST Risk Management Framework as adapted in

AZTRM-D. Core activities are drawn from NIST SP 800-37 Rev. 2; AI augmentations

describe the specific automation AZTRM-D applies at each phase.

RMF Phase Core Activities AZTRM-D AI Augmentation

Preparation Establish roles, responsibilities, gover-

nance, and a risk management strategy;

identify stakeholders; define continuous

monitoring strategy [297, 159]

Analyzes historical data to recommend role-

based access controls; monitors organiza-

tional activity to assist dynamic responsibil-

ity assignment [8, 336]

Categorization Map system layout, components, data

flows, and interconnections; assign im-

pact levels (low, moderate, high) based

on data sensitivity [297, 185, 301]

Automates discovery of system intercon-

nections and data flows through network

analysis for a more complete environmental

view [96, 17]

Selection Conduct threat assessment, vulnera-

bility assessment, and risk assessment;

select baseline security controls cali-

brated to identified risks [297]

Analyzes threat intelligence in real time

and automates vulnerability assessment to

produce a more dynamic and accurate risk

picture [17, 102]

Implementation Deploy and integrate selected con-

trols into existing infrastructure; doc-

ument every configuration change; train

personnel on the implemented con-

trols [297]

Automates control deployment and con-

figuration through Infrastructure as Code

and “Security as Code” practices, reducing

human error [253]

Assessment Reassess vulnerabilities, threats, and

risks under deployed controls; run vul-

nerability scans, penetration tests, and

security audits to verify control e↵ec-

tiveness [297]

Automates continuous control testing and

analysis; simulates attack scenarios and

provides immediate feedback on control

performance [102, 329]

Authorization Senior o�cial reviews all documentation

(risk assessments, control implementa-

tions, test results) and formally accepts

residual risk before operation [297]

Rapidly analyzes extensive documentation

and highlights the highest-risk areas, com-

pressing review time and supporting cATO

decisions [185]

Monitoring Maintain continuous surveillance of sys-

tem activity, performance, and intrusion

indicators; run regular vulnerability

scanning; respond swiftly to detected

incidents [297, 211]

Real-time anomaly detection on high-volume

telemetry; predictive threat analysis ahead

of exploitation; continuous adaptive posture

maintenance [102, 8]
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5.1.1 Preparation Phase

The first step in the NIST RMF, the Preparation Phase, lays the groundwork for

e↵ective risk management by establishing clear roles, responsibilities, and procedures

[297, 188]. This phase sets the stage for governance by determining who has access

to data, establishing a hierarchy for change management, and defining processes for

documentation [159]. A critical aspect of this phase is ensuring the organization is

prepared to execute the RMF at all levels, which includes establishing a risk manage-

ment strategy, identifying key stakeholders, and developing a continuous monitoring

strategy that aligns with organizational goals [260, 301]. In AZTRM-D, AI augments

this phase by analyzing historical data to recommend role-based access controls and

by monitoring organizational activities to help dynamically assign responsibilities,

minimizing the attack surface from the outset [8, 336].

5.1.2 Categorization Phase

The Categorization Phase involves building a thorough understanding of the system

and its environment [297, 188]. This requires carefully analyzing the system lay-

out, mapping how components communicate and exchange data, and identifying all

network connections [185]. The priority is to identify critical systems and their in-

terdependencies to understand the potential impact of a security incident [297, 211].

The systems are then assigned impact levels (low, moderate, or high) based on the

sensitivity of the data they handle, which feeds directly into later control selection

[301]. AI speeds this up by automating the mapping of system interconnections and

data flows through network analysis, giving a more accurate and complete view of

the environment than manual e↵orts alone [96, 17]. Figure 5.2 shows how a system’s

authorization boundary relates to the broader environment of operation, a mapping

that drives the categorization decisions feeding into the rest of the RMF process.
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Figure 5.1: The cyclical nature of the RMF, where monitoring provides continuous

feedback into the preparation for the next cycle. This image was inspired by [297,

188].
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Authorization Boundary

Environment of Operation

Figure 5.2: A conceptual diagram illustrating a system’s Authorization Boundary,

which contains critical assets, and its connections to the wider Environment of Oper-

ation. This mapping is a key activity in the RMF Categorization phase. This image

was inspired by [297].

5.1.3 Selection Phase

In the Selection Phase, a baseline of security controls is established based on a full

evaluation of threats, vulnerabilities, and risks [297, 211]. This process begins with

a thorough threat assessment to identify potential adversaries and attack vectors,

followed by vulnerability assessments to pinpoint weaknesses in the system [297, 188].

The identified threats and vulnerabilities are then analyzed in a risk assessment to

determine their likelihood and potential impact [260, 185]. Based on this analysis,

appropriate security controls are selected to mitigate the identified risks [159]. AI

accelerates this selection process by analyzing vast amounts of threat intelligence data

in real-time and automating vulnerability assessments to provide a more dynamic and

accurate risk picture [17, 240].
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5.1.4 Implementation Phase

The Implementation Phase is where the selected security controls are put into ac-

tion, transforming the security plan into a tangible defense [297, 188]. This phase

requires careful deployment and integration of the controls into the existing infras-

tructure. Thorough documentation of every configuration change and policy update

matters for tracking, troubleshooting, and compliance [159, 260]. Personnel must

also be trained on the newly implemented controls so they understand their role in

maintaining security [304]. AI handles this by automating the deployment and con-

figuration of controls through Infrastructure as Code (IaC) and other “Security as

Code” practices, keeping configurations consistent and cutting down on human error

[299, 265].

5.1.5 Assessment Phase

The Assessment Phase is a critical checkpoint to verify that the implemented security

controls are e↵ective and meeting their objectives [297, 188]. This involves reassessing

vulnerabilities, threats, and risks given the new controls [304]. The primary goal

is to verify that the controls are mitigating the intended vulnerabilities, which is

accomplished through vulnerability scans, penetration testing, and security audits

[297, 185]. It is also necessary to evaluate whether the controls provide adequate

security without unduly hindering the system’s operational capabilities [301]. AI

improves this phase by automating the continuous testing and analysis of controls,

simulating potential attack scenarios, and providing immediate feedback on their

performance [96, 336].

5.1.6 Authorization Phase

The Authorization Phase marks the formal decision point where a senior o�cial au-

thorizes the system to operate based on an acceptance of the remaining risk [297,
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188]. This o�cial, or an external auditor, reviews all documentation, including risk

assessments, control implementations, and test results, to determine if the system

meets the required security and compliance standards [304, 301]. This decision is a

critical judgment call that weighs the potential impact of a security breach against the

organization’s mission and risk tolerance [260]. AI can compress this phase by rapidly

analyzing the extensive documentation and highlighting areas of highest risk, speed-

ing up the review process and enabling a more informed and timely authorization

decision, which is key to achieving cATO [139, 240].

5.1.7 Monitoring Phase

The Monitoring Phase is the final, ongoing stage of the RMF, where continuous mon-

itoring confirms the system’s security posture stays e↵ective over time [297, 211].

This phase involves a relentless pursuit of maintaining security by adapting to emerg-

ing threats and evolving challenges [159, 301]. NIST IR 8011 provides the federal

reference for automating security control assessments, which is the foundation the

continuous-monitoring requirement actually rests on [76]. Continuous monitoring in-

cludes real-time surveillance of system activity, performance analysis, intrusion detec-

tion, and regular vulnerability scanning [304]. When a potential incident is detected,

a swift and coordinated response is essential to contain the damage [185]. AI provides

a meaningful capability in this phase by automating the real-time analysis of massive

data volumes to detect anomalies and predict future threats before they can be ex-

ploited, ensuring a proactive and adaptive security posture throughout the system’s

lifecycle [102, 115].
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CHAPTER 6

THE GUIDING PHILOSOPHY: ZERO TRUST ARCHITECTURE IN

AZTRM-D

6.1 ZERO TRUST

While the RMF provides a structured process for governance, AZTRM-D’s opera-

tional security is guided by the philosophy of ZT. ZT moves away from traditional,

perimeter-based security models which implicitly trust entities inside the network.

Instead, ZT operates on the foundational principle of “never trust, always verify”

[266, 107]. ZT is no longer an architectural option for federal systems. Executive

Order 14028 directed federal agencies to advance toward Zero Trust Architecture,

OMB Memorandum M-22-09 set binding ZT implementation milestones across civil-

ian agencies aligned to the CISA Zero Trust Maturity Model, and NSM-8 together

with the DoD Zero Trust Strategy and the DoD Zero Trust Reference Architecture

extends the same requirements to DoD, the Intelligence Community, and National

Security Systems [310, 234, 72, 312, 78, 75]. AZTRM-D’s ZT controls follow that es-

tablished federal architecture rather than defining a parallel one. The National Secu-

rity Agency (NSA) formalized this principle into actionable implementation guidance

through its Zero Trust Implementation Guidelines (ZIGs), which organize the 152 ZT

Activities from the Department of War (DoW) ZT Strategy into five phased imple-

mentation tiers covering 42 Target-level Capabilities and 91 Target-level Activities

[218]. As defined in numerous systematic literature reviews, this model mandates

that no user, device, or application is trusted by default, regardless of its location

[169, 319, 110]. Every access request must be continuously and dynamically authen-
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ticated and authorized against a set of risk-based policies [132]. Figure 6.1 provides

a general overview of this core concept.

Requesters (e.g.Users, Devices, Applications)

Policy Enforcement
Gateway

Protected Resources

Access Request
(Untrusted by Default)

Conditional
Verified Access

Figure 6.1: A general overview of the Zero Trust Architecture concept, where all

access requests from users, devices, or applications are untrusted by default and must

pass through a policy enforcement gateway for verification. This image was inspired

by [266, 128].

The goal of ZT is to move from a static, location-centric security posture to a

dynamic, identity-centric one. Interaction with a system is governed by a Policy

Decision Point (PDP) and Policy Enforcement Point (PEP), which acts as a gateway.

An entity is only granted access to the protected “implicit trust zone” after being

verified by the PDP/PEP, and even then, access is continuously monitored [81, 287].

The Core ZT Model, shown in Figure 6.1, illustrates how real-time context feeds

inform a central policy engine, which makes these dynamic trust decisions. Figure 6.2

breaks this down further into the five foundational pillars of Zero Trust as defined by

Cybersecurity and Infrastructure Security Agency (CISA), each supported by cross-

cutting capabilities in visibility, automation, and governance. Table 6.1 maps each

pillar to its traditional weakness, ZT objective, and the AI-driven role AZTRM-D

adds on top.
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Zero Trust Foundational Pillars
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Figure 6.2: The five foundational pillars of Zero Trust, supported by three cross-

cutting capabilities. The goal is to advance each pillar from a traditional, reactive

security posture to an optimal, proactive state. This image was inspired by [72, 107].
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Table 6.1: Zero Trust Pillars and their AI Enhancement in AZTRM-D. Traditional

weaknesses and ZT objectives from cited NIST and CISA publications; AI-enhanced

roles are the author’s AZTRM-D design (this work).

Pillar Traditional

Weakness

Optimal Zero

Trust Objective

AI-Enhanced Role in

AZTRM-D

Identity Static credentials

(passwords) and

roles grant broad,

persistent access

once authenticated

[266].

Grant access on a

per-session basis

based on dynamic

risk assessments of

the user and their

context, enforcing

least privilege [72].

AI provides continuous,

risk-based authentication by

analyzing user behavior in

real-time. It automates

adaptive controls, such as

triggering MFA or revoking

sessions upon detecting

anomalous activity [231].

Devices Any device on the

“trusted” network is

allowed access, with

only periodic checks

for compliance

[266].

Continuously verify

the security posture

of every device

attempting to access

resources and grant

access based on

device health [72].

AI-driven endpoint analytics

continuously validate device

posture (patch level, integrity,

running processes). It can

automatically isolate

non-compliant or

compromised devices to

prevent them from accessing

resources [102].

Networks A hard outer

perimeter with a

soft, trusted interior

(“castle-and-moat”).

Attackers can move

laterally with ease

once inside [266].

Use

micro-segmentation

to create granular

security zones.

Encrypt all tra�c

and log every access

request [72].

AI-powered network tra�c

analysis detects anomalous

east-west tra�c patterns

indicative of lateral

movement. It can dynamically

adjust firewall rules and

micro-segments to contain

threats in real time [169].

Applications

&

Workloads

Applications are

trusted by default

once deployed.

Security is focused

on the perimeter,

not the application

itself [266].

Secure application

access for all users,

secure application-

to-application

communication, and

harden workloads

against runtime

threats [72].

AI augments runtime

application self-protection

(RASP) by detecting and

blocking exploits in real time.

It automates vulnerability

scanning and patching within

the CI/CD pipeline, ensuring

secure configurations [329].
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Table 6.1 continued from previous page

Pillar Traditional

Weakness

Zero Trust

Objective

(Optimal

Maturity)

AI-Enhanced Role in

AZTRM-D

Data Data is protected

primarily by

controlling access to

the network or

server where it

resides [266].

Categorize and

classify data based

on sensitivity.

Enforce access

controls and encrypt

data at rest, in

transit, and in use

[72].

AI automates data discovery

and classification across all

systems. It monitors data

access patterns to detect and

block potential exfiltration

attempts before they succeed

[17].

Cross-

Cutting

Capabilities

Manual governance,

fragmented

visibility, and

reactive,

human-driven

security responses

[266].

Achieve full

visibility, automate

security

orchestration, and

maintain dynamic

governance across

all pillars [72].

AI serves as the engine for all

three: providing advanced

analytics for visibility,

orchestrating automated

incident response, and

dynamically updating

governance policies based on

emerging threats and risks

[102].

6.1.1 Identity

The Identity pillar anchors ZT, ensuring every access request is authenticated and

authorized under least privilege [266, 72]. It covers Identity and Access Management

(IAM), MFA, and continuous user behavior analytics [107]. In a traditional model,

static credentials like passwords grant broad, often persistent, access. ZT matures

this by first introducing MFA, then adding AI-driven adaptive authentication that

considers contextual data like user behavior and device health [120, 191]. At its op-

timal state, which AZTRM-D targets, AI-driven systems provide continuous identity

validation with phishing-resistant MFA, not just at login but throughout a user’s

session [314, 326]. This matters especially in environments with many IoT devices,
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which often have limited native security [337].

6.1.2 Devices

The Devices pillar focuses on ensuring any device accessing the network is authen-

ticated and its security posture is continuously verified [72]. This includes managed

corporate devices and unmanaged personal devices, and is especially critical for IoT

devices that are often vulnerable and have limited computational resources [21, 288].

Traditional device security relies on periodic manual checks. ZT matures this by

introducing automated tools for health monitoring and patch management [72]. In

AZTRM-D’s optimal implementation, AI-driven systems continuously verify device

compliance in real-time. These systems can automatically quarantine or remediate de-

vices that deviate from security policies, ensuring even the most resource-constrained

IoT devices are securely integrated into the network [326].

6.1.3 Networks

The Networks pillar secures infrastructure by treating all tra�c as untrusted until

verified [72]. Its focus is on micro-segmentation, end-to-end encryption, and con-

tinuous tra�c monitoring to stop unauthorized lateral movement [132]. Traditional

“castle-and-moat” perimeter defenses are inadequate against internal threats [287].

ZT begins by implementing basic segmentation and encryption, then uses AI to moni-

tor tra�c for anomalies [156]. In AZTRM-D’s advanced state, AI dynamically adjusts

micro-segmentation based on real-time risk assessments [335]. In its optimal state,

the framework enforces just-in-time and just-enough connectivity, which is critical

for IoT devices. Devices then communicate only with authorized systems for the

minimum time necessary, which sharply reduces the attack surface [326].
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6.1.4 Applications and Workloads

This pillar focuses on securing applications and workloads throughout their lifecycle

[72]. Traditionally, application security is reactive, with security bolted on after de-

velopment. ZT matures this by integrating security scanning into the development

process, such as through DevSecOps [77]. AZTRM-D extends this by deeply integrat-

ing AI into the DevSecOps pipeline, automating vulnerability detection and policy

enforcement before deployment [17]. In its optimal state, the framework uses AI to

provide continuous runtime protection, detecting and responding to threats like re-

mote code execution exploits automatically by isolating workloads or applying virtual

patches without human intervention [329].

6.1.5 Data

The Data pillar sits at the center of ZT, covering data at rest, in transit, and in

use [118]. Traditional data security relies on protecting the network perimeter. ZT

matures this by implementing automated tools for data discovery, classification, and

encryption based on content and context [107]. AZTRM-D adds AI-driven systems

that provide full visibility into all data interactions [156]. In its optimal state, data

access is governed by dynamic, just-in-time, and just-enough access controls informed

by real-time risk analytics [335, 191]. This is essential for IoT environments, where

massive volumes of data are generated and processed in real time [21].

6.1.6 Cross-Cutting Capabilities: Governance, Automation, and Visibil-

ity

Three cross-cutting capabilities support the five pillars [72, 107]. Governance evolves

from ad-hoc manual processes to a fully automated and dynamic state, where AI

continuously monitors and adjusts policies based on real-time data and predictive

analytics [335, 276]. Automation and Orchestration mature from limited, task-specific
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scripts to a fully integrated environment where AI drives complex security processes

like incident response and policy enforcement without human intervention [6, 133].

Finally, Visibility and Analytics progress from fragmented, manual data collection to

full, real-time monitoring across the entire Information Technology (IT) environment.

In the optimal state, AI-driven systems provide predictive insights that enable an

organization to stay ahead of emerging threats [326, 115].

6.1.7 Integrating RMF, ZT, and DevSecOps in AZTRM-D

The true innovation of AZTRM-D lies not in applying these frameworks in isolation,

but in weaving them together into a single, cohesive strategy. In this integrated

model, the NIST RMF provides the structured, high-level governance process, an-

swering the question, “What are our organizational risks and what security posture

must we achieve?” The Zero Trust Architecture provides the granular, operational

security philosophy by answering, “How do we enforce access control at every level

to protect our resources in real-time?” [319]. Finally, DevSecOps provides the agile

and automated implementation methodology, acting as the engine that drives both

RMF and ZT goals continuously [280].

Treating AI as another entity that must adhere to ZT principles is also critical.

AI systems within AZTRM-D are subject to the same “never trust, always verify”

mandate, with strict identity controls, continuous monitoring, and human oversight to

manage the unique risks they introduce [271, 132]. This integrated approach, powered

by AI, makes security the fundamental basis of the entire development lifecycle, which

will be detailed in the following section.
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CHAPTER 7

AUTOMATED ZERO TRUST RISK MANAGEMENT WITH

DEVSECOPS INTEGRATION (AZTRM-D)

AZTRM-D is a methodology designed to embed adaptive, risk-based security into

every phase of the software lifecycle. It achieves this by unifying the principles of De-

vSecOps, the NIST RMF, and ZT, using AI as the orchestrating engine that enables

these frameworks to work in concert. The AI-driven orchestration that distinguishes

AZTRM-D is itself the federally identified maturity target for the Automation and

Orchestration pillar of Zero Trust: NSA’s Cybersecurity Information Sheet on ad-

vancing Zero Trust maturity in that pillar identifies AI-driven analysis, continuous

behavioral monitoring, and automated policy enforcement as the capabilities that dis-

tinguish a mature implementation from an immature one [213]. AZTRM-D therefore

aims at the same target the federal architecture aims at, applied across the software

lifecycle and instantiated below in concrete pipeline controls. Figure 7.1 provides a

high-level map of this integration, showing how ZT and RMF processes align with

the stages of a DevSecOps pipeline. To further illustrate the role of AI, Figure 7.2

presents a conceptual architecture of how AI components are integrated as a con-

tinuous feedback and control loop within the DevSecOps workflow. The subsections

that follow walk through each phase of the AZTRM-D lifecycle, naming the specific

activities and the AI-driven controls that operate within them.
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Figure 7.1: A high-level mapping of how Zero Trust and Risk Management Framework

processes align with the phases of the DevSecOps pipeline within the AZTRM-D

framework.

7.1 PHASES OF AZTRM-D

The AZTRM-D framework systematically integrates ZT principles, the RMF, and

DevSecOps methodologies, all orchestrated by AI, across the entire software and

system development lifecycle. The methodology is structured into distinct, yet in-

terconnected, phases. Each phase builds upon the previous one, embedding security

measures and risk management activities from inception to continuous operation.

The result is a security posture that evolves with the software and the threat envi-

ronment. Each subsection below documents the objectives of one phase, the activities

that operationalize it, and the role AI plays in driving the controls forward [67].

7.1.1 Planning Phase

The Planning Phase is the foundation of AZTRM-D. In this stage, we establish secu-

rity, risk management, and compliance strategies before any development even starts.
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Figure 7.2: AZTRM-D AI Architecture and Orchestration Engine
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Security gets built in from the very beginning by integrating ZT principles and RMF

methods into the development process [159, 132, 297].

A key activity here is automated threat modeling. As shown in Figure 7.2, the AI

Analytics and Orchestration Engine ingests core inputs such as system requirements

and architecture blueprints, regulatory standards, and sensitive data classifications.

Using these inputs, AI-driven tools analyze system requirements and architecture to

predict potential attack paths and security risks [129, 329]. Instead of relying on fixed

policies, AI algorithms use historical attack data and real-time threat information to

dynamically adjust security parameters and controls, outputting dynamic security

policies and compliance mappings [102].

At the identity level, AI-driven analysis of user roles helps create least-privilege

access policies [231]. For device security, AI-driven endpoint analytics check device

health before granting access to development environments. Network security involves

planning micro-segmentation strategies. Applications and workloads are designed

with security in mind, and automated validation enforces these principles. Finally,

for data security, AI automatically finds and classifies sensitive data, then applies the

right encryption and access control policies right from the start [118].

7.1.2 Development Phase

The Development Phase directly integrates security into the coding process. This

stage focuses on secure coding practices [59], real-time security scanning, and auto-

mated policy checks. The goal is to prevent vulnerabilities from being introduced [17].

Developers authenticate using strong, risk-based identity verification. AI-powered

Just-in-Time (JIT) access controls grant temporary, very specific privileges for par-

ticular tasks. This sharply cuts the risk of credential compromise [335].

Figure 7.2 shows how this works in practice. The AI Analytics and Orchestration

Engine pulls data from code commits, repositories, and developer activity logs. To
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secure the code itself, AI-driven Static Application Security Testing (SAST) tools are

built right into the developer’s Integrated Development Environment (IDE). They

provide immediate feedback on potential vulnerabilities. SCA tools constantly scan

dependencies for known weaknesses. This matters for supply chain security [239].

The AI engine generates real-time SAST/SCA findings, o↵ers AI-assisted secure code

suggestions, and can trigger adaptive authentication challenges for developers. If a

developer tries to commit code with hardcoded secrets or a vulnerable dependency,

the automated system can block the commit until the issue is fixed, enforcing a “secure

by default” approach [253].

7.1.3 Build Phase

The Build Phase preserves software supply chain integrity as source code becomes

executable artifacts [77]. Every action within the CI/CD pipeline is verified using

identity-based access controls. This stops unauthorized changes to build scripts or

environments [62]. Build environments are temporary and hardened. AI-driven in-

tegrity monitoring constantly assesses them to make sure they meet security stan-

dards.

A critical step in this phase, supported by the AI Analytics and Orchestration En-

gine which consumes Software Bill of Materials (SBOM) data and build logs, is the

automated creation and validation of an SBOM [220]. The SBOM gives a complete

inventory of all components and dependencies in the software [347]. AI-driven depen-

dency management tools check the SBOM against vulnerability databases, blocking

the use of any known-vulnerable components [102]. The AI also contributes to hard-

ened configurations and malicious packet detection. Finally, every build artifact is

cryptographically signed. AI-driven integrity verification mechanisms then scan these

signed artifacts for any unexpected changes or additions. Validation at this stage de-

tects supply-chain compromise introduced between development and testing.
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7.1.4 Test Phase

The Test Phase acts as the security checkpoint where the compiled software under-

goes thorough validation. AZTRM-D includes automated security testing, such as

AI-driven Dynamic Application Security Testing (DAST), fuzz testing, and runtime

validation [322]. The AI Analytics and Orchestration Engine takes DAST/fuzz test

results, Cloud Security Posture Management (CSPM) and Infrastructure as Code

(IaC) scan findings, and simulated attack scenarios as inputs. DAST tools test the

running application for vulnerabilities that might not be obvious in the source code.

AI-powered fuzzing engines create random inputs to test how resilient the application

is against unexpected conditions, often leading to intelligent test case generation.

Workload security is validated using CSPM and IaC scanning tools. These tools,

improved by AI, analyze deployment configurations for things like excessive permis-

sions, exposed secrets, or misconfigurations that could create vulnerabilities [265].

The AI outputs risk-prioritized vulnerability reports, automated remediation pro-

posals, and even automated exploit generation. If a security problem is found, for

example, a container set up to run with root privileges, automated policies will block

the deployment and force a fix. This phase makes sure both the application and its

planned operational environment are secure before release.

7.1.5 Release and Deliver Phase

The Release and Deliver Phase is when validated software transitions to a production-

ready state. This phase enforces Zero Trust principles, restricting build approvals to

authorized people and automated processes can approve and carry out a release [72].

The AI Analytics and Orchestration Engine processes release event logs and final

artifact integrity data. It then drives release approval or denial decisions and triggers

anomalous release activity alerts. AI-driven behavioral analytics monitor for any

unusual activity during the release process. An example might be an attempt to
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change a deployment configuration without proper approval [6].

Before delivery, a final automated check confirms the integrity of the software

artifacts. The cryptographically signed artifacts are verified one last time, and their

SBOMs are checked against the latest threat intelligence. This step prevents any last-

minute tampering or the introduction of a newly discovered vulnerability. This strict,

automated gatekeeping is designed to approve only secure, verified, and compliant

software for deployment. The AI also contributes to real-time configuration drift

corrections and predictive rollback analytics during the delivery process.

7.1.6 Deployment Phase

In AZTRM-D, the Deployment Phase uses a Zero Trust model to prevent security mis-

configurations or unauthorized changes during rollout. The principle of least privilege

is strictly enforced, with AI-powered Continuous Access Evaluation (CAE) ensuring

that deployment agents have the absolute minimum permissions needed, and only for

the duration of their specific task [191]. The AI Analytics and Orchestration Engine

analyzes runtime permissions and configurations, along with authorization decisions

and risk acceptance data. AI-driven integrity checks analyze deployment scripts and

runtime permissions in real-time to detect unauthorized modifications [336]. Should

a post-deployment issue arise, AI-powered predictive rollback analytics can identify

the last known good state and automate a secure rollback, minimizing downtime

and exposure, with the AI also influencing key authorization outputs and triggering

automated rollbacks.

7.1.7 Operate, Monitor and Feedback Phase

This final, ongoing phase keeps applications secure throughout their operational life.

AZTRM-D includes real-time threat monitoring, Zero Trust adaptive access control,

and AI-driven anomaly detection to provide continuous protection [240]. The AI
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Analytics and Orchestration Engine is central here, consuming operational logs, net-

work tra�c data, incident data, and ZT access logs. AI-driven Endpoint Detection

and Response (EDR) and RASP solutions constantly monitor workloads for signs of

compromise or active attack attempts [102]. If something unusual is detected, such

as an application trying to connect to a known malicious domain, automated security

policies can isolate the workload, end the connection, and start an incident response

workflow. AI drives automated threat detection and containment activities, dynamic

ZT policy adjustments, and proactive threat hunting queries.

Security data and logs gathered in this phase feed directly back into the system.

Telemetry, device health, and posture data flow into the AI Analytics and Orches-

tration Engine, which uses them to refine security policies and generate AI model

retraining data. AI-driven security analytics bring this operational data together to

identify new attack trends and refine ZT policies. The framework therefore adapts

and learns over time, feeding back into the planning and development stages.

7.2 NIST ARTIFICIAL INTELLIGENCE RISK MANAGEMENT FRAME-

WORK

While AI is integral to AZTRM-D’s e↵ectiveness, the AI models themselves intro-

duce unique risks and must be managed responsibly [171, 276]. To govern these com-

ponents, AZTRM-D incorporates the principles of the NIST AI Risk Management

Framework (AI RMF). The AI RMF provides a structured approach to addressing

the complex risks associated with AI, including issues of bias, transparency, and pre-

dictability [203].

A key part of this is ensuring the AI models are explainable and trustworthy.

Rather than operating as “black boxes,” the AI systems within AZTRM-D are de-

signed to provide clear justifications for their security decisions, a concept central to

the AI RMF’s “Govern” function. Recent studies show that techniques like ensem-
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ble label noise filters can measurably improve the reliability of local explanations,

which applies directly to making AZTRM-D’s security decisions more transparent

and trustworthy, especially when dealing with imperfect real-world data [333].

For instance, the framework emphasizes explainability. If the AI blocks a devel-

oper’s code commit, it does not simply return a “denied” message but provides a

clear, human-readable reason, such as: “Commit blocked: This change introduces

dependency ‘library-x-1.2‘, which has a known critical Common Vulnerabilities and

Exposures (CVE) entry (CVE-2021-41773, Apache path traversal and remote code

execution). Please update to version ‘1.3‘ or higher” [9]. To generate these justi-

fications, AZTRM-D is designed to integrate established Explainable Artificial In-

telligence (XAI) techniques. For example, it could use SHAP (SHapley Additive

exPlanations) to show precisely which code features most influenced the AI’s ’risky’

classification [178]. Alternatively, it could provide counterfactual explanations (e.g.,

’This commit would be approved if the dependency ‘library-x-1.2‘ were updated to

version ‘1.3‘ or higher’), o↵ering direct, actionable feedback to the developer.

The framework also addresses fairness, ensuring that AI models used for detecting

insider threats are trained on behavioral data like resource access patterns rather than

on personal identifiers to mitigate algorithmic bias. To operationalize this, AZTRM-

D incorporates specific fairness metrics during model validation. For example, it

uses ‘equalized odds‘ to ensure the model’s true positive rate (correctly identifying

malicious activity) and false positive rate (incorrectly flagging normal behavior) are

consistent across di↵erent developer roles or teams. If the AI flags commits from

the ‘Frontend‘ team at a statistically higher rate than the ‘Backend‘ team for similar

behaviors, the model is flagged for re-training with a more balanced dataset. This

prevents a scenario where the AI develops a bias against a particular group, ensur-

ing that security alerts are based on anomalous actions, not on pre-existing data

imbalances or job functions.
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Finally, the framework continuously tests AI threat detection models against ad-

versarial examples designed to fool them, confirming the models stay resilient against

sophisticated attackers [271]. By integrating these principles, AZTRM-D treats its

own AI components with the same rigor as the systems they are designed to protect.

7.3 IMPLEMENTATION OF ZERO TRUST METHODOLOGIES ON

ARTIFICIAL INTELLIGENCE MODELS/FEATURES

Applying ZT principles directly to the AI components is a critical, self-referential

aspect of the AZTRM-D framework. Granting implicit trust to any system, including

an AI, is inherently risky [276]. Therefore, each AI model and automation process is

treated as an independent entity that must be authenticated and authorized before

it can interact with data or other systems [132].

This is achieved through several layers of control. IAM protocols assign specific,

limited roles to each AI process. For example, an AI model does not use static, long-

lived credentials. Instead, it authenticates using a short-lived cryptographic token

(e.g., a JavaScript Object Notation (JSON) Web Token (JWT) or Secure Production

Identity Framework for Everyone (SPIFFE) certificate) that is automatically rotated

by a central secrets manager. This token is presented each time the AI process

requests access to a data source or another service. An AI model designed to analyze

network tra�c has no permission to access code repositories. This is enforced through

a Policy Enforcement Point that validates the AI’s token and checks its associated

role-based access control (RBAC) policy. The policy for the network-tra�c AI would

explicitly grant ‘read-only‘ access to a specific network log stream and deny all other

actions, such as write access or access to the Git server API.

Second, all data inputs to AI systems undergo integrity validation that detects

tampering or poisoning [171]. Finally, human oversight remains the backstop. While

AI can automate risk assessment and suggest responses, the final decision to, for
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example, shut down a critical production system, rests with a human operator who

can evaluate the broader context, aligning with the principles of responsible AI [203].

Automation thus supports rather than supplants human judgment in critical security

decisions.

The methodology, the orchestration logic, and the human-oversight model are

now fully specified. What’s missing is a worked example that shows how the pieces

interact end to end against an actual adversary. The next chapter walks through a

simulated scenario, tracing what AZTRM-D does at each stage of an attack lifecycle

and where the layered defenses break the kill chain.

85



CHAPTER 8

AZTRM-D SIMULATED THEORETICAL SCENARIO

8.1 INITIAL SCENARIO

To show the practical operation of the AZTRM-D framework, this section presents a

detailed simulated real-world scenario. This case study provides a tangible example

of how the framework’s core tenets, including DevSecOps, the NIST RMF, and Zero

Trust, all powered by AI, work together to create a resilient and adaptive secure

software development environment [67].

8.1.1 Scenario Description

To illustrate the practical implementation of the AZTRM-D methodology, consider

a hypothetical scenario involving Company A, a global financial services provider.

The company is entrusted with safeguarding a vast amount of sensitive data, includ-

ing customer Personally Identifiable Information (PII), transactional records, and

proprietary investment models. Given its complex operations and stringent regula-

tory requirements (e.g., NIST 800-53, PCI-DSS, Sarbanes-Oxley Act (SOX), General

Data Protection Regulation (GDPR)), Company A requires a security strategy that

enforces ZT principles, integrates RMF methodologies, and employs DevSecOps au-

tomation throughout its software development lifecycle [266, 72, 297, 77].

Company A operates a hybrid infrastructure that spans on-premises data centers

and multi-cloud platforms, each presenting unique security challenges. By adopting

AZTRM-D, the company embeds security, risk management, and compliance enforce-

ment directly into its DevSecOps framework, enabling a proactive, automated, and
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adaptive security posture.

8.1.2 AZTRM-D Walkthrough

Company A’s security architecture is designed to enforce continuous ZT validation

and automated risk assessments based on RMF principles [107, 191, 159]. The

foundation is a risk-based IAM system where every entity undergoes continuous au-

thentication before being granted access. If an AI-driven behavioral analytic engine

detects an anomaly, such as an administrative account acting outside its normal pat-

terns, the system automatically enforces adaptive authentication or revokes access

until manual verification is performed [231, 8].

To prevent lateral movement, Company A implements ZT micro-segmentation,

isolating development, testing, and production workloads [132]. AI-driven network

monitoring continuously analyzes tra�c patterns, automatically blocking unautho-

rized communications and triggering investigations when deviations are detected [169,

240]. Security monitoring is further strengthened by AI-powered Security Informa-

tion and Event Management (SIEM) and Security Orchestration, Automation, and

Response (SOAR) platforms, which initiate automated incident response workflows

to contain threats before they escalate [299]. Data security is non-negotiable; all data

is encrypted, and access is governed by strict, AI-enforced policies [118].

The AZTRM-D methodology is applied throughout the entire S-SDLC. During

planning, AI-driven risk modeling defines dynamic security policies [129]. In develop-

ment, developers use risk-based authentication, and all code is scanned for vulnerabil-

ities before being merged [17]. In the build phase, software is compiled in hardened,

ephemeral environments, and each artifact is cryptographically signed and its SBOM

validated to prevent supply chain attacks [62]. The test phase uses AI-powered pen-

etration testing and DAST to find flaws [329]. Finally, post-deployment, continuous

runtime monitoring keeps workloads resilient against new and evolving threats [102].
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8.1.3 AZTRM-D Enabled System Versus the Hacker

To truly appreciate the e↵ectiveness of the AZTRM-D methodology, let’s examine

how a sophisticated adversary might attempt to breach Company A’s infrastructure.

This exercise demonstrates how the framework’s integrated defenses neutralize each

phase of a modern cyberattack.

Figure 8.1 previews the structure of the walkthrough that follows. The top row

tracks the attacker’s moves as they pivot through five increasingly aggressive attack

categories, from reconnaissance against public infrastructure to physical attacks on

endpoint hardware. The bottom row names the specific AZTRM-D control that fires

at each phase. The rest of this section develops each phase in detail, explaining how

the relevant control engages and what the attacker encounters. A reminder on scope

is in order: this is a theoretical walkthrough designed to illustrate how the frame-

work’s pieces interact end to end. The empirical validation that determines whether

AZTRM-D actually delivers this protection appears in Chapters 9 through 11.

Figure 8.1: AZTRM-D attack-chain analysis for the Company A simulated scenario.

The attacker’s first move is reconnaissance. They scan Company A’s public-facing

infrastructure for misconfigured cloud storage or exposed APIs. However, AZTRM-D

drives continuous posture management with AI-driven compliance tools automatically
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correcting misconfigurations. Public APIs are secured behind ZT access policies,

requiring continuous validation of user identity and device posture. Any anomalous

request patterns trigger an automatic block and alert [319].

Frustrated, the attacker pivots to a MITM network attack. All internal tra�c

is encrypted with strong, modern protocols like TLS 1.3. Zero Trust Network Ac-

cess (ZTNA) policies also require every connection to be continuously authenticated

and assessed for risk, making it nearly impossible for an attacker to intercept traf-

fic or move laterally [132]. The AI-powered network monitoring tools would detect

the anomalous tra�c from a MITM attempt and automatically isolate the a↵ected

network segment [169].

The adversary then shifts to social engineering, using a sophisticated phishing

email to obtain employee credentials. Even if the email bypasses AI-driven filters, the

stolen credentials alone are insu�cient. ZT identity verification, enforced by MFA

and continuous behavioral analysis, would immediately block a login attempt from

an unrecognized device or location, rendering the credentials useless [231].

As a next step, the hacker might target the software supply chain, attempting to

inject a malicious dependency into the build pipeline. This is a common vector for

many organizations [239]. However, AZTRM-D’s enforcement of SCA and SAST at

every stage of development means the malicious library is flagged and quarantined

instantly. Every build artifact also undergoes cryptographic integrity validation, en-

suring no unauthorized code reaches production [62].

Desperate, the attacker might target IoT devices or attempt hardware-based at-

tacks with a malicious Universal Serial Bus (USB) drive. In both cases, the ZT

principles of device integrity and least privilege provide a strong defense. The IoT

devices operate on a micro-segmented network with firmware integrity checks, while

endpoint protection policies prevent unauthorized peripherals like the rogue USB

from executing code, immediately isolating the device from the network [102].

89



At every stage, the adversary hits barriers reinforced by real-time analytics, dy-

namic access controls, and automated risk assessment. AZTRM-D breaks the cyber-

attack lifecycle at multiple points, making it much harder for even a sophisticated

attacker to maintain sustained access.

The simulated scenario above demonstrates the framework’s logic against a text-

book attack chain, but a simulated walkthrough is not a validation. Whether AZTRM-

D actually delivers the protection the methodology promises depends on how the

framework behaves on physical hardware, against real adversaries, under empirical

measurement. The next three chapters address that question directly. Chapter 9

documents the controlled lab environment built on NVIDIA Jetson Orin devices and

reports the baseline benchmarking results. Chapter 10 details the Cybectr Sentinel

platform that operationalizes AZTRM-D, including the AI stack, the explainability

layer, and the measured runtime performance. Chapter 11 then puts Sentinel and

AZTRM-D under the multi-vector adversarial campaign that determines whether the

architecture holds when three independent testers attempt to break it.
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CHAPTER 9

LAB-BUILT SCENARIO AND BENCHMARKING

To demonstrate the practical e�cacy of AZTRM-D, we designed and implemented a

controlled lab environment using NVIDIA Orin devices as the core IoT components

and a local Git server to embody DevSecOps principles within a Zero Trust archi-

tecture. The goal was to create a maximally secure environment while keeping the

system operationally usable, then put it under realistic adversarial pressure at each

stage of the hardening process. What follows documents that work in full, from fac-

tory defaults through final hardening, including the quantitative results it produced

[67].

9.1 IMPLEMENTED SECURITY POSTURE

The lab setup maps security controls directly to the core pillars of the Zero Trust

model. On the identity side, GitLab repository access is restricted to authorized

users with MFA enforced across all logins, Secure Shell (SSH) key management poli-

cies in place, and RBAC configured for least-privilege access. The Orin devices go

through foundational hardening at the device level, covering unnecessary services

and ports are disabled, access to the local Git server is routed through reverse SSH

tunnels, and firmware integrity is monitored continuously. Network isolation and

micro-segmentation limit lateral movement, with firewalls blocking all unauthorized

outbound tra�c.

Application and workload security runs through several practices at once. RASP

is embedded to let applications detect and block attacks during execution [102]. All

91



commits require cryptographic signing, and Software Bills of Materials (SBOMs) are

generated and maintained so dependencies can be tracked and scanned continuously

for vulnerabilities [239]. Data security is handled through access-controlled reposito-

ries, data classification schemes, and encrypted transfers. Detailed logging of all server

activity feeds into AI-driven anomaly detection that monitors both user behavior and

device behavior for anything suspicious [102].

9.2 SECURITY TESTING CAMPAIGN

This section walks through our assessment of the NVIDIA Jetson Orin Nano’s secu-

rity posture at each stage of its hardening process. Each scenario was tested from

two perspectives, an external attacker using a standard penetration testing method-

ology aligned with NIST Special Publication 800-115 [294], and an insider evaluating

adherence to ZT principles.

9.2.1 Security Testing Scenario: Factory Default Configuration

The first assessment targeted the Jetson Orin Nano in its unconfigured, out-of-the-box

state. This mirrors the conditions an attacker would encounter on a freshly deployed,

unhardened device.

Outsider Perspective:

Reconnaissance started with passive network observation to identify the device’s

MAC and IP addresses, with a ping sweep confirming the device was active. Spe-

cialized search queries turned up publicly available information that, in many cases,

directly revealed the common default login credentials. In the scanning phase, Nmap

port scans [180] (nmap -sV -p- <target device IP>) consistently found open ports

for SSH (22) and Virtual Network Computing (VNC) (5900) on default JetPack

configurations. Service version detection fed exact software versions into Nessus and
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OpenVAS [117], which surfaced numerous unpatched CVEs in the kernel and NVIDIA

drivers.

For initial access, brute-forcing SSH with Hydra [320] against the default nvidia:nvidia

credentials was the most reliable method, as these credentials ship with the factory-

default JetPack image [232]. The default SSH daemon had no account lockout

mechanism, which made this approach highly e↵ective. Once in as the nvidia user,

the default sudo configuration allowed immediate privilege escalation to root via a

single sudo su command. Full administrative control, achieved in under five minutes.

Persistence was then established by modifying system initialization files (~/.bashrc

or /etc/rc.local) to launch a reverse shell on boot, creating hidden user accounts,

and using SSH tunneling to encrypt command-and-control tra�c. Log cleanup in-

volved systematically wiping or altering entries in /var/log/, specifically auth.log

and syslog, and clearing shell histories to hinder forensic investigation.

Insider Perspective:

From an authenticated user’s perspective, the default configuration represented

a complete failure of ZT principles before any meaningful security decision had to

be made. A weak default password means the initial trust decision is already com-

promised. Once logged in, unconstrained sudo access is a direct violation of least

privilege. A proper ZT posture would mandate strong, unique credentials and granu-

lar sudo policies from day one. Sensitive configuration files in /etc/ and mutable log

files in /var/log/ were readable without restriction. With root trivially in reach, an

insider could modify any system file, install malware, create hidden accounts, alter

network configurations, and erase logs entirely. The audit trail, which is a core ZT

requirement, was e↵ectively meaningless.
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9.2.2 Security Testing Scenario: After Initial Hardening

This test ran after initial AZTRM-D hardening focused on eliminating the network

attack surface. The network-level exposure was gone. What it revealed, though, was

that physical vulnerabilities remained unaddressed.

Outsider Perspective:

Reconnaissance and scanning confirmed the network-based attack surface had

been eliminated. Thorough Nmap scans found no open ports; vulnerability scan-

ners returned nothing actionable. That shifted our e↵orts entirely to physical attack

vectors. The unencrypted Secure Digital (SD) card turned out to be the primary

vulnerability.

After physically removing the SD card, we mounted its root filesystem on an ex-

ternal Linux machine and had full access to all files, including /etc/shadow. Using

chroot, we reset a local user’s password o✏ine, bypassing all logical authentica-

tion entirely. After reinserting the card, we connected via the UART serial console

(ttyTHS1), authenticated with the new credentials, and escalated to root because the

user was still in the sudo group. Network access was secured. Physical access was

not.

Insider Perspective:

The logical controls for user authentication, Git server access, and development

workflows were working correctly at this stage. The problem was the SD card. An

insider with physical access to the device could remove the card, mount the filesystem

externally, and gain unauthorized root access outside any software-based monitoring

AZTRM-D had implemented. At this stage, the framework implicitly trusted hard-

ware integrity once physical access was obtained. That meant an insider could operate

at the lowest system level with unconstrained privileges, invisible to the logging and
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enforcement systems designed to catch exactly that behavior. The physical storage

gap remained, and it negated much of the rest.

9.2.3 Security Testing Scenario: After Final Hardening

This test ran after implementing full SD card encryption and hardened root access

controls, addressing the physical and privilege escalation vulnerabilities identified in

the previous round.

Outsider Perspective:

The device held. Network scans again confirmed no remote attack surface. The

physical vector was closed. Removing the SD card now presented an encrypted vol-

ume, and all attempts to mount the filesystem or perform an o✏ine password reset

failed. GPIO pins were disabled. The UART serial console remained physically ac-

cessible but was no longer viable. Without the ability to tamper with the SD card or

find an easy privilege escalation path, it simply presented a login prompt for which

we had no credentials. No access was achieved via external or physical means.

Insider Perspective:

The access controls and secure development workflows remained consistently ef-

fective throughout. The final hardening addressed the critical blind spot around

out-of-band root access. Attempts to escalate privileges, even from an authenticated

administrative account, were no longer trivial and required explicit validation that

could not be easily circumvented. The “never trust, always verify” principle was now

extended to the deepest system layers, and the risk of an insider gaining unauthorized

root access dropped sharply.

95



9.2.4 AI-Assisted Insider Attack Validation

A critical design question for any AI-integrated development pipeline is whether the

introduction of AI code generation tools creates new pathways for insider threats.

AZTRM-D’s architectural answer is that automated security gates evaluate code con-

tent, not authorship. Stage 3 validation tested this claim directly.

One of the three testers submitted Python code generated by an external LLM

(Claude, Anthropic) designed to perform privilege escalation via a subprocess call

invoking sudo without a granular policy wrapper. The submission was made through

the standard developer commit workflow with no disclosure that the code was AI-

generated. Three independent automated gates evaluated the submission.

1. SAST (Semgrep) flagged the subprocess call pattern against the project’s

AZTRM-D policy ruleset in 3.4 seconds. The flag was raised on code content,

specifically the pattern of invoking a shell command with elevated privileges

without a corresponding policy wrapper, with no knowledge of the code’s ori-

gin.

2. Secrets Scan independently detected an embedded test API key present in the

submitted code, triggering a separate policy violation.

3. SBOM Validation rejected an unauthorized dependency introduced in the same

commit.

All three gates fired before any human reviewer examined the submission. The

AI-generated nature of the code was irrelevant to detection. The gates evaluate what

code does, not how it was written. This result supports the AZTRM-D design prin-

ciple that content-evaluation automated gates are authorship-agnostic and therefore

remain e↵ective as AI code generation capability improves. The boundary condition

of this claim, specifically a white-box adversary with knowledge of the policy rules,

is acknowledged in the limitations discussion in Section 13.2.
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9.3 QUANTITATIVE BENCHMARKING RESULTS

Table 9.1 summarizes the security posture before and after AZTRM-D hardening

across six measured metrics. Every value in the AZTRM-D column comes from

Stage 3 testing on the physical NVIDIA Orin hardware.

Table 9.1: Quantitative Benchmarking of AZTRM-D Security Improvements on

NVIDIA Orin Devices. Source: Stage 3 measured results (this work) [67].

Security Metric Baseline (Factory Default

NVIDIA Orin)

AZTRM-D Hardened

Configuration (NVIDIA Orin)

Open Network Ports 4 Ports (SSH, VNC, HTTP,

HTTPS)

0 Ports (Complete elimination of

network attack surface).

Initial Access Time

(External)

Less than 5 minutes (via default

credential brute-force).

Not Possible (No remote or physical

vectors found).

Privilege Escalation Immediate (single sudo su

command from default nvidia

user).

Blocked (Requires explicit, multi-step

validation; default paths removed).

Vulnerability Detection

Rate (VDR)

0% (No automated scanning

integrated into development

pipeline).

96.8% (61/63; Eq. 9.1). Automated

SAST, DAST, SCA, CSPM, and IaC

scans.

Mean Time to Remediate

(MTTR)

Weeks to Months (Manual

patching, firmware updates, or

re-flashing).

1-3 days (Automated alerting and

patching pipeline, with AI-driven

remediation or automated rollback).

Supply Chain Vulnerability High (No dependency scanning or

artifact signing for device

software).

Low (Mandatory SBOM validation and

cryptographic signing for all software

components).

9.3.1 Vulnerability Detection Rate Measurement Methodology

The 96.8% vulnerability detection rate (VDR) reported for AZTRM-D’s five-modality

CI/CD scanning pipeline was derived from a controlled test corpus built in two parts.

One part consisted of vulnerabilities deliberately seeded into the codebase prior to

each hardening stage, representing known vulnerability classes targeted by each scan-
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ning modality. The other part consisted of vulnerabilities discovered organically dur-

ing testing, including findings surfaced through active exploitation attempts in Stages

1 and 2.

A custom corpus was constructed rather than using a standardized benchmark

such as Open Worldwide Application Security Project (OWASP) Benchmark or the

Juliet Test Suite because the validation required vulnerabilities representative of the

specific deployment environment: an embedded Linux system (NVIDIA Orin run-

ning JetPack) with a GitLab CI/CD pipeline, IoT-specific network configurations,

and AZTRM-D’s five-modality scanning stack. Standardized benchmarks target web

application vulnerabilities (OWASP Benchmark) or general C/C++ code defects

(Juliet) and do not include the infrastructure misconfigurations, CSPM findings, or

supply chain vulnerabilities that three of AZTRM-D’s five scanning modalities are

designed to catch. The trade-o↵ is that a custom corpus cannot claim the cross-study

comparability of a standardized benchmark. The Wilson score confidence interval

(Equation 9.2) and the modest corpus size (n = 63) are reported explicitly so readers

can assess the statistical precision of the result on its own terms.

Table 9.2 provides the full derivation. Each row corresponds to one CI/CD scan-

ning modality. The “Unique Detections” column counts findings caught by that

modality and no other. “Shared Detections” counts findings confirmed by at least

one additional modality, providing independent cross-validation. The two vulnerabil-

ities constituting the undetected 3% were novel logic flaws requiring manual expert

analysis. One involved an application-layer race condition with no exploitable pat-

tern recognizable to static or dynamic analysis tools. The other was a business-logic

authorization bypass with no signature in any evaluated scanner database. Both

were identified through manual code review during the post-Stage-3 assessment. All

three testers independently reviewed both findings and agreed on their classification

as logic-layer vulnerabilities beyond automated scanner detection before they were
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recorded as confirmed undetected results. Both are documented in the remediation

log.

Table 9.2: Vulnerability Detection Rate Derivation by Scanning Modality. Source:

Stage 3 CI/CD pipeline results (this work).

Modality Seeded Discovered Unique

Detections

Shared Detections

SAST (Semgrep +

GNN-augmented)

18 4 11 11

DAST 12 3 6 9

SCA (SBOM +

dependency scan)

9 2 7 4

CSPM 7 1 5 3

IaC Scanning 6 1 4 3

Total Corpus 52 11 63 total vulnerabilities

Detected

(aggregate)

61 (96.8%)

Undetected 2 (novel logic flaws, manual review)

Overlap between modalities is counted once in the numerator; a vulnerability caught

by both SAST and DAST contributes one to the detected count.

The aggregate detection rate was calculated as shown in Equation 9.1.

VDR =
Total Detected

Total Corpus
=

Ndetected

Ntotal
=

61

63
= 96.8% (9.1)

For a sample proportion p̂ = 61/63 = 0.968 with n = 63, the Wilson score 95%

confidence interval provides a measure of statistical precision:

CI95 =
p̂+ z2

2n ± z
q

p̂(1�p̂)
n + z2

4n2

1 + z2

n

= [0.891, 0.991] (9.2)

where z = 1.96 for 95% confidence. The lower bound of 89.1% confirms that even at

the conservative end of the confidence interval, the pipeline detects the large majority

of seeded and organically discovered vulnerabilities in the controlled corpus. The
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interval width reflects the modest corpus size (n = 63); a larger-scale validation

would tighten this bound. This conservative aggregation avoids inflating the rate

through double-counting of findings confirmed across multiple modalities. Baseline

detection rate under Stage 1 (factory default, no automated scanning) was 0% for all

modalities, as no CI/CD pipeline existed prior to AZTRM-D implementation [67].

Figure 9.1: VDR breakdown by scanning modality: seeded versus organically discov-

ered vulnerabilities (left) and unique versus cross-modality shared detections (right)

from the 63-vulnerability test corpus.

Figure 9.1 breaks down the VDR by scanning modality. Table 9.1 summarizes

the security improvements achieved across all three stages. Figure 11.7 presents the

Stage 1 versus Stage 3 security posture comparison. The numbers tell a clear story.

At factory default, reconnaissance identified four open network ports: SSH, VNC,

and web services on HTTP/Hypertext Transfer Protocol Secure (HTTPS), each one

a direct remote attack vector. After AZTRM-D hardening, that number dropped to

zero. No remote exposure at all, which matters particularly for edge devices where

the threat surface otherwise includes any network interface the device touches.

Regarding initial external access time, the factory default Orin was compromised

in under five minutes. This speed came down to two factors, widely known default

credentials, and the SSH daemon having no account lockout mechanism. Brute force
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with Hydra was more a formality than a challenge. With AZTRM-D applied, external

access became not possible. Testing covered both remote network and direct physical

attack vectors after SD card encryption and GPIO hardening, and neither produced

a viable entry point.

Privilege escalation follows the same pattern. A single sudo su command from the

default nvidia user gave immediate root at Stage 1. After full hardening, escalation

requires explicit multi-step validation, and the default paths that made it trivial have

been removed.

The CI/CD vulnerability detection rate went from 0% to 96.8%. That 0% baseline

is not a failure of e↵ort; it reflects a factory configuration with no scanning pipeline

whatsoever. Vulnerabilities were found reactively, long after deployment or after an

incident. Under AZTRM-D, five scanning modalities run in parallel across every

code push. Those modalities are SAST, DAST, SCA, CSPM, and IaC analysis. The

remaining 3% reflects novel logic flaws and context-dependent misuse patterns that

automated tools don’t handle well and that require expert human review.

MTTR dropped from weeks or months to 1–3 days, as measured across four re-

mediation cycles during Stage 3 validation on the Orin devices (two critical vulnera-

bilities, one misconfiguration, and one supply chain finding). The baseline MTTR of

weeks to months reflects industry-reported remediation timelines for systems without

automated patching infrastructure [99, 77]. Under AZTRM-D, automated alerting,

integrated patching pipelines, and AI-driven remediation or automated rollback mean

critical vulnerabilities can often be addressed within hours.

Supply chain vulnerability shifted from high to low. The factory configuration had

no dependency scanning or cryptographic signing for any device software. AZTRM-D

mandates SBOM validation for all software components and cryptographic signing of

all build artifacts, with continuous AI-driven dependency scanning running through-

out.

101



9.3.2 Supply Chain Vulnerability Quantification

The categorical improvement in supply chain security posture from High to Low

is supported by measured evidence from Syft [20] and Grype [19] analysis of the

NVIDIA Orin platform. Prior to AZTRM-D implementation, the factory-default

JetPack image contained no SBOM and no dependency signing. Syft was run against

the default JetPack image to generate a baseline software bill of materials, and Grype

was then run against that SBOM to enumerate known CVEs in the dependency tree.

Table 9.3 presents the comparison.

Table 9.3: Supply Chain Vulnerability Comparison Pre- and Post-AZTRM-D. Source:

Syft [20] and Grype [19] analysis of NVIDIA Orin JetPack image (this work).

Condition Critical CVEs High CVEs SBOM Present

Factory default (Stage

1)

7 23 No

Post-AZTRM-D

(Stage 3)

0 flagged unresolved 0 flagged unresolved Yes (signed)

Stage 1 CVE counts reflect Grype enumeration against the Syft-generated SBOM

for the factory-default JetPack image. The Stage 3 figure of zero unresolved Critical

and High CVEs reflects mandatory SBOM validation at the IaC gate. CVE blocks

deployment until patched or formally accepted via the RMF deviation process.

Table 9.4 documents the resource overhead and scalability characteristics mea-

sured on the Orin during Stage 3 operation.

Table 9.4: AZTRM-D Resource and Scalability Benchmarking (NVIDIA Orin).

Performance Metric Measurement Significance

Resource Usage (AI Scans) 12-18% average CPU overhead

during CI/CD pipeline scans

(SAST/SCA).

Demonstrates that continuous security

scanning is computationally feasible on

edge devices without crippling

performance.

Continued on next page
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Table 9.4 – continued from previous page

Performance Metric Measurement Significance

Policy Enforcement Latency Less than 40ms for ZT access

policy evaluation at the Policy

Enforcement Point.

AZTRM-D design target for real-time

policy evaluation, consistent with the

per-request access architecture described

in [266]. Ensures that stringent, real-time

access checks do not introduce significant

delays that would impact user experience

or system-to-system communication.

AI Model Training Time

(Initial)

14 hours to train the insider

threat model using three

months of log data on a

standard cloud GPU instance.

Quantifies the initial setup cost for the AI

components, providing a baseline for

resource planning.

Scalability Test (Endpoints) Single-device baseline: 3.8%

CPU, 41MB memory, 6.2ms

PEP latency at steady-state

on NVIDIA Orin (Stage 3

measured). Multi-endpoint

fleet testing was not

conducted; multi-device

characterization is designated

as future work (Section 13.4).

Projects that the orchestration

architecture scales to enterprise

deployment densities without breaching

the 40 ms PEP latency SLA; actual

performance depends on network topology

and authentication event frequency.

Security that degrades operational performance isn’t viable on constrained edge

hardware. Table 9.4 quantifies the AZTRM-D overhead on the Orin directly: AI-

driven scanning stayed between 12–18% of CPU capacity, well within what the device

can absorb without impacting its primary function. ZT policy enforcement added

less than 40 ms of latency per access decision, which is imperceptible in normal

operation. These figures come from the actual Orin hardware, not a more capable

test environment standing in as a proxy.

The 14-hour initial training time for the insider threat model is the one figure

worth planning around explicitly. That training run requires three months of oper-

ational log data and a cloud Graphics Processing Unit (GPU) instance, and it must

complete before behavioral anomaly detection reaches operational accuracy. It’s a
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one-time cost, not a recurring one, but organizations can’t activate behavioral moni-

toring on day one and expect accurate results immediately.

The scalability section documents what was actually measured: a single Orin

device under sustained operational load. Multi-device fleet behavior requires physical

multi-device testing, which is scoped as future work and will determine at what

endpoint count horizontal scaling of the orchestration tier becomes necessary.

9.3.3 Scalability Projection Methodology

This section documents what the Stage 3 single-device measurements establish and

don’t establish about fleet-level scaling behavior. The distinction matters for honest

interpretation of the results.

Stage 3 validation established the per-device resource footprint of the AZTRM-D

orchestrator on the NVIDIA Jetson Orin. Under normal operational load on a single

enrolled device, the orchestrator consumed 3.8% CPU and 41MB memory, with PEP

request latency measured at 6.2ms. Metrics were collected using top and vmstat

at 5-second intervals throughout the monitoring window. These figures were stable

across a 72-hour continuous operation window with active telemetry streaming and

periodic re-authentication events.

Multi-endpoint physical testing was not conducted in this validation environment.

Projecting orchestrator resource consumption across an endpoint fleet from a single

measured data point requires fitting a scaling model with at least two free param-

eters, which cannot be done from a single observation without imposing unjustified

assumptions about the functional form of the relationship. No multi-endpoint pro-

jection table is presented here.

What the single-device measurements do establish is a hard constraint on the

scaling behavior. If the orchestrator scaled linearly, with each enrolled device adding

its own independent 3.8% CPU load, the resource equation would be:
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CPU(n) = 3.8n %

At n = 1,000 enrolled devices, that yields 3,800% CPU load, which is physically

impossible on a single Orin module or any single-board compute platform. Sub-

linear scaling is therefore a necessity, not a design aspiration. What the measured

figure establishes is a per-device floor; actual fleet scaling behavior is bounded above

by linear and bounded below by O(log n), the theoretical minimum for any cache-

resident session management system.

Sub-linear scaling has a defined architectural basis in the AZTRM-D design, doc-

umented in the Zero Trust Architecture (ZTA) specification. NIST SP 800-207’s

PEP/PDP session token model requires that after initial device authentication, sub-

sequent access requests are validated against cached session state rather than resub-

mitted to the Policy Engine for full trust recomputation [266]. In a deployed fleet, as n

grows, the fraction of requests that hit cached session state increases relative to first-

evaluation requests, which drives down average CPU cost per request. AZTRM-D

Sentinel’s telemetry aggregation layer similarly batches sensor streams from enrolled

devices into consolidated processing cycles, preventing memory and I/O from growing

in direct proportion to endpoint count. Neither of these properties is speculative; both

are architectural requirements that were validated at the single-device level during

Stage 3.

The 6.2ms PEP latency and 3.8% CPU measured under steady-state single-device

load confirm that the per-session evaluation cycle operates well within both the 40ms

Service Level Agreement (SLA) ceiling and the 20% security overhead constraint

established as AZTRM-D design requirements for resource-constrained IoT deploy-

ments, with the Orin hardware specifications defining the compute budget within

which these constraints must be satisfied [233]. That headroom is real and doc-

umented. Characterizing the exact n at which the orchestration layer approaches
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saturation, and horizontal scaling of the PDP tier becomes operationally necessary,

requires a controlled multi-device experiment. That experiment is scoped as a priority

for future work in Section 13.4.

9.3.4 System Technical Overview

Figure 9.2 shows the internal security flow for a device running under AZTRM-D,

from secure boot through continuous monitoring to access policy enforcement. The

sequence reflects deliberate design choices worth walking through.

The process starts with Secure Boot, which establishes the chain of trust from the

first software loaded. Cryptographic verification of the bootloader, kernel, and initial

OS components before execution prevents the device from starting with tampered or

compromised code. What follows is Continuous Device Health and Environmental

Monitoring, which checks for malfunction, resource exhaustion, or unusual system

behavior, and tracks physical conditions like temperature and power supply. Unex-

pected changes in those parameters can signal tampering or cooling failures.

Device Inventory Management maintains an accurate record of all hardware com-

ponents and deployed software versions, which feeds into Firmware Integrity Checks.

Firmware is verified using cryptographic hashes or digital signatures to confirm it

hasn’t been altered by malware seeking persistent control at a fundamental hardware

level.

Automated Scanning on the Git Server happens before any deployment. This is

the DevSecOps integration point, where code and configuration changes are automat-

ically scanned for vulnerabilities, policy violations, or malicious injections before they

reach an operational device. Sensitive data gets labeled and classified so protection

measures can be applied proportionally. PII and financial records receive stronger en-

cryption, stricter access controls, and more intensive logging than routine operational

data.
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Behavioral Monitoring for Insider Threat Detection establishes a baseline of nor-

mal operational behavior for users and system processes, then watches for deviations.

Unusual file access attempts, unauthorized privilege escalation, and anomalous data

aggregation or transfer activity all trigger alerts. Unauthorized Data Transfer De-

tection runs alongside this, specifically watching for exfiltration attempts, whether

deliberate or accidental.

Several parallel processes feed into the access control decision-making layer. Ap-

plication Version Scanning checks for outdated software versions that contain known

unpatched vulnerabilities. RASP is embedded within applications to detect and block

attacks in real time as they happen. Automated Dependency Scanning checks third-

party libraries for known flaws. The broader Anomaly Detection and Real-time Be-

havioral Analysis layer catches unusual activity at both the system and network levels

that more specific checks might miss.

All of these streams converge at the Centralized Policy Engine. Rather than

applying a static policy at the perimeter and trusting everything inside it, the engine

evaluates the device’s security posture continuously based on real-time inputs from

every monitoring component, then makes access decisions accordingly. Access is

granted, denied, or restricted based on current conditions rather than assumptions

made at deployment time.

9.3.5 User Interaction with AZTRM-D Implemented System

Figures 9.3 and 9.4 document the secure workflows governing how developers and

administrators interact with the implemented system, particularly around code man-

agement and server access.

Figure 9.3 shows the Git server workflow. The security philosophy here is shift-

left, catching problems early before insecure code ever enters a shared repository.

Every commit request is logged immediately, creating an audit trail from the first
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Figure 9.2: The internal security process flow for a device operating under the

AZTRM-D model, from secure boot to continuous monitoring and policy enforce-

ment.
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action. Before code can be considered for merging, it goes through SAST, which

analyzes source code for potential security flaws without executing it. A failed scan

automatically rejects the commit. Pass the SAST, and the commit moves to a Secrets

Scan that looks for accidentally embedded credentials, API keys, or sensitive data.

A failed Secrets Scan also results in rejection, while a successful one is logged and

moves to Admin 1 approval, a human gate before code gets integrated into the shared

repository.

Once individual developers’ work passes initial scans and receives approval, branches

merge into a Quality Assurance (QA) environment. That integrated codebase requires

Admin 2 approval, followed by Dependency and SBOM checks against all third-party

components, followed by DAST of the running application. Unlike SAST, DAST

tests the application while it’s executing, finding vulnerabilities that only appear at

runtime. Infrastructure as Code scanning then validates the deployment configura-

tion itself for misconfigurations that could create vulnerabilities in the deployment

environment. Pass all of that, and the code moves to a staging environment. Super

Admin approval is required before the release artifact gets cryptographically signed

and moved to the secure repository for production deployment. Every step is logged.

Nothing reaches production without clearing every gate.

Figure 9.4 details the multi-layered user authentication and session management

flow for accessing a device-hosted server under AZTRM-D’s Zero Trust policies. Every

access attempt goes through continuous verification and risk assessment, far beyond

single-factor authentication.

The flow starts when a user connects from their assigned machine, which is im-

mediately logged. Before authentication begins, the system checks account status.

Accounts inactive for 10 days are suspended, and accounts inactive for 30 days are

purged entirely. These are AZTRM-D policy parameters consistent with NIST SP

800-53 account management controls (AC-2) [145]. Physical security comes next.
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Figure 9.3: The secure Git server workflow within AZTRM-D, illustrating the manda-

tory security checks and administrative approvals required for code progression.
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The assigned USB security key must be present during the connection attempt. A

missing key suspends the account and logs the attempt.

If the key is present, SSH key verification runs. Three failed attempts trigger

automatic suspension. A correct SSH key passes control to passphrase verification,

which enforces the same three-attempt limit. Password authentication follows the

same pattern, with an additional check. If seven days have passed since the last

password change, the user gets prompted to choose a new password from a provided

set within 30 seconds. Failure to do so results in immediate suspension. Two-factor

authentication completes the chain, again with a three-attempt limit before automatic

suspension.

After all authentication stages pass, the user gains access to their assigned devel-

oper Git instance, and this is immediately logged. Sessions are continuously moni-

tored and automatically terminated after 60 minutes, consistent with least-privilege

continuous verification principles [71, 216], and all activity is logged throughout. The

intent is that access remains continuously verified and context-aware from initiation

to termination, adhering to least privilege at every step.

9.3.6 Future Setup Additions

Several improvements are planned to mature the Zero Trust architecture for this

NVIDIA Orin-based IoT environment. On the network side, the existing Virtual

Private Network (VPN) infrastructure will be replaced or complemented by a ZTNA

solution, enforcing identity- and context-aware access to internal services, including

the local Git server, and moving away from perimeter-based trust models entirely.

The lab environment establishes that AZTRM-D’s policy and access model can be

deployed on constrained-edge hardware. What it does not yet specify is the platform

that operationalizes the methodology day to day, which AI subsystems run on the

device, how their decisions get explained to a human operator, and what the resulting
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Figure 9.4: The multi-layered user authentication and session management flow for

accessing a device-hosted server under AZTRM-D’s strict ZT policies.

112



runtime cost looks like in measured terms. The next chapter introduces Cybectr Sen-

tinel, the deployed platform that turns AZTRM-D from a methodology specification

into a working system, and documents the architecture, AI stack, and operational

metrics that the comparative analysis in Chapter 11 then evaluates.
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CHAPTER 10

CYBECTR SENTINEL: ARCHITECTURE, AI STACK, AND

OPERATIONAL MECHANICS

Sentinel was built because, to the best of our knowledge, no single commercial product

covers all four capability gaps at once. The combination of unknown asset coverage,

on-demand AI-guided pen testing, MITRE D3FEND and ENGAGE integration in a

single system, and encrypted RBAC-gated findings reporting aligned to AZTRM-D’s

access control model doesn’t exist in any o↵-the-shelf product. Cybectr Sentinel is

a proprietary platform developed by Cybectr LLC under the leadership of the au-

thor (Coston), who serves as Chief Executive O�cer (CEO) and Founder. Cybectr

LLC was established as a United States Department of Defense contracting com-

pany prior to the conception of Sentinel; the company provided the Sentinel platform

and its associated tools for use in this research. Eadan Plotnizky and Karl David

Hezel contributed to platform development and adversarial testing under contract

with Cybectr LLC; all intellectual property rights are held by Cybectr LLC per their

respective agreements. Cybectr LLC has provided a written letter of approval autho-

rizing the use of Sentinel, its architecture, algorithms, and performance data in this

dissertation for academic purposes. Plotnizky and Hezel have each provided sepa-

rate written permission for the use of their contributions. Copies of all approval and

permission letters have been provided to the dissertation committee. Deployment

supports three modes. It can be embedded directly in the target environment, as

a local software install, or from a USB drive for rapid assessment scenarios. All AI

analysis routes through a secure encrypted channel to the cloud-trained model.

The AI component selection rationale documented in Chapter 7 provides the al-
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gorithmic foundation for what follows here. This chapter covers the architecture

those algorithms operate within, how the workflow connects them end-to-end, the

explainability layer that makes their decisions defensible under formal review, and

the measured performance figures. Chapter 11 presents the validation results from

adversarial testing against the deployed system.

10.1 THE FOUR CAPABILITY GAPS SENTINEL FILLS

Gap 1: Unknown Asset Coverage.

Standard scanners match discovered assets against signature databases. When an as-

set isn’t in the database, which happens constantly in IoT environments with custom

firmware or proprietary industrial hardware, the scanner reports nothing and the miss

is silent. Sentinel builds a feature vector for the unknown asset using sentence trans-

former embeddings and computes cosine similarity against a library of known-asset

vectors [261]. Equation 11.7 defines the similarity metric. A score above 0.82 pulls

a vulnerability profile from the nearest neighbor’s known CVE history, converting a

silent miss into a flagged, reviewable risk estimate.

Gap 2: AI-Guided Penetration Testing On Demand.

Conventional pen testing needs a dedicated red team, real budget, and at best runs

quarterly. Sentinel’s PPO agent runs penetration tests inside an isolated sandbox

whenever the user approves it at the workflow gate [274]. The agent learns attack

sequences from MITRE ATT&CK Tactics, Techniques, and Procedures (TTP) data

and sequences Metasploit [255] modules accordingly. This isn’t a substitute for a

skilled human red team on complex engagements, but it provides continuous auto-

mated exploitation validation that, to the best of our knowledge based on a review

of commercially available tools as of 2024, is not o↵ered as an integrated capability
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within a single unified security platform.

Gap 3: MITRE D3FEND and ENGAGE Integration.

D3FENDmaps NIST-funded countermeasures against ATT&CK o↵ensive techniques.

ENGAGE is MITRE’s adversary engagement, deception, and denial framework. Sen-

tinel’s RAG pipeline queries D3FEND after a vulnerability is confirmed and generates

specific mitigation steps. The ENGAGE module then uses the confirmed TTP data

to inform active defense decisions, including whether deception assets should be de-

ployed. To our knowledge, no widely deployed commercial scanner integrates both

D3FEND countermeasure mapping and ENGAGE active defense planning within a

single workflow.

Gap 4: Encrypted, RBAC-Gated Reporting.

Findings are Advanced Encryption Standard 256-bit (AES-256) encrypted when they

leave Sentinel. Access to specific report sections is controlled by the same RBAC

policies governing the rest of the AZTRM-D environment: developers see code-level

findings, network administrators see network findings, the Chief Information Security

O�cer (CISO) sees the executive risk summary. Standard vulnerability management

tools don’t typically combine AES-256 encryption of findings with per-section RBAC

gating aligned to a Zero Trust access control model.

10.2 SENTINEL WORKFLOW END-TO-END

Sentinel’s end-to-end pipeline integrates six AI subsystems into a nine-stage coordi-

nated workflow, from device enrollment through the generation of a role-di↵erentiated

analyst report. Understanding this sequence is necessary for evaluating the claimed

4.2-minute TTID, since that figure is a pipeline metric spanning multiple components

rather than the output of any single algorithm. Each stage contributes latency, and
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the full workflow makes clear where the clock starts (device enrollment) and where it

ends (first anomaly or vulnerability flag surfacing in the monitoring dashboard). The

hando↵ logic between stages also explains why Sentinel’s behavioral anomaly detec-

tion and vulnerability triage findings appear in the same report. Both pipelines feed

into the same RAG synthesis stage, which correlates them before report generation.

Table 10.1 documents this sequence in full.

Table 10.1: Cybectr Sentinel end-to-end workflow with AI components, algorithmic

actions, and framework mappings. Source: Cybectr Sentinel architecture (this work)

[67].

Stage Description AI / Algorithmic Action Frameworks

1. Deploy Via embedded system,

local install, or USB;

encrypted cloud channel

established

No AI at deployment; channel

to trained model initialized

N/A

2. Scan Enumerate hardware

(direct + wireless sig-

nal), software (OS, apps,

cloud), network (configs,

policies)

Feature extraction and asset

fingerprinting; asset graph

constructed

NIST NVD, MITRE

ATT&CK

3. Aggre-

gate

Correlate asset data

against NIST NVD,

MITRE ATT&CK,

custom intelligence feeds

AI correlation engine maps

assets to CVE/TTP database;

confidence scoring applied

NIST NVD, ATT&CK

4a. Known

Asset

Search database for

known vulnerabilities

XGBoost classifies exploitabil-

ity; SHAP values explain each

prediction [178, 54]

NIST NVD

4b. Un-

known

Asset

Trigger AI similarity

analysis

Sentence transformer cosine

similarity infers vulnerability

profile from nearest known

asset [261]

Custom index

5. Pen

Test Gate

Request user approval;

deploy isolated minia-

ture test environment

PPO RL agent selects at-

tack sequences; Metasploit

executes in sandbox [274]

MITRE ATT&CK

TTPs

Continued on next page
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Table 10.1 continued from previous page

Stage Description AI / Algorithmic Action Frameworks

6a. Vali-

dated

Confirm and classify

vulnerability; zero-day

pipeline if novel

Confidence threshold check;

novel findings escalate to

zero-day classification

MITRE ATT&CK

6b. Not

Exploitable

Log as false positive;

return to monitoring

Isolation Forest model re-

weighted for asset class [175]

N/A

7. Mitiga-

tion

Generate patches, config

fixes, hardening strate-

gies

RAG pipeline queries

D3FEND; large language

model (LLM) synthesizes

actionable remediation

MITRE D3FEND

8. Report-

ing

Compile encrypted find-

ings; enforce RBAC

access controls

AES-256 encryption; RBAC

policy engine per NIST

SP 800-53

NIST SP 800-53

9. Active

Defense

Inform defensive plan-

ning via MITRE EN-

GAGE

ENGAGE strategies selected

from confirmed TTPs; de-

ception assets deployed if

warranted

MITRE ENGAGE

10.3 AI SUBSYSTEM SPECIFICATIONS

Sentinel uses six AI components, each selected for a specific function. The mathemat-

ical formulations below are included because readers evaluating the 94.1% precision

or 91.8% recall figures deserve to understand the underlying mechanics rather than

just accepting the numbers. Table 10.2 summarizes all six.

Table 10.2: Cybectr Sentinel AI subsystem specifications with algorithms, functions,

and key parameters. Source: Author’s design and implementation (this work).

AI Component Algorithm Function in Sentinel Key Parameters / Formula

Behavioral

Anomaly De-

tection

Isolation Forest

[175]

Real-time detection of

unusual device or user

behavioral patterns in

telemetry stream

s(x, n) = 2�E[h(x)]/c(n); c(n) =

2H(n�1) � 2(n�1)/n; t=100 trees,

 =256 sub-sample; threshold: s>0.6

alert, s>0.8 auto-containment

Continued on next page

118



Table 10.2 continued from previous page

AI Component Algorithm Function in Sentinel Key Parameters / Formula

Vulnerability

Triage

XGBoost +

SHAP [54, 178]

Classifies and priori-

tizes vulnerabilities by

exploitability; SHAP

explains each decision

⌦(f) = �T + 1
2�

P
j w

2
j ; SHAP: �i =

P
S✓F\{i}

|S|!(|F |�|S|�1)!
|F |! [fS[{i}(x)�

fS(x)]

Unknown Asset

Inference

Sentence Trans-

former cosine

similarity [261]

Infers vulnerability

profile for novel assets

by matching against

known-asset embedding

library

sim(A,B) = A·B
kAk·kBk ; match thresh-

old �0.82

AI-Guided Pen

Testing

PPO [274] RL agent selects opti-

mal attack sequences

in isolated sandbox;

reward tied to exploit

success, novelty, and

stealth

LCLIP(✓) =

Êt[min(rt(✓)Ât, clip(rt(✓), 1�", 1+")Ât)];

"=0.2, �=0.99

Mitigation Gener-

ation

RAG + LLM

[172]

Queries MITRE

D3FEND knowledge

base; generates specific

patches, config fixes,

hardening steps per

finding

Top-k=5 D3FEND document re-

trieval; cosine similarity retrieval;

LLM synthesizes output

Adversarial Ro-

bustness Testing

DiCE counterfac-

tuals [197]

Generates minimum-

perturbation adversarial

examples to test clas-

sifier evasion; findings

feed model retraining

Counterfactual diversity constraint;

proximity loss minimized; integrated

into Sentinel retraining pipeline

Isolation Forest: Behavioral Anomaly Detection

Isolation Forest builds an ensemble of t random binary trees by recursively parti-

tioning a sub-sampled dataset. At each node it selects a random feature and a random

split value. Anomalous points reach leaf nodes faster on average because there are

fewer similar points nearby [175, 176]. The anomaly score is:
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s(x, n) = 2�E[h(x)]/c(n) (10.1)

where E[h(x)] is the expected path length across the forest and c(n) normalizes

against the average path length of an unsuccessful Binary Search Tree search (Eq. 11.2).

Scores range from 0 to 1, with values above 0.6 triggering a monitoring alert and val-

ues above 0.8 triggering automatic containment through the ZT Policy Enforcement

Point. Sentinel runs t = 100 trees with sub-sample size  = 256. In the Stage 3 in-

sider simulation, the flagged behavioral profile showed three dominant contributors:

lateral access attempts per hour (observed: 14, training mean: 0.3), log access outside

normal window (observed: true, base rate: 0.02), and sudo attempts on non-approved

targets (observed: 7, training mean: 0.1). These produced an average isolation path

length of 4.2 versus the training distribution mean of 11.7.

SHAP: Vulnerability Triage and Explainability

XGBoost uses the regularized objective in Eq. 11.3 [54]. The regularization term

prevents overfitting to the training CVE dataset, which degrades performance on

vulnerability types the model hasn’t previously encountered. Recall is tuned above

precision (91.8% vs. 94.1%) because a missed real vulnerability costs more than a

false positive that an analyst reviews and clears.

SHAP decomposes each model output using exact Shapley values per Eq. 11.4

[178]. The decomposition:

f(x) = E[f(X)] +
MX

i=1

�i (10.2)

where f(x) is the prediction, E[f(X)] is the expected model output, and �i is the

Shapley value for feature i. Equation 10.2 states the additive decomposition. A con-

crete example from the Stage 1 assessment: CVE-2021-41773 (Apache path traversal

and remote code execution, RCE) received a SHAP breakdown showing that a known
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public exploit contributed +0.41, network-based attack vector contributed +0.22, no

privileges required contributed +0.19, and no user interaction needed contributed

+0.14. The analyst sees not just that this CVE is high priority but exactly why: a

public exploit exists, no credentials are required, and no user action is needed.

PPO: AI-Guided Penetration Testing

The PPO agent uses the clipped surrogate objective in Eq. 11.5. The " = 0.2

clipping range prevents destabilizing policy updates in the sparse-reward pen testing

environment. The reward function assigns +1.0 for successful exploitation, +0.5

for novel attack path discovery, and �0.3 for detection by the monitoring stack.

That detection penalty pushes the agent toward stealth, producing a more realistic

adversary model and more useful validation of whether behavioral monitoring catches

subtle intrusions.

GNN-Augmented SAST

The Graph Neural Network (GNN) represents each function as a Code Property

Graph and applies the multi-layer Graph Convolutional Network (GCN) in Eq. 11.6

[334, 157]. Training on the Big C/C++ Vulnerability Dataset (BigVul) dataset, which

contains 3,754 vulnerable functions extracted from open-source C/C++ projects,

achieves 81.4% true positive rate at 6.2% false positive rate, outperforming rule-

based SAST on novel patterns by roughly 30 percentage points where the rule set has

no matching signature [89].

10.4 EXPLAINABLE AI IMPLEMENTATION AND CLAUDE INTE-

GRATION

XAI in AZTRM-D serves two distinct purposes. The first is internal auditability.

Sentinel’s AI components produce decisions, and those decisions need to be defensible
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under NIST RMF assessment. A vulnerability triage classifier that produces a priority

score without explaining why isn’t acceptable in a framework that maps to NIST RMF

and requires defensible authorization decisions. The second is operational speed.

Human approval tiers in the pipeline need actionable information for fast, accurate

gate decisions. A 3.1% false positive rate measured on the Stage 3 single-device

validation corpus would project to roughly 31 false alerts per scanning cycle across

1,000 hypothetical endpoints, a planning estimate rather than a measured fleet-scale

figure. Without feature-level explanation, triage means re-investigating each alert

from scratch. With SHAP values, an analyst can see which features drove the flag

and dismiss clear false positives in seconds rather than minutes.

SHAP is implemented using the shap Python library’s TreeExplainer class, which

computes exact Shapley values for tree-based models in O(TLD2) time, where T is

the number of trees, L is the number of leaves, and D is the maximum tree depth

[179].

Claude, Anthropic’s large language model, was integrated at two points in the

workflow. The first is the natural-language explanation layer: after SHAP computed

numerical feature attribution scores for an XGBoost classification, Claude translated

those scores into role-appropriate analyst briefings. A SHAP output showing “Com-

mon Vulnerability Scoring System (CVSS) base score: +0.47, exploitability score:

+0.31, attack vector network: +0.23” is interpretable to a security researcher but not

necessarily to a developer reviewing a gate. Claude’s synthesis produced findings like:

“This was flagged primarily because the CVE has a high base score and requires no

privileges to exploit over the network. The model weighted the network attack vector

heavily because all other network-accessible vulnerabilities in this class have historical

exploit-in-the-wild records.” That preserves the full SHAP attribution chain while

making the finding actionable for non-specialist reviewers. The second use was the

AI-assisted attack testing at Stage 3, described in the validation chapter.
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AZTRM-D’s architecture prevents AI tools from introducing vulnerabilities through

two mechanisms. For AI-generated code entering the pipeline, the same CI/CD gates

that evaluate human-authored code evaluate AI-authored code. SAST does not check

authorship; it checks code patterns against policy rules. When one Stage 3 tester

submitted Claude-generated Python code containing a privilege escalation pattern,

specifically a subprocess call invoking sudo without the granular policy wrapper,

the SAST rule flagged it in 3.4 seconds. The dependency the code imported was

rejected by SBOM validation. The embedded test API key was caught by Secrets

Scan. Three independent automated gates, none aware the code was AI-generated,

caught the submission on content alone. For AI analysis producing incorrect results,

SHAP attribution is the verification layer. Every XGBoost classification comes with

a SHAP explanation showing which features drove the score. An auditor can check

the SHAP output directly to verify whether the contributing features are legitimate

security signals or statistical noise.

Explainability in Sentinel is an architectural requirement that runs through every

AI component, not a display layer applied to finished outputs after the fact. NIST

RMF Authorization requires that AI-driven security decisions be defensible under

formal review, which in practice means every classification and anomaly score must

carry a feature-level attribution that an analyst can evaluate, challenge, and docu-

ment. Without that, the system cannot satisfy the authorization phase. SHAP values

for XGBoost predictions, attention weights for the GNN-augmented SAST compo-

nent, and cosine similarity scores for ATT&CK TTP matching are all captured and

preserved as part of each finding’s evidence record rather than computed on demand.

Table 10.3 documents the full XAI implementation stack, specifying the explanation

method, output format, and downstream consumer for each AI component.
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Table 10.3: XAI implementation stack in Cybectr Sentinel: algorithm, role, output

format, and AZTRM-D enforcement function. Source: Cybectr Sentinel architecture

(this work).

XAI Component Algorithm Output Format AZTRM-D Enforcement Func-

tion

Vulnerability Triage

Explanation

SHAP (TreeEx-

plainer) [178]

Per-finding SHAP wa-

terfall plot + feature

attribution table

Human gate reviewers see which

CVE features drove the priority

score; supports defensible autho-

rization decisions under NIST RMF

Assess phase

Natural-Language

Finding Summary

Claude API

(Anthropic)

Plain-language analyst

briefing per finding

Translates SHAP attribu-

tion scores into actionable

developer/administrator/CISO-

level summaries; role-appropriate

detail level enforced by RBAC

Anomaly Explana-

tion

Isolation Forest

path length

decomposition

[175]

Short-path feature

trace per flagged

instance

Shows which behavioral teleme-

try features caused an anomalous

classification; enables analyst to

distinguish actual insider threat

behavior from monitoring noise

Adversarial Robust-

ness Report

DiCE counter-

factuals [197]

Minimum-

perturbation example

set per classifier

Documents the nearest decision-

boundary crossing for each AI

component; feeds Sentinel model

retraining pipeline

Pen Test Action

Trace

PPO episode

log + MITRE

ATT&CK TTP

mapping

Per-episode action se-

quence with ATT&CK

technique labels

Translates RL agent actions into

human-readable attack narrative;

maps each step to ATT&CK tech-

nique IDs for ENGAGE active

defense planning

RAG Retrieval

Provenance

D3FEND doc-

ument retrieval

log (top-k cosine

similarity)

Source document

list with similarity

scores per mitigation

recommendation

Each AI-generated mitigation step

is traceable to the specific D3FEND

document that sourced it; supports

audit and compliance review
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10.5 HOW SENTINEL USES AI: A SINGLE FINDING THROUGH

THE FULL STACK

Sentinel’s six AI components work in sequence, each stage feeding the next. Tracing

a single finding through makes the integration concrete.

When an anomalous behavioral event occurs, the Isolation Forest score s(x, n)

crosses the 0.6 threshold. The short-path feature decomposition identifies which be-

havioral telemetry features contributed most: an admin user connecting at 2:37 AM,

accessing the Git server, and running find / -name *.keymight produce three high-

weight features that individually look near-normal but together produce an anomaly

score of 0.74. That path decomposition output goes to the XGBoost classifier, which

takes the anomalous features alongside session context (user role, time since last au-

thentication, SPIFFE Verifiable Identity Document (SVID) age) and produces an

exploitability classification with SHAP explanation: “Access pattern classified as po-

tential credential harvesting attempt. Top contributing features: o↵-hours access

(+0.41), filesystem search pattern (+0.38), elevated privilege use (+0.22).”

The SHAP output goes to the RAG pipeline, which queries the MITRE ATT&CK

knowledge base for techniques matching the behavioral signature and returns the top-

k = 5 matching TTPs by cosine similarity. Claude synthesizes the SHAP attribution,

the ATT&CK technique mappings, and session context into role-appropriate analyst

briefings. The developer role sees: “This commit activity has been flagged for re-

view. A credential search pattern was detected in your recent session.” The CISO

sees: “High-confidence insider threat indicator. Behavioral signature matches T1552

(Unsecured Credentials) and T1083 (File and Directory Discovery). Recommend im-

mediate session review.” Same underlying data, di↵erent presentation tailored to the

recipient’s context.

If the PPO pen test agent has run against the current device configuration, its

episode log maps the agent’s action sequence to ATT&CK technique IDs, which the
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ENGAGE module uses to select active defense responses. When the anomalous be-

havioral signature matches TTPs the pen test agent successfully exploited in sandbox,

that corroborates the insider threat hypothesis and increases response priority.

The final output is an AES-256 encrypted finding report with RBAC-gated sec-

tions, generated in under 90 seconds from first detection to report compilation (as

measured during Stage 3 validation). The report includes the Isolation Forest anomaly

score and path trace, the XGBoost classification with full SHAP waterfall, ATT&CK

TTP mappings, Claude-generated natural-language summaries at each role level,

D3FEND mitigation recommendations with source document provenance, and EN-

GAGE active defense recommendations. Every piece of evidence traces back to a

specific algorithm output, which is what makes the report defensible under formal

security review.

10.6 SENTINEL PERFORMANCE METRICS

Evaluating an AI-driven security platform requires distinguishing between metrics de-

rived from direct operational measurement and those from held-out evaluation sets,

because the two carry di↵erent evidentiary weight. All figures reported here fall into

one of three categories: Stage 3 operational measurements collected on the physical

NVIDIA Orin hardware during the adversarial testing campaign, classification met-

rics evaluated on stratified train/test splits with 5-fold cross-validation, and adver-

sarial robustness figures evaluated against the Diverse Counterfactual Explanations

(DiCE) counterfactual generation pipeline. The measurement basis for each metric

is specified in the Notes column. A 94.1% precision figure from a controlled holdout

set is meaningful but carries di↵erent implications than the same figure from a pro-

duction monitoring window would, and the table distinguishes these cases explicitly.

Together these metrics characterize Sentinel across detection speed, classification ac-

curacy, adversarial robustness, and operational cost. Table 10.4 presents the full set
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of performance figures [69].

Table 10.4: Cybectr Sentinel measured performance metrics. Source: Stage 3 valida-

tion on NVIDIA Orin (this work).

Metric Value Notes

TTID 4.2 min average Full pipeline: deploy ! scan ! correlate

! first anomaly or vulnerability flag

FPR 3.1% Across both behavioral anomaly and

vulnerability detection pipelines combined

Vulnerability Classification Preci-

sion

94.1% XGBoost on held-out validation set

Vulnerability Classification Recall 91.8% XGBoost on held-out validation set; tuned

above precision intentionally

SAST-Augmented TPR (GNN-

assisted)

81.4% on BigVul

dataset

GNN-augmented static analysis; tested

against BigVul benchmark [89]

Adversarial Detection Rate 93.7% AI components tested against DiCE coun-

terfactual adversarial inputs [197]

Mitigation Report Latency <90 sec per finding RAG + LLM pipeline including D3FEND

retrieval and report compilation

RBAC Enforcement Latency <40 ms per access

check

Consistent with AZTRM-D ZT PEP

latency target

AI Model Training (Insider Threat

Model)

14 hours initial 3 months of log data; standard cloud

GPU; one-time cost before deployment

All precision, recall, FPR, and TTID figures in Table 10.4 were measured by the

author on the Cybectr Sentinel platform during Stage 3 validation. No independent

third-party laboratory has reproduced these figures; external validation is designated

as a priority for future work in Chapter 13. The metrics reported here should be in-

terpreted as internally measured baseline performance characterizations, not indepen-

dently verified benchmarks. With that caveat stated, the measurement methodology

is as follows. XGBoost classification metrics used an 80/20 stratified train/test split

with 5-fold cross-validation on the CVE triage dataset. Big C/C++ Vulnerability

Dataset (BigVul) True Positive Rate (TPR) and FPR figures are from the BigVul

held-out test set [89]. Adversarial detection rate reflects evaluation against DiCE-
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generated counterfactual inputs [197]. The TTID figure of 4.2 minutes (� = 0.6 min)

was computed over N = 27 detection events recorded during the Stage 3 validation

window. Given the limited sample size, this figure should be interpreted as a baseline

characterization of pipeline latency rather than a statistically powered performance

guarantee.

False Positive Rate Decomposition by Subsystem

The 3.1% aggregate FPR is the union of three Sentinel AI subsystems operating in

parallel during the Stage 3 validation window: the Isolation Forest behavioral anomaly

pipeline, the XGBoost vulnerability triage pipeline, and the GNN-augmented Sem-

grep SAST pipeline. The aggregate is computed as total false positive events divided

by total monitoring events across all three. Decomposing the aggregate by subsystem

makes the operational triage cost transparent. Table 10.5 presents the decomposition.

Table 10.5: Stage 3 false positive rate decomposition by Sentinel AI subsystem. Ag-

gregate 3.1% FPR is the union of all three subsystem rates over their respective

monitoring event totals. Source: Stage 3 validation telemetry (this work).

Subsystem FPR Trigger Volume Contribution

to Aggregate

Notes on Per-Class

Detail

Isolation Forest

(behavioral)

2.4% Continuous device

telemetry;

high-volume

monitoring stream

Largest

contributor

Per-class breakdown was

not preserved in Stage 3

instrumentation at

granularity needed for

Wilson CI computation;

addressed in Stage 4

XGBoost

(vulnerability

triage)

0.7% Per-commit and

per-scan-cycle event

stream; lower volume

than behavioral

pipeline

Smaller

contributor

SHAP explanations

available per false positive;

provides operational triage

support even without

per-class FPR

decomposition

Continued on next page
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Table 10.5 – continued from previous page

Subsystem FPR Trigger Volume Contribution

to Aggregate

Notes on Per-Class

Detail

GNN-augmented

SAST

Not

separately

preserved

SAST gate fires

per-commit

Included in

aggregate but

not separately

attributable

Operational FPR

characterization at

per-commit granularity

identified as a Stage 4

telemetry requirement;

BigVul held-out test FPR

of 6.2% [89] is the

available proxy

The Behavioral pipeline’s 2.4% contribution dominates the aggregate, which is

what a reader would expect given the relative event volumes: continuous telemetry

monitoring generates orders of magnitude more events per unit time than per-commit

vulnerability triage. Without SHAP, behavioral false positives require re-investigation

from scratch; with SHAP, an analyst can dismiss feature-mismatch false positives in

seconds.

The 3.1% false positive rate also requires careful framing. That figure was mea-

sured on the Stage 3 single-device validation corpus. Projected across 1,000 hypo-

thetical endpoints, it yields roughly 31 false alerts per scanning cycle, a planning

estimate, not a measured result at fleet scale. Whether that is manageable depends

on security team size and workflow. SHAP explanations reduce per-alert triage time

from minutes to seconds for clear feature-mismatch cases, but the volume question

belongs in deployment planning conversations before rollout.

The 93.7% adversarial detection rate is discussed in detail in Section 11.4.7, in-

cluding the formal black-box versus white-box threat model framing and the rationale

for why the black-box model is the operationally relevant evaluation for Sentinel’s

deployment context. White-box gradient-based evaluation is designated as future

work in Chapter 13. As context for the reported figure, detection rates against

gradient-based white-box attacks are typically lower than rates measured against
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counterfactual-based black-box attacks in the published adversarial Machine Learn-

ing (ML) literature [48, 39, 241]; the 93.7% figure should be read in that context as

a black-box baseline rather than a robustness ceiling.

10.7 SENTINEL VERSUS MANUAL AND COMMERCIAL ALTER-

NATIVES

Sentinel doesn’t replace conventional tools; it layers on top of them. Table 10.6 breaks

down where Sentinel adds capability beyond what manual analysts and commercial

products deliver on their own, and where it depends on those tools to cover gaps it

wasn’t designed to fill. Figure 10.1 presents the same comparison as a normalized

score chart.

Table 10.6: Cybectr Sentinel capability comparison against manual processes and

commercial alternatives. Source: Author’s comparative assessment based on cited

tool documentation and deployment experience (this work).

Capability Manual / Commercial Tools

Alone

Cybectr Sentinel (AZTRM-

D Layer)

Unknown Asset Coverage None; scanners skip assets not in

signature databases [309]

Cosine similarity inference covers

novel and unregistered devices

[261]

AI-Guided Pen Testing Requires dedicated red team;

periodic only [99]

PPO agent runs on-demand in

isolated sandbox [274]

Vulnerability Explanation Black-box scanner output; no

rationale provided [309]

SHAP values explain every clas-

sification; fully auditable [178]

Active Defense Integration Not addressed by commercial

scanners [309]

MITRE ENGAGE for adver-

sary engagement and deception

planning [67]

Remediation Generation Manual lookup against vendor

advisories [309]

RAG + LLM generates specific

patches and hardening steps per

finding [172]

Report Security Typically plaintext or unen-

crypted exports [309]

AES-256 encrypted; RBAC-gated

per NIST SP 800-53 [297]

Continued on next page
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Table 10.6 continued from previous page

Capability Manual / Commercial Tools

Alone

Cybectr Sentinel (AZTRM-

D Layer)

Zero-Day Classification Requires human analyst [99] Automated novel vulnerability

classification with confidence

scoring [67]

AZTRM-D Alignment No alignment; bolt-on tools

require custom integration

Designed to enforce AZTRM-D

controls end-to-end [67]

Figure 10.1: Cybectr Sentinel versus manual analyst workflows and commercial tool-

ing across five normalized capability dimensions.

10.8 WHAT SENTINEL DOES AND DOES NOT REPLACE

Table 10.6 and Figure 10.1 present the capability comparison in tabular and radar-

chart form, respectively. After seeing the capability comparison, the natural question

is whether Sentinel’s coverage of unknown asset inference, AI-guided pen testing,

D3FEND integration, and encrypted RBAC-gated reporting makes the other tools

redundant. It does not.

Sentinel fills capability gaps. It doesn’t replace tools already doing their jobs well.

Nmap, Nessus Professional, OpenVAS, LinPEAS [247], and Hydra each represent
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decades of community development, continuously updated CVE signature databases,

and well-understood operational behavior. Sentinel doesn’t have a CVE signature

database anywhere close to Nessus Professional’s plugin library, which covers over

115,000 CVE IDs with daily updates [309]. It doesn’t run full-range TCP port

scanning with version probing the way Nmap does. It can’t enumerate privilege

escalation paths from inside a live shell the way LinPEAS does. Sentinel’s XGBoost

classifier was trained on NIST National Vulnerability Database (NVD) data, which

means newly published CVEs not yet in the training set won’t be caught by the

classifier until the model is retrained or the RAG retrieval index is updated.

What Sentinel does is synthesize the outputs of all those tools into a unified risk

picture, apply AI prioritization with explainability, automate the pen testing step

that otherwise needs dedicated red team resources, and produce encrypted RBAC-

gated reports that protect findings from unauthorized access. It’s a coordination and

enforcement layer, not a replacement for purpose-built scanning tools.

Drawing that line before deployment prevents both over-reliance on automated

detection and underuse of what the platform actually does well. Sentinel automates

detection, classification, evidence generation, and role-appropriate reporting without

human initiation. What it doesn’t replace is human judgment for incident response

decisions carrying legal or organizational weight, architectural security reviews re-

quiring system-level context, and the analyst expertise needed to correctly interpret

SHAP outputs and override false positives. These aren’t limitations unique to Sen-

tinel; they reflect the appropriate boundary between automated security tooling and

human security governance in any mature security operations model. Table 10.7

makes the coverage division explicit, and Table 10.8 documents Sentinel’s specific

strengths and limitations relative to manual processes and commercial alternatives.
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Table 10.7: Coverage division between Sentinel and conventional tools in the AZTRM-

D stack. Source: Author’s deployment assessment (this work).

Tool What It Covers Why It Cannot Be Replaced by Sen-

tinel

Nmap Live host discovery; exact

service and version enumera-

tion on all 65,535 ports

Sentinel’s asset scanner does not perform

full-range TCP port scanning with ver-

sion probing; Nmap’s -sV banner matching

against its NSE script library is purpose-

built and irreplaceable for service finger-

printing

Nessus Professional Credentialed CVE scanning

with authenticated access

to OS, drivers, and kernel

[309]

Sentinel’s XGBoost classifier scores known

CVEs from the NVD; it does not perform

credentialed OS-level probing. JetPack

driver CVEs that are invisible from the

network require authenticated Nessus scans

to surface [309]

OpenVAS Cross-validation against

Nessus findings; open-source

baseline with independent

CVE signatures

Provides an independent second opinion

with no commercial license dependency;

scanner disagreement flags ambiguous find-

ings for manual review

LinPEAS Post-access privilege esca-

lation enumeration: SUID

binaries, cron jobs, sudo

policy, kernel exploits

Requires a live shell on the target; Sen-

tinel’s PPO sandbox agent cannot enumer-

ate the real device’s privilege escalation

surface from outside

Hydra Credential policy validation:

confirms account lockout,

brute-force rate limiting,

and default credential poli-

cies are actually enforced

Validates enforcement rather than detecting

it; only a live brute-force attempt confirms

that lockout fires at the configured thresh-

old

Cybectr Sentinel Unknown asset inference;

on-demand AI pen test-

ing; D3FEND mitigation

mapping; ENGAGE active

defense; behavioral anomaly

detection; encrypted RBAC

reporting [67]

The four capability gaps addressed by

Sentinel are absent from all other tools in

the stack

No tool is without limitations, and being honest about where Sentinel falls short
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matters as much as documenting where it excels. Table 10.8 maps each dimension

of Sentinel’s capability to its current assessment and the specific tool or process that

covers any gap.

Table 10.8: Cybectr Sentinel strengths, limitations, and the tools that address each

limitation. Source: Author’s operational assessment from Stage 3 deployment.

Dimension Assessment Addressed By

CVE Signature Coverage XGBoost classifier trained on NVD

dataset; newly published CVEs not in

training data are not caught until model

retrain or RAG index update

Nessus Professional and

OpenVAS with daily

signature updates

Raw Network Probing Sentinel does not perform packet-level

network probing; its network scan relies

on imported Nmap and Nessus results

Nmap -sV -p- and Nessus

for raw port and service

discovery

RF Analysis Sentinel has no SDR interface; it cannot

directly observe wireless tra�c

RTL-SDR with GNU

Radio and Wireshark

Physical Attack Surface Sentinel cannot detect or prevent physical

hardware manipulation; full-disk encryp-

tion and physical controls are outside its

scope

Linux Unified Key Setup

version 2 (LUKS2) full-

disk encryption, GPIO

hardening, UART gating

Unknown Asset Inference

(Strength)

Sentence transformer cosine similar-

ity covers assets not in any signature

database; identifies nearest known asset

with similarity � 0.82

Sentinel-native capability;

no equivalent in commer-

cial tools

On-Demand AI Pen Testing

(Strength)

PPO agent runs validated attack se-

quences in isolated sandbox; no red team

required for continuous validation

Sentinel-native capability

XAI and Auditability

(Strength)

SHAP explanations for every classifica-

tion; Claude-generated natural-language

summaries; RAG provenance tracing

Sentinel-native capability

Model Training Data Depen-

dency

Isolation Forest requires 3 months of

operational log data before behavioral

thresholds are trustworthy

Human analyst review

coverage during boot-

strapping period

White-Box Adversarial Eva-

sion

93.7% adversarial detection rate reflects

DiCE-generated evasion, not white-box

adversarial attacks against a fully in-

formed attacker

DiCE adversarial re-

training pipeline; SHAP

monitoring; human ana-

lyst review for suspicious

findings

Continued on next page
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Table 10.8 continued from previous page

Dimension Assessment Addressed By

Scale at Enterprise 3.1% false positive rate on the Stage 3

single-device corpus; projected to 31

alerts per cycle at 1,000 hypothetical

endpoints and 310 at 10,000 (planning es-

timates, not measured fleet-scale figures)

SHAP-prioritized alert

queue; tiered alert han-

dling; RBAC-based rout-

ing

The architecture, AI stack, explainability layer, and measured performance fig-

ures in this chapter document what Sentinel does, how each component is specified,

and what evidence the platform produces. None of that, taken alone, justifies the

methodology claims. The next chapter takes Sentinel and AZTRM-D as the system

under test, places them against five established secure development frameworks across

fourteen capability dimensions, and runs the multi-vector adversarial campaign that

determines whether the architecture holds under attack on physical hardware.
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CHAPTER 11

COMPARATIVE ANALYSIS, VALIDATION, AND QUANTITATIVE

BENCHMARKING OF THE AZTRM-D FRAMEWORK

11.1 INTRODUCTION

Every framework comparison requires a reference baseline. Previous chapters built

and documented AZTRM-D. This one evaluates it against conventional development

methodologies, against established secure lifecycle frameworks, and against actual

adversarial testing conducted independently by three testers across four attack per-

spectives and three hardening stages. The empirical results are what make the com-

parative claims credible.

The aggregate vulnerability detection rate across the five-modality CI/CD scan-

ning pipeline was 96.8% (Wilson 95% CI: [0.891, 0.991]). That figure reflects known-

class vulnerabilities caught before any code reached the production NVIDIA Orin

environment. It doesn’t mean AZTRM-D catches every possible vulnerability. No

automated pipeline does. What it shows is what five complementary scanning modal-

ities running in parallel can achieve against a baseline of zero scanning: SAST, DAST,

SCA, CSPM, and IaC analysis. Section 11.8.1 walks through the derivation step by

step.

The testing environment was the NVIDIA Jetson Orin Nano edge platform. That

choice was deliberate. Constrained compute, a physical attack surface that data

center hardware simply doesn’t have, and an RF exposure layer that is irrelevant in

cloud deployments. If AZTRM-D’s controls hold under those conditions, they hold in

less constrained environments. Section 11.9 addresses enterprise and general software
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applicability directly.

The chapter moves in a direct arc, comparative argument first, then the pen test

campaign across three hardening stages, then quantitative benchmarks, then enter-

prise and general software applicability, then Zero Trust enforcement and crypto-

graphic control validation. NIST RMF phase mapping and consolidated results close

it out. The AI component selection rationale and Sentinel’s architecture are covered

in their respective dedicated chapters; what appears here are the validation results

from testing against the deployed system.

11.2 CONFLICT OF INTEREST AND INDEPENDENT VALIDATION

STATUS

The validation campaign reported in this chapter has a known conflict of interest that

needs to be stated plainly before any of the empirical results are read. All three ad-

versarial testers are a�liated with Cybectr LLC, the entity that developed Cybectr

Sentinel and holds intellectual property rights to the platform. The author serves

as CEO and Founder of Cybectr LLC. Eadan Plotnizky and Karl David Hezel con-

tributed to platform development and adversarial testing under contractor agreements

with Cybectr LLC, with all intellectual property rights assigned to the company. Cy-

bectr LLC has provided written authorization for the use of Sentinel, its architecture,

algorithms, and performance data in this dissertation; Plotnizky and Hezel have each

provided separate written permission for the use of their contributions. Copies of all

approval and permission letters were furnished to the dissertation committee.

The blind protocol under which the three testers operated is a partial mitigation,

not an elimination, of the a�liation concern. Each tester executed assigned attack

vectors without visibility into the other testers’ findings during the test window, with

results reconciled only at the end of each Stage. The Gwet AC1 inter-rater agree-

ment coe�cient of 0.888 reported in Table 11.16 measures the protocol’s e↵ectiveness
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at producing independent judgments. Section 11.6 documents the protocol in full,

including the role separation, the tool stack assignments, and the reconciliation pro-

cedure.

Despite the blind protocol, all three testers share an organizational interest in the

methodology under test. The validation results in this chapter should therefore be

read as internally measured baseline performance characterizations rather than as in-

dependently verified benchmarks. An independent third-party laboratory assessment

by testers with no organizational a�liation to the development team is the highest-

priority Stage 4 deliverable, scoped in Section 13.4, alongside a reference open-source

reimplementation that allows external groups to validate the architectural claims

without requiring access to the proprietary Sentinel platform. The Stage 4 plan

addresses both the Conflict of Interest (COI) gap and the proprietary-code repro-

ducibility gap together.

What the current validation does support, and what an external reader can draw

from this chapter without overreach, is the following. The methodology produces

measurable, repeatable hardening outcomes across seven attack vectors on physi-

cal hardware [69]. Detection rates, false positive characterization, latency metrics,

and resource overhead figures are derived from documented protocols using standard

tooling, with the derivation methodology specified for each metric. Where the COI

concern bears most directly on interpretation is on the absolute magnitudes of the

Sentinel performance metrics (94.1% precision, 91.8% recall, 3.1% FPR, 93.7% adver-

sarial detection rate). Those figures are reported with explicit measurement context

in Section 10.6 and re-stated as internally measured baselines wherever they appear.
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11.3 AZTRM-D VERSUS CONVENTIONAL SDLC METHODOLOGIES

AND SECURE FRAMEWORKS

Security has always been the thing most likely to get deferred. Waterfall builds in a

formal review only after components are delivered, which means findings arrive when

rework is already expensive. Agile and Scrum move faster but gave security no real

structural home. It was just a sprint-by-sprint afterthought with no continuous risk

management. DevOps dismantled the wall between development and operations but

never consistently brought security into its CI/CD pipelines. Spiral at least intro-

duced per-cycle risk consideration, though it doesn’t prescribe Zero Trust architecture

or AI-driven automation. Rapid Application Development (RAD) treated security as

essentially optional in the rush to delivery.

The established secure frameworks do better. Not enough, though. Microsoft Se-

curity Development Lifecycle (SDL) is prescriptive and battle-tested, but omits Zero

Trust, AI orchestration, and any IoT-specific guidance. OWASP Software Assurance

Maturity Model (SAMM) and Building Security In Maturity Model (BSIMM) are

maturity measurement tools. They describe where an organization currently stands

without prescribing how to get somewhere more mature, and neither integrates AI

automation or Zero Trust. NIST Secure Software Development Framework (SSDF)

comes closest on process rigor but leaves ZT enforcement and AI-driven pipeline

automation entirely to the implementer.

AZTRM-D closes all of those gaps at once. The value isn’t any single capability.

It’s the combination of Zero Trust architecture, AI orchestration, and NIST RMF in-

tegration working as one unified methodology rather than three separate components

bolted onto an existing process. Zero Trust, AI integration, and AI-driven continu-

ous monitoring each show “None” across every comparison framework in Tables 11.1

and 11.2. That’s not an incremental gap. None of the evaluated frameworks addresses

them.
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A methodological note on the comparison structure: AZTRM-D is a unified

methodology that integrates multiple security paradigms. The comparison frame-

works are specialized tools, each designed for a specific aspect of secure development.

MS SDL (Microsoft Security Development Lifecycle) targets the development pro-

cess and does not claim to provide post-deployment monitoring. OWASP SAMM

and BSIMM are maturity measurement models, not enforcement frameworks. Soft-

ware Considerations in Airborne Systems and Equipment Certification (DO-178C)

addresses safety-critical aviation software, not general-purpose DevSecOps. The com-

parison evaluates whether each framework addresses a given capability, not whether

it was designed to. The absence of a capability from a given framework may reflect its

intentional design scope rather than a deficiency. What the comparison establishes is

that organizations relying on any single evaluated framework have coverage gaps that

require additional tooling or processes to fill, and that AZTRM-D addresses those

gaps within a single integrated methodology. The comparative tables should be read

with this asymmetry in mind.

11.3.1 Methodology Comparison

Table 11.1 compares AZTRM-D against six conventional SDLC methodologies (Wa-

terfall, Agile/Scrum, DevOps, Spiral, RAD, and AZTRM-D itself) across six security-

relevant dimensions: security integration, Zero Trust architecture, AI-driven automa-

tion, risk management, regulatory compliance, and IoT/edge security. The cell-by-

cell assessments map to the citations given in each row. Two patterns emerge clearly.

Zero Trust architecture and AI-driven automation are absent in every conventional

methodology, so the gap between AZTRM-D and the alternatives is not incremen-

tal in those dimensions. Risk management and regulatory compliance are present

in some form across most methodologies, but the integration is informal or manual

rather than NIST RMF-aligned and automated. The framework comparison in Ta-
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ble 11.2 that follows shifts the lens from methodology type to framework capability

coverage.

Table 11.1: AZTRM-D versus six conventional SDLC methodologies across six

security-relevant dimensions. Each cell sourced from its per-row citation.

Dimension Waterfall

[267]

Agile/Scrum

[275]

DevOps

[155]

Spiral

[285]

RAD

[186]

AZTRM-D

Security

Integration

Late-stage

gate [267]

Ad hoc per

sprint [275]

Partial

[155]

Per-cycle

risk [285]

Minimal

[186]

Continuous,

automated, every

phase [67]

Zero Trust

Architecture

None [267] None [243] None [155] None [285] None

[186]

Core design

principle [266,

132]

AI-Driven

Automation

None [50] None [50] Limited

[99]

None [285] None

[186]

AI orchestra-

tion across full

lifecycle [67]

Risk Manage-

ment

Informal

[50]

Backlog-

based [235]

Monitoring

only [155]

Formal per

cycle [285]

Minimal

[186]

NIST RMF

integrated from

planning [297]

Regulatory

Compliance

Manual

audit [50]

Manual

audit [235]

Partial

automation

[99]

Formal

docs [285]

None

[186]

Automated com-

pliance mapping

[67]

IoT / Edge

Security

Not ad-

dressed

[267]

Not ad-

dressed

[243]

Limited

[155]

Limited

[285]

Not ad-

dressed

[186]

First-class design

target [67]

11.3.2 Secure Framework Capability Comparison

The SDLC comparison above evaluates methodology types. Table 11.2 shifts the lens

to established secure development frameworks, comparing AZTRM-D against MS

SDL, OWASP SAMM, BSIMM, NIST SSDF, and DO-178C across seven capability

dimensions.
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Table 11.2: Secure SDLC framework comparison across seven capability dimensions.

Each cell sourced from its per-row citation.

Capability MS SDL

[136]

OWASP

SAMM

[236]

BSIMM

[305]

NIST

SSDF

[295]

DO-

178C

[268]

AZTRM-D

Threat Mod-

eling

Manual

(STRIDE)

[136]

Process-

defined

[236]

Measured

maturity

[305]

Recommended

[295]

Hazard

analysis

[268]

AI-automated,

dynamic [67]

Security

Testing

SAST +

pen test

[136]

SAST +

DAST [236]

Measured

practice

[305]

SAST +

SCA [295]

V&V

[268]

SAST + DAST

+ SCA + AI pen

test [67]

Zero Trust None [64] None [236] None

[305]

None [295] None

[268]

Full ZT enforce-

ment [266]

AI Integration None [64] None [236] None

[305]

None [295] None

[268]

AI orchestration

throughout [67]

IoT / Edge None [64] None [236] None

[305]

Limited

[295]

Yes

(avionics)

[268]

First-class target

[67]

NIST RMF None [64] None [236] None

[305]

Partial

[295]

None

[268]

Fully integrated

[297]

AI-Driven

Monitoring

None [64] None [236] None

[305]

None [295] None

[268]

Continuous be-

havioral analysis

[67]

11.3.3 Fourteen-Capability Matrix

The framework-level comparison tables establish category-level coverage gaps between

AZTRM-D and evaluated alternatives. The 14-capability matrix drills further, pro-

viding binary coverage assessments for specific capabilities across every methodology.

This level of granularity matters because category-level comparisons can obscure par-

tial implementations. A framework that addresses AI integration at a single lifecycle
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phase di↵ers meaningfully from one that runs AI continuously across all phases, yet

both might receive the same category-level marking. All capability assessments for

non-AZTRM-D methodologies are drawn exclusively from published framework doc-

umentation rather than implementation experience, and the same assessment criteria

are applied uniformly across all frameworks. Specifically: MS SDL assessments refer-

ence Howard and Lipner’s SDL process documentation [136, 174]; OWASP SAMM

assessments reference the SAMM v2.0 model [236]; BSIMM assessments reference

the BSIMM14 community data [305]; NIST SSDF assessments reference SP 800-

218 [295]; and DO-178C assessments reference the RTCA standard [268]. Seven

capabilities, specifically AI-Assisted Code Analysis, Zero Trust Network Architec-

ture, AI-Guided Penetration Testing, Unknown Asset Similarity Analysis, MITRE

D3FEND integration, MITRE ENGAGE integration, and post-quantum readiness

planning, show no coverage in any comparison framework based on these published

sources. Table 11.3 presents the full 14-capability assessment; Figure 11.1 renders the

same data as a heatmap.

Table 11.3: Fourteen-capability comparative matrix across five secure SDLC frame-

works and AZTRM-D. Assessments based on published framework documentation

cited in Section 11.3.3; AZTRM-D column from Stage 3 validated capabilities (this

work).

Capability MS

SDL

[136]

OWASP

SAMM

[236]

BSIMM

[305]

NIST

SSDF

[295]

DO-

178C

[268]

AZTRM-D

Automated Threat Model-

ing

No Partial Partial Partial No Yes

Shift-Left Security (Dev

Phase)

Yes Yes Yes Yes No Yes

Continued on next page
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Table 11.3 continued from previous page

Capability MS

SDL

[136]

OWASP

SAMM

[236]

BSIMM

[305]

NIST

SSDF

[295]

DO-

178C

[268]

AZTRM-D

AI-Assisted Code Analysis

(GNN/SAST)

No No No No No Yes

Zero Trust Network Archi-

tecture

No No No No No Yes

Identity Verification (Con-

tinuous)

No Partial No Partial No Yes

AI-Guided Penetration

Testing

No No No No No Yes

Unknown Asset Similarity

Analysis

No No No No No Yes

MITRE ATT&CK Inte-

gration

Partial Partial Yes Yes No Yes

MITRE D3FEND Mitiga-

tion Mapping

No No No No No Yes

MITRE ENGAGE Active

Defense

No No No No No Yes

Post-Quantum Readiness

Planning

No No No No No Yes

Full-Disk Encryption

(IoT/Edge)

No No No Partial No Yes

Immutable Audit Logging Partial Partial Partial Yes No Yes

Automated SBOM +

Artifact Signing

Partial Partial Partial Yes No Yes

Figure 11.1 renders the same 14-capability matrix as a heatmap, making the

coverage gaps across frameworks visible at a glance. Seven capabilities are unique
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to AZTRM-D, with no coverage in any comparison framework: AI-Assisted Code

Analysis (GNN/SAST), Zero Trust Network Architecture, AI-Guided Pen Testing,

Unknown Asset Similarity Analysis, MITRE D3FEND mapping, MITRE ENGAGE

integration, and Post-Quantum Readiness Planning.

Figure 11.1: Fourteen-capability support matrix across six secure development frame-

works.

11.3.4 Consolidated SDLC and Security Framework Comparison

Table 11.4 consolidates the comparative analysis across all evaluated methodologies

and security frameworks. Assessments marked “X” indicate native, documented sup-

port. “⇠” indicates partial or plugin-dependent support. “⇥” indicates absent or

out-of-scope capability for that methodology. AZTRM-D assessments reflect Stage 3

validated capabilities. Capability assessments for SDLC methodologies are drawn

from published comparative surveys [50, 243, 121]. Waterfall assessments reference
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[267, 50]; Agile from [275, 322]; DevOps from [155, 99]; and Spiral from [285].

Security framework assessments are drawn from their respective published documen-

tation: MS SDL from [136, 174]; OWASP SAMM from [236]; BSIMM from [305];

NIST SSDF from [295]; DO-178C from [268]; and Zero Trust references from [266,

72].

Table 11.4: Master SDLC and Security Framework Capability Comparison. Column

assessments: Waterfall [267, 50]; Agile [275, 322]; DevOps [155, 99]; Spiral [285];

MS SDL [136, 174]; OWASP SAMM [236]; BSIMM [305]; NIST SSDF [295];

DO-178C [268]; AZTRM-D [67].

Capability W
a
te

rf
a
ll

[2
67

]

A
g
il
e

[2
75

]

D
e
v
O
p
s

[1
55

]

S
p
ir
a
l

[2
85

]

M
S

S
D
L

[1
36

]

O
W

A
S
P

S
A
M

M
[2
36

]

B
S
IM

M
[3
05

]

N
IS

T
S
S
D
F

[2
95

]

D
O
-1
7
8
C

[2
68

]

A
Z
T
R
M

-D

Security-first

design

⇥ ⇠ ⇠ X X X ⇠ X X X

Automated

CI/CD sec gates

⇥ ⇠ X ⇥ ⇠ ⇠ ⇠ ⇠ ⇥ X

Zero Trust

architecture

⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ X

AI threat

detection

⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ X

AI-guided pen

testing

⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ X

SBOM / supply

chain mgmt

⇥ ⇥ ⇠ ⇥ ⇠ ⇠ ⇠ X ⇠ X

Formal RMF

integration

⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ X X X

Continued on next page
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Table 11.4 – continued from previous page

Capability W
a
te

rf
a
ll

[2
67

]

A
g
il
e

[2
75

]

D
e
v
O
p
s

[1
55

]

S
p
ir
a
l

[2
85

]

M
S

S
D
L

[1
36

]

O
W

A
S
P

S
A
M

M
[2
36

]

B
S
IM

M
[3
05

]

N
IS

T
S
S
D
F

[2
95

]

D
O
-1
7
8
C

[2
68

]

A
Z
T
R
M

-D

Unknown asset

inference

⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ X

D3FEND

countermeasure

map

⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ X

ENGAGE active

defense

⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ X

Post-quantum

readiness

⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ ⇥ X

IoT/edge-specific

guidance

⇥ ⇥ ⇥ ⇥ ⇥ ⇠ ⇥ ⇠ X X

Insider threat

detection

⇥ ⇥ ⇥ ⇥ ⇠ ⇠ X ⇠ ⇥ X

Capabilities

Present

0 0 1 1 2 2 2 4 3 13

X = native support; ⇠ = partial/plugin-dependent; ⇥ = absent. Assessments for non-AZTRM-D methodologies from

published documentation: MS SDL [136, 174]; OWASP SAMM [236]; BSIMM [305]; NIST SSDF [295]; DO-178C

[268]; DoD DevSecOps [77]. SDLC assessments from [50, 243, 121].

The bottom row, in bold, gives the count of capabilities each framework supports natively or partially.

11.3.5 Implementation Cost Comparison

Table 11.5 compares implementation e↵ort and security economics across evaluated

methodologies. Agile/Scrum baseline estimates are drawn from industry survey data
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on DevOps transformation costs [99]. MS SDL setup hours reflect Microsoft’s pub-

lished guidance on SDL activity e↵ort [174]. The remediation cost di↵erential be-

tween commit-stage and post-release defects has been documented consistently across

decades of software cost research, with estimates ranging from 30⇥ to 100⇥ depend-

ing on system complexity and domain [307, 42, 189]. Rather than relying on any

single estimate, AZTRM-D’s shift-left value case is grounded in the lower bound of

this published range.

Table 11.5: Implementation Cost and E↵ort Comparison. AZTRM-D figures from

Stage 3 measured data (this work); comparison methodology figures from cited

sources; see table notes.

Dimension Agile/Scrum MS SDL AZTRM-D Source

Initial setup

(person-hours)

40–80† 200–400 320–480 Agile range: author

estimate based on process

complexity in [99, 275]†;

SDL from [136, 174];

AZTRM-D from Stage 3

measured timeline

(Table 11.6)

Security tool

licensing (annual)

$0–5k† $15k–40k $12k–35k Publicly listed vendor

pricing as of the 2024

deployment period:

Nessus Professional [309],

GitLab Ultimate, Semgrep

Pro, OWASP ZAP (open

source); Agile range

reflects minimal tooling†;

AZTRM-D figure

validated against actual

Stage 3 deployment spend

Continued on next page
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Table 11.5 – continued from previous page

Dimension Agile/Scrum MS SDL AZTRM-D Source

Ongoing overhead

per sprint

2–5 hrs 20–40 hrs 4–8 hrs AZTRM-D Stage 3

measurement; SDL

overhead from [136]; Agile

baseline reflects typical

security review e↵ort for

teams achieving high

deployment frequency [99]

Commit-stage

defect fix

1⇥ 1⇥ 1⇥ Baseline

Pre-release defect

fix

10–15⇥ 10–15⇥ 10–15⇥ [42, 189]

Post-release defect

fix

30–100⇥ 30–100⇥ 30–100⇥ [307, 140, 189]

†Agile/Scrum setup cost figures are author estimates from [99, 275]. Published per-task e↵ort breakdowns for

Agile CI/CD setup do not exist in directly comparable form; these ranges reflect the minimal pipeline infrastructure

Agile/Scrum prescribes. All AZTRM-D figures are from Stage 3 deployment data.

The post-release cost multiplier range (30–100⇥) reflects the published literature

consensus, not a single data point. NIST Planning Report 02-3 documents the eco-

nomic impact of late-stage defect discovery in a federal context [307], and Boehm’s

foundational cost model established the exponential growth curve across SDLC phases

[42]. The same order-of-magnitude finding is independently documented for commer-

cial software [189]. The AZTRM-D ongoing overhead figure (4–8 person-hours per

sprint) is directly measured from Stage 3 operational data and reflects automation

reducing human burden while expanding coverage relative to the MS SDL baseline.

Two numbers deserve direct attention. Fixing a vulnerability at the commit stage

costs approximately 100⇥ less than fixing the same issue post-release, consistent with

both IBM Systems Sciences Institute findings and NIST economic impact analysis
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[140, 307]. AZTRM-D catches at commit. Conventional Agile/Scrum catches post-

release. That gap is an economic argument for shifting security left, not just a quality

argument.

The ongoing overhead comparison is equally instructive. Despite five automated

scanning modalities active in every pipeline run, AZTRM-D requires only 4–8 person-

hours per release cycle for human review, compared to 20–40 for MS SDL’s manual

checkpoint reviews (Table 11.5). Automation reduces human burden while increasing

coverage.

The upfront cost is real. The 320–480 hour initial setup, covering ZT architec-

ture provisioning, AI model training, SPIFFE and SPIFFE Runtime Environment

(SPIRE) identity infrastructure, and pipeline gate configuration, is more than either

Agile or MS SDL requires. Table 11.6 covers the full 10-week implementation period.

The 320–480 hour range derives directly from that timeline. At standard full-time

engineering e↵ort, 40 person-hours per week, the 10 elapsed weeks produce a 400-hour

midpoint baseline. The lower bound of 320 hours reflects the minimum viable critical

path: the infrastructure setup and CI/CD pipeline construction phases (weeks 1–3)

overlap with ZT policy deployment beginning in week 3, compressing the irreducible

critical path to 8 elapsed weeks (8 ⇥ 40 = 320 person-hours). The upper bound of

480 hours adds the documented rework overhead from the challenges column of Ta-

ble 11.6: two SAST false-positive tuning iterations, the SPIRE SVID rotation interval

debugging session, the custom initramfs development required for LUKS2 on the

Orin SD card boot path, and the 14-hour Isolation Forest training run each represent

out-of-band e↵ort that falls outside the primary phase schedule. Those documented

incidents collectively account for the additional 80 hours above the 400-hour base,

establishing the 480-hour upper bound (400 + 80 = 480 person-hours). A 6–10 week

ramp-up period is realistic. That cost is front-loaded and non-recurring.
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Table 11.6: AZTRM-D implementation timeline and e↵ort breakdown from actual

deployment on NVIDIA Orin devices. Source: Stage 3 deployment log (this work).

Week Phase Key Activities Primary Challenges

1–2 Infrastructure Setup GitLab self-hosted in-

stance; SSH key provi-

sioning; RBAC role defini-

tions; MFA enrollment

SSH key rotation for three

credential tiers required care-

ful ordering to avoid access

lockouts

2–3 CI/CD Pipeline Construc-

tion

SAST integration (Sem-

grep for C/C++ and

Python); SCA via GitLab

dependency scanning; IaC

scanning via Checkov;

Secrets Scan via Gitleaks;

SBOM generation via Syft

Tuning SAST false positive

rates below 5% without sup-

pressing real findings required

two iteration cycles

3–4 ZT Policy Deployment SPIFFE/SPIRE SVID

provisioning; sudo

policy hardening

(/etc/sudoers.d/); ac-

count lockout configu-

ration; immutable log

enforcement via auditd +

remote syslog

SPIRE SVID rotation on

resource-constrained Orin

hardware introduced CPU

spikes; resolved by extending

interval from 1 to 4 hours

with compensating session

validation

4–5 Full-Disk Encryption LUKS2 setup on SD

cards; AES-256-XTS

key provisioning; boot-

time unlock; o✏ine attack

resistance validation

Bootloader configuration

for LUKS2 on the Jetson

Orin Nano required custom

initramfs hooks; standard

Ubuntu LUKS setup does not

cover SD card boot path

5–6 Wireless Hardening WPA3 SAE enforce-

ment; wireless micro-

segmentation; Bluetooth

disablement; RF emission

baseline capture

WPA3 SAE required driver

update on the Jetson Orin

Nano WiFi module; older

driver revisions fell back to

WPA2 silently

Continued on next page
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Table 11.6 continued from previous page

Week Phase Key Activities Primary Challenges

6–8 Sentinel Deployment and

AI Bootstrapping

Sentinel deployment in

embedded mode; Isola-

tion Forest training on

3 months of operational

logs; XGBoost classi-

fier training on NIST

NVD CVE dataset; PPO

agent training in isolated

sandbox; SHAP pipeline

validation

14-hour initial Isolation For-

est training on cloud GPU;

3.1% false positive rate re-

quired threshold tuning before

automated containment was

enabled

8–10 DAST and Supply Chain

Gate Integration

DAST via OWASP

ZAP; CSPM via Prowler

against cloud configu-

ration baseline; crypto-

graphic artifact signing

via Cosign; SBOM attes-

tation pipeline

DAST scan timing required a

dedicated staging environment

to avoid false positives from

incomplete deployment states

Several practical issues surfaced during implementation that are worth document-

ing because they a↵ect any team attempting this deployment. The SPIRE-issued

SVID rotation issue is the most architecturally interesting. The default 1-hour in-

terval caused periodic CPU spikes on the Orin that pushed total system load above

the 20% operational ceiling set for security overhead, an AZTRM-D design constraint

requiring that security tooling consume no more than 20% of total device CPU to

preserve operational performance on constrained IoT hardware [233]. Extending the

interval to 4 hours with compensating session token validation resolved the spike with-

out weakening the per-session access model. The LUKS2 SD card boot path required

custom initramfs hooks because the standard Ubuntu LUKS setup assumes NVMe

or SATA storage. The WPA3 driver issue is a recurring problem with embedded

WiFi hardware. Modules frequently advertise WPA3 SAE capability but fall back
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to WPA2 silently when SAE negotiation fails. Verifying actual WPA3 enforcement

requires an explicit RF capture test with Wireshark to confirm the SAE handshake

is present. Assuming it’s active because the driver version says so is not adequate.

The IoT validation environment was chosen because it’s the most demanding test

case. If the methodology holds under constrained hardware, an expanded physical

attack surface, and limited compute margin for security overhead, it holds in enter-

prise and general development contexts with more headroom. Table 11.7 compares

AZTRM-D against the broader set of conventional and secure methodologies on cost

and security debt dimensions.

Table 11.7: Estimated implementation e↵ort and security debt accumulation across

AZTRM-D, conventional SDLC, and secure SDLC frameworks. AZTRM-D figures

from Stage 3 deployment data (this work); comparison figures from cited framework

documentation; see table notes.

Methodology Initial

Setup

Tooling

Cost

Security

Overhead

per Sprint

Time to

First Hard-

ened Deploy

Security Debt

Accumulation

Waterfall [267,

50]

Low (1–2

weeks)

Minimal Near zero

during de-

velopment;

concentrated

at final review

6–18 months

(post-

delivery)

High; findings ar-

rive too late for

economical rework

Agile / Scrum

[275, 243]

Low (1–2

weeks)

Minimal with-

out dedicated

security tool-

ing

Low; secu-

rity tickets

compete with

feature back-

log

Variable;

security rarely

blocks release

Medium; sprint-by-

sprint accumulation

without structural

gate

Continued on next page
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Table 11.7 continued from previous page

Methodology Initial

Setup

Tooling

Cost

Security

Overhead

per Sprint

Time to

First Hard-

ened Deploy

Security Debt

Accumulation

DevOps [155,

99]

Medium (2–4

weeks)

Moderate;

CI/CD

pipeline tool-

ing

5–10% engi-

neering time

for pipeline

maintenance†

4–8 weeks

after CI/CD

is operational

Medium to low;

depends on whether

security was added

to the pipeline

Microsoft SDL

[136, 174]

Medium (4–8

weeks)

Low; primar-

ily process

overhead

10–15%;

manual threat

modeling and

review cycles†

8–16 weeks Low for known-

class threats; high

for novel attack

surfaces

NIST SSDF

[295]

Medium (4–8

weeks)

Low;

guidance-

based, tools

chosen sepa-

rately

10–15%; doc-

umentation

and artifact

requirements†

8–16 weeks Low for compliance-

driven deployments;

ZT and AI gaps

remain

OWASP

SAMM [236]

Low (1–3

weeks to as-

sess; months

to mature)

Low; maturity

measurement

only

Varies with

maturity;

typically

5–20%†

Not prescrip-

tive; maturity

timeline is

6–24 months

Decreases as ma-

turity increases; no

prescribed ZT or AI

path

AZTRM-D

[67]

High (6–10

weeks for full

pipeline and

ZT deploy-

ment)

Moderate to

high; GitLab

CI/CD,

Nessus

Professional,

Sentinel,

LUKS2,

WPA3,

SPIFFE/SPIRE

12–18% CPU

overhead

on device;

15–20% engi-

neering time

ongoing for

gate mainte-

nance

6–10 weeks Low from day one;

all five scanning

modalities active

from first commit

Continued on next page
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Table 11.7 continued from previous page

Methodology Initial

Setup

Tooling

Cost

Security

Overhead

per Sprint

Time to

First Hard-

ened Deploy

Security Debt

Accumulation

†Non-AZTRM-D overhead percentages are author estimates from documented process requirements. The 10–

15% range for MS SDL and NIST SSDF reflects manual threat modeling, security checkpoints, and compliance

documentation [136, 295]. The Accelerate research program documents that high-performing teams spend

⇠20% of engineering capacity on non-feature work [99]. AZTRM-D figures are from Stage 3 deployment data

(Table 11.6).

Figure 11.2: MTTR comparison for four vulnerability categories under conventional

DevSecOps versus AZTRM-D Stage 3 (left), and implementation cost by framework

showing initial setup versus ongoing sprint hours (right). The asterisk on the right

panel indicates that the AZTRM-D setup cost is front-loaded and non-recurring.

11.3.6 Performance Overhead: Putting the Numbers in Context

Figure 11.2 presents the MTTR and cost comparison visually. Measuring what a

security methodology actually costs to run on constrained hardware is as important

as measuring what it catches. AZTRM-D imposes 12–18% CPU overhead during
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active scanning cycles on the NVIDIA Orin (measured at Stage 3). Policy evaluation

latency sits below 40ms. Alert response time comes in under 5 seconds. Log storage

runs approximately 50MB per day [233].

Putting them against comparable baselines is instructive. Standard DevSecOps

scanning operates almost entirely in the CI/CD pipeline rather than on the device

itself; device-side overhead for a conventional pipeline-only model is typically 0–2%,

since there’s no on-device monitoring agent running continuously [77]. Microsoft

SDL similarly concentrates its overhead in pipeline reviews and human checkpoints,

not on-device monitoring; the SDL’s device-side performance impact is near zero for

the same reason [174]. Table 11.8 frames this explicitly.

Table 11.8: Performance overhead comparison: AZTRM-D vs. comparable secure

development approaches on IoT/edge hardware. Device CPU overhead reflects on-

device security agent activity, not CI/CD pipeline cost. AZTRM-D figures from

Stage 3 measured data (this work); comparison figures from cited framework docu-

mentation. “On-Device Monitoring” indicates whether the approach deploys a run-

time security agent to the target hardware after CI/CD scanning is complete; ap-

proaches without this capability scan code only in the pipeline and do not monitor

device behavior post-deployment.

Approach Device CPU

Overhead

Pipeline Latency

Added

On-Device

Monitoring

Source

AZTRM-D (full) 12–18% (active

scan) / 3–5% (idle)

Included in CI/CD

gates

Yes (AI

behavioral

monitoring)

Stage 3

measured

[233]

Standard DevSecOps 0–2% 5–15 min (typical

SAST/DAST)

No No on-device

agent by

design [77]

Continued on next page
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Table 11.8 – continued from previous page

Approach Device CPU

Overhead

Pipeline Latency

Added

On-Device

Monitoring

Source

Microsoft SDL 0–2% 10–30 min (manual

gates)

No No on-device

agent by

design [174]

ZT enforcement only (no

AI)

3–8%

(representative

range from

surveyed ZT

implementations)

[120]

Minimal Partial (access

control only)

[120, 71]

Figure 11.3: AZTRM-D runtime performance on the NVIDIA Jetson Orin Nano

(Stage 3): device CPU overhead versus comparable approaches (left), ZT policy en-

forcement latency across endpoint counts (center), and key measured metrics (right).

Green metric values in the right panel indicate measurements within their target op-

erating envelope; the red value flags the false positive rate, which is the only metric

whose triage cost an operator must monitor over time.

Figure 11.3 presents the overhead and latency measurements. The 12–18% figure

is the cost of doing something the other approaches don’t do: running continuous
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AI behavioral monitoring on the device itself, not just at the pipeline boundary. A

conventional DevSecOps pipeline catches vulnerabilities before deployment. AZTRM-

D does that and then continues watching what happens after deployment. That

overhead di↵erence is real, but it buys a fundamentally di↵erent capability.

A 20% ceiling constraint (the AZTRM-D design requirement that security over-

head stay below 20% of total device CPU) means the current 12–18% active-scan

range leaves headroom on the Orin hardware [233]. The SPIRE SVID rotation issue

documented in Section 11.3.5 was caught and resolved specifically because this ceil-

ing was being monitored. For more constrained hardware, the SVID rotation interval

and scan frequency would need adjustment to stay within the 20% bound, which is a

known trade-o↵, not a surprise.

11.4 AI STACK SELECTION: WHY THESE ALGORITHMS

Choosing an AI approach for security isn’t a matter of picking whatever’s currently

popular. Each algorithm in Sentinel was selected because it solves a specific problem

better than the available alternatives, given the constraints of the deployment envi-

ronment and the auditability requirements of AZTRM-D’s compliance model. This

section documents those decisions explicitly. “We used machine learning” is not a

defensible architecture rationale.

11.4.1 Behavioral Anomaly Detection: Isolation Forest over Alternatives

Table 11.9 presents a head-to-head comparison of four anomaly detection algorithms

evaluated for the behavioral monitoring pipeline. Isolation Forest was selected based

on this analysis.

Quantitative Algorithm Comparison: Isolation Forest vs. Alternatives
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Table 11.9: Anomaly Detection Algorithm Comparison on NVIDIA Orin. Isolation

Forest values from Stage 3 measured data (this work); alternative algorithm values

are author estimates (see table notes).

Algorithm Inference

Latency

Memory

(MB)

Explainability CPU Overhead

Isolation Forest

[175] (t=100,

 =256)

O(logn),

<1ms

<50 Feature path 3–5%

One-Class SVM

[51]†

O(nsv),

>10ms

200–400 None 12–18%

Autoencoder

(LSTM) [51]†

>5ms 150–300 Post-hoc only 15–22%

Isolation Forest values measured on NVIDIA Orin (Stage 3). †One-Class Support Vector Machine (OCSVM) and

Autoencoder values are author’s engineering estimates based on algorithm complexity (O(nsv) and GPU inference

respectively), not measured on Orin hardware [51].

Table 11.9 summarizes the algorithm comparison. Inference latency and CPU over-

head figures for OCSVM and autoencoder are design-rationale order-of-magnitude

estimates derived from the computational characteristics of these algorithm classes

on ARM Cortex-A hardware [51]. OCSVM inference cost scales as O(nsv) per pre-

diction, where nsv grows with training set size, producing latency one to two orders of

magnitude higher than the O(log n) tree traversal in Isolation Forest. Isolation Forest

figures are directly measured on the NVIDIA Orin during Stage 3 validation. The

20% CPU overhead ceiling was the binding constraint. Isolation Forest was the only

evaluated option that remained within budget while providing interpretable output

via short-path feature decomposition.

Insider threat detection means identifying unusual behavior in a stream of opera-

tional telemetry without a labeled dataset of known attacks. Insider threats are rare,
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poorly labeled, and highly variable across deployment environments. The detection

task is a di�cult one-class classification problem. Three candidates were evaluated,

Isolation Forest, One-Class SVM, and autoencoders.

OCSVM constructs a hyperplane around normal data in high-dimensional kernel

space and classifies points outside that boundary as anomalous. In theory this is

well-suited to the problem. In practice it has two issues that make it impractical

on NVIDIA Orin edge hardware. Inference cost scales with the number of support

vectors, which grows with training set size. Kernel tricks aren’t free. And OCSVM

produces no interpretable output. A flag of “anomalous” with no explanation of

which features drove it is operationally useless when analysts need to triage 31 alerts

per scanning cycle.

Autoencoders are more expressive for complex, high-dimensional behavioral pat-

terns and would work well in a data-center context. On an NVIDIA Orin device

with a hard 20% CPU overhead ceiling, a deep autoencoder for continuous real-time

scoring simply doesn’t fit the budget.

Lightweight transformer architectures with feature-fusion mechanisms have shown

strong performance on time-series anomaly detection in adjacent edge-AI domains, in-

cluding vibration-signal-based fault diagnosis on resource-constrained hardware where

the GLP-Transformer architecture achieves competitive accuracy at 48.28K param-

eters and 2.74M FLOPs [134]. These architectures motivated the comparative eval-

uation but were ultimately not selected for Sentinel: the 20% CPU overhead ceiling

on the NVIDIA Jetson Orin Nano combined with the requirement for exact (not ap-

proximate) feature-level explanations under NIST RMF authorization review made

Isolation Forest’s tree-traversal inference path and short-path feature decomposition

the operationally correct choice for this deployment context. Transformer-based be-

havioral anomaly detection remains a candidate for future Sentinel iterations where

the explainability requirement is satisfied through a di↵erent mechanism (such as
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attention-weight visualization combined with SHAP-style attribution).

Isolation Forest addresses both problems [175]. Rather than profiling normal

behavior, it isolates anomalies directly by building an ensemble of random binary

trees that recursively partition a sub-sampled dataset. Anomalous points reach leaf

nodes faster because there are fewer similar points nearby. Inference is a tree traversal,

O(log n) per prediction, which is fast enough for continuous device-level scoring with

minimal overhead. The anomaly score s(x, n) is:

s(x, n) = 2�E[h(x)]/c(n) (11.1)

where E[h(x)] is the expected path length of instance x across the forest and c(n)

normalizes against the average path length of an unsuccessful Binary Search Tree

search:

c(n) = 2H(n� 1)�
2(n� 1)

n
(11.2)

A score near 1.0 means highly anomalous; near 0.5 means normal. The short-path

feature decomposition that identifies which behavioral dimensions drove an anoma-

lous score is what makes the algorithm practically useful. That same path-tracing

mechanism that makes it fast also makes it explainable. Sentinel runs t = 100 trees

with sub-sample size  = 256. Alert and containment thresholds (0.6 and 0.8 respec-

tively) were selected through ROC analysis on the Stage 3 training corpus. Candidate

thresholds from 0.50 to 0.95 in 0.05 increments were evaluated by computing false

positive rate against detection rate at each operating point. A 0.6 alert threshold

produced the best trade-o↵ between detection sensitivity and false positive volume

given the 3.1% FPR target. The 0.8 containment threshold was set conservatively

to require high anomaly confidence before automated action fires without human

confirmation. Scores above 0.6 trigger a monitoring alert; scores above 0.8 trigger

automatic containment through the ZT Policy Enforcement Point.
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11.4.2 Vulnerability Triage: XGBoost over Random Forest and Neural

Classifiers

Table 11.10 compares the three candidate algorithms evaluated for vulnerability

triage. XGBoost won on all four criteria that matter for this use case.

Quantitative Algorithm Comparison: XGBoost vs. Alternatives

Table 11.10: Vulnerability Triage Algorithm Comparison. All figures from author’s

preliminary evaluation on the CVE triage dataset (this work); see table notes.

Algorithm Precision Recall SHAP

Compatible

Overfitting Risk

XGBoost [54]

(final, AZTRM-D)

94.1% 91.8% Yes (exact) Low (regularized)

Random Forest

[46] (preliminary)

91.3% 88.5% Approximate only Moderate

Neural Network

(MLP) [112]

89.7% 85.2% Post-hoc approx. High (CVE dataset)

Table 11.10 presents the algorithm comparison. Random Forest and MLP figures were

measured by the author during preliminary algorithm evaluation on the same CVE

triage dataset prior to final algorithm selection, using an 80/20 stratified train/test

split with 5-fold cross-validation. Random Forest was eliminated on explainability

grounds in addition to the performance gap, specifically correlated-feature MDI in-

stability that makes feature importance scores unreliable in high-dimensional CVE

feature spaces [54]. The decision to tune recall above precision (91.8% vs. 94.1%)

reflects an asymmetric cost structure: a missed real vulnerability costs far more to

remediate post-release than a false positive costs to investigate, consistent with the

remediation cost di↵erential documented in Table 11.5 [307].
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Vulnerability triage means classifying CVEs from the NIST NVD by exploitabil-

ity and routing high-priority findings to analysts with actionable explanations. Three

candidates were evaluated, Random Forest, XGBoost, and a feedforward neural net-

work.

Random Forest was the obvious starting point. It’s well understood, reliable on

tabular CVE feature data, and has some inherent feature importance. The problem is

that Random Forest feature importance, measured by mean decrease in impurity, has

well-documented weaknesses. It tends to favor high-cardinality features and produces

misleading attribution scores when features are correlated. In a compliance context

where analysts have to defend triage decisions under audit, a priority score based on

opaque impurity calculations isn’t satisfying.

Neural networks are more expressive but produce scores with no interpretable

rationale. Post-hoc methods like LIME [264] or integrated gradients approximate

attributions, but the key word is approximate. These methods can produce di↵er-

ent explanations on di↵erent runs. NIST RMF authorization decisions need to be

defensible, and an explanation that shifts depending on sampling parameters isn’t

defensible.

XGBoost matches or beats both alternatives on tabular data while being fully

compatible with SHAP TreeExplainer, which computes exact Shapley values [54].

The regularized objective:

Obj(✓) = L(✓) + ⌦(f), ⌦(f) = �T +
1

2
�
X

j

w2
j (11.3)

where T is leaves, wj is leaf weight, � sets minimum loss reduction per split, and

� governs L2 regularization. That regularization matters because NVD data skews

toward known vulnerability classes. A model that overfits to known patterns will

underperform on novel CVEs, and those are exactly the cases where correct triage

matters most.
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SHAP computes each feature’s contribution using Shapley values from cooperative

game theory [178]:

�i =
X

S✓F\{i}

|S|! (|F |� |S|� 1)!

|F |!

⇥
fS[{i}(x)� fS(x)

⇤
(11.4)

These are exact values. They satisfy local accuracy (attributions sum to the

prediction), consistency (a feature’s attribution only increases if its contribution in-

creases), and dummy (features with no e↵ect get zero attribution). TreeExplainer

computes them in O(TLD2) time where T is trees, L is leaves, and D is maximum

depth. Fast enough to be practical, exact enough to be auditable.

Input Feature Set

The XGBoost classifier was trained on CVE records extracted from the NIST NVD

API v2.0 [208], filtered to entries carrying complete CVSS v3.x scoring. The NVD

contained approximately 240,000 published CVE records as of late 2024, of which

roughly 60% carried complete CVSS v3.x vector strings suitable for feature extraction

[208]. Features were derived directly from the CVSS v3.1 specification and the NVD

JSON data feed [97]. Table 11.11 lists the full feature set.

Table 11.11: XGBoost input features for CVE vulnerability triage, sourced from NIST

NVD API v2.0 and CVSS v3.1 scoring.

Feature Source Type Encoding / Notes

CVSS v3 Base Score NVD / CVSS v3.1

[97]

Continuous [0.0–10.0] Raw numeric score

CVSS v3

Exploitability

Subscore

NVD / CVSS v3.1

[97]

Continuous [0.0–3.9] Derived from AV, AC,

PR, UI

Continued on next page
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Table 11.11 – continued from previous page

Feature Source Type Encoding / Notes

CVSS v3 Impact

Subscore

NVD / CVSS v3.1

[97]

Continuous [0.0–6.0] Derived from C, I, A

Attack Vector (AV) NVD / CVSS v3.1

[97]

Categorical One-hot: Network,

Adjacent, Local, Physical

Attack Complexity

(AC)

NVD / CVSS v3.1

[97]

Binary 0 = High, 1 = Low

Privileges Required

(PR)

NVD / CVSS v3.1

[97]

Ordinal 0 = High, 1 = Low, 2 =

None

User Interaction (UI) NVD / CVSS v3.1

[97]

Binary 0 = Required, 1 = None

Scope (S) NVD / CVSS v3.1

[97]

Binary 0 = Unchanged, 1 =

Changed

Confidentiality Impact

(C)

NVD / CVSS v3.1

[97]

Ordinal 0 = None, 1 = Low, 2 =

High

Integrity Impact (I) NVD / CVSS v3.1

[97]

Ordinal 0 = None, 1 = Low, 2 =

High

Availability Impact

(A)

NVD / CVSS v3.1

[97]

Ordinal 0 = None, 1 = Low, 2 =

High

CWE Category NVD [208] Categorical Top-25 CWE IDs one-hot

encoded; remainder

bucketed as “Other”

CVE Age (days) NVD Published Date

[208]

Continuous Days since publication at

training time

The SHAP example in Section 10.4 reflects this feature set directly: the attribution

breakdown for CVE-2021-41773 shows CVSS base score, attack vector, and privilege

requirements as top contributors, which maps to the AV, PR, and base score features

above. The 13 features in Table 11.11 represent a tractable, fully auditable input
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space. Every value traces back to a published NVD field, which matters for compliance

review under NIST RMF.

Recall is tuned above precision (91.8% vs. 94.1%, Table 10.4). A missed real

vulnerability carries higher cost than a false positive an analyst reviews and clears,

consistent with the remediation cost di↵erential documented in Table 11.5 [307].

That is a deliberate design choice, not a gap.

11.4.3 AI-Guided Pen Testing: PPO over Deep Q-Network (DQN) and

Deep Deterministic Policy Gradient (DDPG)

Table 11.12 compares the three reinforcement learning (RL) algorithms considered

for the automated pen testing agent. PPO was selected for its convergence stability

in the sparse-reward environment that pen testing represents.

Quantitative Algorithm Comparison: PPO vs. Alternatives

Table 11.12: Reinforcement Learning Algorithm Comparison for Pen Testing. Con-

vergence and stability figures are drawn from published RL-for-security benchmarks;

PPO sandbox metric is from internal Stage 3 measurement. See table notes for source

details.

Algorithm Action Space Convergence

Episodes (to

80% optimal

policy)

Sample

E�ciency

(up-

dates/episode)

Sparse-Reward

Stability (variance)

PPO (✏=0.2,

AZTRM-D) [274]

Discrete 800–1,500† 4

(multi-epoch)

Low variance; clipped

objective prevents

destabilization

Continued on next page
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Table 11.12 – continued from previous page

Algorithm Action Space Convergence

Episodes (to

80% optimal

policy)

Sample

E�ciency

(up-

dates/episode)

Sparse-Reward

Stability (variance)

DQN [125, 192] Discrete 2,500–5,000‡ 1 (single-step) High variance under

sparse rewards;

documented

catastrophic forgetting

in security tasks

DDPG [173] Continuous

(mismatch for

discrete

pen-testing

actions)

N/A (architectural

mismatch)

1 (single-step) Moderate variance;

designed for

continuous control

†PPO convergence range derived from Hammar and Stadler (2023) benchmark on network intrusion-defense

games [125], consistent with the AZTRM-D sandbox training profile observed during Stage 3. Exact episode counts

depend on attack-surface complexity and reward shaping. ‡DQN convergence range from the same Hammar-Stadler

benchmark [125] and from Mnih et al. (2015) [192], which establishes DQN’s baseline sample-e�ciency profile in

sparse-reward environments. “N/A” for DDPG convergence reflects that DDPG is designed for continuous action

spaces and was not run to convergence on the discrete pen-testing task because the action-space mismatch makes the

comparison architecturally uninformative.

Table 11.12 compares the RL algorithm candidates. PPO’s clipped surrogate objec-

tive prevents destabilizing policy updates. The ✏=0.2 clip bound was selected per

the original Schulman et al. hyperparameter recommendations [274]. DQN’s catas-

trophic forgetting in sparse-reward environments is documented in the RL security

literature. See Hammar and Stadler (2023) for a directly relevant comparison on

network penetration testing tasks [125].

RL-based automated pen testing requires an agent that can learn to sequence

attack steps through the MITRE ATT&CK framework in a complex, partially ob-

servable environment. Three RL approaches were evaluated: DQN, DDPG, and PPO.
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DQN is designed for discrete action spaces, and pen testing is inherently discrete,

which makes it technically applicable. But vanilla DQN has a stability problem,

specifically catastrophic forgetting and high variance in sparse-reward environments.

Successful exploitation in pen testing is infrequent and delayed relative to the decision

steps that led there. DQN in this context also tends to overfit to specific exploit

sequences seen during training rather than generalizing to novel attack surfaces.

DDPG was a non-starter. It’s designed for continuous action spaces, and discrete

exploit module selection maps awkwardly to its actor-critic continuous architecture.

PPO directly addresses the instability problem with its clipped surrogate objective

[274]:

LCLIP(✓) = Êt

⇥
min

�
rt(✓)Ât, clip(rt(✓), 1� ", 1 + ")Ât

�⇤
(11.5)

where rt(✓) = ⇡✓(at|st)/⇡✓old(at|st) is the ratio of new to old policy probabilities, Ât

is the advantage estimate, and " = 0.2 is the clipping range. The clipping prevents

large policy updates that would destabilize learning in the sparse-reward pen testing

environment. PPO also supports multiple gradient update epochs per collected tra-

jectory, making it more sample-e�cient than DQN. Each sandbox pen test episode

costs compute, so sample e�ciency matters.

The reward function: +1.0 for successful exploitation, +0.5 for novel attack path

discovery, �0.3 for detection by the monitoring stack. That detection penalty isn’t

cosmetic. An agent optimizing purely for exploitation generates noisy, easily detected

attacks that don’t stress-test behavioral monitoring. Penalizing detection pushes the

agent toward stealth, producing a more realistic adversary model and more useful

validation of whether Isolation Forest actually catches subtle intrusions.
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Sandbox Validation Results

The PPO agent ran in an isolated Metasploit sandbox against a simulated AZTRM-D-

hardened environment during Stage 3 validation. Its objective was to find exploitable

paths through the ATT&CK kill chain against the hardened Orin configuration. At

Stage 1 (factory default), the agent converged on a successful exploit sequence in the

first episode, reaching lateral movement via the default SSH credentials and uncon-

strained sudo path, matching what human testers found manually. At Stage 3 (full

hardening), 20 post-training evaluation episodes ran without the agent achieving ini-

tial access. Those 20 episodes constituted the evaluation budget after training had

converged; the full training run comprised 500 episodes over approximately 6 hours of

compute on the sandbox environment. One previously undocumented configuration

nuance did surface during evaluation runs, an edge-case timing window in SPIRE

SVID rotation that briefly widened the authentication surface during a simultaneous

session renewal and SVID refresh, which was subsequently patched. Episode logs for

all Stage 3 runs are included in the validation records maintained by Cybectr LLC.

The agent’s action trace from Stage 3 is included in the XAI output described in

Section 10.4: each step maps to an ATT&CK technique ID via the ENGAGE module,

producing a human-readable attack narrative that confirms what the agent attempted

and what controls stopped it. This trace is what makes the PPO component useful

beyond just “it ran and found nothing.” Knowing which TTPs the agent tried,

in what order, and at what points the ZT enforcement blocked it is operationally

actionable for tuning future configurations.

11.4.4 GNN-Augmented SAST: Why Graph Neural Networks over Pat-

tern Matching

Standard SAST tools match source code against known vulnerability signatures in

rule sets. That works fine for known vulnerability classes, but it starts to fail on novel
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patterns. When a developer introduces a new type of memory corruption bug or a

subtle logic flaw that doesn’t match any existing rule, a pattern-matching scanner

misses it entirely. No flag, no warning, no indication anything unusual is present.

Sentinel augments standard SAST with a Graph Neural Network trained on the

BigVul dataset, which contains 3,754 vulnerable functions from open-source C/C++

projects out of approximately 188,000 total functions analyzed [89]. The GNN repre-

sents each function as a Code Property Graph (CPG), combining the abstract syntax

tree (AST), control flow graph (CFG), and program dependence graph (PDG) into a

unified representation [334]. A multi-layer GCN then operates on this graph [157]:

H(l+1) = �
⇣
D̃�1/2Ã D̃�1/2H(l)W (l)

⌘
(11.6)

where Ã = A+ I is the adjacency matrix with self-loops, D̃ is the degree matrix, H(l)

is the node feature matrix at layer l, and W (l) is the learnable weight matrix. Node

features encode token type, data flow relationships, and syntactic position. The final

layer produces a graph-level embedding via mean pooling into a binary vulnerability

classifier.

What the GCN learns that pattern matching can’t is the structural properties of

vulnerable code, including data flow patterns, call graph topology, and control flow

characteristics. A novel bu↵er overflow that doesn’t match any existing SAST rule

may still exhibit graph-structural properties similar to known bu↵er overflows in the

BigVul training set, allowing the GCN to flag it. Against the BigVul held-out test

set, this achieves 81.4% true positive rate at 6.2% FPR, outperforming rule-based

SAST on novel patterns by approximately 30 percentage points [89].

The choice of a Graph Convolutional Network over attention-based architectures

was deliberate. Vulnerability-relevant relationships in code are defined by the program

dependence and control flow graphs rather than by spatial locality, and the explicit

graph structure of the Code Property Graph maps more directly onto a message-
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passing GCN than onto a windowed attention scheme of the kind used e↵ectively

in adjacent structured-input domains such as image restoration [331]. The GCN’s

per-layer adjacency-weighted aggregation operates directly on the relationships that

matter for vulnerability detection (data flow, call graph topology, control flow), rather

than requiring an attention mechanism to discover those relationships from a flattened

representation.

11.4.5 Unknown Asset Inference: Sentence Transformers and Cosine Sim-

ilarity

Standard vulnerability scanners match assets against CVE signature databases. When

an asset isn’t in the database, which happens constantly in IoT environments with

custom firmware or proprietary industrial hardware, the scanner reports nothing. The

miss is silent and potentially dangerous.

Sentence transformer embeddings address this by representing assets in a shared

semantic vector space [261]. The model maps asset feature descriptions (hardware

type, firmware version strings, exposed services, communication protocols) to dense

vector representations where semantically similar assets cluster together. Cosine sim-

ilarity:

sim(A,B) =
A ·B

kAk · kBk
(11.7)

measures how closely an unknown asset resembles known assets in this space. A

similarity score � 0.82 against a known-asset entry pulls that entry’s CVE history

as an inferred vulnerability profile, converting a silent miss into a flagged, reviewable

risk estimate.

The 0.82 threshold was selected through grid search over candidate values from

0.70 to 0.95, evaluated on a held-out validation set of 47 IoT asset profiles spanning

embedded microcontrollers, edge AI platforms, and industrial sensors, split 80/20
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from the known-asset library. At each threshold, precision (fraction of flagged un-

knowns whose inferred profile matched confirmed CVE history) and recall (fraction

of high-similarity assets that were flagged at all) were computed. The F1 score,

the harmonic mean of precision and recall, peaked at 0.82: thresholds below this

produced false matches from superficially similar but architecturally distinct device

classes, while thresholds above it produced too many silent misses on assets with con-

firmed exploitable profiles. Table 11.13 shows the calibration results at representative

threshold values.

Table 11.13: Cosine similarity threshold calibration for unknown asset inference (N =

47 IoT asset profiles, 80/20 held-out split from known-asset library). F1 score peaked

at 0.82, selected as the operational threshold. Source: Author’s grid search evaluation

(this work).

Threshold Precision Recall F1 Score

0.70 0.61 0.95 0.74

0.75 0.74 0.91 0.82

0.80 0.83 0.87 0.85

0.82 0.87 0.85 0.86

0.85 0.91 0.78 0.84

0.90 0.95 0.61 0.74

0.95 0.98 0.39 0.56

Operating at the F1-optimal threshold means accepting that roughly 13% of inferred

profiles may not precisely match the unknown asset’s actual CVE history. Given the

alternative (a silent miss with no profile at all), an imprecise profile flagged for human

review is the better failure mode. The 47-profile validation set is small enough that the

threshold selection may overfit to the specific device classes represented. Validation
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against a broader device corpus, particularly industrial control systems and medical

IoT platforms not represented in the current library, is identified as future work.

11.4.6 Adversarial Robustness: DiCE Counterfactuals

Any ML-based security classifier is vulnerable to adversarial evasion. An attacker

who understands the model can craft inputs that avoid triggering it. The typical

response is to assume the classifier is reliable and move on. That’s incorrect, and it

eventually produces failures in production.

DiCE (Diverse Counterfactual Explanations) generates minimum-perturbation

adversarial examples: inputs as close as possible to a normal behavioral profile or

benign CVE classification that nonetheless cross the decision boundary [197]. Equa-

tion 11.8 formalizes the DiCE objective. The goal isn’t to break Sentinel. It’s to

understand exactly where the decision boundaries sit and whether they’re in the

right place. Findings from DiCE evaluation feed the retraining pipeline continuously.

If a trivial perturbation to normal behavior crosses into anomalous classification, that

threshold needs adjustment before an adversary finds it first.

DiCE generates k diverse counterfactuals by minimizing the following objective

[197]:

C(x0) =
1

k

kX

i=1

⇥
Lpred

�
f(x0

i), yc
�
+ �1 dist(x, x

0
i)
⇤
� �2 dpp diversity(x0

1, . . . ,x
0
k)

(11.8)

where f(x0
i) is the classifier output for counterfactual i, yc is the desired target class

(the boundary crossing), dist(x,x0
i) is a feature-weighted distance penalizing large

perturbations from the original input x, and dpp diversity is a determinantal point

process term that pushes the k counterfactuals apart from each other to produce var-

ied boundary crossings rather than k near-identical examples [197]. �1 controls the

distance penalty (favoring minimal perturbation) and �2 controls diversity (favoring
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spread across the boundary). For Sentinel, k = 5 counterfactuals per classifier in-

stance were generated, with �1 = 0.5 and �2 = 1.0 per the default recommendations

in the original DiCE implementation [197].

The 93.7% adversarial detection rate cited in Section 10.6 reflects performance

against DiCE-generated evasion inputs. An attacker with full knowledge of Sentinel’s

model weights could craft more targeted attacks. DiCE provides a systematic, auto-

mated adversarial stress test that strengthens the model over time without requiring

a dedicated red team to probe the classifier manually.

11.4.7 Adversarial Threat Model and Scope of the 93.7% Detection Rate

Adversarial machine learning evaluation produces fundamentally di↵erent results de-

pending on the attacker capabilities assumed, and reporting a single accuracy number

without specifying the threat model leaves the result ambiguous [48, 39]. The 93.7%

figure was measured under a black-box threat model, defined formally below alongside

the white-box alternative for contrast.

Black-box (BB) threat model

A black-box adversary has query access to the deployed classifier but no access

to model internals: no gradients, no weights, no training data, and no architectural

details beyond what can be inferred from public documentation. Attacks under this

model rely on observed input-output behavior and on transferability from substitute

models trained on similar tasks [241]. DiCE counterfactual generation operates in

this regime: it queries the model to identify minimum-perturbation inputs that cross

the decision boundary, without requiring gradient information [197].

White-box (WB) threat model

A white-box adversary has full access to the model: gradients, weights, training

data, hyperparameters, and architectural details. This enables gradient-based attacks

such as the Fast Gradient Sign Method (FGSM) [113], Projected Gradient Descent
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(PGD) [182], and the Carlini-Wagner (L2, L1, L0) family [48]. White-box attacks

generally achieve higher attack success rates than black-box attacks against the same

model on the same task, since gradient information directly reveals the local geometry

of the decision boundary.

Why the black-box model is the operationally relevant threat for Sentinel

Sentinel runs inside an AES-256-encrypted RBAC-gated environment with cryp-

tographic artifact signing on all model deployments and SPIFFE/SPIRE workload

identity authentication on every model-serving endpoint. The deployment threat pro-

file assumes that an adversary may obtain the public outputs of the classifier through

legitimate or compromised query channels but does not have access to the underlying

model artifact. Black-box evaluation matches this threat profile. A white-box adver-

sary against Sentinel implies prior compromise of the cryptographically signed model

deployment pipeline, the SPIRE attestation infrastructure, and the RBAC-gated ar-

tifact storage, which represents a fully compromised deployment environment that

AZTRM-D’s complete control set is designed to detect and contain through Zero

Trust enforcement before the white-box attack ever becomes feasible.

Scope of the 93.7% figure

The reported 93.7% adversarial detection rate is a measured baseline under the op-

erationally relevant black-box threat model, evaluated through DiCE-generated coun-

terfactual inputs. It is not an upper bound on classifier robustness in the white-box

regime. Reporting it as a black-box baseline matches standard practice in adversarial

ML evaluation [48, 39]. White-box gradient-based evaluation against the XGBoost

classifier is structured as a transfer attack from a di↵erentiable surrogate model [241]:

a multilayer perceptron trained on the XGBoost classifier’s predictions over the same

evaluation corpus serves as the gradient source for FGSM and PGD attacks, and the

resulting adversarial examples are transferred to the XGBoost classifier for evalua-

tion. This evaluation is part of the Stage 4 multi-device validation campaign, with
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results scoped to appear in the follow-up empirical paper.

11.4.8 Comparative Performance Against Published External Baselines

The internal algorithm comparisons in Section 11.4 document why each AZTRM-D

AI component was selected from its candidate set on the same dataset and operational

constraints. Sentinel’s measured figures also map onto published external baselines

from peer-reviewed work in the same task domains. Table 11.14 presents that compar-

ison. The comparison is necessarily across di↵erent datasets and evaluation protocols,

since no public benchmark exactly matches Sentinel’s IoT-edge deployment context,

and the table records the scope-of-comparison limitation per row.

Table 11.14: Comparative performance of Sentinel AI subsystems against published

external baselines. Per-row dataset and protocol di↵erences are documented in the

Notes column. Source: published baselines per row citation; Sentinel figures from

this work.

Task Sentinel (this

work)

External Baseline Baseline

Source

Comparison

Notes

CVE XGBoost: 94.1%

precision, 91.8%

recall on NVD

CVSS-v3 corpus

Random Forest:

91.3% precision,

88.5% recall on same

corpus

[46]

(algorithm),

this work

(figures)

Same evaluation

corpus and split;

preliminary

algorithm

comparison run

during selection

Vulnerability

classification (neural

baseline)

XGBoost (above) MLP feedforward:

89.7% precision,

85.2% recall on same

corpus

[112]

(algorithm),

this work

(figures)

Same evaluation

corpus and split;

selected against on

explainability and

accuracy

Continued on next page
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Table 11.14 – continued from previous page

Task Sentinel (this

work)

External Baseline Baseline

Source

Comparison

Notes

Source code

vulnerability detection

GNN-augmented

Semgrep: 81.4%

TPR at 6.2% FPR

on BigVul held-out

Pattern-matching

SAST baseline:

⇠50% TPR at

5–10% FPR on novel

patterns

[89] BigVul corpus

published

partition;

pattern-matching

baseline figures

from BigVul

authors

Behavioral anomaly

detection (edge IoT)

Isolation Forest:

3.1% FPR aggregate;

sub-40 ms PEP

latency

OCSVM: estimated

>200 ms inference

latency on Cortex-A

class hardware

[51] Sentinel figures

measured on

NVIDIA Orin

Stage 3; OCSVM

figure is

computational-

complexity

estimate, not

measured

Behavioral anomaly

detection (deep

architecture)

Isolation Forest

(above)

Autoencoder:

requires GPU

inference; exceeds

20% CPU budget on

Orin

[51] Selected against on

edge-hardware

compute budget;

autoencoders

perform

comparably or

better on accuracy

in data-center

contexts

Continued on next page
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Table 11.14 – continued from previous page

Task Sentinel (this

work)

External Baseline Baseline

Source

Comparison

Notes

Lightweight edge

anomaly detection

(adjacent domain)

Isolation Forest

(above)

Lightweight

transformer with

feature fusion

(GLP-Transformer):

comparable accuracy

at 48.28K

parameters, 2.74M

FLOPs on bearing

fault corpus

[134] Adjacent-domain

comparison;

tree-ensemble

selected for

explainability and

exact SHAP

compatibility

Counterfactual

adversarial robustness

DiCE evaluation:

93.7% detection rate

against minimum-

perturbation

counterfactuals

DiCE on tabular

financial classifiers:

comparable detection

rates reported in

original work

[197] Same evaluation

methodology;

di↵erent dataset

Three observations from the comparison. First, Sentinel’s XGBoost classifier out-

performs both the Random Forest and the MLP baseline on the same evaluation

corpus (precision +2.8 to +4.4 percentage points, recall +3.3 to +6.6 percentage

points). Second, the GNN-augmented SAST configuration outperforms pattern-

matching SAST on novel vulnerability patterns by approximately 30 percentage

points, with the BigVul authors’ published baseline showing roughly 50% TPR on

patterns the rule set had not seen before. Third, lightweight transformer architec-

tures from adjacent edge-AI domains demonstrate that transformer-based anomaly

detection is achievable at edge-hardware compute budgets, but the explainability re-

quirement under NIST RMF authorization review tipped the selection to Isolation

Forest’s tree-ensemble structure with native short-path feature decomposition.

178



11.5 TOOL STACK SELECTION: WHY THESE SPECIFIC TOOLS

Every tool in the AZTRM-D stack was selected over alternatives based on specific

technical requirements. Table 11.15 covers the full stack with selection rationale.

Table 11.15: Full tool stack with category, AZTRM-D role, alternatives considered,

and selection rationale. Source: Author’s deployment and tool selection (this work);

see table notes.

Tool Category Role in

AZTRM-D

Alternatives

Considered

Why This Tool

Nmap (-sV -p-) Port scanner Asset discovery;

service-version

port enumeration

in all pen test

stages

Masscan, Zmap -sV extracts exact

software versions

for CVE mapping;

-p- ensures no port

is missed; Mass-

can/Zmap prioritize

speed over version

accuracy, which pro-

duces incomplete CVE

mapping

Nessus Professional Vulnerability

scanner

Authenticated and

unauthenticated

CVE scanning

against all discov-

ered assets

OpenVAS (com-

mercial alterna-

tive); Qualys;

Rapid7 InsightVM

Covers over 115,000

CVE IDs with daily

plugin updates [309];

credentialed scans

expose OS/driver

vulnerabilities invisible

from the network;

OpenVAS retained

as independent cross-

validation

Continued on next page
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Table 11.15 continued from previous page

Tool Category Role in

AZTRM-D

Alternatives

Considered

Why This Tool

OpenVAS Vulnerability

scanner

Cross-validation

of Nessus find-

ings; open-source

baseline

Nessus alone Independent CVE

signatures provide a

second opinion; scan-

ner disagreement flags

ambiguous findings

for manual review;

no commercial license

dependency

Hydra Credential

tester

Tests for

weak/default

credential policies

(Stage 1 valida-

tion)

Medusa, Burp

Suite Intruder

Validates account

lockout enforcement at

the protocol level; con-

firms the brute-force

path exists before and

does not exist after

hardening; Medusa is

comparable but Hydra

has broader protocol

support

RTL-SDR

(RTL2832U)

RF analysis Wireless signal

observation and

RF MITM probing

across all stages

Universal Software

Radio Peripheral

(USRP) (Software-

Defined Radio),

HackRF

Represents a realistic

adversary capability

at under $30 retail;

USRP and HackRF

are more capable but

far more expensive,

creating an unrealistic

adversary model

Continued on next page

180



Table 11.15 continued from previous page

Tool Category Role in

AZTRM-D

Alternatives

Considered

Why This Tool

Metasploit Exploit

framework

AI-guided pen

test execution in

Sentinel’s isolated

sandbox

CORE Impact,

Canvas

One of the largest

openly available ex-

ploit libraries; PPO

agent can program-

matically sequence

Metasploit modules

via its RPC API;

CORE Impact and

Canvas are commer-

cial with restricted

API access

LinPEAS Priv-esc

enumeration

Post-access priv-

ilege escalation

path discovery

PEAS (manual),

sudo-killer

Full Linux privilege

escalation enumera-

tion covering SUID

binaries, cron jobs,

sudo policy, and ker-

nel exploits; validates

granular sudo pol-

icy e↵ectiveness from

inside the device

LUKS2 / crypt-

setup

Disk encryp-

tion

AES-256-XTS full-

disk encryption on

NVIDIA Orin SD

cards per NIST

SP 800-38E [210]

dm-crypt without

LUKS, eCryptfs

Linux-native; LUKS2

container format pro-

vides header backup

and token-based key

management; Ar-

gon2id KDF vs.

PBKDF2 (LUKS1)

provides memory-hard

defense against GPU

brute-force

Continued on next page
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Table 11.15 continued from previous page

Tool Category Role in

AZTRM-D

Alternatives

Considered

Why This Tool

WPA3 + SAE Wireless

security

Encrypted wireless

communications

on all device inter-

faces

WPA2 (PSK),

PEAP/EAP-TLS

for enterprise

SAE eliminates the

four-way handshake

vulnerability ex-

ploitable under WPA2

for o✏ine dictionary

attacks; PEAP/EAP-

TLS requires 802.1X

infrastructure not vi-

able on constrained

IoT hardware

GitLab (self-

hosted)

DevSecOps /

SCM

Secure code repos-

itory with MFA,

RBAC, crypto-

graphic commit

signing, multi-

stage CI/CD gates

GitHub Enter-

prise, Jenkins +

Gitea

Self-hosted: full

RBAC control and

no data residency con-

cerns; native pipeline

integration for SAST,

SCA, SBOM, DAST,

and IaC scanning

without additional

integration work

Semgrep SAST Source code

static analysis

for C/C++ and

Python

SonarQube,

Checkmarx, For-

tify

Open rule set tunable

to project-specific

policies; fast enough

for commit-level scan-

ning; SonarQube

requires a server com-

ponent that adds

overhead; commercial

alternatives (Check-

marx, Fortify) cost

more for marginal

accuracy gain on the

vulnerability classes

tested

Continued on next page
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Table 11.15 continued from previous page

Tool Category Role in

AZTRM-D

Alternatives

Considered

Why This Tool

Checkov IaC scanning Infrastructure-

as-Code policy

validation

Terrascan, tfsec Broadest provider

coverage; active main-

tenance; integrates

directly into GitLab

CI/CD without addi-

tional configuration

Gitleaks Secrets scan-

ning

Credential and

API key detection

in commits and

repository history

Tru✏eHog, detect-

secrets

Entropy-based detec-

tion plus regex rules;

git history scanning

catches previously

committed secrets;

Tru✏eHog is compa-

rable but Gitleaks’

GitLab CI integration

is more mature

Cosign / Sigstore Artifact

signing

Elliptic Curve

Digital Signa-

ture Algorithm

(ECDSA) signing

of build artifacts;

SBOM attestation

GPG signing,

Notary v2

Stores signatures in

OCI registry alongside

artifacts; keyless sign-

ing mode via OIDC;

tighter supply chain

integration than GPG;

Notary v2 is compa-

rable but less widely

adopted

Continued on next page
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Table 11.15 continued from previous page

Tool Category Role in

AZTRM-D

Alternatives

Considered

Why This Tool

SPIFFE/SPIRE Service iden-

tity

Workload identity

provisioning for

ZT mTLS authen-

tication

Vault PKI, cert-

manager, manually

managed certs

Short-lived SVIDs

(4-hour rotation)

bound to attested

workload identity;

no long-lived secrets

to rotate; Vault PKI

and cert-manager sup-

port similar flows but

lack native workload

attestation

Cybectr Sentinel AI enforce-

ment layer

End-to-end

AZTRM-D en-

forcement: asset

discovery, AI anal-

ysis, pen test,

mitigation, report-

ing, active defense

Commercial al-

ternatives (Ten-

able.io, Darktrace,

Vectra AI)

Covers all four capa-

bility gaps simulta-

neously; designed for

AZTRM-D’s access

control model; com-

mercial alternatives

address individual

gaps but not the com-

bination

Selection rationale in the “Why This Tool” column reflects the author’s engineering assessment based on

published tool documentation, deployment experience, and the constraints of the AZTRM-D validation

environment. Tool capability comparisons reference published documentation as of 2024.

Running Nessus Professional alongside OpenVAS probably looks redundant at first

glance. It isn’t. These tools have di↵erent CVE signature databases and di↵erent

detection heuristics. Findings that appear in one but not the other deserve scrutiny.

A CVE that Nessus catches but OpenVAS misses might be a Nessus false positive;

one that OpenVAS catches but Nessus misses might indicate a Nessus signature gap.

During Stage 1 validation, both scanners agreed on all critical findings. The small

set of medium-severity divergences was documented and manually investigated. That
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cross-validation overhead is worth the confidence it buys in the results.

The RTL-SDR choice warrants similar explanation. A sophisticated attacker

would have more capable hardware, something like a USRP B200 or HackRF One.

Using an RTL-SDR USB dongle under $30 was intentional. It represents an op-

portunistic adversary rather than a nation-state. If a Stage 1 device is vulnerable

to tra�c interception by someone with commodity hardware, that’s a more urgent

finding than vulnerability to a $1,500 SDR.

11.6 TESTING METHODOLOGY AND TEAM STRUCTURE

Two things distinguish this testing structure from standard penetration testing. First,

every attack vector was explored from multiple perspectives simultaneously, not just

the external attacker’s view. Second, all three testers cycled through every role in

every stage rather than specializing, and every finding required independent repro-

duction. Anything that only one tester could achieve got flagged for re-examination.

11.6.1 Inter-Rater Reliability and Procedural Bias Mitigation

All three testers conducting the adversarial campaign are a�liated with Cybectr

LLC, the organization that developed AZTRM-D and Cybectr Sentinel. This a�lia-

tion represents a structural conflict of interest, and the procedural mitigations applied

are documented here in the detail required for the reader to evaluate whether the re-

sulting findings can be relied upon. The mitigations operate at three levels: blind

protocol enforcement, mathematically computed inter-rater agreement, and indepen-

dent reproduction requirements for high-severity findings. None of these eliminate

the structural conflict, which is acknowledged as the highest-priority limitation in

Chapter 13, but together they bound the bias the conflict can introduce into the

reported findings.

Tester roles and pre-test isolation
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The three testers were Ian Matthew Campbell Coston, Eadan Plotnizky, and

Karl David Hezel [67]. The author (Coston) participated as one of the three testers

to provide institutional context for each hardening stage. Plotnizky and Hezel had

no involvement in system design and received no advance briefing on which controls

had been implemented at each stage. Plotnizky and Hezel were not informed which

configuration changes distinguished Stage 2 from Stage 3 until after their independent

assessments had been documented and time-stamped.

Blind protocol enforcement

At each stage, each tester documented findings independently and time-stamped

each entry before any inter-tester discussion took place. Inter-tester communication

during testing windows was prohibited; testers worked from independent copies of the

test environment with separate network access channels. Inter-rater agreement was

calculated from these pre-discussion records exclusively. Discussion was permitted

only after all three independent records were committed to immutable storage and

cryptographically hashed. The hash values were preserved as part of the validation

record and are available to independent reviewers on request through Cybectr LLC.

Independent reproduction for high-severity findings

All Critical and High severity findings were required to be independently repro-

duced by at least one of the two non-author testers (Plotnizky or Hezel) before being

recorded as confirmed results. A finding observed only by the author (Coston) and

not reproduced by either Plotnizky or Hezel was held out of the confirmed-results

table and recorded as tester-specific in the validation log. Tester-specific findings

were held to a fourth-party review process before any inclusion decision, and during

the campaign one such finding was excluded from the confirmed results when the

fourth-party review concluded that the observed behavior was a tester-environment

artifact rather than a property of the AZTRM-D-hardened system.

Inter-rater agreement: percent agreement, Fleiss kappa, and Gwet AC1
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Three statistics were computed on the pre-discussion records: percent agreement,

Fleiss kappa, and Gwet AC1 [122]. Reporting all three is necessary because Fleiss

kappa underestimates agreement when the base rate of one category is extreme, a

phenomenon known as the kappa paradox [93], while Gwet AC1 handles this case

correctly and is the recommended chance-corrected statistic when one category dom-

inates [122]. Across the 27 total findings recorded across all three stages, 23 (85.2%)

were confirmed by all three testers, 3 (11.1%) were confirmed by exactly two testers,

and 1 (3.7%) was tester-specific. At-least-two-tester agreement was therefore 96.3%.

Fleiss kappa across all stages was 0.147; Gwet AC1 was 0.888. The substantial gap

between these two values is the expected signature of the kappa paradox at extreme

base rates: when most findings are uniformly classified, observed agreement and

Fleiss expected agreement both run high, deflating kappa despite high actual agree-

ment. Gwet AC1’s chance-correction model handles this case correctly and produces

0.888, which falls in the “almost perfect agreement” range under standard interpre-

tive thresholds [166]. Per-stage statistics are presented in Table 11.16; the Gwet AC1

of 0.888 across the full campaign is the recommended summary statistic.
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Table 11.16: Inter-rater agreement across three independent testers, all stages. Per-

cent agreement and Gwet AC1 are reported alongside Fleiss kappa to contextualize

the kappa paradox at extreme base rates. Source: Stage 1–3 adversarial testing pre-

discussion records (this work) [67].

Stage Total

Findings

All 3

Concur

2 Concur 1 Only Pct.

Agree-

ment

(2+)

Gwet AC1

Stage 1

(Factory

Default)

14 14 0 0 100% 1.000

Stage 2

(Network

Hardened)

9 6 2 1 88.9% —

Stage 3 (Full

AZTRM-D)

4 3 1 0 100% —

All Stages

Combined

27 23 3 1 96.3% 0.888

Dashes in the Gwet AC1 column for Stages 2 and 3 indicate that per-stage AC1 is not reported at those sample sizes

(n = 9 and n = 4 respectively), where the chance-correction estimate becomes unstable. Stage 1’s value of 1.000 is

well-defined because all 14 findings were unanimous. The All Stages Combined row (n = 27) carries the recommended

summary statistic of 0.888.
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Figure 11.4: Penetration-test findings across three hardening stages on the NVIDIA

Jetson Orin Nano: total findings and tester agreement (left), and attack vector success

rate by stage (right).

Figure 11.4 summarizes the findings visually. Stage 1 agreement was 100% across

all testers. All three independently achieved initial access in under 5 minutes using

commodity hardware (RTL-SDR, acquisition cost under $30), confirming that the

factory-default vulnerability was fully reproducible. The Stage 2 single-tester finding

was a tester-environment artifact identified during fourth-party review and excluded

from the confirmed results. Stage 3 agreement was 100% on the four findings recorded;

all four found that no successful exploitation path existed across the seven tested

attack categories.

For Stage 1, time-to-initial-access across the three testers was µ = 3.8 minutes and

� = 0.6 minutes, confirming strong reproducibility of the factory-default vulnerability.

What the procedural mitigations cannot do

These mitigations bound the bias that a�liation can introduce, but they do not

eliminate the structural conflict. A motivated attacker testing a system they helped

design has knowledge that an external tester would not, and that knowledge could

shape exploitation path selection in ways the blind protocol cannot fully control for.

The strongest available mitigation is independent third-party laboratory validation
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by testers with no organizational, contractual, or personal relationship to Cybectr

LLC. This is identified as the single highest-priority future-work item in Chapter 13.

Permission and IP attribution

Plotnizky and Hezel contributed to Sentinel development and adversarial testing

under contract with Cybectr LLC and under the author’s leadership; all intellectual

property rights are held by Cybectr LLC per their respective agreements. Both have

provided written permission for the use of their testing data, penetration test findings,

and development contributions in this dissertation. Copies of these permission letters

have been provided to the committee.

11.6.2 Attack Vector Methodology by Layer

The campaign covered four distinct attack surface layers. Hardware covered both

physical and RF vectors. Network testing covered both passive and active methods.

Software testing covered credential attacks, vulnerability exploitation, persistence,

and supply chain. Insider threat testing rounded out the campaign. Each required

di↵erent tools, di↵erent methods, and di↵erent success criteria.

Hardware Layer: Physical Attack Vectors

Physical attack testing on the Jetson Orin Nano targeted four hardware inter-

faces. The primary attack surface was the SD card, which stores the root filesystem

including /etc/shadow and all boot configuration. The attack sequence at Stage 2

was: (1) power the device o↵; (2) physically remove the SD card; (3) mount the

card on an external Linux machine using standard mount utilities; (4) chroot into

the mounted filesystem; (5) use passwd to reset a user account password against the

live /etc/shadow file; (6) unmount, reinsert, and boot; (7) authenticate via UART

ttyTHS1 using the reset credentials; (8) escalate to root via sudo su since sudo group

membership survived the o✏ine reset.
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The UART ttyTHS1 serial console, exposed as a 3.3V header on the board, was

the second physical vector. At Stages 1 and 2, this console provided an interactive

login prompt with no additional access gating. GPIO pin probing was the third, using

a logic analyzer against the 40-pin expansion header. No JTAG access was discovered;

Stage 3 explicitly disabled all unused GPIO interfaces at the kernel level. The Stage 3

countermeasure for the storage vector was LUKS2 full-disk encryption. When the SD

card was removed and mounted, the encrypted LUKS2 volume presented and the

mount failed. Without the decryption key the filesystem was not readable.

Hardware Layer: RF and Wireless Attack Vectors

RF testing used two software-defined radio platforms: an RTL-SDR USB don-

gle (RTL2832U chipset, under $30 retail) for passive capture and monitoring, and a

HackRF One for active transmission and replay testing. Both ran under GNU Radio

with rtl tcp handling the RTL-SDR data stream. The methodology followed three

phases at each stage. In passive observation, all three testers placed the RTL-SDR in

promiscuous capture mode and logged 802.11 frames from the target device’s Basic

Service Set Identifier (BSSID). At Stage 1, frames were unencrypted and Wireshark

confirmed fully readable tra�c including HTTP session data on port 80, enabling

passive data capture directly from the RF layer without any network credentials. Ac-

tive data exfiltration was also attempted at Stage 1: the HackRF was used to replay

captured 802.11 frames and attempt injection into the tra�c stream. At Stage 1, with

no encryption enforced, this succeeded in injecting frames that the device accepted.

At Stage 3, WPA3 with Simultaneous Authentication of Equals (WPA3-SAE) en-

crypted all frames and only management frames were visible in plaintext, as expected

for standard 802.11 management frame behavior; replay and injection attempts failed

completely. In active probing, all three testers attempted a WiFi MITM attack via

rogue access point. WPA3-SAE’s authentication protocol blocked rogue AP associ-
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ation at Stage 3: the SAE handshake is per-peer and cannot be completed without

the correct credentials. Bluetooth probing used hcitool scan and bluetoothctl.

No active Bluetooth was found at any stage, consistent with the hardening step that

disabled the interface via rfkill block bluetooth.

Network Layer: Passive and Active Reconnaissance

Passive reconnaissance at each stage began with an Nmap ping sweep using nmap

-sn to identify the device, followed by MAC address lookup to confirm the NVIDIA

Organizationally Unique Identifier (OUI). At Stage 1, this immediately confirmed

device identity and enabled cross-reference against public JetPack documentation for

default credential lookup.

Active scanning used three tools in sequence. Nmap with flags -sV -p- ran first:

the -p- flag scans all 65,535 TCP ports rather than the default top-1,000, and -sV

performs service-version detection by sending protocol-specific probes and matching

against the nmap-service-probes database. At Stage 1, this returned exact ver-

sion strings for OpenSSH, VNC, Apache, and Nginx, enabling direct CVE lookup.

Apache 2.4.49 maps to CVE-2021-41773, a path traversal and remote code execution

vulnerability, and CVE-2022-22720, an HTTP request smuggling vulnerability a↵ect-

ing Apache 2.4 through 2.4.52. OpenSSH 7.6p1 maps to CVE-2018-15473, a username

enumeration flaw, and CVE-2019-6111, an Secure Copy Protocol (SCP) client path

traversal. Nessus Professional ran second in both authenticated and unauthenticated

modes. OpenVAS ran third as independent cross-validation. At Stages 2 and 3, nmap

-sV -p- returned zero open ports.

Software Layer: Credential, Exploit, and Persistence Testing

Credential testing at Stage 1 used Hydra with the command hydra -l nvidia -P

/usr/share/wordlists/rockyou.txt ssh://<target ip>. The default credential
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nvidia:nvidia appeared in the first 50 entries of the rockyou wordlist, consistent

with the factory-default JetPack configuration [232]. No account lockout existed. All

three testers achieved SSH access in under five minutes. Post-access privilege escala-

tion used LinPEAS, run as ./linpeas.sh 2>/dev/null | tee linpeas output.txt,

which immediately identified the most direct path: the nvidia user had unrestricted

sudo access with no password requirement, specifically NOPASSWD: ALL in /etc/sudoers.

A single sudo su achieved root.

Persistence testing at Stage 1 covered three mechanisms: /etc/rc.local mod-

ification for a reverse shell on reboot; hidden account creation via useradd -M -s

/bin/bash -u 1337 .hidden followed by sudo group addition; and an SSH reverse

tunnel via ssh -R 4444:localhost:22 attacker@<c2 ip> embedded in ~/.bashrc.

All three survived a device reboot. The forensic trail was destroyed by deleting

/var/log/auth.log and /var/log/syslog as root. No alerting fired.

At Stage 3, every one of these paths was blocked. Modification of rc.local

triggered an immutable file alert via the Sentinel agent. Hidden account creation

failed because the useradd attempt against the hidden user pattern was logged and

the ZT PEP flagged it for adaptive authentication before it could complete. The

SSH tunnel was blocked by network microsegmentation. Shell history was stored

append-only via auditd with write permissions restricted to the audit daemon.

Supply chain testing injected an unsigned dependency into the CI/CD pipeline

at Stages 2 and 3. At Stage 2, the SBOM gate was not yet fully configured and the

artifact passed through. This represents an implementation gap in the Stage 2 lab

setup, not a gap in the AZTRM-D methodology itself, which specifies mandatory

SBOM validation at every stage; the finding confirmed that partial implementation

of the pipeline produces partial protection. At Stage 3, the SBOM gate compared

the submitted package hash against the cryptographically signed approved manifest

and rejected it immediately. In the AI-generated code scenario at Stage 3, all three
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testers used a large language model (LLM) to generate attack code and submitted

it through GitLab. The SAST gate flagged policy-violating patterns. The Secrets

Scan caught embedded credentials in AI-suggested code. SBOM validation rejected

the unauthorized dependencies. None reached the staging repository.

11.6.3 Tester Roles and Rotation

Each tester ran all four perspectives in every stage of the campaign.

External Attacker Perspective:

Each tester operated with zero credentials and zero prior knowledge, executing the

full reconnaissance-to-persistence chain without coordination. Three testers arriving

at the same results through separate, uncoordinated testing is exactly what makes

the Stage 1 compromise times and Stage 3 non-compromise findings credible.

Developer Perspective (Standard Access):

Each tester authenticated with standard developer credentials and evaluated both

the motivated insider deliberately attempting privilege escalation or data exfiltration,

and the accidental insider, arguably the more common scenario: a developer who com-

mits credentials by accident, pushes a misconfigured service, or pulls in a vulnerable

dependency. The AZTRM-D multi-stage CI/CD approval gates, covering SAST scan,

Secrets Scan, Admin 1 gate, SBOM/DAST checks, and Super Admin sign-o↵, were

stress-tested specifically against this scenario. They caught all three testers’ cases

without exception.

Privileged Developer Perspective (Elevated Access):

The highest-risk insider scenario. Authorization itself is legitimate, which makes

detection harder. These tests focused on whether granular sudo policy, immutable

logging, and ZT enforcement could prevent even a privileged user from achieving root,

modifying init files, accessing /etc/shadow, or killing monitoring agents. At Stages 1

and 2, privileged users could accomplish some of these. At Stage 3, none could.
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AI-Assisted Insider Perspective:

Run at Stage 3 only. All three testers independently used an LLM to generate at-

tack sequences and submitted the output through the standard GitLab workflow. The

pipeline caught all of it, not because it detects AI-generated code as a category, but

because the pipeline evaluates what code actually does. SAST found policy-violating

patterns. Secrets Scan found embedded credentials. SBOM validation rejected unau-

thorized libraries. This is the architecturally correct defense: as LLMs improve at

generating exploit code, any defense built on detecting AI authorship will eventually

fail. A defense that evaluates code behavior will not.

11.6.4 Attack Surface Coverage

The multi-vector testing campaign was structured so that no attack surface was eval-

uated by only one tester and no tester specialized in a single layer. Every tester ex-

ecuted the full attack sequence across hardware, RF, network, software, and insider

perspectives at every hardening stage, with inter-rater reliability enforced through the

requirement that high-severity findings be independently reproduced before record-

ing. This design prevents the aggregate result from reflecting any single individual’s

technical profile, which is particularly important given that the author participated

as one of the three testers. Layer coverage is fully documented rather than asserted,

because what the penetration test campaign can and cannot claim depends directly on

which attack surfaces were actually exercised and by whom. Table 11.17 documents

the attack surface coverage by tester and layer across all three stages.
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Table 11.17: Attack surface coverage by layer across all three testers and all three

stages. Source: Adversarial testing campaign (this work).

Attack Layer Specific Vectors Tested Tools Used Stages

Hardware: Physical SD card removal, o✏ine filesys-

tem mount, UART console

(ttyTHS1), GPIO pin access

chroot, Linux mount

utilities, logic analyzer

1, 2, 3

Hardware:

RF/Wireless

SDR signal analysis, WiFi tra�c

capture, Bluetooth MITM probe

RTL-SDR, GNU Radio,

Wireshark

1, 2, 3

Network: Passive MAC/IP enumeration, ping

sweep, tra�c observation

Nmap (passive), Wire-

shark

1, 2, 3

Network: Active Scan Full port scan (nmap -sV -p-),

service version detection, CVE

mapping

Nmap, Nessus Profes-

sional, OpenVAS

1, 2, 3

Software: Credential SSH brute-force (default

nvidia:nvidia), account lockout

bypass

Hydra 1

Software: Vuln Ex-

ploit

Privilege escalation enumera-

tion, SUID abuse, reverse shell

deployment

LinPEAS, Metasploit

(Sentinel sandbox)

1, 2

Software: Persistence Init file modification

(/etc/rc.local, .bashrc), hid-

den account creation, SSH tunnel

C2

Manual + Metasploit 1

Software: Supply

Chain

Unsigned dependency injec-

tion into CI/CD pipeline, AI-

generated policy-violating code

submission

Custom test artifacts,

GitLab pipeline

2, 3

Insider: Standard Dev Configuration mistakes, acciden-

tal credential commit, insecure

service exposure

GitLab CI/CD pipeline,

Sentinel scanning

2, 3

Continued on next page
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Table 11.17 continued from previous page

Attack Layer Specific Vectors Tested Tools Used Stages

Insider: Privileged

Dev

Attempted root escalation, log

tampering, monitoring agent

disablement

LinPEAS, sudo enumera-

tion

1, 2, 3

Insider: AI-Assisted AI-generated exploit code and

attack sequences submitted

through GitLab pipeline

LLM assistant + GitLab

pipeline

3

11.7 MULTI-VECTOR PENETRATION TESTING RESULTS

The three stages map directly to three device states, factory default, after initial

network hardening, and after full AZTRM-D hardening. Every stage was attacked by

all three testers from all four perspectives simultaneously. The dual-column structure

in the result tables, separating external attacker findings from insider ZT evaluation,

reflects something real. External and insider threats require di↵erent analytical lenses,

and a posture validated only against outsiders is by definition incomplete. Figure 11.5

summarizes the security posture improvement across all three stages.
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Figure 11.5: Security posture progression across the three AZTRM-D hardening

stages for four key risk metrics (0 = fully exposed, 100 = fully mitigated).

11.7.1 Stage 1: Factory Default Configuration

Stage 1 represents the factory-default security posture of the NVIDIA Jetson Orin

Nano prior to any AZTRM-D controls. The device was assessed in a fully stock con-

figuration. Default credentials in place, no disk encryption, SSH and VNC daemons

running on their default ports, and no automated scanning pipeline active. Estab-

lishing this baseline through direct measurement rather than general claims about

IoT insecurity is important because it grounds the hardening results in a concrete,

reproducible starting condition. The findings reported here are achieved exploita-

tion outcomes, not theoretical attack vectors. Each was an action completed by all

three testers independently using documented tools and attack sequences. The 100%

inter-rater agreement at Stage 1 reflects the severity of the baseline exposure. These

vulnerabilities were consistent and obvious enough that all three testers, working sep-

arately and without coordination, reached the same results. Table 11.18 documents

the full Stage 1 assessment.
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Table 11.18: Stage 1 penetration test findings (factory default configuration): external

attacker and insider ZT evaluation, all three testers. Source: Independent adversarial

testing (this work) [67].

Attack Vec-

tor

Tool / Tech-

nique

Outcome External Attacker

Finding

Insider ZT Evalua-

tion

Passive Recon Nmap ping

sweep, OSINT

MAC/IP iden-

tified; default

credentials found

in public JetPack

documentation

Device located and

attack staged with no

prior knowledge

No ZT policy exists

pre-login

Port Scan nmap -sV -p- 4 open ports:

SSH 22,

VNC 5900,

HTTP 80,

HTTPS 443;

exact service ver-

sions extracted

Full network attack

surface mapped

Open ports indicate

absence of least-

privilege network

policy; ZT network

pillar violated

Vuln Scan Nessus Profes-

sional, Open-

VAS

Multiple un-

patched CVEs

in kernel and

NVIDIA JetPack

drivers

Concrete exploitation

pathways identified by

all three testers

No CI/CD scanning

in place: 0% VDR in

development pipeline

RF / Wireless RTL-SDR,

Wireshark

WiFi tra�c ob-

servable in plain-

text; no WPA3;

Bluetooth inter-

faces present but

inactive

Wireless tra�c cap-

turable over the air

with commodity hard-

ware

No wireless encryption

policy; ZT data-in-

transit tenet violated

Continued on next page
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Table 11.18 continued from previous page

Attack Vec-

tor

Tool / Tech-

nique

Outcome External Attacker

Finding

Insider ZT Evalua-

tion

Initial Access Hydra SSH

brute-force

(nvidia:nvidia)

SSH login

achieved in un-

der 5 min by all

three testers; no

account lockout

mechanism

Full shell obtained

consistently

Default credential

violates never-trust-

always-verify; no lock-

out means no brute-

force protection

Privilege Esca-

lation

sudo su (single

command)

Immediate root

from nvidia user;

no further tools

required

Complete system con-

trol achieved instantly

Unconstrained sudo

directly violates least

privilege; single com-

mand equals full com-

promise

Persistence rc.local,

.bashrc mod.;

hidden user;

SSH C2

Backdoor survives

reboot; C2 tra�c

encrypted inside

SSH tunnel

Persistent access es-

tablished; exfiltration

channel active

No init file integrity

checking; no immutable

log enforcement; per-

sistence invisible to

monitoring

Log Tampering Manual

deletion of

auth.log,

syslog; shell

history cleared

Forensic trail

destroyed com-

pletely

No forensic recovery

possible post-attack

Root-writable logs

violate ZT immutable-

logging tenet; audit

trail nonexistent

Full compromise in under five minutes wasn’t a function of tester skill. Open

ports, default credentials, no account lockout, and a single sudo su to root means

any moderately skilled attacker with network access owns the device before a human

analyst can even begin to respond. The RF finding deserves specific mention: cap-

turing WiFi tra�c from a factory-default IoT device requires an RTL-SDR costing

under $30 and freely available software. This is not a sophisticated attack.
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11.7.2 Stage 2: After Initial Network Hardening

All three testers independently confirmed zero open ports using Nmap and both

vulnerability scanners. The remote exploitation vector was gone. Testing moved to

physical attack vectors, where the SD card gap in Table 11.19 appeared immediately.

Table 11.19: Stage 2 penetration test findings (after initial network hardening), all

three testers. Source: Independent adversarial testing (this work) [67].

Attack Vec-

tor

Tool / Tech-

nique

Outcome External Attacker

Finding

Insider ZT Evalua-

tion

Network Recon nmap -sV -p-,

Nessus, Open-

VAS

0 open ports;

no actionable

network findings

Remote exploitation

not possible; physical

pivot required

Network ZT pillar fully

satisfied

RF / Wireless RTL-SDR,

Wireshark

Tra�c still ob-

servable pre-

WPA3; WiFi not

yet fully isolated

Wireless tra�c still

capturable; RF vector

still open

Wireless encryption

policy not yet complete

Physical: Stor-

age

SD card re-

moval; Linux

mount; ch-

root on

/etc/shadow

Root filesystem

mounted ex-

ternally; o✏ine

password reset

performed by all

three testers

Authentication by-

passed entirely with-

out credentials

Physical access cir-

cumvents all logical

ZT controls; hardware

integrity not enforced

at this stage

Physical: Con-

sole

UART

ttyTHS1 se-

rial connection

Console accessible

post-SD manip-

ulation; login

succeeds with

reset credentials

Shell obtained after

physical bypass

No out-of-band access

control; UART not

gated or monitored

Continued on next page
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Table 11.19 continued from previous page

Attack Vec-

tor

Tool / Tech-

nique

Outcome External Attacker

Finding

Insider ZT Evalua-

tion

Privilege Esca-

lation

sudo su Root obtained

through physical

+ console chain;

sudo group mem-

bership survived

o✏ine reset

Full control regained

via physical vector

Logical ZT controls

held; physical hardware

gap negated them

entirely

Insider: Privi-

leged Dev

Attempted log

tampering,

monitoring

agent kill,

lateral access

to Git server

Blocked at logical

layer; immutable

logs held; ZT

access policies

enforced

Not applicable Logical controls are

working correctly;

physical access is the

only remaining gap

Insider: Mis-

take

Developer com-

mits test file

containing em-

bedded AWS

key (intentional

test case)

Secrets Scan in

CI/CD pipeline

catches credential

before merge;

commit rejected

automatically

Not applicable AZTRM-D Secrets

Scan gate working as

designed

All three testers independently executed the same chain: remove the SD card,

mount it externally, use chroot to reset a password in /etc/shadow, reinsert, connect

via UART ttyTHS1, authenticate with the new credentials, and run sudo su. The

whole sequence required only physical access and basic Linux skills. No exploit code,

no network access, no prior knowledge of the architecture.

Zero Trust can’t be treated as a software-only principle. When a device’s storage

can be physically removed and mounted on an external machine, the software security

posture becomes irrelevant.
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11.7.3 Stage 3: Full AZTRM-D Hardening

Stage 3 added LUKS2 full-disk encryption per NIST SP 800-38E using AES-256-XTS

[210], WPA3 enforcement, GPIO pin hardening, granular sudo policy with multi-

step root validation, and immutable logging extended to the hardware layer. All

three testers found zero successful compromises across all tested vectors. Table 11.20

documents the full results by attack vector.

Table 11.20: Stage 3 penetration test findings (full AZTRM-D hardening), all three

testers. Source: Independent adversarial testing (this work) [67].

Attack Vec-

tor

Tool / Tech-

nique

Outcome External Attacker

Finding

Insider ZT Evalua-

tion

Network Recon nmap -sV -p-,

Nessus, Open-

VAS

0 open ports

confirmed across

all three testers

No remote vector ZT network pillar fully

maintained

RF / Wireless RTL-SDR,

Wireshark,

WiFi probe

WPA3 enforced

[158]; all tra�c

encrypted; micro-

segmentation

active

No actionable RF

finding

ZT data-in-transit

tenet satisfied at wire-

less layer

Physical: Stor-

age

SD card re-

moval attempt

Encrypted LUKS2

volume presented;

mount failed;

o✏ine password

reset impossible

Physical storage vec-

tor closed

AES-256-XTS per

NIST SP 800-38E

enforces ZT device

integrity at hardware

level [210]

Physical: Con-

sole

UART

ttyTHS1

Hardened login

prompt only; no

viable credentials

after SD encryp-

tion

No exploit path from

console

Out-of-band access

gated; no trivial root

path available

Continued on next page
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Table 11.20 continued from previous page

Attack Vec-

tor

Tool / Tech-

nique

Outcome External Attacker

Finding

Insider ZT Evalua-

tion

GPIO Pins Direct GPIO

probing

GPIO pins dis-

abled; no signal

observable

Hardware attack

surface reduced

Physical attack surface

hardened end-to-end

Privilege Esca-

lation

sudo su, SUID

enumeration

(LinPEAS),

monitoring

agent kill at-

tempt

All paths blocked;

multi-step valida-

tion required; kill

attempt logged

and alerted

Escalation not achiev-

able

Least privilege fully

enforced; never-trust-

always-verify extended

to deepest system

layers

Insider: Moti-

vated

Authenticated

privileged

developer

attempting

unauthorized

lateral access

and log access

Adaptive auth

triggered; access

revocation fired;

ZT PEP blocked

all attempts

Not applicable Behavioral anomaly

detection (Isolation

Forest) flagged abnor-

mal admin activity

correctly

Insider: Mis-

take

Developer

commits file

with insecure

configuration

flag

SAST and IaC

scans flag policy

violation; commit

rejected automati-

cally

Not applicable Automated scanning

catches configuration

mistakes before they

reach production

Continued on next page
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Table 11.20 continued from previous page

Attack Vec-

tor

Tool / Tech-

nique

Outcome External Attacker

Finding

Insider ZT Evalua-

tion

Insider: AI-

Assisted

All three

testers sub-

mitted AI-

generated

exploit code

through Git-

Lab pipeline

SAST flagged

code patterns; Se-

crets Scan caught

embedded cre-

dentials; SBOM

check rejected

unauthorized de-

pendencies; no

AI-generated arti-

fact reached Stage

or Production

repository

Not applicable Multi-layer gate struc-

ture evaluates code

content, not authorship

Supply Chain Unsigned de-

pendency

injection into

build pipeline

SBOM validation

and cryptographic

artifact signing

check rejected

unsigned artifact

at build gate

Not applicable ZT cryptographic

integrity enforcement

working end-to-end

[297]

The AI-assisted insider row deserves some additional context. Each tester inde-

pendently used an LLM to generate attack code, privilege escalation approaches, and

bypass scripts, then submitted through the standard GitLab workflow. The pipeline

caught all of it. SAST flagged policy-violating patterns in 3.4 seconds. Secrets Scan

found embedded credentials in AI-suggested code that helpfully included example

API keys. SBOM validation rejected libraries the LLM recommended that weren’t in

the approved dependency manifest.

The architectural decision to evaluate code semantics rather than authorship sig-

natures reflects a broader principle observable across AI-generated content detection

research. Multi-modal feature-fusion approaches in AI-generated content detection,
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including spatial-frequency and optical-flow fusion architectures for AIGC video iden-

tification [22], demonstrate that signature-based detection of AI-generated artifacts

faces continual erosion as generative models improve. AZTRM-D’s pipeline gates eval-

uate what code does, through SAST policy violation patterns, dependency-manifest

checks, and SBOM signature validation, rather than attempting to detect AI author-

ship. This is the architecturally correct defense. As LLMs improve at generating

exploit code, any defense built on detecting AI authorship will eventually fail. A

defense that evaluates what code actually does will not.

11.8 QUANTITATIVE BENCHMARKING

11.8.1 Vulnerability Detection Rate: Reference and Ablation Setup

The 96.8% aggregate Vulnerability Detection Rate, its derivation across the five-

modality scanning pipeline, the 63-vulnerability corpus construction, the per-modality

breakdown in Table 9.2, and the Wilson 95% confidence interval [0.891, 0.991] are doc-

umented in full in Section 9.3.1 of Chapter 9. That derivation is not repeated here.

What this chapter contributes instead is the per-modality ablation analysis, which

decomposes the aggregate figure into the operational question any team considering

this stack would actually ask: how much does each scanner contribute to coverage,

and what happens to the aggregate when any one of them is removed? That analysis

appears next in Section 11.8.2.

11.8.2 Per-Modality Ablation: Each Scanner’s Unique Contribution

The aggregate 96.8% figure does not by itself answer how much each modality con-

tributes to detection coverage, which is the operational question for any team consid-

ering whether to retain or remove a specific scanner from their pipeline. Table 11.21

answers that question two ways: leave-one-out ablation showing what coverage falls

to when each modality is disabled, and single-modality coverage showing what each
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scanner detects on its own.

Table 11.21: Per-modality ablation of the Stage 3 vulnerability detection pipeline.

Leave-one-out rows compute aggregate VDR with each modality disabled. Single-

modality rows compute VDR for each scanner operating alone. Wilson 95% CIs

reported throughout. Source: derived from Table 9.2 (this work).

Configuration Detected VDR Wilson

95% CI

Detection

Loss vs.

Full

Pipeline

Full pipeline (all 5

modalities)

61 96.8% [89.1%,

99.1%]

—

(baseline)

Leave-one-out ablation

Without SAST 50 79.4% [67.8%,

87.5%]

�17.4 pp;

SAST is

the

highest-

contribution

modality

Without DAST 55 87.3% [76.9%,

93.4%]

�9.5 pp;

runtime-

behavior

coverage

gap

Without SCA 54 85.7% [75.0%,

92.3%]

�11.1 pp;

dependency-

vulnerability

coverage

gap

Continued on next page
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Table 11.21 – continued from previous page

Configuration Detected VDR Wilson

95% CI

Detection

Loss vs.

Full

Pipeline

Without CSPM 56 88.9% [78.8%,

94.5%]

�7.9 pp;

cloud-

config drift

coverage

gap

Without IaC 57 90.5% [80.7%,

95.6%]

�6.3 pp;

infrastructure-

policy

coverage

gap

Single-modality coverage

SAST only (Semgrep +

GNN)

22 34.9% [24.3%,

47.2%]

—

DAST only 15 23.8% [15.0%,

35.6%]

—

SCA only 11 17.5% [10.0%,

28.6%]

—

CSPM only 8 12.7% [6.6%,

23.1%]

—

IaC only 7 11.1% [5.5%,

21.2%]

—

Dashes in the Detection Loss column for single-modality rows indicate the metric is not applicable: detection loss is

defined only against the full-pipeline baseline.

Three operational findings emerge. SAST contributes the largest unique block

of coverage at 17.4 percentage points, which aligns with the GNN-augmented Sem-

grep configuration’s ability to flag both signature-matching vulnerabilities and graph-
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structural patterns in novel code. SCA contributes the second-largest unique block

at 11.1 percentage points, reflecting that supply-chain dependency vulnerabilities are

typically invisible to source code analysis or dynamic testing. The CIs for each ab-

lation overlap meaningfully at n = 63; the ranking should be read as directional

rather than a precise ordering. No single modality on its own approaches full-pipeline

coverage. The strongest single-modality configuration (SAST only) detects 34.9% of

the corpus. The aggregate 96.8% comes from complementarity, not from any single

scanner being thorough.

Figure 11.6: Vulnerability detection rate breakdown across the five CI/CD scanning

modalities from Stage 3 pipeline results.

11.8.3 Security E↵ectiveness Metrics

The penetration testing campaign generated quantitative security metrics at each

hardening stage, enabling direct comparison of the security posture at the factory

default, after network hardening, and after full AZTRM-D deployment. Tracking

metrics across all three stages rather than comparing only the endpoints documents

the incremental e↵ect of each hardening phase and makes the Stage 2 physical gap

visible: network hardening closed the remote attack surface while physical access

controls remained incomplete, and the Stage 2 assessment demonstrated that an
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attacker who could touch the device bypassed the network controls entirely. That

finding substantiates the methodology’s completeness requirement. Each transition

metric is grounded in a specific test outcome from the adversarial campaign; no figure

is projected or estimated. Table 11.22 documents the full Stage 1 to Stage 3 transition

across every measured security dimension.

Table 11.22: Security e↵ectiveness benchmarks: factory default baseline versus full

AZTRM-D hardening. Source: Table 9.1.

Security Metric Baseline (Factory De-

fault)

AZTRM-D Hardened Change

Open Network Ports 4 (SSH 22, VNC 5900,

HTTP 80, HTTPS 443),

confirmed by all three

testers via Nmap

0, complete elimination of

remote attack surface

�4 ports

Initial External Access

Time

<5 min (Hydra brute-force

on nvidia:nvidia; no lock-

out), consistently achieved

by all three testers

Not possible (no remote or

physical vectors)

Full elimination

Privilege Escalation Immediate (single sudo su

from default user)

Blocked; multi-step valida-

tion, default paths removed

Full elimination

CI/CD 0%, no automated scanning

in pipeline

96.8%, SAST + DAST

+ SCA + CSPM + IaC

across five complementary

modalities

+96.8 pp

MTTR Weeks to months (manual

patching, re-flashing)

1–3 days (automated alert-

ing + AI-driven remedia-

tion)

10⇥ to 30⇥

faster

Supply Chain Vulnerability High: no SBOM, no depen-

dency scanning, no artifact

signing

Low: mandatory SBOM +

cryptographic signing for all

components

High ! Low

Figure 11.7 presents the same Stage 1 versus Stage 3 comparison visually, making
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the magnitude of each improvement immediately apparent.

Figure 11.7: Security posture across five key metrics: Stage 1 factory-default baseline

versus Stage 3 full AZTRM-D hardening on the NVIDIA Jetson Orin Nano.

11.8.4 Resource and Scalability Metrics

The 12–18% CPU overhead figure in Table 11.23 deserves particular attention for IoT

deployments. Edge devices operate with constrained compute budgets, and continu-

ous security scanning that exceeds 20% CPU overhead degrades operational perfor-

mance. Staying below that threshold is what makes AZTRM-D viable on this class

of hardware. The sub-40 ms ZT policy enforcement latency confirms that real-time

access decisions don’t introduce perceptible delays in normal operation.
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Table 11.23: Resource and scalability benchmarks. Source: Table 9.4.

Performance Metric Measurement What It Means Environment

AI Scan CPU Overhead 12–18% average

during SAST/SCA

CI/CD runs

Continuous security scanning is

computationally viable on edge

hardware without degrading

operational performance

NVIDIA Orin

devices

ZT Policy Enforcement

Latency

<40 ms per access

decision at PEP

Real-time ZT checks do not in-

troduce perceptible delays in

system-to-system communication

NVIDIA Orin, ZT

PEP under load

AI Model Training Time

(Initial)

14 hours using

3 months of log data

One-time setup cost; defines the

bootstrapping requirement before

behavioral anomaly detection

reaches operational accuracy

Standard cloud

GPU instance

Scalability (Concurrent

Endpoints)

Single-device baseline:

3.8% CPU, 41MB

memory, 6.2ms PEP

latency (Stage 3 mea-

sured). Sub-linear

fleet scaling is archi-

tecturally required;

physical multi-device

characterization is

future work (Sec-

tion 9.3.3).

Establishes per-device resource

floor; orchestrator saturation

point requires multi-device experi-

ment

Stage 3 measured;

fleet scaling des-

ignated future

work

One practical note on the 14-hour training time. During the bootstrapping period,

before AI models reach operational accuracy, anomaly detection thresholds should

be set conservatively and human analyst review should cover a larger proportion of

behavioral alerts. Three months of operational log data is the minimum before the

insider threat model should be trusted for automated enforcement decisions.
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11.9 GENERALIZABILITY BEYOND THE NVIDIA JETSON ORIN

NANO TEST PLATFORM

The validation campaign used a single device class, the NVIDIA Jetson Orin Nano,

in a controlled laboratory environment. Transfer of the results to enterprise soft-

ware development, cross-platform IoT topologies, and di↵erent operating system en-

vironments separates into three categories: what is empirically validated, what is

architecturally transferable with strong reasoning, and what is hypothesized but not

validated. Conflating these three has been a recurring framing error in IoT security

research, and this section keeps them separate.

11.9.1 Three Categories of Transfer Claims

Table 11.24 classifies each transfer claim AZTRM-D could plausibly support into one

of three evidentiary categories: (a) empirically validated on the Stage 3 deployment,

(b) architecturally transferable with reasoning that applies independent of the specific

test platform, or (c) hypothesized but requiring future validation on other hardware

classes.

Table 11.24: Generalizability of AZTRM-D claims classified by evidentiary basis.

Empirically validated claims are bounded by the Stage 3 deployment scope; architec-

turally transferable claims rest on tool/protocol design rather than platform specifics;

hypothesized claims require future multi-platform validation. Source: this work.

Claim Empirical (NVIDIA

Orin Nano)

Architecturally

Transferable

Hypothesized; Requires

Future Validation

96.8% VDR

(Wilson 95%

CI: [0.891,

0.991])

Measured on Stage 3

corpus, n = 63

Five CI/CD scanning

modalities are

platform-agnostic

Exact rate on enterprise

OWASP-Top-10-weighted

corpus

Continued on next page
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Table 11.24 – continued from previous page

Claim Empirical (NVIDIA

Orin Nano)

Architecturally

Transferable

Hypothesized; Requires

Future Validation

12–18% CPU

overhead

during scans

Measured on Orin

Cortex-A78AE @ 1.5

GHz, 8 GB LPDDR5

Overhead is bounded

above on more capable

hardware

Exact percentage on x86

enterprise servers, ARM data

center

Sub-40 ms ZT

PEP latency

Measured on Orin local

network

On enterprise hardware

with faster CPU, latency

decreases

Exact latency floor on

cloud-native enterprise PEP

infrastructure

ZT

enforcement

under

multi-vector

attack

Measured against seven

attack categories on Orin

SP 800-207 tenets are

platform-independent

Cross-platform attack-surface

validation

Cryptographic

gate validation

(LUKS2, TLS

1.3, ECDSA,

SPIFFE SVID)

Validated on Orin SD card

boot path

NIST-specified standards

are independent of

platform

Boot-path equivalents on

UEFI x86, ARM TrustZone

Insider threat

detection

(Isolation

Forest)

14 hours initial training on

3 months Stage 3

telemetry

Isolation Forest

training/inference is

platform-agnostic

Threshold recalibration on

environments with di↵erent

operational base rates

3.1% aggregate

FPR

Measured on Stage 3

single-device corpus

FPR is a property of the

model and threshold

Per-class FPR

characterization at fleet scale

RF / physical

attack vector

coverage

Validated on Orin GPIO,

UART, SD storage, WiFi,

Bluetooth

Physical and RF attack

surfaces are

hardware-specific by

definition

Not directly applicable to

enterprise data center

deployments

Continued on next page
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Table 11.24 – continued from previous page

Claim Empirical (NVIDIA

Orin Nano)

Architecturally

Transferable

Hypothesized; Requires

Future Validation

4.2-minute

Time-to-

Initial-

Detection

N = 27 events, Stage 3

single device

Pipeline latency is

dominated by retrieval

and synthesis stages,

which are

platform-independent

TTID floor on cloud-native

deployments

11.9.2 How Di↵erent Hardware Architectures Would Shift the CPU Over-

head and PEP Latency Metrics

The 12–18% CPU overhead and sub-40 ms PEP latency metrics shift across hard-

ware architectures and OS topologies, but the architectural conclusions do not. The

relevant variables are CPU class, memory bandwidth, network topology, and OS

scheduler characteristics.

ARM enterprise and x86 enterprise

On enterprise-class CPUs running at 3+ GHz with larger L2/L3 cache hierarchies

and higher memory bandwidth, the same SAST and SCA scans would complete in a

fraction of the wall-clock time the Orin requires. CPU overhead percentage is mean-

ingful as a metric only when the device has a fixed compute budget. On enterprise

hardware the better metric is pipeline wall-clock time for a representative scan cor-

pus. PEP latency on enterprise CPUs is expected to fall well below 40 ms, with the

floor set by network round-trip rather than CPU work.

RISC-V embedded platforms

These typically have lower clock speeds and weaker SIMD support than ARM

Cortex-A78AE, which would push the CPU overhead percentage above the 12–18%

range observed on the Orin. The SAST, SCA, and DAST gates run in CI/CD infras-
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tructure rather than on the target device, so device-class CPU does not bottleneck

the scanning portion of the pipeline. The on-device portions, Sentinel’s behavioral

monitoring (Isolation Forest inference) and the ZT PEP, are the platform-sensitive

components. On RISC-V embedded hardware, Isolation Forest inference would likely

require either reduced tree count (t < 100) or longer inference cycles, with corre-

sponding adjustments to the alert threshold.

Operating system topology variations

The Orin runs Linux (Ubuntu 22.04 LTS with NVIDIA JetPack). The platform-

independent components (SPIFFE/SPIRE, TLS 1.3, ECDSA signing, AES-256-XTS)

behave equivalently across operating systems by design. The platform-sensitive com-

ponents are the boot-path encryption (LUKS2 on Linux SD-card boot has no direct

Windows analog; the equivalent is BitLocker), the immutable logging mechanism

(auditd + remote syslog on Linux; Windows Event Forwarding plus Sysmon on

Windows Server), and the Isolation Forest deployment substrate.

11.9.3 Why the Pipeline Controls Transfer Directly

The 96.8% VDR was achieved by five CI/CD scanning modalities, none of which

are IoT-specific. SAST analyzes source code regardless of target platform: the same

pipeline catching a policy-violating configuration in an Orin deployment script catches

the same class of violation in a Spring Boot microservice. DAST tests running appli-

cation instances whether those instances run on an edge device or a cloud VM. SCA

flags vulnerable dependencies whether the consuming project is a C++ firmware

image or a Java enterprise application. CSPM is more relevant in enterprise cloud

environments, where configuration drift across large-scale AWS or Azure deployments

is a frequently exploited attack vector. The OWASP Top Ten maps directly onto what

SAST and DAST are tuned to catch [35]. The architectural transfer is direct; the

empirical confirmation on enterprise corpora is future work.
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11.9.4 Zero Trust Enforcement in Enterprise Contexts

The ZT controls validated in Stage 3, including microsegmentation, continuous au-

thentication, PEP-enforced access decisions, and immutable audit logging, map di-

rectly onto enterprise network architecture. NIST SP 800-207 was written with enter-

prise environments as the primary target [266]; the IoT deployment here represents

the more constrained application, not the typical one. Enterprise environments gen-

erally have more compute margin for enforcement overhead, more mature identity

infrastructure (Active Directory, LDAP, SAML, OIDC), and existing SIEM tool-

ing that Sentinel can integrate with rather than replace. The architectural pattern

AZTRM-D enforces, identity-tier and network-tier ZT policies operating together, is

the same pattern NIST SP 800-207A specifies for cloud-native enterprise applications

across multi-cloud environments [52], which is the dominant deployment context for

modern enterprise software.

11.9.5 Alignment with Federal Zero Trust Policy and the Civilian-Agency

Mandate

Federal Zero Trust adoption is not optional for civilian agencies, and the controls

AZTRM-D enforces are the same controls federal policy mandates. Executive Order

14028 directed federal agencies to advance toward Zero Trust Architecture as part of

the broader cybersecurity modernization e↵ort [310]. OMB Memorandum M-22-09

then operationalized that direction into a binding federal Zero Trust strategy with

implementation deadlines, identity and access requirements, and explicit alignment to

the CISA Zero Trust Maturity Model [234, 72]. The CISA Zero Trust Maturity Model

v2 specifies five pillars (Identity, Devices, Networks, Applications and Workloads,

Data) plus three cross-cutting capabilities (Visibility and Analytics, Automation and

Orchestration, Governance) that any federally compliant ZT deployment is expected

to implement [72].
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Mapping AZTRM-D’s Stage 3 control set against the CISA ZTMM v2 pillars:

SPIFFE/SPIRE workload identity and continuous authentication satisfy the Identity

pillar; Sentinel’s behavioral monitoring and device-attestation gates satisfy the De-

vices pillar; TLS 1.3 microsegmentation and PEP-enforced access decisions satisfy the

Networks pillar; SAST, DAST, SCA, and CSPM gates plus SBOM verification satisfy

the Applications and Workloads pillar; LUKS2 boot-path encryption and immutable

audit logging satisfy the Data pillar. The AI Analytics and Orchestration Engine

documented in Chapter 7 satisfies the cross-cutting Visibility and Analytics and Au-

tomation and Orchestration capabilities directly; the AZTRM-D Governance Layer

satisfies the Governance capability. None of those mappings required adjustment for

the constrained-edge deployment. They are the same controls a civilian agency would

deploy on cloud or on-premises enterprise infrastructure to satisfy M-22-09, applied

here under a tighter resource budget.

The implication runs in one direction. A methodology that validates the federal

Zero Trust control set on constrained-edge hardware validates it for less constrained

environments by construction, because every architectural constraint that complicates

enforcement on the Orin Nano (compute headroom, memory bandwidth, physical

attack surface, RF exposure) is more permissive in enterprise infrastructure. The

constrained-edge validation campaign exercises the controls under conditions stricter

than M-22-09 expects civilian agencies to operate under.

11.9.6 Applicability to National Security Systems, DoD, and Intelligence

Community Environments

NSM-8 extended the EO 14028 requirements to National Security Systems, DoD,

and the Intelligence Community, with the National Security Agency designated as

the National Manager for NSS [312]. The DoD Zero Trust Strategy then established

October 2027 as the target date for DoD-wide Zero Trust adoption, identifying seven

218



pillars and corresponding capabilities that align with but extend the CISA ZTMM

[78]. The DoD Zero Trust Reference Architecture v2.0, jointly developed by DISA

and NSA, specifies 152 Zero Trust activities across those seven pillars and is the

architectural baseline for ZT implementation across DoD systems including cleared

and sensitive environments [75].

The AZTRM-D control set maps onto the DoD ZT RA pillars without architec-

tural changes. The Identity, Device, Network/Environment, Application and Work-

load, and Data pillars correspond to the same Stage 3 controls listed in the previous

subsection. The Visibility and Analytics pillar maps to Sentinel’s six AI subsys-

tems plus the immutable audit-logging substrate. The Automation and Orchestra-

tion pillar, which the DoD ZT RA identifies as the integrating pillar across all others,

corresponds to AZTRM-D’s AI Analytics and Orchestration Engine. NSA’s Cyber-

security Information Sheet on advancing Zero Trust maturity in the Automation and

Orchestration pillar identifies AI-driven analysis, continuous behavioral monitoring,

and automated policy enforcement as the capabilities that distinguish a mature im-

plementation of that pillar from an immature one [213]. AZTRM-D specifies exactly

those capabilities, and the Stage 3 campaign empirically validates them.

The constrained-edge context of the validation does not reduce its relevance to

sensitive environments. Federal sensitive environments include forward-deployed sys-

tems with the same constraints the Jetson Orin Nano models: limited compute head-

room, exposed physical attack surfaces, and electromagnetic emission management

requirements that constrained-edge IoT shares with field-deployed military and in-

telligence platforms. The category of deployment AZTRM-D was validated against

is itself recognized as a federal cybersecurity context with its own NIST guidance

series (SP 800-213, SP 800-213A, NISTIR 8228) [86, 87, 41]. AZTRM-D’s adoption

of NIST SP 800-37 Rev. 2 RMF processes [297] is the same RMF process NSS en-

vironments are required to follow, with the same control catalog (NIST SP 800-53
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Rev. 5) governing both. The methodology does not need to be redesigned for sensi-

tive environments; it needs to be deployed on the substrate those environments use

(Windows Server, Red Hat Enterprise Linux, classified network enclaves) with the

platform-specific substitutions identified in Section 11.9.2.

11.9.7 What AZTRM-D Inherits from Enterprise and Government Prac-

tice, Not the Reverse

The framing the constrained-edge validation might invite, that AZTRM-D is an IoT-

specific methodology being claimed for enterprise use, inverts the actual development.

Every architectural component AZTRM-D specifies originated in or is currently used

at scale in enterprise and government practice. The NIST RMF was developed for

federal information systems and applies across them [297]. Zero Trust architecture

as currently practiced was specified for enterprise environments [266] before being

extended to federal civilian agencies (OMB M-22-09), NSS and DoD (NSM-8, DoD

ZT Strategy, DoD ZT RA), and cloud-native enterprise applications (NIST SP 800-

207A) [234, 312, 78, 75, 52]. DevSecOps as a discipline originated in enterprise

software development and is currently the DoD’s stated software-acquisition approach

[77]. SPIFFE/SPIRE workload identity is used at scale by enterprise infrastructure

operators and the DoD Platform One initiative. TLS 1.3 is the enterprise transport-

security default. The AI-driven orchestration approach that distinguishes AZTRM-D

is itself the direction NSA identifies as the maturity target for the Automation and

Orchestration pillar of Zero Trust [213].

AZTRM-D’s contribution is not introducing these controls to a new domain. It

is integrating them into a single methodology with AI orchestration across the life-

cycle and demonstrating that the integrated system holds together under the most

constrained deployment context available. The constrained-edge validation should

therefore be read as a stress test of a fundamentally enterprise-class methodology,
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not as evidence that the methodology is bounded to IoT.

11.9.8 Insider Threat Coverage in Enterprise Environments

The insider scenarios tested, motivated privileged developer, accidental credential

commit, and AI-assisted exploit submission, are not IoT-specific. They are software

development scenarios that happened to run against IoT hardware. Enterprise de-

velopers increasingly use LLM-generated code, and the supply chain risk that creates

is not confined to embedded systems. The AZTRM-D pipeline gates evaluate code

content and dependency integrity regardless of authorship or target platform.

11.9.9 Bounded Scope of the Generalizability Claim

Putting the previous subsections together, the generalizability claim AZTRM-D sup-

ports at this stage is bounded as follows. Empirically, the methodology is validated

on a single device class, in a single deployment context, with three testers all a�l-

iated with the developing organization. Architecturally, the CI/CD pipeline gates,

ZT enforcement model, cryptographic control set, and AI subsystem selection are

platform-independent by design. Hypothesized but not yet validated are the cross-

platform CPU overhead figures, the PEP latency floor on enterprise infrastructure,

the FPR characterization at fleet scale, and the cross-OS deployment validation for

Windows Server and RTOS environments. The IoT validation environment represents

a floor on what AZTRM-D can support, not a ceiling. Enterprise contexts inherit the

same architectural constraints with more compute headroom, better identity infras-

tructure, and lower physical attack surface.

11.10 DATASETS, PREPROCESSING, AND TRAINING PROTOCOLS

The AI components in Sentinel were trained and evaluated against published datasets

and Stage 3 operational telemetry. To support reproducibility and to make the
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methodology auditable under formal review, this section consolidates dataset prove-

nance, preprocessing pipelines, hyperparameter selection methodology, and validation

protocols across all six AI subsystems. Algorithm-specific rationale and performance

figures appear in their respective subsections in Chapter 10; what follows is the con-

solidated reproducibility specification.

Table 11.25: Training datasets, sources, and partitioning protocols for AZTRM-D AI

subsystems. Source: dataset publications cited per row; partitioning protocols per

Stage 3 implementation.

AI Subsystem Training Dataset Partitioning Preprocessing

Behavioral Anomaly

Detection (Isolation

Forest)

3 months of Stage 3

device telemetry

(Cybectr Sentinel

proprietary)

Unsupervised;

sub-sample  = 256

per tree, t = 100

trees

Feature scaling via min-max

normalization on

log-transformed counts;

categorical features one-hot

encoded; missing values

imputed via class median

Vulnerability Triage

(XGBoost)

NIST NVD CVE corpus

(CVSS v3.1

enriched) [208]

80/20 stratified

train/test split;

5-fold

cross-validation on

training partition

CVE feature extraction

(CVSS metrics, CWE

category, exploit availability

flags); standardized to zero

mean, unit variance

Unknown Asset

Inference (Sentence

Transformer)

Author-curated IoT

asset library (N = 47

profiles)

80/20 held-out split

for threshold

calibration

Asset feature concatenation;

tokenization via the

SentenceTransformer

pretrained model [261]

PPO MITRE ATT&CK TTP

corpus; Metasploit

module catalog [302]

500-episode training

run, 20-episode

held-out evaluation

per stage

Action space: discretized

Metasploit module selection;

observation space: target

service banner, port state,

response codes

Continued on next page
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Table 11.25 – continued from previous page

AI Subsystem Training Dataset Partitioning Preprocessing

Mitigation

Generation (RAG +

LLM)

MITRE D3FEND

knowledge base [302]

Index built once per

release; retrieval-only

at runtime

Document chunking at section

boundaries; cosine similarity

retrieval at top-k = 5

Adversarial

Robustness Testing

(DiCE)

XGBoost classifier

outputs over Stage 3

corpus

Counterfactual

generation per

classifier instance;

k = 5 counterfactuals

per input

Feature normalization

matches XGBoost training

preprocessing; �1 = 0.5,

�2 = 1.0

GNN-Augmented

SAST

BigVul (3,754

vulnerable functions

across ⇡188,000

total) [89]

80/10/10

train/validation/test

split per the BigVul

standard partition

Code Property Graph

extraction via Joern; node

features encode token type,

data flow relationships,

syntactic position

Hyperparameters were selected through grid search with stratified 5-fold cross-

validation on training partitions for supervised classifiers, ROC-curve analysis on

Stage 3 training corpus for the unsupervised behavioral pipeline, and held-out F1-

score optimization for the threshold-driven similarity matcher. Table 11.26 consol-

idates the selection methodology, search range, and final operating values for each

subsystem.
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Table 11.26: Hyperparameter selection methodology, search range, and final operat-

ing values for AZTRM-D AI subsystems. Source: author’s Stage 3 hyperparameter

calibration runs (this work).

Subsystem Selection Method Search Range Final Operating Values

Isolation Forest ROC-curve analysis on

Stage 3 training corpus;

alert threshold tuned for

3.1% target FPR

Threshold

2 {0.50, 0.55, . . . , 0.95};

trees t 2 {50, 100, 200};

sub-sample

 2 {128, 256, 512}

Alert threshold 0.6;

containment threshold 0.8;

t = 100;  = 256

XGBoost 5-fold stratified

cross-validation;

F1-score maximization

with recall weighting

⌘ 2 {0.01, 0.05, 0.1, 0.3};

max depth 2 {3, 5, 7, 9};

� 2 {0, 1, 5, 10};

� 2 {0, 0.1, 1}

⌘ = 0.05; max depth = 7;

� = 1; � = 0.1;

recall-weighted scoring

Sentence

Transformer cosine

similarity

Held-out F1-score

maximization on

N = 47 asset library

Threshold 2

{0.70, 0.75, 0.80, 0.82, 0.85, 0.90, 0.95}

Threshold 0.82

(F1-optimal per

Table 11.13)

PPO Sample e�ciency on

sandbox sparse-reward

environment

" 2 {0.1, 0.2, 0.3};

� 2 {0.95, 0.99, 0.999};

learning rate

2 {1e-4, 3e-4, 1e-3}

" = 0.2; � = 0.99; learning

rate 3e-4; 4 update epochs

per trajectory

GCN 5-fold cross-validation

on BigVul training

partition

Hidden dim

2 {64, 128, 256}; layers

2 {2, 3, 4}; dropout

2 {0.1, 0.3, 0.5}

Hidden dim 128; 3 GCN

layers; dropout 0.3;

mean-pool readout

DiCE Default-recommended

values from original

DiCE

implementation [197]

Per published defaults k = 5; �1 = 0.5; �2 = 1.0

The reproducibility requirement is that any independent implementer can repli-

cate the dataset partitioning, hyperparameter search, and evaluation protocol from

the specifications in Tables 11.25 and 11.26. All performance figures are reported with
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their measurement basis specified in the surrounding text or tables, distinguishing op-

erational measurement on Stage 3 telemetry from held-out evaluation set performance

from preliminary algorithm comparison runs.

11.11 CYBECTR SENTINEL: VALIDATION SUMMARY

Chapter 10 documents Sentinel’s full architecture, AI subsystem specifications, ex-

plainability implementation, performance metrics, and the capability gaps it fills.

The complete workflow tables, algorithm comparisons, and tool coverage analysis are

presented there. What follows here is the validation outcome: how Sentinel per-

formed when deployed against the hardened NVIDIA Orin platform across all three

testing stages, and what those results mean in the context of the broader AZTRM-D

framework evaluation.

Sentinel’s 96.8% vulnerability detection rate reflects the combined output of five

CI/CD scanning modalities operating in parallel. The two undetected vulnerabilities

were novel logic flaws, an application-layer race condition and a business-logic autho-

rization bypass, neither of which had matching signatures in any evaluated scanner

database. Both required manual expert review and are documented in the remedia-

tion log. The behavioral anomaly detection component, running Isolation Forest with

t = 100 trees and sub-sample size  = 256, flagged the Stage 3 insider simulation

correctly with an anomaly score of 0.74. That score exceeds the alert threshold of

0.6, triggering human-review escalation. It did not reach the automated containment

threshold of 0.8, which is the intended behavior: the tiered response design requires

human confirmation before automated containment fires, and the score of 0.74 placed

the event correctly in the escalation tier rather than the auto-contain tier. The XG-

Boost vulnerability triage classifier achieved 94.1% precision and 91.8% recall on the

CVE dataset, with recall intentionally tuned above precision given the asymmetric

cost of a missed real vulnerability versus a false positive an analyst reviews and clears.
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False positive rate across behavioral monitoring was 3.1% over the Stage 3 valida-

tion window. Every classification came with a SHAP explanation identifying the

contributing features, making triage decisions defensible under formal review [69].

11.12 ZERO TRUST ARCHITECTURE ENFORCEMENT

Satisfying Zero Trust architecture means demonstrating that each of the seven NIST

SP 800-207 tenets has a concrete implementation mechanism that held under adver-

sarial pressure, not just one that appears in the design documentation [266]. The

SPIFFE/SPIRE workload identity layer satisfies the continuous authentication tenet.

Per-request PEP authorization satisfies the per-session access tenet. Microsegmen-

tation and RBAC-gated controls address the network access restriction tenet. Each

mapping is grounded in specific deployment decisions documented in the implemen-

tation timeline and validated through the adversarial campaign rather than asserted

at the principle level. The NSA Zero Trust Implementation Guidelines reinforce

this approach by structuring ZT adoption into phased Discovery, implementation,

and integration stages [215, 216, 217], a progression that mirrors AZTRM-D’s own

three-stage hardening methodology. The tenet mapping also makes explicit where

AZTRM-D extends ZT beyond its typical application. Applying continuous verifica-

tion to the AI components within the methodology itself is not addressed in standard

ZT implementations, and that extension is original to this work. Table 11.27 maps

each NIST SP 800-207 tenet to its AZTRM-D implementation and the Stage 3 vali-

dation evidence.
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Table 11.27: NIST SP 800-207 Zero Trust tenet mapping to AZTRM-D implemen-

tation and Stage 3 validation outcomes. Tenets from [266]; implementation and

validation from this work.

ZT Tenet (NIST SP 800-

207)

AZTRM-D Implementa-

tion

Stage 3 Validation Outcome

All data sources treated as

resources

Sentinel asset inventory; all

network tra�c treated as

untrusted regardless of origin

100% of known lab assets discov-

ered; no implicit trust granted to

any device

All communication secured

regardless of location

TLS 1.3 for internal tra�c;

WPA3 for wireless; ECDSA

with RFC 6979 nonces [248]

MITM simulation: anomalous tra�c

detected; segment isolated automat-

ically

Per-session access to individ-

ual resources

JIT access via

SPIFFE/SPIRE SVIDs [296];

session tokens expire; no per-

sistent standing access

Session hijack simulation: expired

tokens rejected; no lateral move-

ment achieved

Resource access policy dy-

namic with behavioral inputs

Isolation Forest feeds ZT PEP

decisions [175]; adaptive auth

triggered on anomaly score

>0.6

Insider simulation: anomalous ad-

min behavior triggered adaptive

auth and access revocation

Monitor integrity and security

posture of all assets

Firmware integrity checks;

device health monitoring;

Sentinel behavioral telemetry

Firmware tamper attempts de-

tected; unauthorized processes

flagged

Authentication and authoriza-

tion strictly enforced

MFA + USB hardware key +

SSH key + passphrase + 2FA;

account lockout at 3 failed

attempts per factor

Brute-force simulation: account sus-

pended before credentials guessed

Collect information to im-

prove security posture

Full immutable logging; SIEM

correlation; AI model retrain-

ing from operational logs

Log tampering attempt: immutable

logs preserved; attempt flagged and

alerted
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11.13 CRYPTOGRAPHIC ENFORCEMENT ACROSS DEPLOYMENT

MODELS

AZTRM-D treats cryptography as a verifiable, auditable enforcement layer that the

pipeline actively validates at every stage, not a configuration checkbox. This section

documents how cryptographic controls are implemented, how they are enforced across

IoT edge, enterprise cloud, and CI/CD pipeline deployments, and how the framework

detects and blocks failures.

11.13.1 Full-Disk Encryption: AES-256-XTS Implementation

Stage 2 demonstrated empirically that all software-layer security controls are irrel-

evant when storage media can be physically removed. LUKS2 with AES-256-XTS

closes that vector: the storage media is unreadable without the encryption key, re-

gardless of physical possession. The implementation uses cryptsetup with cipher

AES-256 in XTS mode (aes-xts-plain64), KDF Argon2id configured at 65536 KB

memory cost with iteration count 4 and parallelism 4, key size 512 bits yielding a

256-bit e↵ective key per XTS sector key split, and sector size 4096 bytes.

XTS is designed for storage encryption specifically. Unlike CBC mode, XTS uses

a per-sector tweak value derived from the sector index, preventing a class of attacks

where an attacker who can manipulate individual sectors exploits CBC’s chaining

property to introduce predictable plaintext changes. The tweak input for sector i is:

Ti = EK(i) · ↵
j (11.9)

where EK(i) is AES encryption of the sector number under the tweak key K, ↵ is

a primitive element in GF(2128), and j is the 16-byte block index within the sector.

The final ciphertext for each block is:

C = EK1(P � Ti)� Ti (11.10)

228



where K1 is the data encryption key, P is the plaintext block, and Ti is the sector

tweak. Equations 11.9 and 11.10 together define this double-XOR construction, which

is what NIST SP 800-38E specifies as XTS-AES [210].

Argon2id was chosen over PBKDF2, which LUKS1 used, for memory hardness.

At 65536 KB memory cost, testing a single candidate passphrase requires 64 MB of

GPU memory per instance. An attacker with a 24 GB GPU can test at most 384

candidates simultaneously, compared to millions per second against PBKDF2.

11.13.2 Transport Security: TLS 1.3 and WPA3-SAE

All inter-service communication uses TLS 1.3 [262]. The changes that matter for

AZTRM-D’s threat model are: forward secrecy is mandatory with ECDHE only

(no RSA key exchange), the handshake drops to one round-trip, and all handshake

messages after the initial hello are encrypted [262]. Permitted cipher suites are

TLS AES 256 GCM SHA384 and TLS CHACHA20 POLY1305 SHA256. TLS 1.2

and earlier are disabled at the server configuration level. Certificate validation for

workload-to-workload tra�c uses SPIFFE/SPIRE SVIDs, binding service identities

cryptographically to workload attributes rather than static hostnames. For NSS-

aligned deployments, RFC 9212 defines the CNSA Suite cipher-suite mappings that

AZTRM-D pulls from when CNSA compliance is required [263].

WPA3 with SAE replaces WPA2’s PSK exchange, which was vulnerable to of-

fline dictionary attacks against captured four-way handshakes [158]. SAE is a zero-

knowledge proof protocol: both parties prove knowledge of the password without

transmitting it, and the resulting session key comes from an elliptic curve Di�e-

Hellman exchange specific to the peer pair [158]. An attacker who captures a WPA3-

SAE handshake gets nothing useful for o✏ine passphrase guessing.
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11.13.3 Digital Signatures: ECDSA with RFC 6979 Deterministic Nonces

All code artifacts and container images are signed using ECDSA with the P-256 curve.

The implementation detail that matters here is deterministic nonce generation per

RFC 6979 [248]. Standard ECDSA requires a random nonce k for each signature.

Reuse k across two signatures over di↵erent messages and the private key is directly

recoverable. Given two signatures (r, s1) and (r, s2) over messages with hashes z1 and

z2 using the same nonce:

d =
z1s2 � z2s1
r (s1 � s2)

(mod n) (11.11)

Equation 11.11 shows the recovery. This isn’t theoretical. The Sony PlayStation 3

private key was recovered this way in 2010 [88]. RFC 6979 eliminates the randomness

requirement by deriving k deterministically:

k = HMAC DRBG(d,H(m)) (11.12)

where d is the private key and H(m) is the hash of the message being signed. Equa-

tion 11.12 shows the deterministic derivation. Since k is derived from inputs unique

per message, nonce reuse becomes structurally impossible. Artifact signing uses

Cosign (Sigstore project), which stores signatures in the same OCI registry as the

signed artifacts. The SBOM validation gate verifies the Cosign signature before any

artifact is accepted into the build.

11.13.4 Service Identity: SPIFFE/SPIRE SVIDs

Service-to-service authentication uses SPIFFE SVIDs provisioned by SPIRE [296].

An SVID is an X.509 certificate whose Subject Alternative Name is a SPIFFE URI

of the form spi↵e://trust-domain/path, encoding workload identity. SVIDs are cryp-

tographically bound to the workload’s attested identity rather than a hostname or IP

address.
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In AZTRM-D’s deployment, the SPIRE agent on each Orin device attests work-

load identity using process identity attestation. Once attested, the SPIRE server

issues a short-lived SVID valid for 4 hours. The rotation flow proceeds as follows:

the SPIRE agent performs node attestation, the SPIRE server issues an SVID, the

workload fetches the SVID via the SPIFFE Workload API over a local Unix do-

main socket, the workload uses the SVID for mutual TLS (mTLS) connections, the

SPIRE agent auto-renews 30 minutes before expiry without service interruption, and

a compromised SVID goes invalid at expiry with no long-lived secret left to rotate.

11.13.5 Cryptographic Control Validation in the Pipeline

Cryptographic controls in a CI/CD pipeline produce security guarantees only if the

downstream gates actively reject artifacts that fail those checks rather than just log-

ging the failure. The Stage 2 adversarial campaign made this concrete. The SBOM

gate was present but not yet fully operational, and an unsigned dependency artifact

passed through without rejection. That finding is documented as an implementation

gap rather than a methodology gap, since AZTRM-D specifies mandatory SBOM

validation at every stage, but it illustrates why gate validation logic must be verified

independently of gate presence. Stage 3 closed the gap, and all cryptographic valida-

tion checks were confirmed active under adversarial conditions. Table 11.28 specifies

the validation check, expected behavior, and Stage 3 result at each pipeline gate.
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Table 11.28: Cryptographic control validation by pipeline gate, AZTRM-D deploy-

ment. Source: Stage 3 gate validation testing (this work).

Control Validation Method Gate Failure Response

LUKS2 FDE

active

cryptsetup status

check in device health

telemetry; IaC scan

validates device config

manifest

Pre-deploy IaC scan

+ continuous Sentinel

monitoring

Deployment blocked; Sentinel

alert; device quarantined from ZT

network segment

Artifact signature

valid

Cosign verify against

trusted signing key at

build gate

SBOM/signature gate

(Admin 1)

Unsigned or invalid-signature

artifact rejected; commit blocked

TLS 1.3 enforced CSPM policy check

against TLS configu-

ration baseline; active

scan for TLS down-

grade response

CSPM gate + Sentinel

network scan

Policy violation flagged; service

blocked from ZT PEP access until

remediated

WPA3-SAE active RF capture test

(Wireshark SAE

handshake confirma-

tion); CSPM wireless

policy check

Pre-deploy wireless

validation + Sentinel

RF monitoring

WPA3 fallback to WPA2 de-

tected; wireless segment isolated;

alert raised

SVID validity SPIRE health check;

SVID expiry mon-

itoring in Sentinel

telemetry

Continuous Sentinel

monitoring

Expired SVID causes ZT PEP to

reject access; anomalous renewal

patterns flagged

ECDSA nonce

determinism

SAST rule for non-

RFC-6979 ECDSA

implementations; rule

flags random.randint

used as cryptographic

nonce

SAST gate Policy violation flagged at SAST

scan; commit blocked pending

remediation

Continued on next page
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Table 11.28 continued from previous page

Control Validation Method Gate Failure Response

Post-quantum

readiness

IaC manifest check

for approved cryp-

tographic algorithm

list; SAST rule flags

deprecated algorithms

(RSA-2048, DH-1024,

P-192)

SAST + IaC gate Deprecated algorithm usage

blocked from production deploy-

ment; migration recommendation

generated

The post-quantum readiness gate is forward-looking. NIST finalized ML-KEM un-

der FIPS 203, ML-DSA under FIPS 204, and SLH-DSA under FIPS 205 in 2024 [206,

205, 212]. Library support in production environments is still maturing. AZTRM-D’s

current approach flags deprecated algorithms at the SAST gate, including RSA-2048

key exchange, DH-1024, and P-192 curves, so any new code using them gets caught

before entering the pipeline, while existing approved implementations such as AES-

256-XTS, ECDSA P-256, and TLS 1.3 remain in use until ML-KEM library support

reaches production stability. Chapter 12 documents the full post-quantum migration

plan.

11.14 NIST RMF PHASE MAPPING

One defining characteristic of AZTRM-D relative to conventional DevSecOps imple-

mentations is that NIST RMF governance events happen continuously throughout

the development lifecycle rather than accumulating as documentation artifacts re-

viewed under deadline pressure at authorization time. Each of the seven RMF steps

has a corresponding AZTRM-D phase with specific AI-driven activities. Threat in-

telligence ingestion runs at Categorization. Automated control selection driven by

real-time risk scoring runs at Selection. IaC deployment of security controls runs

at Implementation. Continuous automated penetration testing runs at Assessment.
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Behavioral anomaly detection and cryptographic health monitoring run at the Mon-

itoring phase. The ATO-related evidence record builds throughout the development

process as a result, which is what separates this from conventional RMF compliance

approaches where documentation accumulates as a pre-authorization task. Sentinel

provides the enforcement mechanism and evidence generation capability that makes

each phase auditable. Table 11.29 maps each NIST RMF phase to its AZTRM-D

counterpart, key activities, and the specific AI and Sentinel role.

Table 11.29: NIST RMF phase mapping to AZTRM-D lifecycle phases, key activities,

and AI/Sentinel roles. RMF phases from [297]; AZTRM-D mapping and AI roles

from this work.

RMF Phase AZTRM-D

Phase

Key Activities AI / Sentinel Role

Prepare [297] Planning System classification; stake-

holder identification; risk tol-

erance definition; supply chain

risk assessment

AI-driven data sensitivity classi-

fication; automated compliance

mapping

Categorize

[297]

Planning FIPS 199 impact analysis; au-

thorization boundary definition;

data classification

AI auto-labels PII/sensitive data;

generates classification report

Select [297] Development Security control baseline se-

lection; ZT control overlay;

cryptographic algorithm selec-

tion

AI recommends control set based

on asset profile and threat model

output

Implement

[297]

Build / Deploy Control implementation in

CI/CD; cryptographic signing;

SBOM generation; ZT PEP

deployment

Sentinel enforces scanning gates;

blocks unsigned artifacts; monitors

configuration drift

Assess [297] Test / Release SAST, DAST, SCA, pen test-

ing, ZT policy validation

Sentinel AI pen test agent; XG-

Boost triage; SHAP explanations

per finding

Continued on next page

234



Table 11.29 continued from previous page

RMF Phase AZTRM-D

Phase

Key Activities AI / Sentinel Role

Authorize

[297]

Release /

Deploy

Formal authorization decision;

residual risk acceptance; Super

Admin sign-o↵

AI-generated risk prioritization

informs authorization decision

Monitor [297] Operate /

Monitor

Continuous anomaly detec-

tion; firmware integrity; ZT

telemetry; AI model retraining;

incident response

Isolation Forest continuous monitor-

ing; adaptive ZT policy; ENGAGE

active defense

11.15 CONSOLIDATED RESULTS

The preceding sections have presented results across distinct evaluation contexts.

Physical penetration testing at three hardening stages, CI/CD corpus VDR deriva-

tion, Sentinel AI subsystem performance, Zero Trust tenet validation, cryptographic

gate enforcement, and RMF phase mapping were each reported in the chapter most

relevant to that analysis. Reporting each result in its relevant chapter supports de-

tailed analysis but makes it harder to evaluate the full evidentiary picture without

cross-referencing multiple sections. The consolidated table below synthesizes every

measured and validated result into a single reference view, with source citations for

each figure so that any claim can be traced to the specific table or section where it

originated. No new figures are introduced here. The purpose is synthesis and naviga-

bility. Readers who want to verify any specific number can follow the cited source to

the derivation methodology and raw results. Table 11.30 consolidates every evaluated

dimension in a single view.
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Table 11.30: Consolidated results across all evaluation dimensions. Each row traces

to its originating table or section as indicated in the Source column.

Domain Key Result Source

External Pen Test (Stage 1) Full compromise in <5 min; 4 open ports;

immediate root via default credentials; RF

tra�c capturable; reproduced independently

by all three testers

Table 11.18

External Pen Test (Stage 2) Network vector closed (0 open ports); RF

still observable; physical SD card attack

succeeded; root via UART console; all three

testers

Table 11.19

External Pen Test (Stage 3) All vectors blocked; 0 successful compro-

mises; physical and logical ZT enforced; RF

tra�c encrypted; all three testers

Table 11.20

Insider (Stage 1) All ZT principles violated; unrestricted sudo;

log tampering trivial

Table 11.18

Insider (Stage 2) Logical ZT controls held; physical SD bypass

circumvented all software monitoring; insider

mistake caught by Secrets Scan

Table 11.19

Insider (Stage 3) Never-trust-always-verify enforced at hard-

ware layer; adaptive auth blocked privi-

leged escalation; AI-assisted pipeline attacks

caught by automated gates

Table 11.20

VDR (96.8%) Derivation 5 scanning modalities (SAST + DAST +

SCA + CSPM + IaC) covering known-class

vulnerabilities; 3% gap = human-analyst-only

findings

Section 11.8.1

Resource Metrics 12–18% CPU overhead (active scan); <40 ms

ZT PEP latency; 3.8% CPU / 41MB mem-

ory at single-device steady state (Stage 3

measured); multi-device fleet characterization

designated as future work

Table 11.23

Continued on next page
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Table 11.30 continued from previous page

Domain Key Result Source

Sentinel TTID 4.2 minutes average from deployment to first

finding

Table 10.4

Sentinel AI Accuracy XGBoost: 94.1% precision, 91.8% recall;

BigVul TPR: 81.4%; adversarial detection:

93.7%

Table 10.4

SDLC/SSDLC Comparison Among the evaluated frameworks, AZTRM-

D is the only one covering Zero Trust, AI in-

tegration, IoT security, and continuous mon-

itoring simultaneously; 7 of 14 capabilities

absent from all five comparison frameworks

Tables 11.3, 11.2

AI Stack Selection Isolation Forest selected over OCSVM and

autoencoders for computational viability and

explainability on edge hardware; XGBoost

over neural classifiers for exact SHAP com-

patibility; PPO over DQN for sparse-reward

stability; GNN over rule-based SAST for

novel vulnerability detection

Section 11.4

Tool Stack Selection Each tool selected against documented al-

ternatives; RTL-SDR selected at realistic

adversary cost point; dual Nessus/OpenVAS

for cross-validation; Semgrep over commercial

SAST for tunable false positive control

Section 11.5

A device fully compromised in under five minutes at factory default, four open

ports, default credentials, no lockout mechanism, immediate root via a single com-

mand, was made resistant to all tested attack vectors through systematic AZTRM-D

application. That includes vectors routinely omitted from IoT assessments, specifi-

cally physical hardware manipulation and RF-layer interception, AI-assisted insider

exploitation, and supply chain injection through the development pipeline. Each vec-

tor was closed by a specific, identifiable control and validated independently by all
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three testers.

The AI and tool stack choices documented in this chapter were made against doc-

umented alternatives with explicit technical rationale. Isolation Forest over OCSVM

for computational viability and explainability. XGBoost over neural classifiers for

exact SHAP compatibility. PPO over DQN for sparse-reward stability. Nessus along-

side OpenVAS for independent cross-validation. RTL-SDR at a realistic adversary

price point rather than research-grade hardware. None of these were default choices.

They came from evaluating what each algorithm and tool actually provides relative to

AZTRM-D’s compliance model, compute constraints, and auditability requirements.

The operational cost of the hardened posture (12–18% CPU overhead, sub-40 ms

policy enforcement latency, 14 hours of one-time AI model training) falls well within

what enterprise and industrial IoT deployments can absorb without degrading oper-

ational function. The IoT validation environment represents a floor, not a ceiling.

Enterprise contexts inherit the same CI/CD pipeline architecture, the same ZT en-

forcement model, and the same AI-driven anomaly detection while typically operating

with more compute headroom, more mature identity infrastructure, and smaller phys-

ical attack surfaces. The detection rates and enforcement latencies demonstrated here

are conservative estimates for those deployment contexts.

11.16 DISCUSSION AND LIMITATIONS

The empirical results presented in this chapter come from a specific test environment,

and each of the following constraints should be weighed when interpreting the findings.

The limitations are presented in priority order: the structural conflict of interest is

the highest-priority issue, followed by single-device-class scope, adversarial evaluation

breadth, corpus size, and proprietary-platform reproducibility. Each limitation is

paired with the specific future-work activity that addresses it.
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11.16.1 A�liation of All Three Testers with Cybectr LLC

All three testers (Coston, Plotnizky, Hezel) are a�liated with Cybectr LLC, which

developed AZTRM-D and Cybectr Sentinel. This is the most important limitation

in this work. The blind protocol, the inter-rater agreement analysis with Gwet AC1

of 0.888 (Section 11.6.1), the independent reproduction requirement for Critical and

High severity findings, the cryptographic timestamping of pre-discussion records, and

the fourth-party review of single-tester findings collectively mitigate unconscious bias

and bound the bias the conflict can introduce, but they do not eliminate the structural

conflict. A motivated tester evaluating a system they helped design has knowledge

that an external tester does not, and that knowledge could shape exploitation path

selection in ways the blind protocol cannot fully control.

The single highest-priority future-work activity is independent third-party labora-

tory validation by testers with no organizational, contractual, or personal relationship

to Cybectr LLC. The Stage 4 multi-device fleet validation campaign currently in plan-

ning is structured to incorporate independent third-party penetration testers as part

of the protocol, with Cybectr LLC providing the deployed environment and the third-

party team providing the adversarial testing under a separate contractual engagement

that explicitly prohibits Cybectr LLC personnel from participating in either testing

or finding documentation. The third-party team’s pre-discussion records will be the

single source of truth for the Stage 4 results, and the Stage 4 paper will be authored

to include the third-party lead as co-author.

11.16.2 Single Device Class

All testing was conducted on a single NVIDIA Jetson Orin Nano device type in a

controlled laboratory environment. The Orin Nano is representative of constrained

edge hardware in its class, but a single device type cannot validate claims about cross-

platform applicability. Section 11.9 classifies generalizability claims into empirical,
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architecturally transferable, and hypothesized categories specifically because of this

limitation. Stage 4 includes deployment on additional ARM platforms (Raspberry

Pi 5, NVIDIA Jetson AGX Orin), an x86 embedded platform (Intel NUC), and a

RISC-V development board to confirm that the architecturally transferable claims

hold empirically across hardware classes, and to characterize how the 12–18% CPU

overhead and sub-40 ms PEP latency metrics shift with platform.

11.16.3 Adversarial Evaluation Breadth

The 93.7% adversarial detection rate is reported against DiCE-generated counterfac-

tual inputs only. Section 11.4.7 formalizes this as a black-box baseline matched to

Sentinel’s deployment threat model, with the formal threat model rationale stated

explicitly. White-box gradient-based attacks (PGD, FGSM) and substitute-model

transfer attacks were not evaluated in the work reported here. Stage 4 includes a

complete white-box adversarial evaluation campaign using a di↵erentiable surrogate

model (multilayer perceptron trained on the XGBoost classifier’s predictions) as the

gradient source for PGD and FGSM, with the resulting adversarial examples trans-

ferred to the XGBoost classifier for evaluation. The Stage 4 white-box numbers will

appear in the follow-up empirical paper alongside the multi-device fleet validation

results. The decision to scope the white-box evaluation as a separate paper rather

than to graft it into the present work is deliberate: the central contribution here is

the methodology validation under the deployment threat model, and the white-box

evaluation is one component within the broader validation rather than its central

claim.

11.16.4 Vulnerability Test Corpus Size

The vulnerability test corpus (n = 63) produces a statistically meaningful detection

rate with a computable Wilson confidence interval, but the interval is wide ([0.891,
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0.991]). This width is a direct consequence of corpus size, not a methodology weak-

ness: at n = 63, the Wilson score interval spans approximately 10 percentage points

regardless of the detection rate. A corpus of 200+ vulnerabilities across all five

modalities would narrow this interval to roughly ±2.5 percentage points and provide

more precise discrimination between competing pipeline configurations. The same

corpus-size issue a↵ects the per-modality ablation in Table 11.21, where the ranking

of modality contributions should be read as directional rather than precise. Stage 4

includes a 200+ vulnerability corpus across all five scanning modalities with explicit

weighting by CVE class to address coverage of vulnerability types underrepresented

in the current corpus.

11.16.5 False Positive Rate Per-Class Decomposition

Section 10.6 presents the FPR decomposition by AI subsystem (Isolation Forest be-

havioral 2.4%, XGBoost vulnerability triage 0.7%) and notes that the GNN-augmented

SAST FPR was not preserved separately in Stage 3 instrumentation, and that per-

class breakdowns within each subsystem (configuration drift versus behavioral anomaly

versus access-pattern divergence versus code pattern versus dependency vulnerabil-

ity) are similarly not available at the granularity needed for Wilson CI computa-

tion. Stage 4 instrumentation is designed to capture per-subsystem and per-alert-class

event counts with su�cient resolution to compute Wilson 95% CIs at each operating

point. The Stage 4 telemetry capture specification has been finalized, and per-class

FPR characterization is a primary design requirement.

11.16.6 Comparative Framework Evaluation Scope

The 14-capability comparative analysis (Table 11.3, Section 11) evaluates whether

each framework addresses a given capability at all. It does not evaluate implemen-

tation maturity, deployment track record, or the quality of execution within covered
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capabilities. The comparison identifies coverage gaps, not quality gaps. A framework

rated “None” on a capability does not necessarily lack any capability of that type; it

lacks a documented, prescribed treatment of that capability within the framework’s

specification. Future work includes maturity-weighted comparison that incorporates

implementation track record and execution quality, but this requires longitudinal data

on framework adoption that is not yet available for AZTRM-D.

11.16.7 Proprietary Platform and Reproducibility

Sentinel is a proprietary platform developed by Cybectr LLC, and its source code is

not publicly available. To support reproducibility despite this constraint, this chapter

documents all algorithm specifications (Tables 11.25 and 11.26), all hyperparameters

(Table 11.26), all training datasets with provenance (BigVul for the GNN, NIST

NVD API v2.0 for XGBoost, MITRE ATT&CK for the PPO agent, Cybectr Sentinel

internal telemetry for the Isolation Forest), and all evaluation methodology (80/20

stratified split with 5-fold cross-validation, Wilson 95% CIs reported throughout) at

su�cient detail for independent reimplementation. An independent reimplementa-

tion of Sentinel from these specifications is feasible without access to Cybectr LLC’s

proprietary code base, and Stage 4 includes a reference open-source reimplementation

by the third-party team to validate the reproducibility claim directly.

11.16.8 Self-Measured Performance Metrics

All Sentinel performance metrics in this chapter were measured by the development

team on their own platform. No independent third-party laboratory has reproduced

these figures. The measurement basis for each metric is specified throughout (Stage 3

operational measurement, held-out evaluation set, preliminary algorithm compari-

son run) so readers can calibrate confidence according to the evidentiary category.

Stage 4 third-party measurement, performed by the independent team described in
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Section 11.16.1, will produce externally measured benchmarks for direct comparison

against the figures reported here.

The validation campaign documents that AZTRM-D, deployed through Cybectr

Sentinel, holds against the threats present today. Today’s threat model is not the only

one the framework needs to address. Cryptographically Relevant Quantum Com-

puters (CRQCs) are projected to break the public-key algorithms that secure the

SPIFFE/SPIRE identity infrastructure, the TLS channels between AZTRM-D com-

ponents, and the cryptographic signing that backs the immutable audit log. The next

chapter examines that threat directly. It develops the cryptographic-agility compo-

nent of AZTRM-D, maps the framework’s existing cryptographic dependencies, and

specifies the migration path to ML-KEM and ML-DSA for post-quantum readiness.
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CHAPTER 12

THE FUTURE OF AZTRM-D: PREPARING FOR THE

POST-QUANTUM ERA

This chapter develops the cryptographic-agility component of AZTRM-D under quan-

tum threat conditions. The AZTRM-Dmethodology established in Chapters 6 through 11

rests on a cryptographic foundation that is mathematically secure against classical

adversaries but mathematically defeatable by a su�ciently powerful quantum com-

puter. Long-term resilience for any methodology that protects systems across their

full lifecycle therefore requires the cryptographic layer to be agile, meaning the under-

lying primitives can be replaced as the threat surface evolves without rewriting the

methodology that depends on them. That replacement work, the specific NIST stan-

dards involved, the concrete pipeline gate modifications required, and the performance

projections for the NVIDIA Orin hardware class are what this chapter documents.

No post-quantum algorithms have been implemented in the current AZTRM-D de-

ployment. What follows is a phased migration framework designed so that when

ML-KEM, ML-DSA, and SLH-DSA library support matures for embedded and IoT

environments, the migration path is already documented rather than improvised un-

der deadline pressure. Chapters 9 and 11 confirmed that the AZTRM-D methodology

holds up under adversarial testing today; this chapter lays out what holds it together

when the cryptographic ground beneath it shifts [284, 119].

The urgency here is real. Cryptographically relevant quantum computers capable

of breaking current encryption may still be years or decades away [196], but the threat

isn’t only a future problem. Adversaries are already engaged in what researchers call

“Harvest Now, Decrypt Later” (HNDL) attacks, capturing encrypted data today
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with the intent to decrypt it once quantum capabilities mature [146, 187]. Any data

encrypted with vulnerable algorithms today could be exposed in the future, regardless

of cryptographic improvements made later. For a methodology designed to protect

systems across their full lifecycle, that’s not a hypothetical concern.

12.1 THE QUANTUM THREAT TO MODERN CRYPTOGRAPHY

Quantum computers operate on fundamentally di↵erent principles than classical ma-

chines. Rather than bits that are either 0 or 1, quantum computers use qubits that

can exist in superposition of both states simultaneously. A system of n qubits can

represent all 2n possible states at once, giving quantum computers exponential scal-

ing advantages for certain classes of problems [201]. This matters because modern

public-key cryptography relies on mathematical problems that are computationally

intractable for classical computers but vulnerable to quantum algorithms.

The two most widely used cryptographic systems, RSA and ECC, depend on the

di�culty of integer factorization and the discrete logarithm problem, respectively

[284]. These problems underpin secure communications, digital signatures, and key

exchange protocols throughout the internet and in the software systems AZTRM-D

is designed to protect.

12.1.1 Shor’s Algorithm and the Threat to Asymmetric Cryptography

In 1994, mathematician Peter Shor developed a quantum algorithm capable of ef-

ficiently solving both integer factorization and discrete logarithm problems [284].

Classical algorithms for factoring large integers have superpolynomial time complex-

ity, which is why a 2048-bit RSA key is considered secure against classical attacks.

The computational resources needed to factor such a number are beyond anything

that could practically be built [116]. Shor’s algorithm, by contrast, runs with time

complexity of O(n3) for the quantum portion and O(n2) for classical post-processing.
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A su�ciently large quantum computer could factor a 2048-bit modulus in hours or

days. The General Number Field Sieve, the best classical factoring algorithm, would

require an estimated 2112 operations for the same task.

The consequences are broad. A powerful enough quantum computer running

Shor’s algorithm could decrypt RSA-encrypted communications, forge digital signa-

tures used for authentication and non-repudiation, and break key exchange protocols

like Di�e-Hellman and ECDH that secure connections across the internet [36]. TLS,

VPNs, code signing, software update mechanisms, and much of the public-key infras-

tructure that AZTRM-D-protected systems depend on would be rendered obsolete

[196].

ECC is equally vulnerable. The Elliptic Curve Discrete Logarithm Problem, which

underlies ECDSA, ECDH, and related schemes, can be solved in polynomial time

on a quantum computer using a variant of Shor’s algorithm. ECC may actually be

somewhat easier to attack than RSA on a quantum computer, because solving ECDLP

requires fewer qubits than integer factorization for equivalent classical security levels

[116].

Current quantum computers aren’t yet capable of executing this attack at any

meaningful scale. Breaking a 2048-bit RSA key would require thousands to millions

of physical qubits with very low error rates, well beyond current technology [116,

201]. But progress is rapid, and major technology companies and research institutions

have published roadmaps targeting million-qubit and beyond systems within the next

decade.

12.1.2 Grover’s Algorithm and the Impact on Symmetric Cryptography

Shor’s algorithm poses an existential threat to asymmetric cryptography. Symmetric

encryption and hash functions face a di↵erent challenge from Grover’s algorithm [119],

which provides a quadratic speedup for unstructured search problems. A quantum
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computer could search a key space of size N in approximately
p
N operations rather

than the N operations required classically.

For symmetric encryption algorithms like AES, this e↵ectively halves the security

level of a given key length. AES-128, which provides 128 bits of security against

classical attacks, would o↵er only 64 bits of e↵ective security against a quantum

adversary [116, 43]. That’s not trivially attackable, but it falls below acceptable

margins for long-term protection of sensitive data. The mitigation is direct. Doubling

key length restores the original security margin. AES-256 retains 128 bits of security

even against Grover’s algorithm, which remains computationally infeasible to brute-

force with quantum assistance [43].

Hash functions face similar considerations. SHA-256 would o↵er 128-bit preimage

resistance against quantum attacks, which remains strong for most applications [196].

Cryptographers broadly agree that symmetric algorithms and hash functions can

be made quantum-resistant through parameter adjustments rather than wholesale

replacement, which simplifies migration relative to the public-key transition.

12.1.3 The Harvest Now, Decrypt Later Threat Model

The HNDL attack model is, in some ways, the most troubling aspect of the quantum

threat. Adversaries with long-term strategic interests can capture encrypted tra�c

today and store it indefinitely, waiting for quantum computers capable of breaking it

[187, 146]. Nation-state actors and well-resourced adversaries can a↵ord the storage

costs and have the patience.

A Federal Reserve Board study examined HNDL risks in the context of distributed

ledger networks like Bitcoin, providing detailed analysis of how this threat applies

to systems with permanent, publicly accessible records [187]. The Bitcoin example

is domain-specific, but the principle extends to any encrypted data valuable in ten,

twenty, or thirty years. Government communications, corporate trade secrets, medical
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records, financial data, and intellectual property all fit that description.

The economics have shifted in adversaries’ favor. Storage costs have fallen contin-

uously and at scale for decades. Kryder’s Law, first articulated in 2005, documented

the long-running trend of roughly 40% annual reductions in disk storage cost per unit

[323]. The rate has moderated in recent years, but even at slower observed rates, the

cost of archiving captured network tra�c at scale has become operationally accessible

for nation-state actors. Network tra�c capture at scale is well within the capabilities

of nation-states and some well-resourced private actors. And certain categories of

encrypted data don’t lose value with time. Intelligence about diplomatic negotiations

might remain exploitable for decades. Personal information useful for blackmail or

identity theft has no expiration date.

For AZTRM-D, the implication is immediate. Waiting until quantum comput-

ers are operational to begin migration isn’t a viable approach, because by then the

damage from HNDL attacks will already have been done. Data captured today under

vulnerable encryption will be exposed regardless of any future cryptographic improve-

ments to the system [187].

12.1.4 Categorizing Data Sensitivity for HNDL Risk Assessment

Not all encrypted data requires post-quantum protection. Information that becomes

obsolete or public within a few years faces minimal HNDL risk even if captured

today. The two factors that matter are sensitivity duration (how long it must remain

confidential) and value to adversaries.

High-risk categories include classified government information with decades-long

classification periods, long-term business strategies and trade secrets, medical records

that may be sensitive across a patient’s lifetime, certain financial records, and cryp-

tographic key material itself [187, 146, 196]. Medium-risk categories cover most

business communications, short-term competitive intelligence, and personal data with
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moderate sensitivity. Lower-risk categories include routine communications and data

that quickly becomes obsolete.

Organizations implementing AZTRM-D should incorporate this risk categoriza-

tion into planning phase activities, using the RMF categorization process to identify

systems handling high-risk data and prioritizing those for early migration. The AI-

driven analytics capabilities of AZTRM-D can support this by analyzing data flows

and flagging systems that handle long-lived sensitive information.

12.2 POST-QUANTUM CRYPTOGRAPHIC STANDARDS

NIST initiated a multi-year e↵ort to standardize post-quantum cryptographic algo-

rithms secure against both classical and quantum attacks, beginning in 2016 with

a public call for proposals and involving extensive evaluation by the global crypto-

graphic community over multiple rounds of analysis [209]. NIST IR 8105 laid out

the motivation behind the e↵ort, summarizing the quantum threat to existing public-

key cryptography and the case for proactive standardization [53]. NIST documented

each round’s selection rationale in dedicated status reports, including the first-round

assessment that narrowed the original 69 submissions [228], the second-round assess-

ment that further reduced the candidate pool [195], and the third-round report that

announced the algorithms ultimately selected for standardization [11]. In August

2024, this e↵ort produced the first three finalized post-quantum cryptography stan-

dards [206, 205, 212]. In March 2025, NIST also selected HQC as a fifth algorithm

to provide a code-based backup to the lattice-based key encapsulation track [224].

12.2.1 NIST Post-Quantum Cryptography Standardization Process

The NIST process evaluated dozens of candidate algorithms, subjecting them to rig-

orous analysis of security properties, performance characteristics, and implementation

considerations [209]. Practical factors mattered as much as theoretical security. Key
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sizes, computational e�ciency, and suitability for resource-constrained environments

all figured into the evaluation [244].

The process began with 82 submissions in 2017, of which 69 met the formal accep-

tance criteria and advanced into Round 1 evaluation. The candidate pool narrowed to

26 algorithms in Round 2 (2019), then to seven finalists and eight alternates in Round

3 (2020). Throughout, the global research community subjected each algorithm to

intense scrutiny, publishing findings on any weaknesses discovered. That open, ad-

versarial process is what builds defensible confidence in a cryptographic standard.

In August 2024, NIST published three standards that now form the foundation of

post-quantum cryptography:

FIPS 203: ML-KEM (Module-Lattice-Based Key-Encapsulation Mecha-

nism).

ML-KEM is the primary standard for key encapsulation and general encryption [206].

Derived from the CRYSTALS-Kyber algorithm, ML-KEM is based on the Module

Learning With Errors (MLWE) problem, a class of linear equations with added noise

that is believed to be hard for both classical and quantum computers to solve [44,

259]. Three security levels are specified: ML-KEM-512, ML-KEM-768, and ML-

KEM-1024, corresponding to AES-128, AES-192, and AES-256 equivalent security.

Key sizes and ciphertexts remain in the low-kilobyte range, which keeps the scheme

practical for most network applications even though it represents a significant increase

over classical ECDH [206].

FIPS 204: ML-DSA (Module-Lattice-Based Digital Signature Algorithm).

ML-DSA is the primary standard for digital signatures [205]. Derived from CRYSTALS-

Dilithium and also based on lattice problems, ML-DSA covers general-purpose sig-

nature applications through three parameter sets: ML-DSA-44, ML-DSA-65, and
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ML-DSA-87. Digital signatures underpin code signing, certificate issuance, authenti-

cation protocols, and a wide range of other security functions in AZTRM-D-protected

systems [205].

FIPS 205: SLH-DSA (Stateless Hash-Based Digital Signature Algorithm).

SLH-DSA provides an alternative approach to digital signatures based entirely on

the security of cryptographic hash functions [212]. Derived from SPHINCS+, SLH-

DSA doesn’t depend on any mathematical structure that might be vulnerable to

algorithmic breakthroughs. Its signature sizes are larger than lattice-based schemes,

but it o↵ers a conservative option with strong theoretical grounding, particularly

attractive for applications where maximum long-term security confidence is needed

[212].

In March 2025, NIST also selected HQC (Hamming Quasi-Cyclic) as a backup

key encapsulation mechanism [207]. HQC is a code-based scheme relying on the dif-

ficulty of decoding random linear codes, giving it di↵erent mathematical foundations

than the lattice-based ML-KEM. That diversity matters: if vulnerabilities emerge

in lattice-based cryptography, HQC provides a fallback that doesn’t share the same

mathematical assumptions [207]. NIST continues evaluating additional digital signa-

ture schemes to expand the available portfolio [244].

12.2.2 Understanding Lattice-Based Cryptography

Lattice-based cryptography is the foundation of both ML-KEM and ML-DSA, mak-

ing it the most prominent family in the NIST standards [259]. The security of these

schemes rests on the hardness of problems related to lattices in high-dimensional

spaces, mathematical structures studied extensively by cryptographers and mathe-

maticians for decades [181].
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A lattice is a regular arrangement of points in n-dimensional space, generated by

taking all integer linear combinations of a set of basis vectors. As dimension increases,

certain lattice problems become extremely hard to solve, even for quantum computers

[259].

The Learning With Errors (LWE) problem is what makes this work [259]. Given

a matrix A and a vector b = As+ e, where s is a secret vector and e is a small error

vector, the LWE problem asks to recover s or even just distinguish this from a uni-

formly random b. In high dimensions, this becomes computationally intractable, and

the best known quantum algorithms don’t provide meaningful speedups for solving it

[259]. MLWE adds algebraic structure that improves computational e�ciency without

weakening security, and this is the specific problem underlying ML-KEM and ML-

DSA [44]. The security of LWE-based schemes reduces to the hardness of worst-case

lattice problems, meaning breaking the cryptographic scheme would require solving

the hardest possible instances.

In practice, lattice-based schemes perform well. ML-KEM achieves key genera-

tion, encapsulation, and decapsulation times measured in microseconds on modern

processors, competitive with or faster than some classical algorithms [44, 221]. ML-

KEM-768 uses public keys of approximately 1,184 bytes and ciphertexts of approx-

imately 1,088 bytes, compared to roughly 32 bytes for classical ECDH public keys

[206]. That’s roughly a 37-fold increase in key size, which is significant but manage-

able for most network protocols and applications.

12.2.3 Alternative Post-Quantum Cryptographic Approaches

Lattice-based cryptography dominates the initial NIST standards, but other math-

ematical approaches provide important alternatives [36]. Code-based cryptography,

represented by HQC and the classic McEliece system, relies on the di�culty of de-

coding random linear codes, a problem that has resisted cryptanalytic attacks since
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McEliece was first proposed in 1978 [190]. These schemes have a longer track record

of security analysis, though they often carry large key sizes that limit practical appli-

cability in constrained environments.

Hash-based signatures, standardized in FIPS 205 as SLH-DSA, represent the most

conservative approach available [212]. Their security depends only on the basic prop-

erties of hash functions, not on any mathematical structure that might harbor future

vulnerabilities.

The diversity of mathematical foundations across these approaches is deliberate.

The isogeny-based SIKE algorithm, once considered promising due to its compact

key sizes, was broken by a classical attack in 2022 [49]. Post-quantum cryptography

is still an active research area, and by standardizing algorithms based on di↵erent

mathematical assumptions, NIST has built a portfolio that can adapt if weaknesses

emerge in any single approach.

12.3 INTEGRATING POST-QUANTUM CRYPTOGRAPHY INTO AZTRM-

D

Integrating post-quantum cryptography into AZTRM-D isn’t simply a matter of

swapping cryptographic libraries. It requires systematic changes to planning, risk

assessment, implementation practices, testing, and continuous monitoring through-

out the secure development lifecycle [202, 126].

Figure 12.1 summarizes the cryptographic-component migration map that the

rest of this chapter develops in detail. Each row pairs a quantum-vulnerable prim-

itive currently in use within AZTRM-D with its NIST-standardized post-quantum

replacement, and assigns a migration priority based on the operational exposure of

that component. The three highest-priority categories are the asymmetric primitives

that secure live network tra�c and identity issuance, where HNDL exposure makes

immediate action necessary even before cryptographically relevant quantum comput-
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ers exist. The audit log signature path is rated MEDIUM because its security need

is long-term integrity rather than confidentiality, which gives SLH-DSA’s conserva-

tive hash-based design a natural fit despite larger signature sizes. The symmetric

primitives at the bottom of the figure carry LOW priority because, as established in

the threat-model section above, Grover’s algorithm only halves their e↵ective security

and doubling key length restores the original margin.

Figure 12.1: AZTRM-D cryptographic component migration map.

12.3.1 Modifications to the Planning Phase

The Planning Phase establishes security, risk management, and compliance strate-

gies before development begins. In a post-quantum context, this phase must treat

quantum risk assessment as a core activity that shapes all subsequent decisions [202].

That starts with a full cryptographic inventory covering all quantum-vulnerable al-
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gorithms currently in use, including not just direct RSA and ECC in application code

but also cryptography embedded in TLS, SSH, and VPN implementations, PKI and

certificate authority infrastructure, code signing processes, and third-party library

dependencies that may use classical cryptography internally. Each cryptographic use

should be documented with the specific algorithm and parameters, the purpose of the

operation, the sensitivity and required protection duration of the data involved, the

system or component implementing it, and any external dependencies that constrain

algorithm choices.

Data sensitivity analysis must consider the shelf life of confidentiality require-

ments. Data that must remain confidential for more than ten years faces immediate

HNDL risk and should be prioritized for post-quantum protection even if quantum

computers capable of breaking current encryption aren’t expected for several more

years [187]. AI-driven threat modeling within AZTRM-D can support this by ana-

lyzing system architectures and data flows to flag high-value HNDL targets.

Risk assessment in this phase should incorporate a formal quantum risk model

built around three timeframes. Those are the time required to complete migration

to post-quantum algorithms, the anticipated time until quantum computers become

cryptographically relevant, and the required protection duration for sensitive data.

If migration time plus data protection duration exceeds the time until quantum ca-

pability, action is needed now. This model gives teams a quantitative basis for pri-

oritization rather than relying on intuition about a threat that hasn’t materialized

yet.

Government agencies in the United States face specific deadlines under National

Security Memorandum 10 and related directives [84]. Commercial organizations

should develop comparable timelines based on their own risk assessments, accounting

for the sensitivity of data handled, the expected operational lifetime of systems under

development, and the complexity of their cryptographic infrastructure.
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12.3.2 Modifications to the Development Phase

The Development Phase integrates security directly into coding practices. For post-

quantum readiness, the emphasis falls on cryptographic agility: the ability to change

cryptographic algorithms rapidly without requiring major architectural changes, a

capability that has grown increasingly important as the cryptographic ground shifts

[135, 204, 57].

Achieving cryptographic agility requires deliberate architectural decisions. That

means abstracting cryptographic operations behind well-defined interfaces rather than

scattering library calls throughout code, using configurable algorithm parameters

rather than hardcoded choices, designing data formats that can accommodate larger

keys and signatures without breaking backward compatibility, and keeping crypto-

graphic dependencies modular so they can be updated independently of application

logic [204]. Development teams should adopt post-quantum cryptographic libraries

implementing the NIST standards; the Open Quantum Safe (OQS) project o↵ers

open-source implementations including integration with widely used libraries like

OpenSSL [298].

AI-driven static analysis within AZTRM-D should be updated to flag quantum-

vulnerable algorithms and recommend post-quantum alternatives, treating classical-

only cryptographic implementations as a category of technical debt requiring remedi-

ation [17]. The analysis should catch not only direct use of vulnerable algorithms but

also indirect dependencies through libraries and frameworks. For new development,

deploying post-quantum algorithms directly avoids the future cost of replacement.

For existing systems undergoing modification, a hybrid approach may be appro-

priate. Running both classical and post-quantum algorithms together means that if

either is broken, the other continues to provide protection [98, 61]. Standardization

e↵orts are underway to define hybrid modes for common protocols, including hybrid

TLS and hybrid SSH. RFC 9370 specifies multiple key exchanges in IKEv2, providing
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the standardized mechanism for combining classical and post-quantum key agreement

in IPsec VPN deployments during the transition [328].

12.3.3 Modifications to the Build and Test Phases

The Build Phase preserves software supply chain integrity, and in a post-quantum

context this means extending Software Bills of Materials (SBOMs) to include Cryp-

tographic Bills of Materials (CBOMs) documenting all cryptographic algorithms, li-

braries, and dependencies in a software product [202]. CBOMs should capture spe-

cific cryptographic primitives used rather than just library names, the purpose of

each operation, and the data sensitivity levels involved. AI-driven dependency scan-

ning within AZTRM-D should check CBOMs against current knowledge of quantum-

vulnerable algorithms and flag components requiring attention [17]. Automated

checks that fail builds containing unapproved algorithms, required reviews for cryp-

tographic changes, and validation against approved standards should all be part of

the CI/CD pipeline.

Testing must verify that post-quantum implementations are correct and resistant

to implementation-level attacks. Lattice-based algorithms have known vulnerabilities

to timing attacks and power analysis if not implemented with appropriate countermea-

sures [257]. Tests should verify constant-time execution, resistance to cache-timing

attacks, and proper handling of edge cases that might leak information about secret

keys. AI-powered fuzzing can help identify edge cases that might expose vulnerabili-

ties in cryptographic implementations [329].

Performance testing matters more for post-quantum cryptography than for clas-

sical alternatives. Key generation times, encryption and decryption latencies, and

bandwidth consumption for larger keys and signatures must all be verified as ac-

ceptable for the target deployment environment [242]. On resource-constrained IoT

hardware, these overheads are more consequential than on server-class equipment.

257



12.3.4 Modifications to the Deploy and Operate Phases

Deployment of post-quantum cryptography should follow a phased approach that

minimizes disruption while steadily improving security posture. Initial deployments

may use hybrid modes that combine classical and post-quantum algorithms, provid-

ing interoperability with unmigrated systems while protecting against future quantum

attacks [61]. As migration progresses, systems can transition to post-quantum-only

configurations. Zero Trust principles drive continuous verification of cryptographic

configurations and non-compliant systems are identified and remediated through au-

tomated policy enforcement [266].

Continuous monitoring must expand to track cryptographic health as a core se-

curity metric. That means monitoring for deprecated algorithms, tracking certifi-

cate expiration with attention to signature algorithm choices, and staying current on

emerging vulnerabilities in post-quantum algorithms as research continues [102]. The

monitoring capabilities already in AZTRM-D can be extended with AI-driven analysis

to detect cryptographic anomalies, such as unexpected algorithm downgrades or in-

troduction of quantum-vulnerable components through software updates, prioritizing

remediation based on data sensitivity and exposure risk.

12.3.5 Considerations for IoT and Constrained Devices

AZTRM-D is specifically designed with IoT environments in mind, and these envi-

ronments present particular challenges for post-quantum integration [177, 95]. IoT

devices often have limited processing power, memory, and energy budgets that make

computationally intensive cryptography problematic, and post-quantum algorithms

generally demand more resources than their classical counterparts.

Resource requirements vary across algorithms. ML-KEM requires approximately

2–3 KB of RAM for key generation and encapsulation, which is manageable for many

IoT devices but challenging for the most constrained sensors and actuators [148, 206].
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ML-DSA signature generation requires more memory due to polynomial arithmetic,

with some implementations needing 10 KB or more of working memory [148, 205].

SLH-DSA signature generation may be prohibitive on battery-powered devices due

to computational demands [212, 177].

Research on resource-constrained hardware has produced encouraging results for

common platforms. Studies on ARM Cortex-M4 microcontrollers, a common choice

for IoT applications, show that ML-KEM can run with acceptable performance on

mid-range IoT hardware [148]. Key generation takes around 0.5–1 milliseconds,

encapsulation around 0.7 milliseconds, and decapsulation around 0.8 milliseconds.

These timings are somewhat slower than classical ECDH but practical for most appli-

cations. Ultra-constrained devices with under 8 KB of RAM may require alternative

approaches [177].

For IoT contexts within AZTRM-D, several specific strategies apply. Where de-

vice constraints prevent direct post-quantum implementation, gateway-based archi-

tectures can o✏oad those operations to more capable devices at the network edge

[95]. Gateways perform key encapsulation and digital signature operations on behalf

of constrained nodes, providing quantum resistance for the system as a whole even if

individual nodes use lighter-weight local protocols. Algorithm selection should favor

variants designed for constrained environments; ML-KEM o↵ers relatively compact

key sizes compared to alternatives like Classic McEliece [206]. Device lifecycle man-

agement is also more pressing in a post-quantum context, since many IoT devices have

long operational lifetimes that may outlast the useful security of their initial cryp-

tographic configurations. Secure update mechanisms must be designed to support

cryptographic migration, and devices without update capability may need planned

replacement as part of the transition.
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12.3.6 ML-KEM Performance Projection for NVIDIA Jetson Orin

Direct hardware benchmarking of ML-KEM on the NVIDIA Jetson Orin is identified

as a direction for future work. The performance analysis presented here constitutes

a theoretically grounded projection based on published liboqs benchmarks for ARM

Cortex-A class processors comparable to the Orin’s Cortex-A78AE CPU complex.

This is a documented and accepted methodology for embedded platform performance

estimation when the target hardware is available but benchmark execution falls out-

side the scope of the current research phase [148, 298].

The projection chain proceeds in three steps. First, published liboqs benchmarks

for ARM Cortex-A72 and Cortex-A55 class hardware, which operate at comparable

clock speeds to the Cortex-A78AE (2.2GHz range), report ML-KEM-768 key gener-

ation at approximately 180–220µs, encapsulation at 140–180µs, and decapsulation

at 150–190µs [148, 298]. Second, the Cortex-A78AE’s architectural improvements

over the A72 (wider out-of-order execution window, improved branch prediction, and

NTT instruction acceleration) suggest an estimated 10–20% IPC improvement based

on the architectural generation gap between the A72 and A78AE cores, which means

the Orin’s actual performance would fall at or below the lower bound of the A72/A55

ranges. Third, a conservative bound is applied: the projection in Table 12.1 uses the

published lower bounds without applying the architectural improvement factor, pro-

ducing estimates that are conservative by the 10–20% IPC margin. This projection

chain is reproducible from the cited sources; hardware benchmarking on the physical

Orin device will confirm or refine these estimates and is designated as future work.

260



Table 12.1: PQC vs. Classical Key Exchange Performance (Projected for NVIDIA

Orin). Values projected from published liboqs benchmarks on ARM Cortex-A hard-

ware [298, 148]; see table notes.

Algorithm Key Gen

(µs)

Encapsulation

(µs)

Decapsulation

(µs)

Public Key (bytes)

ML-KEM-512

(FIPS 203) [206,

298]

⇠130 ⇠110 ⇠120 800

ML-KEM-768

(FIPS 203) [206,

148]

⇠180 ⇠140 ⇠150 1184

ML-KEM-1024

(FIPS 203) [206,

298]

⇠240 ⇠190 ⇠200 1568

ECDH P-256

(classical) [223]

⇠310 ⇠280 ⇠280 64

ML-KEM-768 vs.

P-256 overhead

�42% latency (projected faster) 18.5⇥ larger

Values prefixed with ⇠ are projections based on published liboqs benchmarks for

ARM Cortex-A72/A55 class hardware [298, 148], adjusted conservatively for the

Cortex-A78AE microarchitecture. Public key sizes are fixed by the FIPS 203 spec-

ification [206]. The ECDH P-256 public key size (64 bytes uncompressed) is from

FIPS 186-5 [223]. Hardware benchmarking on the physical Orin device is designated

as future work.

These figures suggest ML-KEM-768 is practical on the Orin for authentication flows.

Sub-millisecond key generation and encapsulation are compatible with SPIFFE/SPIRE

SVID issuance latency requirements at the 40ms PEP enforcement SLA ceiling. Key

size growth from 64 bytes (P-256) to 1,184 bytes (ML-KEM-768) is an 18.5⇥ overhead,
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but it has no material impact on SVID certificates given that X.509 certificate struc-

ture already dominates the payload at several kilobytes. ML-KEM-768’s projected

latency advantage over P-256 (roughly 42% faster key generation on ARM hardware)

reflects NTT-based lattice operations performing more e�ciently than elliptic curve

scalar multiplication on modern ARM microarchitectures [95].

12.4 ZERO TRUST AND CRYPTOGRAPHIC AGILITY

Zero Trust principles embedded in AZTRM-D provide a natural foundation for the

post-quantum transition. ZT’s emphasis on continuous verification, least privilege,

and assumption of breach aligns well with the requirements of cryptographic agility

and quantum-resistant security [266, 71].

12.4.1 Cryptographic Agility as a Zero Trust Capability

CISA Zero Trust Maturity Model explicitly includes cryptographic agility as a com-

ponent of advanced and optimal maturity levels, reflecting the understanding that

cryptographic algorithms must be continuously evaluated and updated in response to

emerging threats [71]. The NSA ZIGs further operationalize this phased approach,

organizing 91 Target-level Activities across Discovery, Phase One, and Phase Two

implementation stages that build progressively toward full ZT integration [218, 216,

217]. From a ZT perspective, cryptographic agility means visibility into cryptographic

assets across the organization, the ability to enforce policies on acceptable algorithms

and key lengths, automated detection and remediation of non-compliant cryptogra-

phy, and support for rapid migration when vulnerabilities are discovered or standards

change.

The connection between ZT and cryptographic agility runs deeper than opera-

tional convenience. ZT’s core principle of “never trust, always verify” applies to

cryptographic protections just as it applies to network boundaries and user identities.
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Organizations should continuously verify that cryptographic controls are appropri-

ate for current threat models rather than assuming that once-adequate algorithms

remain secure indefinitely. The HNDL threat makes this particularly pressing. Data

that appears secure today based on classical analysis may already be exposed to

future quantum attacks.

AZTRM-D’s AI-driven orchestration capabilities are well-suited to implementing

these cryptographic agility functions. The AI Analytics and Orchestration Engine

can maintain a real-time inventory of cryptographic configurations across monitored

systems, detect deviations from policy, and trigger automated responses [102]. For

post-quantum migration specifically, this might mean identifying systems still using

quantum-vulnerable algorithms, prioritizing migration based on data sensitivity and

exposure risk from the RMF categorization process, and validating that post-quantum

implementations meet security requirements before authorizing operation.

12.4.2 Zero Trust Principles Applied to Post-Quantum AI Components

A distinctive feature of AZTRM-D is its application of Zero Trust principles to the

AI components within the methodology itself, and this becomes more important in a

post-quantum context [102]. The AI models used for threat detection, anomaly iden-

tification, and security orchestration are themselves valuable targets that adversaries

might attempt to compromise or manipulate.

Post-quantum cryptography should protect these AI components through quantum-

resistant digital signatures that prevent model tampering, post-quantum key exchange

securing communications between AI components and other system elements, authen-

tication of AI decisions and outputs to prevent spoofing, and protection of training

data and model parameters that could enable adversarial attacks if exposed [329].

AZTRM-D’s defense-in-depth approach, including human oversight of critical AI de-

cisions, provides resilience regardless of the specific form emerging threats take.
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12.5 MIGRATION CHALLENGES AND STRATEGIC RECOMMEN-

DATIONS

Migrating to post-quantum cryptography is a substantial undertaking. Industry anal-

yses estimate enterprise migration timelines ranging from five to seven years for

smaller organizations to twelve to fifteen years or more for large enterprises with

complex cryptographic infrastructure [142]. The challenges are both technical and

organizational.

12.5.1 Technical Migration Challenges

Post-quantum algorithms introduce complications that require careful engineering.

Key and signature sizes are much larger than classical counterparts. ML-KEM-768

public keys are roughly 37 times larger than ECDH public keys, and ML-DSA signa-

tures are roughly 50 times larger than ECDSA signatures [206, 205]. These increases

a↵ect network protocols through larger handshake messages, storage for certificates

and keys, and bandwidth consumption in systems that exchange cryptographic ma-

terial frequently.

Protocol updates are required throughout the software stack. TLS, SSH, IPsec,

S/MIME, and numerous other protocols must be updated to support the new algo-

rithms, and while standards bodies are actively working on this, deployment across

the internet and within enterprises will take years [242]. During transition, systems

must maintain interoperability with both quantum-vulnerable and quantum-resistant

endpoints.

Legacy systems pose particular di�culties. Many organizations operate systems

that can’t be easily updated, either because hardware limitations prevent running

more computationally demanding algorithms, software dependencies on specific cryp-

tographic implementations exist, or operational constraints prevent taking systems

o✏ine for updates [142]. These may require specialized migration strategies: isolation
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from sensitive data, gateway-based protection at the network boundary, or planned

replacement on an accelerated timeline.

12.5.2 Organizational Migration Challenges

Cryptographic expertise is scarce across the industry. Few security professionals have

hands-on experience with lattice-based cryptography or the specific implementation

considerations of post-quantum algorithms [142]. Training is needed across develop-

ment, security, and operations teams.

Budget and resource constraints are real. Post-quantum migration competes with

other organizational priorities, and the costs of hardware upgrades, software devel-

opment, testing, and deployment can be substantial [142]. Organizations must make

the case for proactive investment before the quantum threat becomes acute, which is

di�cult when the timeline remains uncertain.

Coordination across organizational boundaries adds another layer. Secure commu-

nication requires both parties to support compatible algorithms, so an organization’s

migration timeline is partly dependent on the readiness of its partners, customers,

suppliers, and regulatory bodies [196]. Di↵erent entities will have di↵erent migration

timelines, and the transition period for the industry will extend over years.

12.5.3 Recommended Migration Strategy for AZTRM-D Implementa-

tions

Drawing on NIST guidance and industry best practices, AZTRM-D implementations

should follow a phased migration strategy that balances urgency with practical con-

straints [202]:

Phase 1: Discovery and Assessment.

Conduct a full cryptographic inventory identifying quantum-vulnerable algorithms

across applications, protocols, and infrastructure. Assess HNDL risk for di↵erent
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categories of information. The output is a prioritized migration plan identifying high-

risk systems for early attention and establishing realistic timelines for the complete

transition.

Phase 2: Architecture Preparation.

Implement cryptographic agility patterns in new development. Update key manage-

ment infrastructure to support post-quantum algorithms and the larger key sizes they

require. Establish testing environments for post-quantum cryptography evaluation.

Train development and operations teams on post-quantum concepts and implemen-

tation practices.

Phase 3: Hybrid Deployment.

Begin active migration with a hybrid approach. Deploy hybrid classical/post-quantum

configurations on high-priority systems identified in Phase 1, providing protection

against both current and future threats. Monitor performance and compatibility to

identify issues before broader deployment.

Phase 4: Post-Quantum Transition.

Complete the migration. Transition from hybrid to post-quantum-only configurations

as interoperability permits. Phase out quantum-vulnerable algorithms on the estab-

lished timeline, enforced through policy and automated compliance checking. Update

documentation, policies, and compliance frameworks to reflect the new cryptographic

baseline.

Phase 5: Continuous Improvement.

Post-quantum migration isn’t a one-time event. Monitor developments in quantum

computing and cryptanalysis, as timelines for the quantum threat may accelerate
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or new vulnerabilities in post-quantum algorithms may emerge. Update algorithm

parameters as standards evolve and operational experience reveals optimization op-

portunities. Maintain cryptographic agility to enable future migrations if they become

necessary.

12.6 REGULATORY AND COMPLIANCE CONSIDERATIONS

The regulatory picture for post-quantum cryptography is evolving quickly, and or-

ganizations need to track requirements that may a↵ect migration timelines and ap-

proaches. The Government Accountability O�ce reviewed the federal post-quantum

strategy in late 2024 and concluded that while individual agency documents address

parts of the problem, no single federal organization has been designated responsible

for coordinating the national strategy as a whole [114]. That coordination gap is

unlikely to be resolved before commercial migration deadlines begin to take e↵ect,

which puts the responsibility on each organization to track relevant guidance from

NIST, NSA, and CISA independently and reconcile any inconsistencies in their own

migration planning.

In the United States, National Security Memorandum 10 (NSM-10), issued in

May 2022, directed federal agencies to begin preparing for post-quantum migration

[84]. Agencies must inventory their cryptographic systems, identify those most vul-

nerable to quantum attack, and develop migration plans. NSM-10 applies directly

to federal agencies, but it signals the direction of government expectations and may

influence procurement requirements for government contractors. CISA established a

coordinated Post-Quantum Cryptography Initiative in 2022 to support the transition

across federal civilian and critical infrastructure systems [70, 60], and the Quantum

Computing Cybersecurity Preparedness Act (H.R. 7535, signed into law in Decem-

ber 2022) reinforced NSM-10’s requirements by mandating cryptographic inventory

and migration reporting from federal agencies [63]. The NSA has published imple-
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mentation guidance for National Security Systems specifically, including FAQ-style

direction on quantum-resistant algorithm choices and timelines and a maintained re-

sources page that tracks algorithm selections and NSS migration considerations [219,

214]. The White House marked NIST’s August 2024 publication of the first three

post-quantum standards with a fact sheet confirming that NSM-10 implementation

continues across federal agencies and partner industries [311].

NIST’s post-quantum standards carry real weight in regulatory compliance. Many

regulations require use of NIST-approved cryptographic algorithms, and the federal

guidelines for algorithm selection and cryptographic mechanisms (NIST SP 800-175A

and 800-175B) direct agencies toward currently approved primitives [226, 227], with

key management practices governed by NIST SP 800-57 Part 1 [225]. As the post-

quantum standards become mandated for federal use, organizations in regulated in-

dustries will need to follow. The timeline for mandatory transition varies by regulation

and sensitivity level, but quantum-vulnerable algorithms will eventually be prohibited

for protecting sensitive data.

Industry-specific regulations are also beginning to address quantum risks. Fi-

nancial services regulators have issued guidance on quantum computing risks [163,

251], and healthcare regulations may evolve to require quantum-resistant protection

for long-lived medical records. Privacy laws like GDPR implicitly require protection

against foreseeable threats, which increasingly includes quantum attacks [196].

Organizations implementing AZTRM-D should track regulatory developments re-

lated to post-quantum cryptography, engage with regulators and industry groups on

emerging requirements, document quantum risk assessments and migration plans for

compliance purposes, establish compliance frameworks that accommodate evolving

cryptographic requirements, and account for regulatory timelines when developing

migration schedules.

The post-quantum extension developed in this chapter completes the technical
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specification of AZTRM-D as a methodology that addresses both the threat environ-

ment present at the time of writing and the cryptographic transition that will shape

the next decade. With the methodology specified, the validation campaign docu-

mented, and the post-quantum migration path laid out, the next chapter steps back

to assess the contribution as a whole. It states the contributions of this dissertation in

priority order, addresses the limitations honestly, and identifies the specific directions

where the work remains incomplete.
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CHAPTER 13

SIGNIFICANCE AND CONCLUSION

13.1 SUMMARY OF CONTRIBUTIONS

This dissertation addressed a persistent and consequential gap in how software and

systems get built and secured. The field has no shortage of security frameworks.

What it has lacked is a methodology that unifies governance, access enforcement,

and automated detection into a single operational approach that runs from the first

line of code through the operational life of a deployed system. AZTRM-D is that

methodology.

The core argument is not that manual security practices are worthless. It is

that they cannot scale. CI/CD pipelines push code to production continuously. IoT

devices deploy by the millions into environments with no reliable update mecha-

nism. Insider threats emerge from legitimate credentials, not just external attackers.

In that environment, security that lives outside the development pipeline (manual

checkpoints, quarterly penetration tests, post-release audits) arrives too late and too

infrequently to matter. AZTRM-D makes security the condition under which devel-

opment happens, not a phase that follows it.

The methodology operationalizes three foundational frameworks as a unified sys-

tem rather than sequential tools. DevSecOps provides the automated pipeline founda-

tion that embeds security into every commit and every deployment [280, 293]. RMF

supplies the governance process for identifying, assessing, and managing security risks

in a systematic, auditable way that satisfies formal authorization requirements [297,

159]. Zero Trust provides the access control philosophy that every request must be
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continuously verified regardless of network location [266, 107]. AI runs throughout as

the orchestrating engine, enabling threat modeling automation, static and dynamic

analysis, behavioral anomaly detection, and continuous monitoring at a pace and

scale no human team can match [329, 34]. The specific and original contribution here

is applying Zero Trust to AZTRM-D’s own AI components, treating the enforcement

layer itself as untrusted until verified. No comparable framework does this.

The empirical case is documented across Chapters 9 through 11. A factory-default

NVIDIA Jetson Orin Nano, fully compromised to root level by all three testers in

under five minutes using commodity hardware and publicly documented default cre-

dentials, was made resistant to every tested attack vector after systematic AZTRM-D

hardening. That includes attack vectors routinely omitted from IoT security assess-

ments: physical SD card removal, UART console access, GPIO probing, RF-layer

tra�c capture, AI-generated exploit code submission through the CI/CD pipeline,

and insider credential harvesting. Each vector was closed by a specific, identifiable

control documented in the implementation timeline (Table 11.6) and validated inde-

pendently by all three testers under a blind protocol with Gwet AC1 of 0.888.

The Cybectr Sentinel AI enforcement platform delivered 94.1% precision and

91.8% recall on CVE vulnerability triage, 3.1% aggregate FPR, a 4.2-minute aver-

age TTID across 27 measured detection events, and 93.7% adversarial detection rate

against DiCE-generated counterfactual inputs under a black-box threat model. All

of this within 12–18% CPU overhead on constrained edge hardware, staying within

the 20% ceiling required for operational viability on resource-limited IoT devices.

The five-modality CI/CD pipeline achieved a 96.8% VDR (Wilson 95% Confidence

Interval: [0.891, 0.991]) against a 63-vulnerability controlled test corpus covering

SAST, DAST, SCA, CSPM, and Infrastructure as Code (IaC) scanning. The 14-

capability comparative matrix (Table 11.3) confirmed that seven capabilities present

in AZTRM-D are absent from every established secure development framework eval-
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uated: AI-Assisted Code Analysis using Graph Neural Networks (GNNs), Zero Trust

Network Architecture, AI-Guided Penetration Testing, Unknown Asset Similarity

Analysis, MITRE D3FEND Mitigation Mapping, MITRE ENGAGE Active Defense,

and Post-Quantum Readiness Planning.

Chapter 12 addressed what comes after current threats. The HNDL attack model

means quantum computing is not a future problem but a present one: adversaries are

already capturing encrypted data today with the intent to decrypt it when quantum

capabilities mature. AZTRM-D’s post-quantum integration framework provides a

concrete, phased migration plan that maps directly onto the NIST post-quantum

standards: ML-KEM under FIPS 203, ML-DSA under FIPS 204, and SLH-DSA under

FIPS 205. The contribution is not just that post-quantum considerations belong in

a secure development methodology. It is the specific mechanism, with pipeline gate

modifications, cryptographic agility policies, and hardware performance projections

for the NVIDIA Orin class, that makes migration executable rather than aspirational.

13.2 LIMITATIONS AND CHALLENGES

AZTRM-D is presented as a well-grounded methodology with strong empirical sup-

port, but practitioners need to understand its real constraints before adoption [306].

Section 11.16 in Chapter 11 documents the technical validation limitations in priority

order. The limitations here address organizational and operational factors beyond

the scope of any single validation study.

13.2.1 Organizational and Resource Challenges

Full implementation requires organizational commitment and infrastructure that smaller

environments may not have [184]. The methodology assumes access to AI capabili-

ties, security tooling, and personnel who can configure, maintain, and interpret what

the AI-driven components produce [324]. Organizations without established DevSec-
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Ops practices face a learning curve and cultural shift that no technology alone can

resolve [293].

The upfront cost is real and front-loaded. A 320–480 person-hour initial setup is

documented in Table 11.6, covering Zero Trust policy deployment, AI model train-

ing, SPIFFE/SPIRE identity infrastructure, and CI/CD gate configuration, and rep-

resents a larger initial investment than either Agile or Microsoft SDL require. The

14-hour Isolation Forest training run on three months of operational log data is a

concrete example. Organizations need to plan for this before deployment rather than

discover it during rollout.

Budget constraints may require phased adoption, which limits immediate security

benefits. The full five-modality scanning stack and behavioral monitoring deployment

can be staged: standing up SAST and SCA first, then DAST and CSPM, then Sen-

tinel’s AI behavioral monitoring as operational log data accumulates. That phasing

is architecturally supported by the methodology’s modular gate structure. What it

cannot do is deliver the 96.8% VDR from the first commit if only two of five modalities

are active.

13.2.2 AI-Specific Limitations

AI-driven security systems are only as good as their training data and models. False

positives waste analyst time; false negatives let real threats through [254, 346]. The

Sentinel components require continuous tuning and retraining as new CVE classes

emerge, as operational behavioral baselines shift, and as adversaries adapt their tech-

niques.

The 3.1% aggregate FPR documented in Chapter 11 was measured on a single-

device Stage 3 validation corpus, not at fleet scale. Projected across 1,000 hypothet-

ical endpoints, it yields roughly 31 false alerts per scanning cycle. Whether that is

operationally manageable depends on security team size and the SHAP-based triage
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tooling in place. The FPR decomposition (Table 10.5) shows the behavioral pipeline

contributes 2.4% of that aggregate, which is where the alert volume concentrates and

where SHAP prioritization matters most.

Adversarial evasion against the AI components is an active risk. The 93.7% ad-

versarial detection rate reflects performance against DiCE-generated counterfactuals

under a black-box threat model. A white-box adversary with access to Sentinel’s

model weights could craft gradient-based attacks that DiCE does not approximate.

Stage 4 white-box evaluation using PGD and FGSM via a di↵erentiable surrogate

model is documented in Section 11.16.3 as the concrete plan for addressing this gap.

Interpretability remains a practical constraint at scale. SHAP values explain indi-

vidual predictions, but analysts still need the training to interpret what SHAP output

means and when to override it. Organizations without that analytical capacity will

not extract the full operational value from Sentinel’s explainability layer.

13.2.3 Integration and Interoperability Challenges

AZTRM-D requires development tools, security scanners, AI analytics platforms, and

operational monitoring systems to communicate through a unified pipeline. Many or-

ganizations run heterogeneous tool stacks from di↵erent vendors that do not integrate

cleanly, requiring custom middleware that adds its own maintenance burden [27].

The post-quantum transition compounds this. Larger key and signature sizes from

ML-KEM and ML-DSA require protocol updates throughout the software stack, and

maintaining interoperability between classical and post-quantum endpoints during the

multi-year transition period adds complexity that no single organization can resolve

unilaterally [57, 149].
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13.2.4 Scope and Generalizability Considerations

The empirical validation was conducted on a single NVIDIA Jetson Orin Nano device

type in a controlled laboratory environment with three testers all a�liated with Cy-

bectr LLC. Section 11.9 classifies generalizability claims into what is empirically vali-

dated, what is architecturally transferable, and what requires Stage 4 multi-platform

validation. The CI/CD pipeline controls are platform-agnostic by design; the specific

CPU overhead and PEP latency figures are bounded by the Orin’s hardware class.

The n = 63 vulnerability corpus produces a statistically meaningful VDR with a

Wilson score CI that spans approximately 10 percentage points. Expanding to 200+

vulnerabilities across a broader CVE class distribution would narrow this interval to

roughly ±2.5 percentage points, enabling reliable per-modality ranking rather than

directional signal. That expansion is designated as Stage 4 work.

Cybectr Sentinel is proprietary and not publicly available. Independent repro-

duction requires implementing equivalent subsystems from the algorithm specifica-

tions, hyperparameters, and training protocols documented in Tables 11.25 and 11.26.

Stage 4 includes a reference open-source reimplementation by the independent third-

party team to validate the reproducibility claim directly.

13.2.5 Threats Don’t Stand Still

No methodology provides permanent protection. AZTRM-D is designed for adapta-

tion: AI-driven monitoring surfaces new threat patterns, the retraining pipeline in-

corporates them, and the cryptographic agility architecture supports migration when

standards evolve. But the adaptation requires sustained investment. The AI-assisted

insider scenario in Chapter 11 illustrates the ongoing nature of this challenge. The

three-gate pipeline caught all AI-generated exploit attempts in the current environ-

ment because it evaluates code content, not authorship. As generative models improve

at producing policy-compliant-looking exploit code, the behavioral gate evaluations
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will need to be revisited. The design is sound. The maintenance is continuous.

13.3 SIGNIFICANCE AND BROADER IMPACT

The empirical results do something specific and measurable. They show that a de-

vice fully compromised in under five minutes at factory default, across every tested

attack vector including physical manipulation, RF interception, AI-assisted insider

exploitation, and supply chain injection, can be made resistant to all of those vec-

tors through the systematic application of a documented methodology. The Stage 3

zero-successful-vector outcome was not achieved by trading operational performance

for security. The 12–18% CPU overhead and sub-40 ms policy enforcement latency

confirm that the hardened posture runs within operational constraints on constrained

edge hardware. That matters because it answers the most common objection: secu-

rity controls that degrade performance will be disabled in production. These did

not.

The 14-capability comparative matrix addresses a di↵erent question: not how

well does AZTRM-D work, but what does it provide that nothing else does. Seven

capabilities with no coverage in any of the five evaluated frameworks is not a claim

that the comparison frameworks are inadequate for their intended purposes. Microsoft

SDL, OWASP SAMM, BSIMM, NIST SSDF, and DO-178C each solve real problems

within their design scope. The claim is that organizations relying on any single

evaluated framework have coverage gaps, and that AZTRM-D addresses those gaps

within a single integrated methodology rather than requiring additional tooling or

processes to fill them.

For practitioners, this translates to a concrete adoption path. Table 11.6 docu-

ments a 6–10 week ramp-up that is front-loaded and non-recurring. Ongoing over-

head of 4–8 person-hours per release cycle, measured against the MS SDL’s 20–40

hour manual checkpoint requirement, confirms that automation reduces human bur-
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den while increasing coverage. Note also that the shift-left economic argument in

Table 11.5 is not new: fixing a vulnerability at the commit stage costs approximately

100⇥ less than fixing it post-release [307, 140]. What AZTRM-D adds is the infras-

tructure that actually achieves shift-left detection at 96.8% VDR rather than asserting

it aspirationally.

For the academic community, this dissertation establishes an empirically grounded

baseline for a class of research that has been largely theoretical. Mathematical spec-

ifications for all six Sentinel AI subsystems (Section 10.3), the hyperparameter selec-

tion methodology (Table 11.26), and the per-modality ablation (Table 11.21) together

provide the reproducibility infrastructure that follow-on work needs. Applying Zero

Trust to a security methodology’s own AI enforcement components is an original con-

tribution that closes a specific gap: if the security automation is trusted implicitly,

the trust model has a gap at the exact layer responsible for enforcement. Researchers

proposing new secure-development methodologies in subsequent work now have a

14-capability comparative matrix against which to evaluate their proposals on a con-

sistent capability baseline.

The implications reach beyond any single organization. Software systems built

with fragmented security practices create cascading vulnerabilities across the infras-

tructure those systems serve. Healthcare devices, industrial control systems, military

edge deployments, and financial services platforms all run on software built under

development processes that existing frameworks only partially address. AZTRM-D

provides a methodology that closes those gaps, and the empirical validation on con-

strained edge hardware, the most demanding deployment context, establishes that

the methodology is operationally viable where it matters most.
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13.4 FUTURE WORK

Several directions could expand AZTRM-D’s capabilities and address emerging chal-

lenges the current work hasn’t fully resolved [306, 27].

13.4.1 Advanced AI Techniques

The Isolation Forest behavioral models in Cybectr Sentinel currently require central-

ized log aggregation for training. A federated learning variant would allow organiza-

tions running AZTRM-D across multiple geographically distributed facilities to train

shared behavioral models without shipping raw operational logs to a central location,

a meaningful privacy and data sovereignty improvement particularly relevant for reg-

ulated industries [303]. Federated learning allows AI models to train on decentralized

data distributed across devices or servers without centralizing sensitive information

[324, 340, 34], and applying it to the threat detection and anomaly identification

components of AZTRM-D is a natural next step.

Research into explainable AI techniques beyond SHAP could also address inter-

pretability at scale. The current SHAP implementation explains individual predic-

tions well, but global explanation methods that characterize model behavior across

entire vulnerability classes would give security architects better tools for auditing the

full AI pipeline rather than evaluating one decision at a time.

13.4.2 Blockchain Integration

Blockchain technology o↵ers a potential avenue for improving the transparency and

immutability of security logs, audit trails, and AI decision-making records within

the methodology [194]. A distributed ledger approach could provide tamper-proof

records of AI decisions, configuration changes, and security events, adding a layer of

accountability that would be particularly useful for regulatory compliance scenarios

where auditable records of security decisions are required.
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13.4.3 Adversarial AI Defenses

Protecting the AI components themselves deserves ongoing attention. AI systems

can be targeted by adversarial attacks that compromise their outputs and produce

security failures [254, 346]. Developing stronger defenses, including adversarial train-

ing, defensive distillation, and input validation, would harden the AI elements of

AZTRM-D against sophisticated threats.

The DiCE-based adversarial evaluation pipeline in Sentinel provides a starting

point but tests only one class of adversarial attack: minimum-perturbation coun-

terfactuals. Future work should expand to include GAN-based evasion attacks, data

poisoning attacks against the training pipeline itself, and model inversion attacks that

attempt to extract information about training data from model behavior.

13.4.4 Post-Quantum Cryptography Evolution

The post-quantum field will continue to shift. NIST’s selection of Hamming Quasi-

Cyclic (HQC) as an additional candidate, ongoing maturation of library support for

ML-KEM (FIPS 203), ML-DSA (FIPS 204), and SLH-DSA (FIPS 205) in embed-

ded and IoT environments, and the development of hybrid classical/Post-Quantum

Cryptography (PQC) transition protocols all represent areas where AZTRM-D’s cryp-

tographic guidance will need updating [207, 206, 205, 212]. The SPIRE workload

identity layer may need extension to support post-quantum SVIDs as ECDSA-based

certificate chains are phased out.

13.4.5 Domain-Specific Adaptations

Adapting AZTRM-D for specific high-stakes domains represents another productive

direction. Healthcare organizations must navigate HIPAA compliance requirements

and operate safety-critical connected medical devices with particularly constrained

hardware. Defense and military environments operate under Cybersecurity Matu-
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rity Model Certification (CMMC) and DoD Zero Trust Implementation Guidelines,

with classification constraints that a↵ect how AI components can be trained and de-

ployed [218, 215, 216, 217]. Financial services face PCI-DSS requirements and operate

in highly adversarial environments where nation-state-level attackers are a realistic

threat model. Each domain would benefit from a targeted adaptation of AZTRM-D

that maps the framework’s controls to domain-specific regulatory requirements and

threat models.

13.4.6 Empirical Validation at Scale

The lab-built scenario in Chapter 9 and the adversarial testing campaign in Chap-

ter 11 validated AZTRM-D on a small cluster of NVIDIA Orin devices with three

testers, all a�liated with Cybectr LLC. Two priority directions follow from this lim-

itation. First, a full independent third-party laboratory assessment by testers with

no organizational a�liation to the development team would address the conflict-of-

interest limitation documented in the validation chapter and provide the strongest

possible external confirmation of the empirical findings. Second, scaling this vali-

dation to enterprise environments, across hundreds of device types, heterogeneous

hardware platforms, geographically distributed teams, and production-grade threat

actors rather than controlled red team scenarios, would strengthen the empirical case

for the methodology along three specific dimensions: cross-platform reproducibility of

the 12–18% CPU overhead figure, fleet-scale FPR characterization beyond the single-

device 3.1% baseline, and detection latency under concurrent multi-tenant load.

13.5 FINAL REMARKS

The case this dissertation makes comes down to a single conviction. Security is not

a feature to be added at the end of a development process, and not a compliance

checkbox to be satisfied at release. It is a design principle that must be woven into
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every phase of how systems are conceived, built, deployed, and operated. DevSecOps

automation, Zero Trust architecture, NIST RMF governance, and AI intelligence

working together produce a posture that is proactive rather than reactive, systematic

rather than ad hoc, and adaptive rather than static.

The empirical results confirm that this posture is achievable on real hardware

with real attacks. A device fully compromised in under five minutes at factory de-

fault can be made resilient against all tested attack vectors, including physical hard-

ware attacks, RF-layer interception, AI-assisted insider exploitation, and supply chain

manipulation, through the systematic application of AZTRM-D. These results come

from a single-device validation with Cybectr-a�liated testers operating under a blind

protocol; the limitations documented in Section 13.2 apply. Independent third-party

validation and fleet-scale testing remain as future work. What the results do establish

is a measured baseline, and that baseline is strong because the hardening is complete.

The three-stage testing campaign showed that partial hardening isn’t enough. A

Stage 2 physical gap collapsed an otherwise solid logical security posture in minutes.

AZTRM-D’s value lies precisely in its completeness. It doesn’t allow organizations to

harden the network layer while leaving physical access unaddressed, or to secure the

perimeter while neglecting insider threat controls.

The digital infrastructure society depends on is only as secure as the methodologies

used to build it. AZTRM-D is a contribution toward making those methodologies

more rigorous, more automated, and more resilient against the threats that actually

exist.
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ABBREVIATIONS

Abbreviation Full Term Abbreviation Full Term

AC Air Conditioning AC1 Agreement Coe�cient 1

(Gwet)

AES Advanced Encryption

Standard

AES-256 Advanced Encryption

Standard 256-bit

AES-256-XTS AES 256-bit in XEX-

based Tweaked Code-

Book Mode with Cipher-

text Stealing

AI Artificial Intelligence

AMQP Advanced Message

Queuing Protocol

ANN Artificial Neural Network

AODV Ad hoc On-Demand Dis-

tance Vector

API Application Program-

ming Interface

ARM Advanced RISC Machine ARP Address Resolution Pro-

tocol

AST Abstract Syntax Tree ATO Authority to Operate

AV Attack Vector (CVSS) AWS Amazon Web Services

AZTRM-D Automated Zero Trust

Risk Management with

DevSecOps Integration

BB Black-Box

BigVul Big C/C++ Vulnerabil-

ity Dataset

BLE Bluetooth Low Energy

BSIMM Building Security In Ma-

turity Model

BSSID Basic Service Set Identi-

fier
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Abbreviation Full Term Abbreviation Full Term

CAE Continuous Access Eval-

uation

CC Common Criteria

CCTV Closed-Circuit Television CEO Chief Executive O�cer

CFG Control Flow Graph CI/CD Continuous Integra-

tion/Continuous Deliv-

ery

CISA Cybersecurity and In-

frastructure Security

Agency

CISO Chief Information Secu-

rity O�cer

CMMC Cybersecurity Maturity

Model Certification

CoAP Constrained Application

Protocol

COI Conflict of Interest CoRE Constrained RESTful

Environments

CPG Code Property Graph CPS Cyber-Physical Systems

CPU Central Processing Unit CSPM Cloud Security Posture

Management

CVE Common Vulnerabilities

and Exposures

CVSS Common Vulnerability

Scoring System

CWE Common Weakness Enu-

meration

D3FEND Detection, Denial, and

Disruption Framework

Empowering Network

Defense

D7AP Dash7 Alliance Protocol DAST Dynamic Application Se-

curity Testing

DDoS Distributed Denial of

Service

DDPG Deep Deterministic Pol-

icy Gradient

DDS Data Distribution Ser-

vice

DevOps Development and Opera-

tions

DevSecOps Development, Security,

and Operations

DH Di�e-Hellman
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Abbreviation Full Term Abbreviation Full Term

DiCE Diverse Counterfactual

Explanations

DIY Do-It-Yourself

DNS Domain Name System DNSSEC Domain Name System

Security Extensions

DO-178C Software Considerations

in Airborne Systems and

Equipment Certification

DoD Department of Defense

DoS Denial of Service DoW Department of War

DPI Deep Packet Inspection DQN Deep Q-Network

DSA Digital Signature Algo-

rithm

DSS Data Security Standard

DSSS Direct-Sequence Spread

Spectrum

DTLS Datagram Transport

Layer Security

ECC Elliptic Curve Cryptog-

raphy

ECDH Elliptic Curve Di�e-

Hellman

ECDHE Elliptic Curve Di�e-

Hellman Ephemeral

ECDLP Elliptic Curve Discrete

Logarithm Problem

ECDSA Elliptic Curve Digital

Signature Algorithm

ECG Electrocardiogram

EDR Endpoint Detection and

Response

eMBB Enhanced Mobile Broad-

band

ENGAGE MITRE Adversary En-

gagement, Deception,

and Denial Framework

F1 F1 Score

FDE Full-Disk Encryption FGSM Fast Gradient Sign

Method

FHSS Frequency Hopping

Spread Spectrum

FIPS Federal Information Pro-

cessing Standards

FPR False Positive Rate GAN Generative Adversarial

Network
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Abbreviation Full Term Abbreviation Full Term

GCN Graph Convolutional

Network

GDPR General Data Protection

Regulation

GHz Gigahertz GLP Green Lightweight Pyra-

mid

GNN Graph Neural Network GNU GNU’s Not Unix

GPIO General Purpose In-

put/Output

GPS Global Positioning Sys-

tem

GPU Graphics Processing

Unit

HIPAA Health Insurance Porta-

bility and Accountability

Act

HNDL Harvest Now, Decrypt

Later

HQC Hamming Quasi-Cyclic

HTTP Hypertext Transfer Pro-

tocol

HTTPS Hypertext Transfer Pro-

tocol Secure

HVAC Heating, Ventilation, and

Air Conditioning

IaC Infrastructure as Code

IAM Identity and Access

Management

IC Integrated Circuit

ICMP Internet Control Message

Protocol

IDA Interactive Disassembler

IDE Integrated Development

Environment

IDS Intrusion Detection Sys-

tem

IEC International Elec-

trotechnical Commission

IEEE Institute of Electri-

cal and Electronics

Engineers

IETF Internet Engineering

Task Force

IIoT Industrial Internet of

Things

IoAT Internet of Agricultural

Things

IoBT Internet of Battlefield

Things
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Abbreviation Full Term Abbreviation Full Term

IoMT Internet of Medical

Things

IoT Internet of Things

IP Internet Protocol IPv6 Internet Protocol version

6

ISM Industrial, Scientific, and

Medical

ISO International Organiza-

tion for Standardization

ISO/IEC ISO / International Elec-

trotechnical Commission

IT Information Technology

JIT Just-in-Time JSON JavaScript Object Nota-

tion

JWT JSON Web Token KDF Key Derivation Function

KEM Key Encapsulation

Mechanism

KHz Kilohertz

LAN Local Area Network LED Light-Emitting Diode

LIME Local Interpretable

Model-agnostic Explana-

tions

LLM Large Language Model

LoRa Long Range LoRaWAN Long Range Wide Area

Network

LPWAN Low-Power Wide-Area

Network

LSTM Long Short-Term Mem-

ory

LTE Long-Term Evolution LTE-A Long-Term Evolution

Advanced

LUKS Linux Unified Key Setup LUKS1 Linux Unified Key Setup

Version 1

LUKS2 Linux Unified Key Setup

Version 2

LWE Learning With Errors

M2M Machine-to-Machine MAC Media Access Control

MDI Mean Decrease in Impu-

rity

MFA Multi-Factor Authenti-

cation
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Abbreviation Full Term Abbreviation Full Term

MHz Megahertz MITM Man-in-the-Middle

MITRE MITRE Corporation ML Machine Learning

ML-DSA Module-Lattice-Based

Digital Signature Algo-

rithm

ML-KEM Module-Lattice-Based

Key-Encapsulation

Mechanism

MLP Multilayer Perceptron MLWE Module Learning With

Errors

MQTT Message Queuing

Telemetry Transport

Protocol

MS SDL Microsoft Security Devel-

opment Lifecycle

mTLS Mutual Transport Layer

Security

MTTR Mean Time to Remediate

NB Narrowband NB-IoT Narrowband Internet of

Things

NFC Near-Field Communica-

tion

NIST National Institute of

Standards and Technol-

ogy

NSA National Security

Agency

NSM National Security Memo-

randum

NSM-10 National Security Memo-

randum 10

NSM-8 National Security Memo-

randum 8

NSS National Security Sys-

tems

NTP Network Time Protocol

NVD National Vulnerability

Database

NVMe Non-Volatile Memory

Express

OCI Open Container Initia-

tive

OCSVM One-Class Support Vec-

tor Machine

OIDC OpenID Connect OMB O�ce of Management

and Budget
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Abbreviation Full Term Abbreviation Full Term

OMG Object Management

Group

OPC Open Platform Commu-

nications

OQS Open Quantum Safe OUI Organizationally Unique

Identifier

OWASP Open Worldwide Appli-

cation Security Project

P-256 NIST P-256 Elliptic

Curve

PBKDF2 Password-Based Key

Derivation Function 2

PCB Printed Circuit Board

PCI Payment Card Industry PCI-DSS Payment Card Industry

Data Security Standard

PDG Program Dependence

Graph

PDP Policy Decision Point

PEP Policy Enforcement

Point

PGD Projected Gradient De-

scent

PII Personally Identifiable

Information

PKI Public Key Infrastruc-

ture

PPO Proximal Policy Opti-

mization

PQC Post-Quantum Cryptog-

raphy

PR Privileges Required

(CVSS)

PSK Pre-Shared Key

QA Quality Assurance QoS Quality of Service

RAD Rapid Application De-

velopment

RAG Retrieval-Augmented

Generation

RASP Runtime Application

Self-Protection

RBAC Role-Based Access Con-

trol

RC4 Rivest Cipher 4 RCE Remote Code Execution

RF Radio Frequency RFC Request for Comments

RL Reinforcement Learning RMF Risk Management

Framework
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Abbreviation Full Term Abbreviation Full Term

ROC Receiver Operating

Characteristic

RSA Rivest-Shamir-Adleman

RTL Realtek (RTL-SDR

chipset family)

RTL-SDR Real-Time Linux

Software-Defined Radio

RTL2832U Realtek RTL2832U

Chipset

S-SDLC Secure Software and Sys-

tem Development Lifecy-

cle

SAE Simultaneous Authenti-

cation of Equals

SAMM Software Assurance Ma-

turity Model

SASL Simple Authentication

and Security Layer

SAST Static Application Secu-

rity Testing

SATA Serial Advanced Technol-

ogy Attachment

SBOM Software Bill of Materials

SCA Software Composition

Analysis

SCP Secure Copy Protocol

SD Secure Digital SDL Security Development

Lifecycle

SDLC Software Development

Lifecycle

SDR Software-Defined Radio

SEAD Secure E�cient Ad hoc

Distance vector

SHA Secure Hash Algorithm

SHAP SHapley Additive exPla-

nations

SIEM Security Information and

Event Management

SLA Service Level Agreement SLH Stateless Hash-Based

SLH-DSA Stateless Hash-Based

Digital Signature Algo-

rithm

SMTP Simple Mail Transfer

Protocol

SOAR Security Orchestra-

tion, Automation, and

Response

SOX Sarbanes-Oxley Act
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Abbreviation Full Term Abbreviation Full Term

SPIFFE Secure Production Iden-

tity Framework for Ev-

eryone

SPIRE SPIFFE Runtime Envi-

ronment

SpO2 Peripheral Capillary

Oxygen Saturation

SSDF Secure Software Develop-

ment Framework

SSH Secure Shell SSL Secure Sockets Layer

STRIDE Spoofing, Tampering,

Repudiation, Informa-

tion Disclosure, Denial

of Service, Elevation of

Privilege

SUID Set User ID on Execution

SVID SPIFFE Verifiable Iden-

tity Document

SVM Support Vector Machine

SYN Synchronize (TCP) TCP Transmission Control

Protocol

TLS Transport Layer Security TLS/SSL Transport Layer Security

/ Secure Sockets Layer

TPR True Positive Rate TTID Time to Initial Detection

TTP Tactics, Techniques, and

Procedures

UART Universal Asynchronous

Receiver-Transmitter

UDP User Datagram Protocol UI User Interaction (CVSS)

UML Unified Modeling Lan-

guage

URLLC Ultra-Reliable Low-

Latency Communication

USB Universal Serial Bus USRP Universal Software Radio

Peripheral

UWB Ultra-Wideband V2I Vehicle-to-Infrastructure

V2V Vehicle-to-Vehicle VDR Vulnerability Detection

Rate

VLC Visible Light Communi-

cation

VNC Virtual Network Com-

puting
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Abbreviation Full Term Abbreviation Full Term

VPN Virtual Private Network WB White-Box

WEP Wired Equivalent Pri-

vacy

WiFi Wireless Fidelity

WPA Wi-Fi Protected Access WPA2 Wi-Fi Protected Access

II

WPA3 Wi-Fi Protected Access

III

WPA3-SAE WPA3 with Simultane-

ous Authentication of

Equals

WSAN Wireless Sensor and Ac-

tuator Network

WSN Wireless Sensor Network

XAI Explainable Artificial In-

telligence

XGBoost Extreme Gradient Boost-

ing

XTS XEX-based Tweaked

CodeBook Mode with

Ciphertext Stealing

ZigBee Zigbee Wireless Protocol

ZT Zero Trust ZTA Zero Trust Architecture

ZTNA Zero Trust Network Ac-

cess
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