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Securing interconnected software systems requires more than layering existing
frameworks on top of each other. Most current Secure Software and System De-
velopment Lifecycle (S-SDLC) models treat security as a phase rather than a design
condition, leaving real gaps in governance, access control, and automated enforcement
that become critical failure points in Internet of Things (IoT) environments where
devices are resource-constrained, long-lived, and frequently insecure by default.

This dissertation introduces the Automated Zero Trust Risk Management with
DevSecOps Integration (AZTRM-D) methodology, a novel approach that unifies De-
vSecOps automation, the National Institute of Standards and Technology (NIST)
Risk Management Framework (RMF), and Zero Trust (ZT) architecture into a sin-
gle cohesive lifecycle with Artificial Intelligence (AI) as the orchestrating engine.
AZTRM-D applies Zero Trust principles not only to users and devices but to its
own Al components, addressing a blind spot present in every comparable frame-
work evaluated. The methodology is operationalized through Cybectr Sentinel, an
AT enforcement platform developed by Cybectr LLC, a United States Department of

Defense contracting company, featuring six Al subsystems with formal mathemati-
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cal specifications: Isolation Forest for behavioral anomaly detection, XGBoost with
SHapley Additive exPlanations (SHAP) for vulnerability triage, Sentence Transform-
ers for unknown asset inference, Proximal Policy Optimization (PPO) for Al-guided
penetration testing, Retrieval-Augmented Generation (RAG) with a Large Language
Model (LLM) for mitigation generation, and Diverse Counterfactual Explanations
(DiCE) for adversarial robustness testing.

Empirical validation was conducted on physical NVIDIA Jetson Orin Nano
hardware across three progressive hardening stages, with adversarial testing span-
ning hardware, radio frequency (RF), network, software, insider, privileged insider,
and Al-assisted attack vectors. Testing was performed by three testers under a blind
protocol with inter-rater agreement analysis (Gwet Agreement Coefficient 1 (AC1)
= 0.888). All three testers are affiliated with Cybectr LLC; independent third-party
laboratory validation is the highest-priority future-work deliverable. Factory-default
devices were fully compromised to root level in under five minutes. Following full
AZTRM-D hardening, zero successful breaches were recorded across any tested vec-
tor. The five-modality Continuous Integration/Continuous Delivery (CI/CD) scan-
ning pipeline achieved a measured Vulnerability Detection Rate (VDR) of 96.8%
(Wilson 95% Confidence Interval: [0.891, 0.991]). Cybectr Sentinel delivered 94.1%
precision, 91.8% recall, a 3.1% aggregate False Positive Rate (FPR), and a 4.2-minute
average Time to Initial Detection (TTID) within 12-18% Central Processing Unit
(CPU) overhead on constrained edge hardware. The 93.7% adversarial detection rate
is evaluated under a black-box threat model using DiCE-generated counterfactual in-
puts; gradient-based white-box evaluation is scoped to future work. A 14-capability
comparative analysis against five established secure development frameworks found
seven capabilities present in AZTRM-D that are absent from every evaluated alterna-
tive: Al-Assisted Code Analysis, Zero Trust Network Architecture, AI-Guided Pene-

tration Testing, Unknown Asset Similarity Analysis, MITRE Detection, Denial, and

vil



Disruption Framework Empowering Network Defense (D3SFEND) Mapping, MITRE
Adversary Engagement, Deception, and Denial Framework (ENGAGE) Active De-
fense, and Post-Quantum Readiness Planning [69].

This dissertation also presents a post-quantum integration framework address-
ing the Harvest Now, Decrypt Later (HNDL) threat model, with concrete guidance for
transitioning AZTRM-D’s cryptographic controls to NIST post-quantum standards
including Module-Lattice-Based Key-Encapsulation Mechanism (ML-KEM) under
Federal Information Processing Standards (FIPS) 203, Module-Lattice-Based Digital
Signature Algorithm (ML-DSA) under FIPS 204, and Stateless Hash-Based Digital
Signature Algorithm (SLH-DSA) under FIPS 205.
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CHAPTER 1
INTRODUCTION

1.1 OVERVIEW

Somewhere between the convenience of a connected world and its consequences, se-
curity got left behind. Software ships fast. Systems scale fast. Attack surfaces grow
faster than most organizations can track them. And the security frameworks built to
manage that problem are often fighting the last war, relying on manual checkpoints
at the end of development cycles, perimeter defenses that assume trust once someone
is inside the network, and risk management processes that happen on paper rather
than in the pipeline.

The Internet of Things (IoT) makes this concrete in a way that’s hard to ignore.
Billions of sensors, actuators, embedded controllers, and smart devices now operate
across smart cities, industrial control systems, healthcare infrastructure, and mili-
tary environments [68]. Many were designed for function, not security. They ship
with weak authentication, unpatched firmware, no secure update mechanisms, and
communication protocols that were never built to resist a motivated adversary. An
[oT device is often a gateway into critical infrastructure, and the attack surface it
represents is enormous.

S-SDLC models acknowledge the problem. Few actually solve it. Waterfall-era
security reviews arrive after the architecture is already locked in [50]. Agile sprints
move too fast for meaningful manual security integration [235]. DevSecOps gets
the automation philosophy right but doesn’t prescribe how to govern risk formally

or enforce access control continuously [347]. ZT addresses the trust model but



leaves implementation entirely to the engineer [266]. NIST RMF provides rigorous
governance but needs an agile engine to run it at modern development pace [297].
Each framework solves part of the problem.

AZTRM-D is a synthesis built on the premise that DevSecOps automation, NIST
RMF governance, and Zero Trust access control work better as a single integrated
system than as separate practices applied in sequence. Al runs throughout the frame-
work as the orchestrating engine, automating threat modeling, driving static and
dynamic analysis, enforcing continuous access policy, and maintaining security pos-
ture through the operational life of deployed systems. The goal is a methodology
that makes security not a phase of development but the fundamental condition under
which development happens.

A note on scope before the chapters that follow. AZTRM-D is a domain-general
methodology, not an IoT-specific one. Its constituent practices, DevSecOps automa-
tion, the NIST RMF, Zero Trust architecture, and Al-driven orchestration, originated
in and currently govern federal enterprise and National Security Systems (NSS) envi-
ronments. NIST SP 800-207 was written for enterprise security architects [266]; the
NIST RMF (SP 800-37 Rev. 2) governs federal information systems [297]; Executive
Order 14028 and OMB Memorandum M-22-09 set Zero Trust as a federal require-
ment across civilian agencies [310, 234]; NSM-8 extends those requirements to DoD
and the Intelligence Community [312]; and the DoD Zero Trust Reference Architec-
ture and DoD Zero Trust Strategy operationalize the same control set inside cleared
environments [75, 78]. AZTRM-D applies that established federal practice under
tighter resource constraints than any of those environments impose, not the other
way around. The empirical validation reported in this dissertation uses constrained
edge hardware as the test bed because it represents the most demanding deploy-
ment context: limited compute headroom, an exposed physical attack surface, and

an RF layer that does not exist in cloud or enterprise data center environments. Fed-



eral [oT cybersecurity guidance (NIST SP 800-213, SP 800-213A, and NISTIR 8228)
establishes that the same controls AZTRM-D enforces are also expected of federal
[oT systems, which means the validation environment is itself a federally recognized
cybersecurity context rather than a peripheral one [86, 87, 41]. Chapters 2 and 3
characterize that test environment in detail, covering the architectural layers, com-
munication protocols, and attack surface that the validation campaign in Chapter 9
actively exercises. Demonstrating that the methodology’s controls hold under those
conditions establishes a floor on what AZTRM-D can support. Enterprise software,
healthcare, defense, financial services, and critical infrastructure deployments inherit
the same architectural controls with more compute headroom, more mature identity
infrastructure, and far smaller physical attack surfaces (typically zero exposed Uni-
versal Asynchronous Receiver-Transmitter (UART), General Purpose Input/Output
(GPIO), or RF interfaces in data center environments). Section 11.9 develops the
generalizability argument formally, classifying each transfer claim as empirically val-
idated, architecturally transferable, or hypothesized but requiring future validation,
and anchoring every architectural-transfer claim to the federal policy or standards

document that already specifies the same control for enterprise or NSS use.

1.2 MOTIVATION AND CONTRIBUTION

The case for AZTRM-D comes from specific, documented failures in how software
and systems get built.

[oT environments represent an attack surface that existing frameworks weren’t
built to address. Device constraints push security features out in favor of battery life,
compute efficiency, and cost [68]. Firmware rarely gets updated after deployment.
Authentication is often hardcoded or absent. The protocols spanning Bluetooth, Zig-
Bee, Long Range Wide Area Network (LoRaWAN), Narrowband Internet of Things

(NB-IoT), 5G, and others were built for efficiency, not security [222]. NIST has
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acknowledged this gap explicitly. SP 800-213 provides federal agencies with guidance
on establishing IoT device cybersecurity requirements, and its companion catalog (SP
800-213A) maps device cybersecurity capabilities to NIST SP 800-53 controls so that
procurement and deployment can be traced back to RMF baselines [86, 87]. Those
documents define a federal floor for IoT cybersecurity that AZTRM-D’s methodology
operationalizes through automation. Chapter 9 documents this directly: a factory-
default NVIDIA Orin device can be fully compromised in under five minutes using
freely available tools and publicly documented default credentials. That is the base-
line AZTRM-D is designed to replace.

Development speed creates its own pressures. Continuous integration and deliv-
ery (CI/CD) pipelines push code to production constantly. Security that lives outside
those pipelines, manual reviews, quarterly penetration tests, post-release audits, sim-
ply can’t keep pace. The findings arrive too late to remediate cheaply, which means
they often don’t get remediated at all. Security debt accumulates, incidents happen,
and the root cause is usually that security was never a design constraint from the
start.

Zero Trust addresses the access control problem in principle but stops short of
specifying how to implement it across a heterogeneous development environment.
Applying it to the Al tools that enforce security is rarer still. If the security automa-
tion itself is trusted implicitly, that’s an unmonitored gap at the exact layer enforcing
security. AZTRM-D applies Zero Trust principles to its own Al components, treating
them as entities that must be continuously authenticated, authorized, and monitored.

This research makes seven specific contributions. First, the formal definition of
AZTRM-D as a novel integrated S-SDLC methodology that unifies DevSecOps, the
NIST RMF, Zero Trust, and Al orchestration into a single lifecycle. Second, a de-
tailed integration strategy that names which DevSecOps practices connect to which

NIST RMF phases under which Zero Trust controls, with Al engaged at each con-



nection. Third, practical Al applications across the lifecycle phases, ranging from
automated threat modeling at planning through behavioral anomaly detection in op-
erations. Fourth, the application of Zero Trust principles and the NIST AI Risk
Management Framework (AI RMF) to AZTRM-D’s own Al components, treating
the enforcement layer itself as untrusted until verified. This is an original contribu-
tion that addresses a gap present in every comparable framework evaluated. Fifth,
empirical validation through a controlled lab implementation on physical NVIDIA
Orin devices, with adversarial testing performed by three testers (all Cybectr LLC
affiliated, operating under a blind protocol) across hardware, RF, network, software,
insider, privileged insider, and Al-assisted attack vectors [69]. Sixth, the development
and documentation of Cybectr Sentinel, an Al enforcement platform built under the
author’s United States Department of Defense contracting company Cybectr LLC,
which operationalizes AZTRM-D through six Al subsystems with measured perfor-
mance metrics [69]. Seventh, a post-quantum integration framework that addresses
the HNDL threat model and specifies the migration path to the NIST post-quantum

standards.

1.3 DISSERTATION OUTLINE

The dissertation builds from foundational context through methodology and then
to empirical validation and future requirements. Chapters 2 and 3 characterize the
constrained-edge validation environment that the empirical campaign exercises, cov-
ering its architecture, communication protocols, and the full attack surface across
hardware, software, and network layers. Chapter 4 reviews existing S-SDLC models
and secure development frameworks, making the case for why an integrated approach
is necessary rather than redundant.

Chapters 5 and 6 examine the two foundational pillars of AZTRM-D in depth,

covering the seven NIST RMF steps with Al integration at each, and the Zero Trust
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architecture including its novel application to AI components within the framework.
Chapter 7 presents the complete AZTRM-D methodology across every lifecycle phase,
and Chapter 8 walks through a detailed financial services attack scenario to demon-
strate the methodology in practice.

The empirical core of the dissertation is Chapters 9 and 11. Chapter 9 documents
the lab implementation on physical NVIDIA Orin hardware, the three-stage harden-
ing process, and quantitative results from penetration testing. Chapter 11 extends
this with the full comparative analysis against conventional methodologies and se-
cure frameworks, the multi-vector adversarial testing campaign conducted by three
testers under a blind protocol, the derivation of all quantitative benchmarks including
the 96.8% vulnerability detection rate, the Al algorithm selection rationale, and the
complete Cybectr Sentinel architecture and performance metrics [69].

Chapter 12 addresses the quantum computing threat, covering Shor’s and Grover’s
algorithms, the HNDL attack model, the NIST post-quantum standards (FIPS 203,
ML-DSA under FIPS 204, and SLH-DSA under FIPS 205), and concrete modifications
for integrating post-quantum cryptography into AZTRM-D. Chapter 13 closes with
a summary of contributions, an honest assessment of limitations, and directions for

future research.



CHAPTER 2
THE CONSTRAINED-EDGE THREAT ENVIRONMENT AS A TEST
BED FOR AZTRM-D

2.1 INTRODUCTION TO IOT

[oT devices are everywhere. Billions of sensors, actuators, embedded controllers,
and connected systems now run across smart cities, factories, hospitals, and military
networks. They collect data, make decisions, and talk to each other over wireless
protocols that were built for efficiency, not security. The problem is that most of
these devices ship with weak authentication, unpatched firmware, and communica-
tion channels that a motivated attacker can intercept with commodity hardware.
Vulnerabilities span every layer: hardware, software, cloud infrastructure, and net-
work communications. Unpatched firmware, default credentials, unsecured wireless
transmissions, exploitable network protocols. Each one opens a door. Unlike tradi-
tional computing systems, [oT devices operate with limited compute and memory,
which means security features get cut first when something has to give. This chapter
investigates those vulnerabilities by categorizing them based on where they originate
and what they enable. It also examines the attack vectors adversaries actually use to
turn those weaknesses into compromises, and the countermeasures that work against

them [68].

2.1.1 Overview of IoT

The ‘Internet of’” family of technologies has grown across several distinct branches.

Internet of People covers human—machine interaction. Internet of Agents covers ma-



chine learning and artificial intelligence systems acting on data. Internet of Content
covers cloud-delivered media. And Internet of Things covers machine-to-machine in-
teraction across physical devices [245]. This work focuses on the last of those. An
[oT device is a physical sensor, actuator, or embedded controller that communicates
with other devices over a wireless protocol, typically Bluetooth, Wireless Fidelity
(WiF1i), 5G, ultra-wideband, or radio frequency identification. The devices exchange
data, coordinate actions, and feed information into larger systems that act on it [245,
103, 289]. Deployments now span cities, homes, transportation, military operations,
agriculture, and many more domains. What unifies them is that the IoT layer turns
previously passive infrastructure into something responsive. Architecturally, [oT sys-
tems are typically described as having between three and six layers. The four-layer
model is the most common in practice, but the five-layer model in Figure 2.1 is
more useful for this investigation because it separates network access from network

transmission and exposes the layers where security controls actually engage [344].

The five layers proceed from the device upward. The perception layer is where sen-
sors and similar hardware collect data from the physical environment, anything from
temperature readings to barcode scans [344]. Above that, the network access layer
handles how a device sends signals to its immediate neighbors using protocols like
ultra-wideband, WiFi, and Bluetooth, forming the local sensor network [344]. The
network transmission layer carries those signals across the broader network, whether
by satellite, cellular, or dedicated infrastructure [344]. The application support layer
hosts middleware, cloud platforms, and the application logic itself [344]. The pre-
sentation layer is where the system finally meets its purpose, smart city services,
agricultural monitoring, transportation coordination, or any of the other domains
IoT serves [344]. Each layer carries its own threat surface, and the security argument

later in this chapter follows that same vertical structure.
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2.1.2 Io0T Architectures
Internet of Things for Smart Cities and Transportation

As the Internet of Things devices become more prevalent and advanced, they are
slowly being integrated into cities and vehicles in various aspects to allow for a
smoother city or vehicular experience. The IoT can be used everywhere within cities,
from security to maintenance, covering operations and even vehicle mobility [24].
Some of the most common uses of the Internet of Things in cities can be seen in
Figure 2.2. The figure documents many distinct IoT applications within smart cities,

each serving its own specific purpose.

Predictive Parking Demand

Al-Enhanced CCTV
Crowd Density Detection
Surveillance System Facial Recognition Access
Al-Based Space Allocation
Real-Time Incident Detection
Automated Vehicle Detection
Smart Traffic Control
Dynamic Parking Tariffs Smart Parking
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Autonomous Vehicle Routing
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Smart Transportation Intelligent EV Charging Networks
Adaptive Traffic Signals

Public Transport Synchronization

Figure 2.2: ToT applications within smart cities. This image was inspired by [338].

A smart city integrates [oT across transportation, public safety, payments, and re-
tail. Connected vehicles using vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
(V2I) protocols coordinate with traffic lights and surrounding cars to manage flow.
CCTYV networks tied to municipal monitoring systems address public safety. Smart
parking meters bill drivers automatically and report occupancy in real time. Cashier-

free retail uses sensor and computer vision systems to track item placement and
10



customer movement. Each capability depends on continuous, reliable IoT commu-
nication. With those baseline capabilities established, transportation is one of the
fastest-growing IoT integration domains [24]. V2V and V2I communication proto-
cols are how vehicles exchange position, speed, and signal data with each other and
with the surrounding infrastructure. Electric scooters and bus systems run on the
same [oT layer. Smart meters use V2I to measure vehicle dwell time at a spot, which
produces more accurate billing than legacy magnetic-loop sensors. Self-driving cars
combine the same protocols with onboard perception to receive speed limits, signal
states, sign data, and the locations of other vehicles, pedestrians, and obstacles. The
common thread is that the IoT layer makes urban infrastructure more responsive and

the user’s interaction with it more direct.

Internet of Things for Advanced Manufacturing

[oT has moved well beyond homes and cities into manufacturing. The Industrial In-
ternet of Things (IToT) puts sensors, actuators, and connected systems directly onto
factory floors, and the results are measurable. IoT spans many distinct manufac-
turing applications, each serving specific operational needs. Predictive maintenance
is the canonical example. Sensors monitoring temperature, vibration, and perfor-
mance feed analytics that flag impending failures before they become breakdowns.
The same telemetry layer also drives process automation. Robots and automated sys-
tems exchange operational state and adjust to real-time conditions, rerouting tasks or
modulating production rates when a line bottlenecks. Beyond the factory floor itself,
[ToT improves supply chain management through sensor-driven inventory and logis-
tics tracking, which keeps stock levels accurate and reduces waste. Quality control
benefits as well. Continuous monitoring throughout the production process detects
defects early and supports consistency [291]. The unifying goal across all of these ap-

plications is the same: a production process that is more efficient, more reliable, and

11



lower cost, with downstream benefits for consumers in the form of better products

and services.

Internet of Things Smart Home System

[oT in the home is now a category in its own right. What started as a few add-
on gadgets connected over a home wireless network has become a default feature of
consumer hardware. Native [oT capability now ships in appliances, lighting, climate
control, and entertainment systems out of the box [292]. The deployment varies
widely across households, but a representative scenario looks like this. A user presses
a button in their car to open the garage. They tell an Alexa device they’re home,
which triggers an arrival routine: lights on, thermostat set to 68 degrees Fahrenheit,
air purifiers to medium, living room TV on, all in sequence. At bedtime, a single voice
command triggers a wind-down routine that closes the blinds, sets the air purifiers
to high, turns off the lights, lowers the thermostat, and starts the robot vacuum.
Routines and triggers differ from one household to the next, but the common thread

is that the home IoT layer ties physical actions together into single events.

Internet of Medical Things

The Internet of Medical Things (IoMT) is the medical application of IoT, and it
has become standard equipment across hospitals, nursing homes, and patient homes
for personal health monitoring. The clinical impact is concrete. Wireless devices
stream heart rate, blood pressure, temperature, peripheral capillary oxygen satura-
tion (SpOy), and respiratory rate to healthcare providers in near real time. The same
data feed supports continuous monitoring, scheduled spot checks, and early detec-
tion of abnormalities that might otherwise go unnoticed between visits. Patient-side
mobile applications connect to the same [oMT devices, giving patients direct access

to their health metrics and supporting self-management of chronic conditions. The
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CardiacSense watch is one representative [oMT product [47]. It records pulse rate
and electrocardiogram (ECG) data, performs continuous A-fib detection, supports
manually added measurements, runs general arrhythmia detection with configurable
thresholds, and produces detailed event reports, monthly summaries, and sleep-time

tracking [143].

Internet of Agricultural Things

Agriculture has become one of the most active loT adoption domains. The Inter-
net of Agricultural Things (IoAT) covers everything from home gardening systems
to industrial-scale smart farms, and addresses applications including precision farm-
ing, livestock monitoring, greenhouse monitoring, and agricultural drones. Smart
farms deploy diverse sensor stacks. Soil sensors track soil richness, temperature, hu-
midity, gas concentrations, air pressure, water pressure, and crop disease indicators.
Livestock sensors track temperature, heart rate, and digestion [91]. SeeTree, an
“Intelligence Platform for Trees,” is a representative innovation. The system tracks
the productivity and health of individual trees at scale by combining drone imagery;,
satellite data, IoT sensor feeds, and climate data across hundreds of millions of trees

278, 279)].

Internet of Battlefield Things

The Internet of Battlefield Things (IoBT) is the military application of IoT, and it
has grown rapidly across operational environments [162, 269]. IoBT devices serve two
functions. They monitor friendly forces and surveil hostile ones, and they directly
support warfighting operations. In a typical field deployment, a soldier wears a heart
rate sensor, a salinity sensor, an optical sensor, and movement tracking, all feeding
health and position data back to command. Overhead, unmanned aerial vehicles

(UAVs) provide video coverage of the operational area, tracking both friendly and
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hostile movement. Ground vehicles run tracking technology, mine detection, and
weapon-mounted sensors. The category is simultaneously broad and specific. Signal
towers and soldier-worn health monitors both fall under it. Any IoT technology

becomes an IoBT device when it operates in the battlefield environment.

2.2 10T COMMON COMMUNICATION PROTOCOLS

[oT protocols evolved alongside the devices themselves, and the diversity reflects the
range of operating conditions. Energy budgets vary from solar-powered field sensors to
mains-powered industrial controllers. Data rates range from a few bytes per hour for
battery-conservative deployments to gigabits per second for video and high-resolution
telemetry. Some applications need long-range, others need short-range with high
security. This section walks through the protocols most commonly encountered in

[oT deployments and a few less common protocols that fill specialized niches.

Zigbee Wireless Protocol (ZigBee)

ZigBee is a wireless networking protocol based on the Institute of Electrical and
Electronics Engineers (IEEE) 802.15.4 technical standard [90]. It has a low data rate,
low power consumption, low cost, and encrypted communication using the Advanced
Encryption Standard (AES) with a 128-bit key. ZigBee is a great technology for
Internet of Things devices that need a long battery life and a low data transfer
rate. The ZigBee data rate is 250 kbps at 2.4 Gigahertz (GHz) (global), 40 kbps at
915 Megahertz (MHz) (Americas), and 20 kbps at 868 MHz (Europe) [90]. Some
applications of ZigBee can be found in smart homes, smart buildings, the Internet of

Medical Things (IoMT), and more [83, 82].
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Dash’7

Dash7 (D7AP), part of the Dash7 Alliance Protocol family, is an open source sub-
GHz wireless sensor and actuator network protocol (WSAN) that complies with the
International Organization for Standardization / International Electrotechnical Com-
mission (ISO/IEC) 18000-7 standard. It has a medium range of up to 2 Km, low power
consumption (multi-year battery life), low latency, and is encrypted using AES with
a 128-bit key. DTAP operates in unlicensed Industrial, Scientific, and Medical (ISM)
bands of 433.92, 868, and 915 MHz [230, 246]. A few use cases of DTAP can be found

in agriculture IoT, IoMT, and smart cities [28].

WiFu

WiFi, or IEEE 802.11, is a standard of wireless Local Area Network (LAN) technology
widely used in business and home environments for fast and reliable Internet access.
WiFi connects devices ranging from smart home applications to industrial sensors.
The range, reliability, and security profile of WiFi make it suitable for many IoT
applications [73]. WiFi encryption has evolved generation by generation and provides
stronger security against attacks. Wired Equivalent Privacy (WEP) was the original
WiFi security protocol, which used the Rivest Cipher 4 (RC4) algorithm with two
sides of data communication. However, WEP is easily cracked, and it is no longer
considered secure. Wi-Fi Protected Access (WPA) was an improved version of WEP
and addressed some of the security vulnerabilities in WEP. Wi-Fi Protected Access
IT (WPA2) is the successor to WPA and is considered to be more secure, replacing
the RC4 cipher with the AES cipher [167]. Wi-Fi Protected Access I1I (WPA3) is the
latest WiF1i security protocol, offering the strongest security to date. WPA3 uses the
Simultaneous Authentication of Equals (SAE) protocol, designed to be more secure
than the four-way handshake used in WPA2 [158]. IEEE 802.11 is a living standard

and new generations are being developed regularly to meet the growing demands of
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wireless networking. Some of the most used IEEE 802.11 standards are IEEE 802.11g,
which operates in the 2.4 GHz band and supports data rates up to 54 Mbps; IEEE
802.11n, which operates in the 2.4 GHz and 5 GHz bands and supports data rates
up to 600 Mbps.; IEEE 802.11ac, which operates in the 5 GHz band and supports
data rates up to 6.93 Gbps; and IEEE 802.11ax, which operates in the 2.4 GHz and

5 GHz bands and supports data rates up to 9.6 Gbps [237, 33].

Cellular

Cellular networks have been around for a while. With new advancements and tech-
nologies being developed around them, new cellular networks were discussed, tested,
and created to provide the best performances that can match the needs of the latest
technology standards. Long-Term Evolution Advanced (LTE-A, 4G) and 5G tech-
nologies are the most recent and widely used cellular standards [85]. LTE-A is a
wireless cellular technology that delivered major gains in speed, capacity, and cov-
erage over previous generations of cellular technology. It has a peak downlink data
rate of 1 Gbps, an uplink data rate of 500 Mbps, a peak downlink spectrum efficiency
of 30 bps/Hz, an uplink spectrum efficiency of 15 bps/Hz, and a bandwidth of 100
MHz [10]. LTE-A is currently being overtaken by 5G [343]. 5G is the fifth genera-
tion of wireless cellular technology. It has demonstrated improvements over previous
generations of cellular networks, including higher data rates, lower Quality of Ser-
vice (QoS) latency, less interference, and increased capacity. The 5G requirements
include a maximum downlink data rate of 20 Gbps, an uplink data rate of 10 Gbps, a
maximum downlink spectrum efficiency of 30 bps/Hz, an uplink spectrum efficiency
of 15 bps/Hz, user plane latency of 4 ms for Enhanced Mobile Broadband (¢MBB)
and 1 ms for Ultra-Reliable Low-Latency Communication (URLLC), control plane
latency of 10-20 ms, and a bandwidth of 100 MHz-1 GHz [56]. In sum, 5G is the

key for advanced IoT applications, such as smart factories, smart hospitals, smart
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transportation, smart agriculture, smart homes and cities, etc. [56, 339].

6LoWPAN

6LoWPAN is a networking technology that allows Internet Protocol version 6 (IPv6)
packets to be efficiently transmitted over low-power wireless networks, such as those
based on the IEEE 802.15.4 standard. It supports various mesh network topologies
and can fragment and reassemble packets as needed. 6LoWPAN implementations are
small enough to fit 32 K flash memory parts. 6LoWPAN enables low-power mesh and
sensor networks to take advantage of the benefits of Internet Protocol (IP) networking
(282, 198]. It has frequency bands of 2.4 GHz, 868 MHz, and 915 MHz (the same as
ZigBee) and data rates between 50 and 250 kbit/s [282].

Bluetooth

Bluetooth is a technology standard used for short-range wireless communication be-
tween mobile devices. Bluetooth operates on 79 different frequencies to transmit data
from 2.402 GHz to 2.48 GHz and a range up to 100 m (330 ft). The bit rates for Blue-
tooth are 1 Mbps and 2 Mbps [30]. It is very useful for transmitting small fragments

from different IoT sensors [40].

Bluetooth Low Energy (BLE)

BLE is a wireless technology that is designed to complement both classic Bluetooth
and the lowest power wireless technology possible. It is a distinct technology with
different design goals and market segments than classic Bluetooth. BLE transmits
data over 40 channels in the 2.4 GHz band (2.402 to 2.48 GHz) [313]. It can be
used to create different types of networks, from simple point-to-point connections to
complex mesh networks. This flexibility makes BLE compatible with a wide range of

applications, including the Internet of Things [313].
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Long Range (LoRa) and Long Range Wide Area Network (LoRaWAN)

LoRa is an unlicensed band physical layer technology that transmits data signals in
the subGHz ISM band. LoRa allows low-data-rate long-range, low-power wireless
communication. LoRa has a range of up to 15 km in rural areas and up to 5 km in
urban areas, with data rates of 0.3 kbps—50 kbps in Europe and 0.9 kbps—50 kbps in
the US [127, 154]. LoRaWAN is an open standard that was developed on top of Long
Range (LoRa). It consists of an end device, gateway, network server, and application
server. LoRaWAN is located in the data link layer and provides a complete solution
by adding a network layer that includes features such as security, authentication, and

data routing [28].

SigFox

Sigfox is a Low-Power Wide-Area Network (LPWAN) technology designed for the
Internet of Things. It uses ultra-narrowband technology to transmit data with a very
low power consumption over long distances [168]. It operates in the 862-928 MHz
frequency band and has a channel bandwidth of 100 Hz [100]. With a range of up
to 50 km in rural areas and up to 10 km in urban areas, Sigfox can work well in
applications that require long-range communication with battery-powered devices.

Its data rate ranges from 100 to 600 Bps, depending on the region [15, 56].

Narrowband Internet of Things (NB-IoT)

NB-IoT is a low-cost, low-power, and low-data-rate cellular technology built from
Long-Term Evolution (LTE) functions; therefore, it uses the same infrastructure as
cellular networks, which makes it a scalable and reliable technology that can be
deployed in a variety of locations. It has a range of up to 15 km in rural areas and
1-5 km in urban areas, a data rate up to 250 Kbps, and a 200 Kilohertz (KHz)
bandwidth [256, 28].
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Near-Field Communication (NFC)

NFC is a short-range wireless communication protocol used by mobile devices for all
kinds of applications, such as payments, digital keys for homes and cars, and data
transferring. NFC provides secure communication between various devices. It has a
short range of 4-10 cm, a data rate of 0.02-0.4 Mbps, and it runs on a 13.56 MHz spec-
trum [65]. NFC is used to extend different IoT solutions with short-range capabilities
[66].

Z-Wave

Z-Wave is a subGHz wireless communication protocol used by different IoT applica-
tions. It is an ultra-low-power, mesh network protocol that lets devices communicate
with each other over long distances (has a range of 100 m). Its data rates are 9.6
kbps, 40 kbps, or 100 kbps, and it uses a frequency of 908.42 MHz in the United
States and 868.42 MHz in Europe [74]. Z-Wave deployments can be scaled by link-
ing together Z-Wave networks. Z-Wave is well suited for applications that require
reliable, secure, and low-power communication, such as control smart home devices

(lights, locks, thermostats, and security systems) [272].

Li-F1

Li-Fi is a bidirectional short-range wireless technology that uses a visible light com-
munication (VLC) system for data transmission to transfer and receive data. Li-Fi
uses overhead Light-Emitting Diode (LED) lighting commonly found in homes as a
means of transport and a photo-diode for decoding data. It has demonstrated speeds
of up to 224 Gbps under laboratory conditions, which would allow a high-definition
video to be downloaded in seconds. Because Li-Fi is reliable in light use, it is limited
in range since light cannot pass through objects, which makes Li-Fi effective only in
closed spaces [38]. Even though its range limitation could be seen as a problem, this
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limitation provides an additional layer of security by prevents data from leaking into

public spaces, thus preventing malicious actors from accessing your network [123].

Ultra- Wideband (UWB)

Ultra-wideband is a short-range, high-bandwidth and energy-efficient wireless com-
munication protocol that can be used for radar imaging, sensor data collection, and
precise location and tracking. UWB operates at frequencies from 3.1 to 10.6 GHz,
has a bandwidth of >500 MHz, and a data rate of up to 1 Gbps [345, 130]. UWB can
be used to accurately measure the distance between two devices. This information

can be used for a variety of IoT applications [7].

Advanced Message Queuing Protocol (AMQP)

AMQP is a reliable and versatile Machine-to-Machine (M2M) binary protocol. Tt
offers two levels of Quality of Service (QoS) for the delivery of messages, uses Trans-
mission Control Protocol (TCP) as a transport protocol, and uses Transport Layer
Security / Secure Sockets Layer (TLS/SSL) and Simple Authentication and Secu-
rity Layer (SASL) for security, making it a good fit for high-bandwidth, reliable,
and secure networks [199]. It supports various messaging patterns, including re-
quest /response, publish/subscribe, and transactions (allowing multiple messages to
be sent and received as a single unit of work) and topic-based publish-and-subscribe
messaging (allows messages to be published to topics so that subscribers can receive

messages that are relevant to them) [94].

Constrained Application Protocol (CoAP)

The CoAP is a lightweight M2M binary protocol with a fixed header of 4 bytes and
small message payloads from the Internet Engineering Task Force (IETF) Constrained

RESTful Environments (CoRE) Working Group designed for constrained IoT devices.

20



It supports both request-response and resource—observe architectures and can be used
to interoperate with Hypertext Transfer Protocol (HTTP) and the RESTful Web
Application Programming Interface (API) [37]. CoAP uses User Datagram Protocol
(UDP) as a transport protocol and Datagram Transport Layer Security (DTLS) for
security, making it efficient for use on low-bandwidth and unreliable networks. It is
designed to be as lightweight as possible, making it suitable for use on constrained

devices with limited resources [199].

Message Queuing Telemetry Transport Protocol (MQTT)

MQTT is a publish/subscribe messaging protocol used for lightweight machine-to-
machine (M2M) communications in constrained networks. MQTT uses TCP as
its transport protocol that guarantees the delivery of messages. MQTT also uses
TLS/SSL for security, which encrypts messages to protect them from unauthorized
access. MQTT supports three levels of QoS, making it more reliable when delivering
messages. It uses a small amount of bandwidth and processing power. This makes
it ideal for use with small devices that have limited resources. MQTT is also suited
for large networks because it can efficiently handle a large number of devices. Its

publish/subscribe model lets devices receive only messages relevant to them [199)].

Data Distribution Service (DDS)

DDS is a machine-to-machine protocol developed by the Object Management Group
(OMG) that features decentralized nodes of clients throughout a system (nodes can
identify themselves as subscribers or publishers through a localization server). DDS
was created to overcome the disadvantages of centralized publish—subscribe archi-
tectures. It provides many quality-of-service parameters that allow users to control
the behavior of the DDS system, such as improved scalability, increased reliability,

reduced latency, bandwidth, and built-in security (provides authentication, access
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control, confidentiality, and integrity to the information distribution) [55, 1].

Open Platform Communications (OPC)

OPC is a machine-to-machine protocol that enables real-time data exchange between
control systems and devices. OPC supports classic specifications such as OPC DA
(Data Access) and newer advances such as OPC UA (Unified Architecture), which
increase platform security and independence. OPC is widely used in Industry 4.0
environments, connecting IoT and cyber-physical systems (CPS) across heterogeneous
industrial platforms [111].

This protocol diversity is part of what makes IoT security difficult. Each protocol
carries its own threat model, and the resulting attack surface spans hardware, RF,
network, and software layers in ways that single-domain security frameworks rarely
cover. The next chapter examines these attack surfaces directly. It documents how
adversaries exploit them and what countermeasures apply at each layer, providing

the threat-model foundation that the validation chapters later build on.
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CHAPTER 3
ATTACK SURFACE TAXONOMY AND COUNTERMEASURES IN
THE VALIDATION ENVIRONMENT

3.1 I0T VULNERABILITY LAYERS

All ToT devices typically show some kind of vulnerability or weakness that dampens
its ability to function without issue [41]. These vulnerabilities can typically allow
users to gain access to data by exploiting a weakness to enter the device, or they
can be used to track and manipulate the device. Either way, this is detrimental to
the device and its functionality. Some of the ways that adversaries can obtain access
to this is through network vulnerabilities, software vulnerabilities, or even hardware
vulnerabilities, as shown below in Figure 3.1 [222]. Knowing these weaknesses helps

determine the best route to avoid or mitigate them [68].

Unauthorized Device Hijacking (e.g.. controlling loT
devices remotely)

Data Fabrication (e.g. injecting false information into the
system)

Attacks & Security Impact
Software Rogue Applications in the loT Ecosystem
Network Saturation (e.g., flooding the system with
excessive data) Buffer Overflow Exploits in Legacy Code
Identity Spoofing (e.g., mimicking legitimate devices)

Bandwidth Exhaustion (through excessive traffic or DDoS)

Unpatched Firmware Vulnerabilities

Behavioral Analytics for Anomaly Detection . Network o )
loT Vulnerabilities = on Wireless

Dynamic Security Patch Management Countermeasures Unauthorized Access via Misconfigured Routers

Encrypted Machine-to-Machine Communications
Signal Interference (disruption of communication

Predictive Threat Modeling (Al analyzing fut ks) channels)
redictive Threat Modeling (Al analyzing future risks) Artificial Intelligence s
ardware
Deep Learning-Based Network Monitoring Side-Channel Attacks on Embedded Devices

Situational Awaren
Cognitive Honeypots for Advanced Threat Detection uational Awareness Malicious Hardware Backdoors

Automated Response Systems for Immediate Threat
Neutralization

Figure 3.1: IoT vulnerability flow. This image was inspired by [222].

Figure 3.1 shows that these vulnerabilities are just one side of the attack pic-
ture. The other side is how adversaries use them, and that determines which security
properties get attacked: confidentiality, integrity, accountability, or availability [222].

Confidentiality protects IoT devices and their data from unauthorized access. The
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standard defenses are encryption, access control, and authentication of both users
and data [222]. When confidentiality fails through one of the vulnerabilities above,
the result is information leakage, where sensitive data ends up reaching parties who
should not have it. Integrity protects against unauthorized modifications to hardware
or software. Encryption, input validation, and interface monitoring and restrictions
are the controls that maintain it [222]. Integrity failures usually trace back to small
oversights at the design phase that an attacker can later exploit to repurpose a device
for their own ends. Accountability is about tracking what a device actually does
and constraining it to its intended behavior [222]. An adversary exploiting manu-
facturer vulnerabilities can modify event paths, change device purpose, or reroute
data to themselves, all of which break the accountability property. Availability is the
requirement that a device remains usable when needed [222]. Attacks against avail-
ability delay the device or take it offline, leaving the user without service. Each of
these security properties maps to a distinct adversary goal, and the attack categories
that follow in this chapter (physical, software, network) typically target one or more
of them at the same time.

Table 3.1 consolidates the attack-surface taxonomy developed across the rest of
this chapter. Each row identifies an attack category, the representative vectors dis-
cussed in the subsections that follow, the primary security properties (Confidential-
ity, Integrity, Availability, Accountability) most directly affected, and the layer of the
AZTRM-D defense that addresses the category during the validation campaign in

Chapter 11.
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Table 3.1: Attack-surface taxonomy for the validation environment. Categories and

attack vectors are drawn from the subsections that follow in this chapter; AZTRM-D

defensive coverage maps to the controls validated in Chapter 11. CIA-A = Confiden-

tiality, Integrity, Availability, Accountability.

Attack Cate-

gory

Representative Vectors

CIA-A Impact

AZTRM-D Defensive

Layer

Hardware: RF
emanation and
man-in-the-

middle

Hardware:
reverse engi-
neering and
micro-probing
Hardware:
implants and

trojans

Software

Network: Wi-Fi

and Ethernet

Network: wire-
less sensor

networks

Signal interception via spectrum
analyzers and software-defined
radios (HackRF, RTL-SDR); pro-
tocol replay; signal manipulation
across Bluetooth, Zigbee, and
Wi-Fi bands

Physical decapsulation, side-
channel analysis, micro-probing
of integrated circuits to extract
keys or firmware

Malicious circuitry inserted dur-
ing IC design or fabrication;
supply chain modification of
hardware components

Firmware vulnerabilities, insecure
update channels, embedded
software flaws in microcontroller
code

ARP spoofing, packet sniffing,
man-in-the-middle on wired and

wireless links, rogue access points

Protocol-specific attacks against

Zigbee, Z-Wave, and similar low-
power mesh protocols; resource-

exhaustion against constrained

nodes

Confidentiality,

Integrity

Confidentiality,

Integrity

Integrity, Ac-

countability

Integrity, Avail-
ability, Account-
ability

Confidentiality,

Integrity

Availability, Con-

fidentiality

WPAS3-SAE enforcement, RF
emission baseline capture,

wireless micro-segmentation

LUKS?2 full-disk encryption,
GPIO hardening, tamper

detection

SBOM validation, crypto-
graphic artifact signing, supply

chain provenance checks

Five-modality CI/CD scanning
(SAST, DAST, SCA, Secrets,
SBOM), automated patching,
cryptographic update signing
Zero Trust micro-
segmentation, mTLS between
services, continuous network
behavioral analysis
Identity-based access via
SPIFFE/SPIRE, least-privilege
session policy, behavioral

anomaly detection
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Table 3.1 continued from previous page

Attack Cate- Representative Vectors CIA-A Impact AZTRM-D Defensive

gory Layer

Network: cloud- Data injection into cloud end- Confidentiality, RBAC with continuous veri-

based points, session hijacking via Integrity, Avail- fication, short-lived SPIFFE
stolen API keys, resource ex- ability, Account- tokens, encrypted transport
haustion of cloud services, traffic ability (TLS), API rate limiting, Al-
manipulation in transit driven anomaly detection

3.1.1 Hardware Vulnerabilities

Most, if not all, IoT devices operate without supervision and typically have limited
tamper-resistant properties that make it extremely easy for an attacker to gain access
to the device [222]. The attacker can modify the IoT device with respect to its services
that it provides, as well as obtain data that it should not have access to and that
could cause serious harm to many individuals [222]. For example, if a hacker were to
gain access to a smart doorbell, it would be able to modify all the settings inside, view
the data inside, or even delete the data inside. Consider a more delicate environment.
If an attacker were to gain access to a camera on a military base, they could trace
where the data are being sent. In this case, they would find a server with a lot of
other camera data on it. They could then disable the cameras or exfiltrate sensitive

footage captured by them.

Radio Frequency Attacks

Hardware-level access to a device can come through several methods, and man-in-
the-middle attacks are the most common starting point. The usual framing of MITM
attacks focuses on the network layer, where an attacker intercepts data on a wired
or wireless connection. That framing misses a more direct attack surface. Every
electronic device emits RF signals as a byproduct of normal operation, and those

emissions are observable with spectrum analyzers or software-defined radios such
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as HackRF, Ettus Research devices, or sub-$30 Real-Time Linux Software-Defined
Radio (RTL-SDR) units. An attacker who can observe RF emissions can monitor
and manipulate device communication directly, without ever touching the network.

Signal identification is the first step. Every device emits RF signals with character-
istic attributes the attacker can analyze: bandwidth (the signal’s spectral footprint),
frequency (its position, such as 2.4 GHz for Bluetooth or 5 GHz for Wi-Fi), sig-
nal strength (amplitude), and behavioral patterns (frequency hopping, intermittent
bursts, or continuous transmission). The waveform shape on a spectrum analyzer
(sharp pulse versus modulated curve) further narrows the identification. From these
attributes the attacker can classify the signal as Bluetooth, Zigbee, or a proprietary
protocol and assess its vulnerabilities. Wireless protocols routinely have exploitable
weaknesses: inadequate encryption, predictable timing intervals, or weak handshake
mechanisms. From there the attacker can disrupt the signal, take control of it, or
modify its content.

Strong encryption is the first line of defense here. AES-128/256-bit encryption
and elliptic curve cryptography (ECC) mean that even if an attacker intercepts a
signal, the contents are unreadable [4]. Beyond encryption itself, techniques such
as rolling codes and nonce-based authentication prevent replay attacks by ensuring
that previously captured transmissions cannot be reused. Secure key exchange proto-
cols such as Diffie-Hellman or Elliptic Curve Diffie-Hellman (ECDH) should also be
enforced to make sure that even intercepted communications remain indecipherable
(258, 277].

RF-based MITM attacks go beyond simple disruption. The attacker positions
themselves between two devices and relays messages while monitoring the exchange,
or impersonates one device entirely and redirects the signal to themselves. From
there they can forward data to the intended recipient, modify it, or hold it for later

use. Malicious commands can be injected, transmitted data altered, or traffic sim-
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ply eavesdropped, all without either device detecting the intrusion. RF makes this
difficult to spot: signals continue in their expected patterns with no visible trace of
interference. Without dedicated RF monitoring through a Software-Defined Radio
(SDR), the attack remains invisible [23, 316, 14].

To mitigate these attacks, frequency hopping spread spectrum (FHSS) and direct-
sequence spread spectrum (DSSS) techniques can be used to prevent an attacker from
isolating a specific transmission. These methods make the signal dynamically shift
across multiple frequencies, making it much harder for an adversary to pinpoint,
capture, or manipulate communications. Enforcing strict firmware update policies
also addresses known vulnerabilities in wireless protocols, preventing attackers from
exploiting outdated security measures [300, 80, 325].

The Bluetooth MITM attack in Figure 3.2 illustrates the general principle. Each
wireless protocol has distinct characteristics, but the underlying RF exploitation pat-
tern is similar. The attack unfolds through one of two strategies. The attacker can
deploy a wide-band jamming signal to overwhelm the Bluetooth frequency band (ap-
proximately 2.4 GHz), severing the connection between paired devices. Alternatively,
they can target a specific device and flood its RF time slots with randomized data
to destabilize its communication channels. The latter approach is intended to “shut
down all of the piconets within the range susceptibility”, forcing the user to re-pair
[124]. During re-pairing, the attacker intercepts the exchange and forges messages
within the input/output (I0) capabilities negotiation phase [124]. If the devices were
previously paired, the attacker can bypass the re-pairing step entirely and exploit the
established link.

Once inserted into the communication chain, the attacker establishes simultane-
ous connections to both devices, as illustrated in Figure 3.2. Acting as a relay, they
forward messages between the pair while retaining the ability to monitor, modify, or

inject data [124]. From that position they can alter audio streams, introduce unau-
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thorized commands, or extract sensitive information, all within the RF domain. The
attack works because the devices continue their normal exchange without detecting
the interposed relay. The subtlety is the point: no protocol-level alarm fires, and the

attacker remains effectively invisible at the RF layer.

Initiates Pairing Request
Relays Pairing Request as Device A
Sends Pairing Response
Relays Pairing Response as Device B
Sends Authentication Data
Relays Authentication Data
Sends Acknowledgement

Relays Acknowledgement

Intercepts and Alters Data

Relays or Alters Message
Sends Encrypted Response

Relays or Alters Response

Figure 3.2: Bluetooth man-in-the-middle attack. This image was inspired by [124].

Defending against Bluetooth Man-in-the-Middle (MITM) attacks requires layered
countermeasures. Jam-resistant protocols that use spread spectrum communication
can prevent attackers from effectively disrupting Bluetooth signals, while adaptive

power control can counteract jamming by adjusting signal strength dynamically. Se-
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cure pairing mechanisms such as Just Works Numeric Comparison or Passkey Entry,
rather than legacy pairing methods, block adversaries from intercepting the pairing
process under modern protocol versions [104]. Proximity-based authentication meth-
ods, which require physical confirmation before establishing a trusted connection, can
further prevent unauthorized devices from inserting themselves into the communica-
tion stream. Intrusion detection systems (IDS) designed to monitor RF spectrum
anomalies can be deployed to detect unexpected transmission patterns or frequency
manipulations indicative of an attack. Finally, physical-layer security upgrades, such
as the use of directional antennas, shielded enclosures, and beamforming techniques,
can limit RF signal exposure, making it much harder for attackers to intercept or

manipulate communications.

Hardware Reverse Engineering and Micro-Probing

Reverse engineering aims to understand how a device operates [250]. Applied to hard-
ware, it exposes the device’s architecture along with its strengths, vulnerabilities, and
operational details. These attacks fall into three categories (invasive, semi-invasive,
and non-invasive), shown in Figure 3.3 [252]. Each varies in methodology, in impact

on the target device, and in what kind of information the attacker can extract.
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Figure 3.3: Reverse engineering and inspection attacks. This image was inspired by

252)].
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Non-invasive attacks target data extraction without altering the physical packag-
ing or structure of the integrated circuit (IC) or printed circuit board (PCB). They can
be passive (observing emissions or behavior) or active, through deliberate manipula-
tion [252]. Examples include brute-force assaults and fault injection. A representative
example is the voltage glitch attack, where a precisely timed voltage spike is delivered
to a specific circuit segment, often during boot, to bypass security measures or extract
data [332]. RF emissions matter here too. A device under stress can leak electro-
magnetic signals that reveal timing patterns or internal states when monitored with
a spectrum analyzer or SDR. These techniques leave the device intact and produce
useful information about its operation without obvious physical evidence.

The defense against non-invasive attacks comes down to reducing what leaks out.
Randomized execution timing, power analysis countermeasures, and shielding around
sensitive components can help reduce the information attackers can glean from pas-
sive observations. Glitch detection circuits should be integrated to recognize abnor-
mal voltage fluctuations and halt execution when suspicious behavior is detected.
Hardware-based encryption with secure key storage makes captured electromagnetic
emissions indecipherable without the key.

Invasive and semi-invasive attacks require direct access to the IC or PCB’s internal
components and typically leave physical evidence [252]. Invasive methods involve di-
rect physical interaction with the hardware: soldering wires to contact points, probing
electrical buses, or mechanically dissecting chips to expose internal structures. Semi-
invasive approaches use optical techniques, including microscopy, laser-based fault
injection, or optical probing, to interact with the device at a microscopic level with-
out fully dismantling it [252]. The toolkit is extensive: JTagulators, logic analyzers,
oscilloscopes, signal generators, power supplies, X-ray machines, and lasers [252]. RF
considerations apply here as well. Probing a chip’s internal buses can induce un-

intended RF emissions, which an attacker can capture to map signal pathways or
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decode data flows. These methods frequently damage the device, but they produce
direct access to its internal operation [45]. The trade-off is straightforward: deeper
intrusion yields more information at the cost of stealth.

Invasive and semi-invasive attacks require physical-layer defenses. Anti-tamper
coatings, active mesh defenses, and sensor-based intrusion detection can detect and
respond to physical interference. Chip-level encryption with secure boot mechanisms
keeps chip contents protected even when the chip is physically accessed. Light sensors,
power fluctuation detectors, and tamper-evident enclosures can be employed to thwart
optical probing and laser fault injections. Fusing security-critical components after
manufacturing can prevent reverse engineering by making chip-level access impractical

317).

Implants and Hardware Trojans

A hardware Trojan is a malicious alteration or addition to the circuitry of an IC, intro-
duced during its design or fabrication phases. This class of attack is unusually difficult
to mitigate preemptively because the IC development pipeline lacks reliable security
controls at each stage (architectural design, synthesis, or physical layout). The timing
of insertion is also unpredictable, making full prevention difficult [238, 161, 341, 160].
The modification stays concealed until activation, which is what makes hardware Tro-
jans a persistent threat to device integrity.

The reason Trojans are dangerous is that they operate undetected, leaving the user
unaware of any compromise. The threat applies to any device, regardless of purpose or
complexity. An attacker with a Trojan in place can manipulate inputs and outputs,
extract sensitive information, or take full control of the device without triggering
normal detection. Activation behavior varies. Some Trojans activate autonomously
upon deployment; others stay dormant until specific conditions are met, as illustrated

in Figure 3.4 [238, 161, 160]. The trigger condition (time-based, signal-driven, or
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environmentally triggered) further complicates detection and response.

( Hardware_Trojan 1
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Activated by Internal Initiated by External Activated through Responds to User or
Hardware Events Signals or Devices Network Connections Attacker Input

Figure 3.4: Trojan activation modes. This image was inspired by [161].

Mitigating hardware Trojans requires a multilayered approach spanning design-
time verification, manufacturing oversight, and runtime monitoring. Implementing
formal verification techniques alongside logic obfuscation during the IC design phase
can sharply increase resistance to Trojan insertion [2, 3]. Side-channel analysis, such
as power or electromagnetic profiling, can also identify anomalies indicative of unau-
thorized modifications. At the manufacturing stage, functional testing with hardware
fingerprinting can help detect deviations from expected behavior. Post-deployment,
dynamic runtime monitoring with anomaly detection algorithms can identify unau-
thorized data leakage or unexpected device behavior, helping neutralize threats that
evade initial scrutiny.

Hardware implants are a broader category of malicious modifications. Unlike Tro-
jans, which are limited to the design or fabrication stages, implants can be introduced
at any point in a device’s lifecycle, sometimes years after deployment. Implants are
typically discrete components or circuits added to the hardware, and they have sim-
ilar capabilities to Trojans: data leakage, operational interference, and full control.
Figure 3.5 shows the workflow of a simple hardware Trojan, but the same princi-
ples apply to implants. The post-deployment insertion window is what makes them

particularly difficult to defend against. A device in active use, carrying years of accu-
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mulated data, can be modified without the owner’s knowledge. Once the implant is
in place, the attacker has direct access to stored information and ongoing operations,
and the implant evades standard detection methods. Unlike I1C-stage Trojans, im-
plants cannot be addressed by tightening controls during manufacturing alone, since

the modification happens later in the device’s operational life.

User Downloads
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Figure 3.5: Working process of a simple hardware Trojan. This image was inspired

by [161].

Mitigating the risks posed by hardware implants necessitates both physical se-
curity measures and continuous integrity monitoring. Device manufacturers should
enforce supply chain security protocols to prevent unauthorized hardware modifi-
cations at any stage of production or distribution. Tamper-evident enclosures and
active intrusion detection mechanisms can alert users to unauthorized physical mod-
ifications. Periodic integrity verification through hardware attestation catches any
post-deployment alterations before they can compromise system security. Secure
boot mechanisms combined with hardware-based root-of-trust validation can further
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reinforce a device’s resistance against implanted threats [153].

3.1.2 Software Vulnerabilities

[oT device functionality depends not just on hardware but on the software running
inside the microcontroller [92]. Consider three identical IoT devices, each with a
Bluetooth module and indistinguishable in appearance. Their behavior comes entirely
from the firmware. One might transmit Bluetooth signals exclusively, another receive
signals only from authorized users, and a third toggle between roles based on context.
That software-driven flexibility is what makes IoT adaptable, and it is also what
makes the firmware the primary attack surface. When the software is compromised
through exposure, modification, or exploitation, the device becomes a vehicle for data
breaches, malicious implants, or full attacker control, often without any observable
change in behavior.

Software vulnerabilities in [oT devices take many forms, each presenting distinct
pathways for exploitation [31]. A prevalent type is the buffer overflow, where poorly
managed memory allocation allows an attacker to input data beyond a designated
buffer’s capacity [150]. This excess data can overwrite adjacent memory, enabling the
injection of malicious code or the alteration of program execution flow. For an IoT
device, this might mean hijacking a firmware update process to execute unauthorized
commands. Mitigating buffer overflow vulnerabilities requires secure coding practices
and memory protection mechanisms [281]. Developers should employ bounds check-
ing and input validation to prevent excess data from overflowing memory buffers. The
use of stack canaries (small security values placed on the stack to detect corruption)
can help identify and block exploit attempts [150]. Firmware updates require cryp-
tographic signing and verification, blocking execution of unauthorized modifications.

Another common vulnerability is weak authentication, where inadequate or hard-

coded credentials (often a default username and password like “admin/admin”) grant
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attackers effortless entry [29]. Once inside, they can manipulate the device’s opera-
tions or siphon sensitive data, such as pairing keys for a Bluetooth connection. To
counteract weak authentication, IoT devices should enforce strong password policies,
mandating unique and complex credentials upon first use. Multi-factor authentica-
tion should be incorporated where feasible, adding an additional layer of security
beyond just a password. Device manufacturers should also eliminate hardcoded cre-
dentials and instead implement dynamic, per-device authentication keys to prevent
widespread exploitation from leaked credentials.

Insecure communication is another major risk. Unencrypted or poorly encrypted
data transmissions (plaintext Bluetooth packets, for instance) expose information
to interception. An attacker with a software-defined radio could eavesdrop these
signals, reconstructing commands or user inputs without ever touching the device.
Mitigating insecure communication requires end-to-end encryption using strong cryp-
tographic protocols such as AES for data transmission and TLS for network commu-
nications [183]. Devices should avoid transmitting sensitive data in plaintext and
implement secure key exchange mechanisms to protect encryption keys from inter-
ception. Frequency-hopping spread spectrum techniques in wireless protocols can also
make passive eavesdropping much harder.

Physical access amplifies all of these risks. An attacker with physical access to
the device can connect it to a computer or probe its pins to extract firmware from
the microcontroller. In the best case for the attacker, this yields source code and
configuration files, which exposes the device’s full logic. More often, the attacker
recovers only the machine code (the compiled binary). That isn’t a dead end. Tools
like Ghidra, Interactive Disassembler (IDA) Pro, or a hexadecimal editor allow the at-
tacker to disassemble the binary and trace its instructions to map device functionality,
from signal handling to security checks [109]. A survey of 0T and embedded device

firmware security catalogs the full landscape of firmware extraction techniques and
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the vulnerability analysis frameworks used to interrogate the resulting binaries [318].
Sophisticated decompilation can convert the binary into editable C code, which opens
the door to targeted modifications. From there the attacker can identify operational
weaknesses, hidden features, or behaviors detrimental to the device’s owner, such as
a tendency to broadcast identifiable data in plaintext. Mitigations include firmware
encryption and readout protection mechanisms to prevent unauthorized access to
microcontroller memory, secure boot processes to verify that only authenticated and
untampered firmware can execute on the device, and code obfuscation to make reverse
engineering harder by disguising critical logic and security mechanisms.

Physical possession of the target device isn’t always necessary. IoT devices are
often inexpensive and partially open-source, which makes indirect exploitation prac-
tical. An attacker can buy an identical unit, extract its hexadecimal data, and
reverse-engineer the firmware to understand the target’s behavior. This won'’t re-
veal user-specific configuration (custom encryption keys, for example), but it does
expose the core software architecture. From that understanding the attacker can
craft malicious modifications: backdoors for monitoring, logic for remote control, or
stealth routines that hide their presence. These changes often need only a handful
of code lines and can be re-uploaded quickly. Mitigations include secure firmware
update mechanisms that require updates to be cryptographically signed, verified, and
authenticated before installation, rollback protection to prevent downgrades to older
vulnerable firmware versions, and behavioral anomaly detection that identifies when
a device starts behaving differently from its baseline.

Other vulnerability classes include code injection (for example, malformed inputs
to a web interface) and privilege escalation (where an attacker exploits flawed per-
mission checks), both of which can escalate limited access into full control [229]. In
each case the same property that gives IoT its flexibility (programmable, updatable

software) is what creates the exposure.
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3.1.3 Network Vulnerabilities

[oT networks split into two categories that get treated very differently in the security
literature. The first is the standard Internet-connected network running on WiFi
and Ethernet, with direct routes to the public Internet. The second is the wireless
sensor network category, which includes Bluetooth, Zighee, UWB, and other short-
range protocols, and which connects devices to each other rather than directly to the
Internet. The two categories share many threat patterns but differ in attack surface,
defender visibility, and the controls that apply. The subsections that follow examine

each in turn.

Wil and Ethernet Based Networks

WiFi- and Ethernet-based networks form the backbone of IoT connectivity, linking
devices through cloud platforms or local home networks. The architecture enables re-
mote access to [oT devices from anywhere with internet connectivity, such as control-
ling a smart thermostat from a different country. That same reach is also the central
vulnerability: the broader the network’s exposure, the more opportunity adversaries
have to intercept or disrupt communications. Among the most accessible threats are
Denial of Service (DoS), Distributed Denial of Service (DDoS), and Energy-Oriented
Distributed Denial of Service (E-DDoS) attacks, each exploiting the openness of these
networks in different ways [315].

A typical DDoS attack, illustrated in Figure 3.6, starts with the attacker iden-
tifying the target device’s IP address within the network. From there, they send
an overwhelming volume of meaningless packets to saturate the device’s bandwidth.
The result is that the network slows, resources divert to processing the flood, and the
system collapses, forcing the device offline [26]. E-DDoS attacks pursue a different
goal. Rather than crashing the network, these target the device’s power reserves, po-

tentially damaging a PCB component or inflating energy costs, representing a variant
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of the DoS model [315]. Both share the same scattershot character, often targeting

entire device clusters rather than individual units.

Attacker Normal Users j

Command & Control
Server

l l

Botnet Internet = | Target Web Server

l l

Service Disruption
for Legitimate Users

Legitimate Traffic

Malicious Traffic

Figure 3.6: Distributed Denial of Service (DDoS) attack. This image was inspired by
26].

Mitigating DoS and DDoS attacks requires network traffic filtering and rate lim-
iting to detect and block malicious traffic patterns before they overwhelm a system.
IDS can help identify anomalous spikes in traffic, while blackholing and rate-limiting
strategies can drop excess requests from untrusted sources. To counteract E-DDoS,
[oT devices should incorporate power-aware intrusion detection, allowing them to rec-
ognize and mitigate excessive resource consumption attempts. Network segmentation
can also isolate critical devices from direct exposure, reducing the blast radius so a
single attack is less likely to cripple an entire [oT deployment.

DoS-style attacks split into three categories that exploit different network layers,
shown in Figure 3.7. Volume-based attacks flood protocols like TCP, ICMP, or UDP
with raw data, clogging bandwidth and overwhelming internal queues. Protocol-based
attacks such as Synchronize (SYN) floods, Ping of Death, or Smurf attacks target re-

source allocation. A SYN flood ties up connections by leaving them half-open; a Ping
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of Death delivers oversized packets to destabilize servers; a Smurf attack amplifies
traffic by echoing requests across all network nodes [315]. Application-layer attacks
such as Slowloris, HT'TP floods, or SM'TP exploits target server-side application logic.
Slowloris sustains partial HT'TP requests to monopolize server connections; HT'TP
floods swamp applications with legitimate-looking queries; SMTP attacks probe mail
servers for data leaks [315]. All three exploit the same property: protocol mechanisms

that work correctly under normal traffic break down under adversarial load.

Figure 3.7: Types of attacks. This image was inspired by [315].

DoS variants are pervasive but not the only network threats. Traffic monitoring
attacks like WiF1i fingerprinting work more passively. By analyzing a building’s cam-
era system bit-rate over WiFi, an attacker can infer internal movements (occupancy
tracking, for example) without any direct access [18]. The granularity is limited, but
the inferences are enough to identify device roles or activity patterns. More aggres-
sive packet analysis attacks use tools like Wireshark [330] or air sniffers to capture
TCP/IP traffic. These expose communication patterns (who is talking, what is being
sent) and, if the traffic is unencrypted, the payload itself, such as a smart bulb’s status
update [18]. From the captured packets, the attacker can extract detailed information
about the network’s internal operation.

The fix for traffic monitoring is end-to-end encryption on everything. Protocols
like TLS for web traffic, WPA3 for WiFi security, and AES-based encryption for de-

vice communication can prevent eavesdropping. Implementing Media Access Control
40



(MAC) address randomization can also reduce device fingerprinting risks. Firewalls
with deep packet inspection (DPI) can monitor and block untrusted packets before
they reach their destination.

Figure 3.8 outlines a sophisticated over-the-air attack, unfolding in two stages.
The offline phase involves capturing traffic with a sniffer, preprocessing it and ex-
tracting features (packet intervals, sizes, or signal traits). These feed a machine
learning model to profile network behavior and predict device types. In the on-
line phase, the attacker actively eavesdrops, identifying live devices and cataloging
WiFi-enabled units in range [18]. This methodical approach yields a detailed inven-
tory without tripping alarms. Then there are network injection attacks, where tools
like Kali Linux or a WiFi Pineapple inject spoofed packets or crack encryption (like
brute-forcing WPA2 keys). MITM attacks take it further, intercepting traffic to re-
lay doctored messages or reroute data through malicious nodes, like a rogue Domain

Name System (DNS) server [315].

Offline Phase: Over-the-Air Network Data Preprocessing & WEEITDECETIE Predictive Model Trained Model

P —— - - —»| Model Training & | = -
Profiling Capture Feature Extraction ° eTesl'::‘nglng Ready Utilization

Attacker Involvement

Online Phase: Device - Active Network - Real-Time Data Device Identification
—_—_—mm—m—
Identification Eavesdropping Capture & Inventory

Figure 3.8: WiFi over-the-air attack. This image was inspired by [18].

Over-the-air attacks need mutual authentication at the device level. 802.1X au-
thentication with certificate-based security restricts network participation to verified
devices in the network [108]. Regular key rotation for encrypted sessions prevents
long-term eavesdropping. For MITM attacks, secure Domain Name System Security
Extensions (DNSSEC) and certificate pinning can validate legitimate servers, pre-
venting redirection to malicious endpoints [131]. Enforcing firewall-based network

segmentation can also reduce the spread of malicious injections.
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The toolkit for these attacks is wide and inexpensive. Open-source software (Wire-
shark for analysis, Aircrack-ng for cracking, custom injectors) pairs with hardware
like Raspberry Pi sniffers or Arduino jammers. Purpose-built devices like the WiFi
Pineapple simplify execution, with online guides walking through their construction
[18]. The pace of new exploit development is part of the difficulty: as defenses tighten,
attackers adapt. Strong encryption, active monitoring, intrusion detection, and net-
work segmentation are the controls that meaningfully raise the cost of these attacks

against IoT deployments.

Wireless Sensor Networks

A wireless sensor network (WSN) is a set of spatially distributed sensors that transmit
data wirelessly, and these networks form the backbone of many IoT deployments.
They use a range of protocols (Zigbee, Z-Wave, Global Positioning System (GPS),
5G, and others), each suited to specific sensing and communication requirements.
That protocol diversity is part of what gives [oT its breadth, and it also expands the
attack surface. This work separates WiFi and Ethernet networks from WSNs because
the relevant vulnerability classes are different. Within WSNs, Denial of Service (DoS)
attacks are a particular concern, and Figure 3.9 lays out the taxonomy. The WSN-
specific DoS taxonomy goes beyond what’s seen in conventional networking.

Figure 3.9 shows the DoS framework specific to WSNs, including WiFi and Eth-
ernet threats and several exploits unique to the WSN model. At the physical layer,
jamming and node tampering are the most common attacks. An adversary can jam
a Zighee network with interference to block nodes from transmitting, or physically
compromise a sensor to extract or alter its firmware [290]. Inserting a malicious node
compounds this, severing legitimate connections by drowning out their signals. FHSS
and Direct-Sequence Spread Spectrum (DSSS) raise the cost of effective signal dis-

ruption [283, 141]. Tamper-resistant hardware with physical shielding reduces the
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risk of unauthorized sensor access.

Figure 3.9: Wireless sensor networks DoS attacks. This image was inspired by [290].

Link-layer attacks operate less visibly: a rogue node can masquerade as trust-
worthy, exhaust neighbors with continuous requests, or induce collisions that crash
nodes through error handling [290]. At the network layer, flooding parallels WiFi-
style floods, overwhelming routing paths with traffic. The transport layer is subject
to flooding (swamping nodes with fake peers) and desynchronization, where message
timing is scrambled and nodes fall out of sync [290]. These attacks can be mitigated
through rate limiting, packet authentication, and anomaly detection algorithms that
identify excessive traffic patterns or suspicious communication behavior.

Beyond DoS, WSNs face routing-centric threats like the black hole attack, depicted
in Figure 3.10. Here, a malicious node lures others to redirect data through it, acting
as a sink that absorbs (or discards) transmissions, halting network flow [286, 165].
Closely related to this is the wormhole attack, shown in Figure 3.11, where data
are tunneled between two colluding nodes (say, from node A to node B), bypassing
the intended routes [308, 321]. This rerouting distorts network topology, granting
attackers control over data paths.

To mitigate black hole and wormhole attacks, secure routing protocols such as
Secure Efficient Ad hoc Distance vector (SEAD) and Ad hoc On-Demand Distance
Vector (AODV) with authentication mechanisms can help verify node identities before
allowing data redirection [137, 270, 147]. Time-based packet verification methods can

also be implemented to detect unusual delays indicative of wormhole behavior.
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Figure 3.10: Blackhole attack. This image was inspired by [13].

Figure 3.11 illustrates how wormhole nodes (A and B) tunnel data between them-
selves to manipulate its flow. The attack has four variants. Packet encapsulation
compresses data between nodes, evading the hop-count increments WSN routing de-
pends on [321]. Packet relay mode uses any node as a launch point, relaying traffic
to disrupt paths [321]. Out-of-band channel attacks rely on a single high-power node
to redirect packets via an external link [321]. Protocol distortion mode alters routing
rules to attract traffic to malicious nodes [321]. Each variant exploits the same ar-
chitectural assumption: that WSNs depend on decentralized routing decisions made
under the assumption that participating nodes are honest.

Eavesdropping attacks use prebuilt sniffers for UWB, Zighbee, Z-Wave, or Blue-
tooth to capture packets over the air. Open-source tools for Arduino or Raspberry
Pi extend this capability to additional protocols, decoding transmissions to recover
GPS coordinates or sensor readings [290]. Sybil attacks introduce fake node identities
and trick the network into routing through them; sinkhole attacks lure traffic to a
compromised node where it can be manipulated or discarded [286]. Traffic analysis
attacks operate at a different layer, where signal patterns (such as a 5G node’s burst

rate) hint at activity without requiring the attacker to decrypt payloads [308]. All of
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Figure 3.11: Wormhole attack tunnel. This image was inspired by [321].

these exploit the same property of wireless: traffic is observable in the medium itself,
independent of the network protocols above it.

To mitigate these advanced threats, encrypted communication protocols such as
AES-based encryption for data packets should be enforced. Identity-based authen-
tication can prevent Sybil attacks by requiring node verification. For eavesdropping
threats, regularly changing encryption keys and employing physical-layer security
techniques such as directional antennas and shielding can reduce interception risks.

The tools for these exploits mirror what’s available in the WiFi space: commer-
cial sniffers are widely sold, and Do-It-Yourself (DIY) options run on open-source
code. An attacker can use a Zigbee sniffer to log packets or assemble a Raspberry Pi
rig to jam Z-Wave signals. That accessibility, paired with the WSN attack surface,
means new vulnerabilities and new defenses keep emerging in roughly equal measure.
Encryption, anomaly detection, secure routing, and frequency-hopping mechanisms

substantially raise the bar against these attacks, but they don’t eliminate the under-
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lying exposure inherent in wireless sensor topologies.

Cloud Based Networks

Cloud computing has become a structural part of IoT network security. Standalone
[oT devices typically can’t meet user demand for compute resources, so cloud inte-
gration is the practical solution. Pairing IoT sensing with cloud scalability enables
capabilities like remote thermostat control from across the globe, shown in Figure
3.12. The same architecture expands the attack surface. This section focuses on the

Phantom-Delay Attack and related threats specific to this hybrid environment.

Cloud loT Server

loT Hubs

Zigbee Z_Wave

Devices Devices WiFi
Devices
uwB Other WSN

Figure 3.12: System model of a typical smart cloud-based home deployment. This

image was inspired by [101].

Phantom-delay attacks are a recently uncovered vulnerability class that exploits
timing in communications between IoT devices and cloud servers. Unlike conventional

disruption attacks, phantom-delay attacks manipulate message delivery without dis-
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carding packets, which is what makes the consequences [101] difficult to detect. The
attack uses two primitives. IoT Event Message Delay (e-Delay) delays device-to-
server state updates (for example, a “motion detected” alert), and IoT Command
Message Delay (c-Delay) stalls server-to-device instructions (for example, “lock the
door”). Transmission delays are normally sub-second and don’t pose a problem. A
phantom-delay attack, illustrated in Figure 3.13, extends those delays into minutes
or hours. The cloud server receives a delayed “motion active” event, treats it as the

current state, and acts on outdated information [200].

Sends SYN (Connection Request)

Sends SYN-ACK
(Acknowledges Connection)

Sends ACK (Confirms Connection)
Data Sent
Data Received
Attacker Intercepts Traffic
Attacker Intercepts Traffic
Delayed Packet Sent
Delayed Response

Victim Timeout/Error

Figure 3.13: Phantom-delay attack. This image was inspired by [101].

These attacks take three forms. The state-update delay attack uses e-Delay to
stall critical state reports, which can delay urgent reporting from medical IoT devices

(IoMT) or agricultural sensors and prevent timely intervention [101]. The action-
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delay attack disrupts automation; an e-Delay can postpone an insulin pump’s response
to a glucose spike detected by a continuous monitor, with direct health implications.
The erroneous execution attack has two subtypes. Spurious execution holds a de-
layed event as “true” past its validity, which triggers unneeded actions (a sprinkler
activating despite rain, for example). Disabled execution holds a condition as “false,”
which prevents necessary actions (a door failing to lock despite a command) [200].
Unlike jamming, these attacks (typically launched from a WiFi device sniffing traffic
and hijacking TCP sessions via Address Resolution Protocol (ARP) spoofing) leave
no trace of dropped packets and don’t trigger retransmission flags [327].

Catching phantom-delay attacks means checking timestamps on every message
exchange. If data arrives outside its expected timing window, it gets flagged as
stale. Secure time synchronization protocols, such as the Network Time Protocol
(NTP) with cryptographic authentication, can help detect discrepancies in the ex-
pected message’s timing. Introducing anomaly detection mechanisms that monitor
latency variations can preemptively identify these delays, prompting system alerts or
requiring revalidation before acting on stale data [105, 342, 32].

Beyond phantom delay, several other cloud-targeted attacks apply. Data injec-
tion lets an adversary feed falsified inputs (spoofed temperature readings, for exam-
ple) into the cloud and trigger incorrect decisions, such as shutting down a smart
Heating, Ventilation, and Air Conditioning (HVAC) system [101]. Session hijacking
exploits weak authentication: unsecured API keys or stolen credentials let attackers
impersonate devices and issue rogue commands (unlocking a smart door remotely,
for example). Resource exhaustion attacks target cloud endpoints by flooding them
with false requests to overwhelm processing capacity, which differs from bandwidth-
focused DDoS because the target here is server-side application logic [101]. Traffic
manipulation is the remaining category, where an attacker intercepts and alters data

in transit (modifying a smart meter’s usage report to inflate bills, for example) while
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the cloud accepts the modified data as legitimate [101].

Data injection gets stopped by cryptographic message authentication codes (MACs),
which verify that only legitimate IoT devices can submit data to the cloud. Secure
firmware updates with digital signatures help prevent unauthorized modifications
that might enable spoofed sensor readings. In mitigating session hijacking, enforcing
multi-factor authentication (MFA) for cloud access and regularly rotating API keys
reduces exposure to credential theft. Role-based access control (RBAC) minimizes
the impact of compromised accounts by restricting device privileges.

For resource exhaustion and traffic manipulation attacks, rate limiting on API
endpoints prevents abuse by restricting excessive requests from any single source.
Encryption protocols such as TLS prevent in-transit data tampering and maintain
communication integrity. IDS equipped with behavioral analysis can identify unusual
traffic patterns and trigger automated containment before the attack completes [138,
106].

These vulnerabilities exploit the cloud’s continuous IoT interaction model. Com-
mon attack tools (WiFi sniffers, Kali Linux distributions, a Raspberry Pi configured
for ARP spoofing) are inexpensive and easy to assemble. The cloud’s strength (its
ability to integrate diverse devices) is the same property that creates the exposure,
and any breach has wider consequences because it touches all the connected devices
at once. Cloud-IoT integration will only continue, and the security controls have
to scale with it: without strong end-to-end protections, the integration architecture
itself becomes the weakest link.

The attack surfaces and countermeasures cataloged across the past two chapters
define the threat conditions any candidate methodology has to handle [16]. The next
chapter steps back from the threats themselves and surveys the existing development
methodologies and security frameworks that attempt to address them, identifying

where the coverage breaks down and where AZTRM-D’s contribution sits relative to
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prior work.
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CHAPTER 4
RELATED WORK AND FOUNDATIONAL CONCEPTS

To position the contribution of the AZTRM-D framework, it helps to first understand
the evolution of software development methodologies and their inherent security lim-
itations. This section reviews the trajectory from traditional models to modern,
integrated security paradigms. It then presents a comparative analysis of contem-
porary secure development frameworks to differentiate AZTRM-D’s unified approach

and address existing gaps in the literature [67].

4.1 SOFTWARE AND SYSTEM DEVELOPMENT LIFECYCLES

The Software Development Lifecycle (SDLC) is a foundational framework guiding
the creation and maintenance of software systems through structured phases like
requirements analysis, design, implementation, and testing [121, 235]. The choice of
SDLC methodology affects a project’s efficiency and, critically, its security posture,
especially when handling sensitive or classified data [50]. As security requirements
become more stringent, development methodologies must adapt to protect sensitive

information effectively.

4.1.1 Waterfall Method

The Waterfall methodology follows a linear, sequential structure where each phase
must be completed before the next begins [58, 273]. This rigid approach is effective for
projects with stable, well-defined requirements, such as simple, unclassified systems
[243, 164]. While its emphasis on detailed documentation helps with compliance

under standards like Health Insurance Portability and Accountability Act (HIPAA) or
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Payment Card Industry Data Security Standard (PCI-DSS), the rigid structure makes
it poorly suited for dynamic threat environments that require continuous security

reassessment and rapid adaptation [50].

4.1.2 Agile Method

In contrast, the Agile methodology offers a flexible and iterative approach, breaking
development into small units called sprints that allow for continuous integration and
deployment [243, 322]. This adaptability works well where requirements evolve, such
as in consumer IoT development [50]. The rapid pace of Agile development does
require strong management and integrated security practices to prevent oversights

and maintain compliance throughout the iterative cycles [235].

4.1.3 V-Model

The V-Model, an extension of Waterfall, emphasizes verification and validation by
pairing each development phase with a corresponding testing phase [5, 79]. This
structured approach works well for projects where reliability and rigorous testing are
the top priority. The rigidity is the problem, though. Like Waterfall, it doesn’t adapt
quickly to new security threats or regulatory changes, making it a poor fit for highly

dynamic or classified systems [50].

4.1.4 Spiral Method

The Spiral methodology offers a hybrid approach, merging the iterative nature of Agile
with the structure of Waterfall and placing a strong emphasis on risk assessment at
each phase [285]. Its iterative cycles of planning, risk analysis, and evaluation make it
well-suited for large, complex projects with high levels of uncertainty [50]. For highly
classified systems like the Internet of Battlefield Things (IoBT), the Spiral model’s

intrinsic focus on continuous risk management is invaluable for adapting to changing
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mission requirements and threat landscapes.

4.1.5 DevSecOps Method

A common limitation across these foundational models is the tendency to treat secu-
rity as a separate, often late-stage, concern. This gap led to the rise of Development,
Security, and Operations (DevSecOps), an approach that integrates security practices
directly into the entire development lifecycle [280, 184]. Through automation, CI/CD,
and a culture of shared responsibility, DevSecOps aims to make security an intrinsic
component of the software pipeline [347]. Core principles include “Security as Code,”
where security policies and controls are managed as versioned, auditable code, and
continuous monitoring throughout the lifecycle [253]. As illustrated in Figure 4.1,
the DevSecOps lifecycle embeds security touchpoints, from threat modeling in the
planning phase to security analysis in the feedback phase, across the entire process.
While DevSecOps provides a critical cultural and procedural foundation, it does not,
by itself, prescribe a specific risk management structure or access control philosophy,

leaving room for more complete, unified frameworks.
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Figure 4.1: The DevSecOps Lifecycle, integrating security into every phase from

planning to feedback. This image was inspired by [77].
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4.1.6 Secure Development Methodologies and Frameworks: Where Things
Stand

Agile methodologies, cloud-native architectures, and continuous delivery pipelines
have changed how software gets built. Speed is up. But security hasn’t kept pace.
Traditional security approaches often fall short against today’s threats because they
get implemented too late or through fragmented, manual processes [121, 235]. Find-
ing and fixing vulnerabilities late in the development cycle is costly, causes delays,
and leaves systems exposed [12]. This situation demands a new approach that in-
tegrates security from the start, maintains continuous vigilance, and uses intelligent
automation to keep pace with evolving threats.

S-SDLC emerged as a direct response, integrating security into the traditional
SDLC [152, 25]. The primary goal of any S-SDLC is to embed security considerations
into every stage of development, from requirements gathering to deployment and
maintenance. Doing so produces a final product that can withstand evolving threats
[59]. To understand where AZTRM-D fits within this context, it is helpful to examine
the existing body of S-SDLC methodologies and modern security frameworks.

Table 4.1 provides a concise overview of various prominent S-SDLC methods,

detailing their key focus areas and core characteristics.

Table 4.1: S-SDLC Methodologies. Each method sourced from its cited publication.

Method Key Focus/Approach Core Characteristics

Embedded This method integrates se- It identifies security requirements early, uses threat

Security in curity deeply into each modeling for design, prioritizes secure coding and

Traditional phase of the traditional static analysis, employs layered testing, and fo-
SDLC [152] SDLC. cuses on continuous monitoring and patch man-
agement.
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Table 4.1 continued from previous page

Method

Key Focus/Approach

Core Characteristics

Early and
Continuous
Integration

25]

Agile-
Adapted
Security [322]

Common
Criteria
(CC) Cer-
tification

Aligned [170]

DevSecOps
Transfor-
mation [249,

144]

Categorized
Software
Security
Strategies
[193]

Proposed
AZTRM-D
Methodology
(This Work)
(67]

This approach emphasizes
early and continuous se-
curity integration through
stakeholder

involvement

and education.

This method integrates se-
curity into Agile method-
ologies, making it well-
suited for dynamic and it-

erative development.

This approach is tailored to
meet the rigorous require-

ments of CC certification.

This method transforms
the DevOps process into
a unified DevSecOps ap-
proach, ensuring security
is a shared responsibility

across all stages.

This method is based on a
study that categorized soft-
ware security strategies into

five main approaches.

This is a unified, AI-

augmented process that

builds upon existing S-

SDLC methods.

It aligns security requirements with business ob-
jectives, involves security experts and stakehold-
ers, builds a culture of security awareness, and
integrates automated, continuous security testing

throughout all phases.

It embeds security activities like threat modeling
and reviews directly into Agile sprints. Security
testing is performed iteratively, and a “security

backlog” helps prioritize and manage tasks.

It emphasizes aligning with specific CC security
controls and extensive documentation. Formal
risk management is key, requiring detailed risk as-
sessments (e.g., ISO/IEC 27005) to systematically

identify and mitigate threats.

Key features include automated security integra-
tion into the CI/CD pipeline, building a collabora-
tive culture between development, operations, and
security teams, and using continuous monitoring

with real-time feedback for rapid remediation.

These include Secure Requirements Modeling; Vul-
nerability Identification via static and dynamic
analysis; Software Security-Focus Processes using
frameworks like Microsoft SDL; Extended UML-
Based Secure Modeling; and Non-UML-Based Se-

cure Modeling.

It integrates proactive DevSecOps, structured
NIST RMF, and stringent ZT access controls. A
unique aspect is its direct application of ZT princi-
ples to the Al systems within the SDLC, ensuring

automation tools are continuously verified. This

creates a more resilient security framework.

While these S-SDLC approaches provide a solid foundation, recent academic and
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industry work has focused on building more specific frameworks. Many modern
threats target the CI/CD pipeline, exploiting vulnerabilities in open-source dependen-
cies and Infrastructure as Code (IaC), requiring a defense-in-depth strategy beyond
basic code scanning [239]. In response, researchers have proposed Al-enhanced mod-
els for specific lifecycle stages. For example, some have developed machine learning
approaches to automate threat modeling within DevSecOps, showing AI’s potential
to proactively identify design flaws [329]. Concurrently, the ZT philosophy has be-
come prominent, with researchers exploring its application beyond network access,
extending principles to the supply chain for rigorous verification of all components
and suppliers [62]. Others advocate for “Zero Trust by Design,” embedding its prin-
ciples into the very architecture of systems [132].

While these approaches advance software security, they often focus on specific
domains. Other researchers have proposed structured Al-driven security models, such
as the ANN-ISM model for software development, which provides a valuable reference
point for formalizing security processes [151]. However, a gap remains for a unified
framework that combines the agile methodology of DevSecOps, the rigorous validation
of ZT, and the structured governance of a formal RMF into a single, cohesive lifecycle,
all orchestrated by Al. Table 4.2 compares these approaches and highlights AZTRM-

D’s unique contribution.
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Table 4.2: Comparative Analysis of Modern Secure Development Approaches. Each

framework sourced from its cited publication; gap analysis is the author’s assessment.

Framework/ Core Principles AI/Automation Gap Addressed by
Approach Focus AZTRM-D
Standard Integration of Automated Lacks a prescribed,
DevSecOps [347] security into CI/CD; SAST/DAST formal risk

AI-Enhanced
Threat Modeling
[329]

Zero Trust Supply
Chain [62]

automation of
security checks;
shared responsibility

culture.

Using ML/AI to

predict and identify
design-level security
threats early in the

lifecycle.

Extending ZT
principles (“never
trust, always verify”)
to all third-party
software components,
dependencies, and

build processes.

scanning; CI/CD

pipeline automation.

Automated
generation of threat
models from system
artifacts; predictive
vulnerability

analysis.

Automated
dependency scanning
(SCA); cryptographic
verification of

software artifacts

(signing).

o7

management
structure (like RMF)
and a guiding access
control philosophy
(like ZT). Security

can still be ad-hoc.

Primarily focused on
the “left side”
(design/planning).
Does not extend
across the full
operational lifecycle,
including runtime
monitoring and

incident response.

Focuses heavily on
supply chain and
artifact integrity but
does not inherently
include continuous
operational risk
management or a full
DevSecOps pipeline

structure.



Table 4.2 continued from previous page

Framework/

Approach

Core Principles

AI/Automation

Focus

Gap Addressed by
AZTRM-D

AZTRM-D (This
‘Work)

Unified integration of
DevSecOps, NIST
RMF, and ZT

principles.

Pervasive Al
orchestration across
all phases, from
Al-driven risk
assessment and
policy generation to
automated ZT
enforcement and
adaptive threat

response.

Provides a single,
unified framework
that ties together
agile development,
structured risk
governance, and
adaptive access
control, ensuring
security is

continuous,

risk-based, and
context-aware from
planning to

operations.

4.2 THE RATIONALE FOR AZTRM-D’S INTEGRATED APPROACH

As the comparison in Table 4.2 illustrates, existing advancements tend to address
specific facets of the secure development challenge. AZTRM-D is proposed as a so-
lution designed to bridge these gaps. For an organization operating in a high-stakes,
regulated environment, a methodology that only focuses on CI/CD automation or
threat modeling isn’t enough. A resilient security posture, one that holds across
multiple attack classes and operational contexts, requires pulling several paradigms
together. It needs the methodological agility of DevSecOps, the continuous access
control of Zero Trust, and the structured governance of RMF keeping all activities
measurable and compliant. Tying these complex domains together requires an engine
for scalable and adaptive orchestration, a role fulfilled by Artificial Intelligence [102].
The selection of DevSecOps as the foundational process for AZTRM-D is therefore a
strategic decision. Its principles of automation and continuous integration are prereq-

uisites for implementing a dynamic security model at scale. By embedding ZT and
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RMF principles within this agile process, and using Al to orchestrate it, AZTRM-D
provides an adaptive security framework that is well-suited to the demanding security
requirements of modern critical systems.

My proposed AZTRM-D methodology builds upon these foundational S-SDLC
methods and modern security frameworks. It builds on them by creating a unified,
Al-augmented process that integrates the proactive security measures of DevSecOps,
the structured risk management of the NIST RMF, and the stringent access controls
of ZT [132, 336]. What sets AZTRM-D apart is its application of ZT principles
directly to the Al systems within the SDLC, ensuring that the automation tools
themselves are continuously verified. This unified approach creates a more resilient
and responsive security framework that addresses the gaps identified in the existing
literature.

The three pillars of that framework are introduced together at this level, but each
rests on a distinct body of work that defines its operational shape. The next chapter
develops the first of them, the NIST Risk Management Framework, and explains how

its seven-step process is adapted into AZTRM-D’s governance backbone.
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CHAPTER 5
UNDERSTANDING THE RISK MANAGEMENT FRAMEWORK

5.1 NIST RISK MANAGEMENT FRAMEWORK

As a foundational component of AZTRM-D, the NIST RMF provides a structured,
seven-step process to manage security and privacy risk. The framework is the stan-
dard governance process for federal information systems, codified in NIST SP 800-37
Rev. 2, and applies across federal civilian agencies as well as National Security Sys-
tems following NSM-8 [297, 312|. The framework is designed to be integrated into
the system development lifecycle, making it a natural fit for a DevSecOps approach.
It begins with understanding the organizational context and proceeds through sys-
tem categorization, control selection, implementation, assessment, authorization, and
continuous monitoring [297, 211, 185]. With AI integrated at each step, AZTRM-D
turns the RMF into a dynamic and highly automated process. Figure 5.1 illustrates
the cyclical nature of this framework, where monitoring feeds continuously back into
preparation for the next assessment cycle. Table 5.1 summarizes the seven phases,
their core activities, and the specific Al augmentation that AZTRM-D applies at each

phase. The subsections that follow develop each phase in detail.
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Table 5.1: The seven phases of the NIST Risk Management Framework as adapted in
AZTRM-D. Core activities are drawn from NIST SP 800-37 Rev. 2; Al augmentations

describe the specific automation AZTRM-D applies at each phase.

RMF Phase Core Activities AZTRM-D AI Augmentation

Preparation Establish roles, responsibilities, gover- Analyzes historical data to recommend role-
nance, and a risk management strategy; based access controls; monitors organiza-
identify stakeholders; define continuous tional activity to assist dynamic responsibil-
monitoring strategy [297, 159] ity assignment [8, 336]

Categorization Map system layout, components, data Automates discovery of system intercon-
flows, and interconnections; assign im- nections and data flows through network
pact levels (low, moderate, high) based analysis for a more complete environmental
on data sensitivity [297, 185, 301] view [96, 17]

Selection Conduct threat assessment, vulnera- Analyzes threat intelligence in real time
bility assessment, and risk assessment; and automates vulnerability assessment to
select baseline security controls cali- produce a more dynamic and accurate risk
brated to identified risks [297] picture [17, 102]

Implementation Deploy and integrate selected con- Automates control deployment and con-
trols into existing infrastructure; doc- figuration through Infrastructure as Code
ument every configuration change; train and “Security as Code” practices, reducing
personnel on the implemented con- human error [253]
trols [297]

Assessment Reassess vulnerabilities, threats, and Automates continuous control testing and
risks under deployed controls; run vul- analysis; simulates attack scenarios and
nerability scans, penetration tests, and provides immediate feedback on control
security audits to verify control effec- performance [102, 329]
tiveness [297]

Authorization Senior official reviews all documentation  Rapidly analyzes extensive documentation
(risk assessments, control implementa- and highlights the highest-risk areas, com-
tions, test results) and formally accepts pressing review time and supporting cATO
residual risk before operation [297] decisions [185]

Monitoring Maintain continuous surveillance of sys- Real-time anomaly detection on high-volume

tem activity, performance, and intrusion
indicators; run regular vulnerability
scanning; respond swiftly to detected

incidents [297, 211]

telemetry; predictive threat analysis ahead
of exploitation; continuous adaptive posture

maintenance [102, 8]
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5.1.1 Preparation Phase

The first step in the NIST RMF, the Preparation Phase, lays the groundwork for
effective risk management by establishing clear roles, responsibilities, and procedures
[297, 188]. This phase sets the stage for governance by determining who has access
to data, establishing a hierarchy for change management, and defining processes for
documentation [159]. A critical aspect of this phase is ensuring the organization is
prepared to execute the RMF at all levels, which includes establishing a risk manage-
ment strategy, identifying key stakeholders, and developing a continuous monitoring
strategy that aligns with organizational goals [260, 301]. In AZTRM-D, Al augments
this phase by analyzing historical data to recommend role-based access controls and
by monitoring organizational activities to help dynamically assign responsibilities,

minimizing the attack surface from the outset [8, 336].

5.1.2 Categorization Phase

The Categorization Phase involves building a thorough understanding of the system
and its environment [297, 188]. This requires carefully analyzing the system lay-
out, mapping how components communicate and exchange data, and identifying all
network connections [185]. The priority is to identify critical systems and their in-
terdependencies to understand the potential impact of a security incident [297, 211].
The systems are then assigned impact levels (low, moderate, or high) based on the
sensitivity of the data they handle, which feeds directly into later control selection
[301]. AI speeds this up by automating the mapping of system interconnections and
data flows through network analysis, giving a more accurate and complete view of
the environment than manual efforts alone [96, 17]. Figure 5.2 shows how a system’s
authorization boundary relates to the broader environment of operation, a mapping

that drives the categorization decisions feeding into the rest of the RMF process.
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Figure 5.1: The cyclical nature of the RMF, where monitoring provides continuous
feedback into the preparation for the next cycle. This image was inspired by [297,
188].

63



O/

/

Figure 5.2: A conceptual diagram illustrating a system’s Authorization Boundary,

which contains critical assets, and its connections to the wider Environment of Oper-
ation. This mapping is a key activity in the RMF Categorization phase. This image

was inspired by [297].

5.1.3 Selection Phase

In the Selection Phase, a baseline of security controls is established based on a full
evaluation of threats, vulnerabilities, and risks [297, 211]. This process begins with
a thorough threat assessment to identify potential adversaries and attack vectors,
followed by vulnerability assessments to pinpoint weaknesses in the system [297, 188].
The identified threats and vulnerabilities are then analyzed in a risk assessment to
determine their likelihood and potential impact [260, 185]. Based on this analysis,
appropriate security controls are selected to mitigate the identified risks [159]. Al
accelerates this selection process by analyzing vast amounts of threat intelligence data
in real-time and automating vulnerability assessments to provide a more dynamic and

accurate risk picture [17, 240].
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5.1.4 Implementation Phase

The Implementation Phase is where the selected security controls are put into ac-
tion, transforming the security plan into a tangible defense [297, 188]. This phase
requires careful deployment and integration of the controls into the existing infras-
tructure. Thorough documentation of every configuration change and policy update
matters for tracking, troubleshooting, and compliance [159, 260]. Personnel must
also be trained on the newly implemented controls so they understand their role in
maintaining security [304]. Al handles this by automating the deployment and con-
figuration of controls through Infrastructure as Code (IaC) and other “Security as

Code” practices, keeping configurations consistent and cutting down on human error

299, 265].

5.1.5 Assessment Phase

The Assessment Phase is a critical checkpoint to verify that the implemented security
controls are effective and meeting their objectives [297, 188]. This involves reassessing
vulnerabilities, threats, and risks given the new controls [304]. The primary goal
is to verify that the controls are mitigating the intended vulnerabilities, which is
accomplished through vulnerability scans, penetration testing, and security audits
(297, 185]. It is also necessary to evaluate whether the controls provide adequate
security without unduly hindering the system’s operational capabilities [301]. Al
improves this phase by automating the continuous testing and analysis of controls,
simulating potential attack scenarios, and providing immediate feedback on their

performance [96, 336].

5.1.6 Authorization Phase

The Authorization Phase marks the formal decision point where a senior official au-

thorizes the system to operate based on an acceptance of the remaining risk [297,
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188]. This official, or an external auditor, reviews all documentation, including risk
assessments, control implementations, and test results, to determine if the system
meets the required security and compliance standards [304, 301]. This decision is a
critical judgment call that weighs the potential impact of a security breach against the
organization’s mission and risk tolerance [260]. Al can compress this phase by rapidly
analyzing the extensive documentation and highlighting areas of highest risk, speed-
ing up the review process and enabling a more informed and timely authorization

decision, which is key to achieving cATO [139, 240].

5.1.7 Monitoring Phase

The Monitoring Phase is the final, ongoing stage of the RMF, where continuous mon-
itoring confirms the system’s security posture stays effective over time [297, 211].
This phase involves a relentless pursuit of maintaining security by adapting to emerg-
ing threats and evolving challenges [159, 301]. NIST IR 8011 provides the federal
reference for automating security control assessments, which is the foundation the
continuous-monitoring requirement actually rests on [76]. Continuous monitoring in-
cludes real-time surveillance of system activity, performance analysis, intrusion detec-
tion, and regular vulnerability scanning [304]. When a potential incident is detected,
a swift and coordinated response is essential to contain the damage [185]. Al provides
a meaningful capability in this phase by automating the real-time analysis of massive
data volumes to detect anomalies and predict future threats before they can be ex-
ploited, ensuring a proactive and adaptive security posture throughout the system’s

lifecycle [102, 115].
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CHAPTER 6
THE GUIDING PHILOSOPHY: ZERO TRUST ARCHITECTURE IN
AZTRM-D

6.1 ZERO TRUST

While the RMF provides a structured process for governance, AZTRM-D’s opera-
tional security is guided by the philosophy of ZT. ZT moves a